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Description

At least 1 Petabytes in each site as per RFP
requirements. Size of Offered Petabytes for the cost of
300,000$ (total up to X Petabytes in each site) as per RFP
requirements

Capacity

Offered
Capacity:

Total Price $

Wording

Comments
Calculated Price

_per 1 Pb=300,0005/X

Support for the first year after implementation

Calculated Price
per 1 Pb=300,000$/X

Support for the second year after implementation

Calculated Price
per 1 Pb=300,000$/X

Support for the third year after implementation

Calculated Price
per 1 Pb=300,000$/X

Support for the fourth year after implementation

Calculated Price
per 1 Pb=300,0005/X

Support for the fifth year after implementation
Total Cost of Ownership {sum of above)

VAT

Calculated Price
per 1 Pb=300,0005/X

Grand Total

N.B: Prices shouid be DDP

N.B.: Any requirement or item or cost must be mentioned above in order to accomdate to offered X petabytes in each site as

per the RFP for the coming 5 years.

The cost per PB will be calculated based on pro-rata of offered capacity.
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REQUEST FOR PROPOSAL

Scale-out NAS storage platform for
OGERO
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1. Introduction and Overview

1.1 Statement of Confidentiality

This Request for Proposal (RFP) and all materials provided by OGERO, concerning the affairs of
the company, must be considered confidential. It must not be forwarded to any third party for
evaluation or for any other purpose without the written consent of OGERO. When submitting
confidential material to OGERO, the vendor/reseller must clearly mark it as such.

1.2 OGERO - Overview

OGERO is the main operator of the fixed telecommunications network in Lebanon for the benefit of
the Lebanese Ministry of Telecommunications (MOT).

OGERO, engine of MoT, constitutes the backbone infrastructure for all telecom networks including
Mobile Operators, Data Service Providers (DSPs), Internet Service Providers (ISPs) and others.
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2. Requirements

2.1 Features and Requirements

OGERQO is planning to implement a High end Scale-out NAS Storage platform to integrate with its
Infrastructure. The requested NAS platform must be using state-of-the-art technologies to store,
manage and protect log files, video Surveilance and data analytics.

The requested NAS platform must be easy to manage, provide unmatched efficiency and be highly
resilient. It must offer extensive data protection and security options. To keep pace with growing
data storage requirements, the modular architecture of the requested storage must allow to scale
performance and capacity easily and quickly.

The NAS platform will be implemented in two physical locations. The NAS platform shall be
operating in Active-Active mode in each site. Each site must be accessible for hosts in either sites

and replication will take place to replicate data between sites.

The platform must have the following key requirements and functionalities in each of the two sites.
The bidder must describe in details the compliancy of each feature.

a. The Proposed Solution must be a purposed build Scale Out
Network Attached Storage (NAS) Appliance with native NAS
capabilities, no gateways & with no virtualization layer or
virtualization technology.

b. No additional software installation should be mandatory on the
clients (VMS recording servers), solution must be able to use
native NAS protocols installed to assure the functionality of the
system. If additional software installation brings extra benefits, it

. must be elaborated

1 Solution c. The Storage architecture must follow best practices of the VMS

Architecture for performance, reliability, availability and maximize the Mean
Time between Data Loss (MTDL).

d. The storage solution must support different type of
configurations including All-Flash nodes for extreme
performance requirements or Hybrid nodes (SAS+ SSD or
SATA / NL-SAS + S8SSD) for Performance or Archive
requirements

e. Storage compression and/or deduplication of data which results
in improved storage efficiency is a plus.
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Required Storage
Capacity

a. At least one PetaBytes Net Usable Capacity in each site

using advanced software based data protection mechanisms
rather than standard Raid Protection (best practices for the
performance) with the following distribution

i. At least 15% of Net Usable Storage capacity for
hadoop analytics tier 1 storage -hybrid with high perf
and massive scalability.

ii. Atleast 10% of Net Usable Storage capacity for VDI
user and profile data with high efficiency and massive
scalability.

ii. Upto 75 % of Net Usable Storage capacity for Hadoop
Tier 2 and archive with massive scalability.

System must be scalable to at least 50 PB and at least 10
times for each of the above distributions.

Front & Back End
NAS Connectivity

The Proposed scale out NAS Architecture is as described
below in Figure 1 (Targeted Architecture).

Bidder must provide a high level design & Architecture that
shows the connectivity between the solution components and
with OGERO Network/Servers.

Non-Disruptive
Upgrades

The storage system must support non-disruptive code upgrades
along with the ability to rollback to previous code version in the event
of compatibility issues

Load Balancing

The system must:

a.

Have a single Global Namespace: Provides a single unified
global file system view to clients.

Evenly distribute client connections across the cluster

- Support Automatic NFS failover in order not to lose any 1/O
transaction and without any user or application interruption.
No distruption of 1/O during NFS failover.

Performance

The Storage must have the ability to auto-balance
Performance and capacity across all system components
in order not to create any bottleneck or hot spot.

The auto balance capability must span the entire, single
fle system and namespace automatically with no
commands needed to kick start this process.

Linear performance and storage capacity must be
achieved by adding adequate components (Disks,
Cache, I/0, CPU.,..) to ensure the linear scalability.

Automatically spread data across devices

All storage components must be active, contributing in
performance and capacity of the system

The storage must be capable to expand perfo_rmance
with capacity linearly. As the system grows it must

Page 5/5




increase performance for both read and write operations

Scalability

a. The file system capacity must be scalable to at least 50
Pbytes growth, in the same single namespace without
any interruption or down time, no configuration change or
hardware changes, all as a single File System.

b. All needed hardware, licenses and upgrade path must be
indicated for the mentioned above scalability.

c. Upgrades should add extra capacity and performance to
be used in the next few minutes

d. The storage system must support different generations of
hardware within the same cluster, all forming a single file
system to guarantee compatibility and highest ROI

Data Integrity,
Protection and
Availability

a. The storage system must provide guaranteed protection
from silent data corruption scenarios.

b. The storage system must protect data by using snapshot
based backups feature with defined retention period and
the ability to do backups to third party storage.

c. Continuous integrity checking/ silent data corruption
protection

d. Secure delete, file level

e. Storage system must have technical capability to
accelerate data rebuild times for recoverable storage
media

f. Bidder must describe his solution for rebuild process in
case of one or more disk failure(s) to ensuring data
reliability.

g. The storage system must be able to sustain multiple disk
and multiple controller failures. N-way system resiliency
is provided & supports N+1, N+2, N+3, and N+4 (4
simultaneous failure support)

Data Access
Protocols

Platform must be a multi-protocol (Native protocols) access to the file
or object using protocols like NFS-v3/v4, SMB 1/2/3, native HDFS
1.x, 2.x (for Forensics video analytics), HTTP, FTP, §3, REST APls,
Openstack swift/cloud protocol.

10

OS Support

Support for Windows, Unix, Linux and MAC OS natively without any
client agent.

11

Management
Software

The Management software should be solution based and provide GUI
/ web based management with complete Reporting features like File

system Usage, empty Space, etc....
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12

Load Balancing
mechanism

a. Must include load balancing mechanism to guarantee
equal utilization of resources:

b. Ability to load balance all client connection to all storage
components of the cluster to avoid performance
bottlenecks and ensure even distribution of storage 1/0
requests

13

Quotas
Management

Must include User quotas with hard and soft limits and thin
provisioning features and capabilities

14

Disaster Recovery

Must replicate and distribute large mission-critical data sets to
multiple shared storage systems in multiple sites for reliable disaster
recovery capability, and use simple failover and failback to increase
the availability of data.

15

Compliance

a. Must Protect critical data against accidental, premature, or
malicious alteration or deletion,and support / configure
enterprise class WORM. Data must be retained and indexed
on the storage with immediate accessibility for a period of two
years, and with non-immediate access for a period of at least
six years.

b. Should have Capability of file audit logging

c. File level WORM (write once, read many) capability with
retention

16

VDI Support

Must Support storage virtualization (VDI) environments, Must
provides highly efficient, massively scalable storage for VDI users
and profile data.

17

L.atency

Provides design considerations that ensures latency is minimal from
the client endpoints to the storage nodes to maximize performance
and efficiency

18

Security

a. Must Include security options such as file system auditing,

encryption (at rest), erasure coding, End-to-end checksum,...
b. Must have International security certification such as
(NIST,FISMA,..).

¢. Should leverage role-based access control options. Ability to
create isolated storage pools for specific departments.

19

Support of
Distributed File
System
Applications
(Hadoop)

a. Must support and integrate with the Hadoop Distributed File
System (HDFS) layer and Hadoop distributions.

b. Must have a global namespace that can span multipie Hadoop
clusters and geographies. Combines Memory,l/O, CPU and
disks of the nodes into a cohesive storage unit to present a

___global namespace as a single file system.
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Storage must include all necessary HW devices to provide a
20 | Protection protection against three simultaneous drives failures or entire disk
shelf failure
The required solution must provide a highly available storage
infrastructure with No Single Point of Failure, This requires that all
21 | Redundancy critical system components be redundant (power supplies, fans,
controllers ... etc).
22 | Rack Must include Rack to accommodate all provided hardware
a. Must Include Real time performance/capacity reporting tool
S/W licence:
Advanced b. Real time and historical performance reporting of all
23 Reporting Tool compor)ents of the. stor.age platform . .
c. Real Time and historical performance reporting of different
protocols running on the storage platform
d. Capacity trending capabilities

All needed licenses must be provided with no limitation for the above mentioned requirements.

Targeted

Architecture

* Back End Switching Layer: redundant,

Conneqivity

non blocking
* Cluster: each Cluster is composed of y Front witching Ldyer
compute and §torage cqmponeqts with Scale out
scale out architecture within a single
name space uster Cluster 2

* Front End Switching Layer: redundant,
non blocking, 10G/40G/100G ports with

at least 20 of each category populated in
each front-end switch , allowing:

1. Direct connectivity to the existing
OGERQC HC{VXRAIL): 40G/100G

Back End Switching Layer Back End Switching Layer

RAS Beirut JDEIDEH

2. Direct connectivity to the OGERQ

Intranet: 10G

3. WAN connectivity over dark fibers {less
than 10Km}: 40G/100G

Figure 1. Targeted Architecture

2.2 Product Requirements
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The systems delivering the required functionalities for OGERO must fulfill the following
requirements:

1)

2)

3)

4)

5)

6)

7

8)

The product must be designed for primarily on-premises workloads and not as a pass-through
solution where data will be permanently stored elsewhere.

The product must be designed specifically for scale out NAS storage.

The product should have at least 50 production customers each consuming more than 1 PB
capacity through distributed file systems. Vendor must provide reference materials to support
this criterion.

The product must be installed in at least three major geographies. Vendor will provide evidence
of a minimum of 20 production customers brought to revenue in each of at least two major
geographies (America, EMEA, Asia/Pacific).

The vendor should own the storage software intellectual property and be a product developer.

The vendor must have the product commercially available for at least five calendar years and
supported for at least seven years with Hardware cross generation support

The product must be available for purchase as an appliance and as a stand-alone storage
product, and not an integrated, converged or hyperconverged system with compute and
hypervisor bundle.

An international brand; non-OEM product with independent intellectual property rights,
developed without use of open-source software such as Lustre and Ceph

2.3 Time to Build

The vendor must provide implementation plan and Time line for all phases. OGERO is interested in
having the environment operational within six months after signature.

24 Licensing

The vendor must provide all the licenses for hardware and software needed to operate the platform
as per the requirements mentioned in this RFP.
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3.

System Operation and Infrastructure

The platform will be hosted in OGEROs datacenters in Ras Beirut and Jdeideh.

1)

2)

3)

4)

5)

6)

7)

The bidder is requested to provide details on the IT hardware infrastructure and provide detailed
network architecture design for the proposed solution to meet OGERO requirements.

The response shall include all necessary spare parts management and processes to achieve
the necessary SLAs

The bidders must have a local presence and have certifications for implementation, support and
consultancy purposes of the installed components.

The bidders are required to specify in detail the hardware, software, licenses and services in the
financial models as line items (breakdown of costs).

The vendor is responsible for the provided solution and should do the implementation.

The bidder must explain their infrastructure management methodologies, detailing how solution
scalability must be realized to support increasing OGERO efficiency while keeping the
operational staff constant.

The installation & commissioning must include all components and subcomponents like cables
(such as fiber, Ethernet etc.), SFPs, connectors, converters, Tools Hardware & Software
Licenses, accessories and other components (required for commissioning of the solution as a
part of RFP) must be supplied by the bidder.
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1)

2)

3)

. Training

A professional training for four candidates and knowledge transfer for all the delivered
components are required.

The bidder must provide a task-oriented training, giving the participants the knowledge &
information and providing them with the procedures required to perform each of their set tasks.

In addition to standard training the bidder must ensure that the training covers the respective
tasks the trainee must perform.
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5. Other Requirements

5.1 References, staff and Certificates

The bidder should provide evidence of the implementation of the proposed solution, including
customer references for service delivery of a similar nature and volume (at least 3 references) that
verify that the bidder has a good performance record and demonstrate that the bidder has the
capability of meeting the requirements. References shall list a point of contact in the client
organization for that project.

The bidder shall state the number and qualifications of offered on-site and off-site resources to
cover and provide the required services. Detailed CVs which shows their certifications in
implementing project components and their employment status with the bidder.

The implementer of the Solution must be a certified partner of the provider.

5.2 Evaluation Criteria

Criteria Weight
1. Compliancy of Product Requirements 15%
2. Compliancy with Targeted Architecture 15%
3. Compliancy of Other features and requirements 50%

4. Key professional staff qualifications and Bidder competence | 15%
for the assignment

5. Training program and transfer of knowledge 5%

Only proposals with average scores of at least 80 points (%) qualify for the financial evaluation.

5.3 Licenses and Support

a) The Bidder must implement the following:

o System Installation and Integration.
e Operational System.
¢ Knowledge transfer to ogero personnel.
¢ System Maintenance & Support:
» Serviced time is 24 hours per day: 24/7/365..

b) The bidder price must include the cost of all required hardware, software and
licenses to operate the platform as described in this RFP.

c) The bidder must provide the yearly support, Licenses and maintenance cost after the
implementation for the first three years.

Page 12/12



d) The bidder must provide the price of (a), (b) & (c) above for additional two Net usable
Peta Bytes which would OGERO upgrade to in the coming years.

The bidder price will be the total price of a, b, ¢ and d.
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Solution Architscture

a. The Proposed Solution must be a purposed build Scale Out Network Attached Storage (NAS)

Appliance with native NAS capabilties, no gateways & with no virtualization layer or virtualization|

technology.

b. No it software i ion should be on the clients (VMS recording servers),|

solution must be able to use native NAS protocols installed to assure the functionality of the system. If|

additional software installation brings extra benefits. it must be elaborated

¢. The Storage architecture must follow best practices of the VMS for performance, reliabiity, avaitabiity|

and maximize the Mean Time between Data Loss (MTDL)

d. The storage solution must support different type of configurations including All-Flash nodes for|

extreme performance requarements or Hybrid nodes (SAS+ SSD or SATA / NL-SAS + SSD) forf
or Archive

e. Storage compression and/or deduplication of data which resutts in improved storage efficiency is aj
us.

Required Storage Capacity

a. At least one PetaBytes Net Usable Capacity in each site using advanced software based data|
protection mechanisms rather than standard Raid Protection (best practices for the performance) with
the following distribution

i Atleast 15% of Net Usable Storage capacity for hadoop analytics tier 1 storage -hybrid with|
high perf and massive scalability.

ii.  Atleast 10% of Net Usable Storage capacity for VDI user and profile data with high efficiency}
land massive scalabiity.

fi. Upto 75 % of Net Usable Storage capacity for Hadoop Tier 2 and archive with massive
scalability.

b. System must be scalable to at least 50 PB and at least 10 times for each of the above distributions.

Front & Back End NAS
Connectivity

|so|uﬁon components and with OGERO Network/Servers.

a. The Proposed scale out NAS Architecture is as described below in Figure 1 (Targeted Architecture).
b. Bidder must provide a high level design & Architecture that shows the connectivity between the

Non-Disruptive Upgrades

The storage system mun suppon non—dssru;mve code upgrades along with the ability to rollback to

The system must

a. Have a single Global Namespace: Provides a single unified global file system view to clients.

b. Evenly distribute client connections across the cluster

c. Support Aumomanc NFS fa\lover in order not to loge any VO transaction and without any user or
2l n interruption. No distruption of O during NF'S failover.

a. The Storage must have the ability to auto-balance Performance and capacity across ak system
‘components in order not to create any bottleneck or hot spot.

b. The auto balance capabiity must span the entire, single fle system and namespace,
automaticafly with no commands needed to kick start this process.

c. Linear performance and storage capacity must be achi by adding adeq P
(Disks, Cache. VO. CPU...) to ensure the linear scalability.

d. Automatically spread data across devices

e. All storage must be active, ing in and capacity of the system

f. The storage must be capable to expand performance with capacity linearly. As the system
arows it must increase performance for both read and write operations

a. The file system capacity must be scalable to at least 50 Pbytes growth, in the same single
without any i ion or down time, no configuration change or hardware changes,

Scalability

Data Integrity, Protection and
Avallability

all as a single File System.

b. AR needed hardware, icenses and uparade path must be indicated for the mentioned above

c. Upgrades should add extra capacity and performance to be used in the next few minutes

d. The storaqe system must support different generations of hardware within the same cluster,
all formi file system to guarantee com) and hi ROl

a. The storaqe system must provide guaranteed protection from silent data corruption scenarios.

b. The storage system must protect data by using snapshot based backups feature with defined
retention period and the ability to do backups to third partv storage

c. Conti integrity dng/ sient data

d. Secure delete, file level

e. Storage system must have technical capability to accelerate data rebuild times for
rarnverahle storane media

f. Bidder must describe his solution for rebuild process in case of one or more disk failure(s) to
ensuring data refiabiity.

g. The storage system must be able to sustain multiple disk and multiple controller faiures. N-
way system resiliency is provided & supports N+1, N+2, N+3, and N+4 (4 simultaneous faiure

support)

Data Access Protocols

Platform must be a mutti-protocol (Native protocols) access to the file or object using protocols like NFS-|
v3iv4, SMB 1/2/3, native HDFS 1.x, 2.x {for Forensics video analytics), HTTP, FTP, 83, REST APl's,
Openstack swift/cloud protocol.

5 Support

anagement Software

1t for Windows, Unix, Linux and MAC OS natively without any client

The Management software should be solution based and provide GU! / web based management with

complete Reporting features like File system Usage, empty Space, efc....
a. Must include load balancing mechanism to quarantee equal utiization of resources:

b. Abilty to load balance all client oonnednon to aI storage components of the cluster to avoid|

Must replicate and distribute large mission-critical data sets to multiple shared storage systems in multiple|

14 Disastor Recovery sites for reliable disaster recovery capability, and use simple falover and failback to increase the)
of data,
a. Must Protect critical data against accidental, premature, or malicious alteration or delstion,and support
/ configure enterprise class WORM. Data must be retained and indexed on the storage with immediate]
15 Compllance accessibility for a period of two years, and with non-immediate access for a period of at least six years.
b. Should have Capability of file audit logging
with retention
Ty VDI Support Must Support storage virtualization (VD) environments, Must provides highly efficient, massively scalablel
storage for VDI users and profile data.
17 Latency Provides design considerations that ensures latency is minimal from the client endpoints to the storage|
nodes to maximize mance and efficien:
a. Must Include security options such as file system auditing, encryption (at rest), erasure coding, End-to}
end checksum....
18 Security b. Must have Intemational security certification such as (NIST,FISMA),...
. Should leverage role-based access control options. Ability to create isclated storage pools for specific|
ents.
. Must support and intagrate with the Hadoop Distributed File System (HDFS) layer and Hadoop|
" Support ot Distributed _Fise] YSIONS.
System Appications (Hadoop) ave a global namespace that can span multipie Hadoop clusters and geographies. Combines|
Memoly,IIO CPU and disks of the nodes into a cohesive storage unit to present a global namespace as;
fie
20 Protection Storage must lndude all necessary HW devices to provide a protection against three simutaneous drives|
fadures or entire disk shelf failure
The required solution must provide a highly avallable storage infrastructure with No Single Point of]
21 Redundancy Faiure, This requires that all critical system components be redundant (power supplies, fans, controllers
stc)
22 Rack Must include Rack to accommodate all
8. Must Include Real time performance/capacity reporting tool SW licence:
b. Real ime and historical reporting of all of the storage platform
23 [Advanced Reporting Tool

¢. Real Time and historical performance reporting of different protocols running on the storage platform

d._Capacity trending capabiities

24

All needed licenses must be provided with no limitation for the above mentioned requirements




