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Technical Requirements

LTE Subscriber Identity Module cards RFP
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Background


MIC2 intends to carry an RFP for the LTE Subscriber Identity Modules cards, which is a UICC smartcard defined to be used in a mobile or smartphone. As such, it ensures the authentication of the subscriber to Touch’s network, giving access to Touch services and applications. MIC2 is requesting LTE SIM cards- LTE R8 


Introduction

In the 1st generation of “SIM” cards, which was available with 2G networks, hardware and software were bound in one so-called “SIM card”. Users with a SIM card perform a relatively simple 1-way authentication based on triplets.

When 3G networks were introduced, a new generation of SIM card was made available. It allowed a 2-way authentication (network-to-user, and user-to-network) based on quintuplets. It was commonly called “LTE SIM” card. In reality the so-called “LTE SIM” card was made of 3 things:
· A physical part (hardware) called UICC = Universal Integrated Circuit Card
· A software part called the “LTE SIM application”.  Used for 3G authentication. This part includes the IMSI, quintuplets, etc. 
· A software part called the “2G SIM application”.   When accessing a 2G network, the 1-way, triplet based authentication is performed, i.e. the LTE SIM behaves like a SIM.

This document provides the explicit list of technical requirements to be addressed and complied by the supplier of the LTE SIM .

The addressed vendor needs to provide a detailed technical proposal for each requirement, along with its detailed technical description and specifications

Note: All the below features/ requirements is considered a killing factor


RFP critical factors:

· The Bidder should be GSMA certified and SIM cards site production is GSMA SAS-UP certified for UICC production. Certification validity date shall be specified. Certificates to be provided.
· Bidder to provide any other GSMA SAS (Security Accreditation Scheme) certificate that he has. (not a killing factor but required for info)
· SIM card has to be ISO 7816 certified, and certificate to be provided (not a killing factor but required for info)
· Bidder to provide the ISO 9001:2015 (Quality Management Systems) certificate that the manufacturer has, noting that he must have this certification.
· The Bidder must have VISA and/or Master card certification. These certifications needs to be provided.
· The Bidder shall have at least 8 references in Europe, US and MENA for the proposed card at operators that each have at least 3M subscribers.
· The bidder must pay to Nokia (around $40k), the cost of the HLR key configuration and implementation end to end. In addition the costs of travel & accommodation in both vendor and Nokia sites to install and configure the HLR transport key in a secure exchange process.(see HLR key notes section 2, Security Requirements )


1. General Requirements

· The UICC shall be a removable hardware module. The LTE SIM on a UICC shall contain an identity which unambiguously identifies a subscriber. 
· For access to 3G services, a UICC containing a valid LTE SIM shall be present at all times, other than for emergency calls. 
· The specifications shall support the security requirements as defined in 3GPP TS 33.102. The LTE SIM shall provide storage for subscription and subscriber related information. 
· The UICC/LTE SIM may also contain applications which use the features defined in the LTE SIM Application Toolkit specification 3GPP TS 31.111.

2. Security Requirements

· The LTE SIM shall be used to provide security features. If the UICC is removed from the 3G/4G terminal, the service shall be terminated immediately. The functions of the LTE SIM include authenticating itself to the network and vice versa, authenticating the user and providing additional security functions as defined in 3GPP TS 33.102
· The LTE SIM shall be unambiguously identified
· Means shall be provided to prevent fraudulent use of stolen UICCs
· It shall not be possible to access data intended for LTE SIM internal use, e.g. authentication keys.

a) File access conditions
· Actions, such as READ, UPDATE on UICC data shall be controlled by access conditions. These shall be satisfied prior to the action being performed.

b) User authentication
· The LTE SIM shall support means to authenticate the user, to provide, for example, protection against the use of stolen cards. For the LTE SIM, authentication shall be performed by the verification of a numeric PIN of four (4).
· A function to disable user authentication may exist which may be inhibited by the application provider, in which case the user shall always use the PIN. Otherwise, the user may decide whether or not to make use of the user authentication function. If disabled, the user authentication function remains disabled until the user specifically re-enables it.
· If an incorrect PIN is entered, an indication shall be given to the user. After three (3) consecutive incorrect entries the relevant PIN is blocked, i.e. functions and actions on data protected by the access condition shall no longer be possible, even if between attempts the UICC has been removed, the LTE SIM has been deselected or the mobile equipment has been switched off. Once a PIN is blocked, further PIN verifications shall be denied.
· The LTE SIM shall support a mechanism for unblocking a blocked PIN. Unblocking of a PIN is performed by using the relevant PIN Unblocking Key.
c) User Data Stored in ME
· Subject to the exception below, all user related information transferred into the ME during network operations shall be deleted from the mobile equipment after removal of the UICC, deselection of the LTE SIM, deactivation of the ME, or following an electrical reset of the UICC. This includes any data that was transferred to the mobile equipment by LTE SIM Application Toolkit commands.
· User related security codes such as PIN and Unblock PIN may only be stored by the ME during the procedures involving such a code and shall be discarded by the ME immediately after completion of the procedure.
· Optionally, an ME may retain some less security-sensitive data at UICC removal, LTE SIM deselection or ME switch-off. Such data are e.g. SMS, ADN/SSC, FDN/SSC, LND. These data, when stored in the ME, shall only be readable/retrievable if the same LTE SIM is reactivated (as determined by the IMSI). If the IMSI is retained in the ME for this purpose, it shall be stored securely and shall not be able to be read out.
d) Authentication
· A means shall be specified to mutually authenticate the LTE SIM and the network by showing knowledge of a secret key K which is shared between and available only to the LTE SIM and in the user's Home Environment.
e) Data Integrity 
· Some signaling information elements are considered sensitive and must be integrity protected. An integrity function shall be applied on certain signaling information elements transmitted between the ME and the network.
· The 3GPP Integrity Algorithm (UIA) is used with an Integrity Key (IK) to compute a message authentication code for a given message. The setting of IK is triggered by the authentication procedure. IK shall be stored on the LTE SIM.


HLR Key configuration: the vendor shall abide with MIC2 process (physical process) of the definition of a new transport key, the new Key should be divided into three parts. Key parts will be defined by 3 different custodians from MIC2 side. No one shall have access to the transport key from bidder’s side


3. LTE SIM 128K Cards Physical Characteristics

· Follows ISO 7816 (Parts 1 to 4) containing standards (produced by International Standard Organization) for Integrated Circuit Cards with contacts (smart card).
· Supports class B (3V) and C (1.8V) mobile equipment. 
· Communication protocol: ISO T=0. 
· PPS procedure (support of speed enhancement): 
· Default speed: F=512, D=32 (223200 bauds at 3.57 MHz). 
· Maximum Speed: F=512, D=64 (446400 bauds at 3.57 MHz).
· Form Factor: Triple cut (trio 3-in-1 Macro-Micro-Nano)
· Memory size: 128k, 
· Network type: 2G, 3G, 4G and 5G
· Product: LTE Rel 8
· SIM body type: SIM 3 in 1 & ISO

4. LTE SIM Authentication & Cryptographic Algorithms

	Algorithms 
	Use Case

	 DES, TDES with 2 keys encryption
	 Java Card API, OTA Encryption

	 Comp128 v3
	 2G network selection

	 Milenage and 3G Dummy XOR
	 3G and LTE network selection

	 AES (128, 192, 256 bits)
	 Java Card API, SMS Encryption

	 SHA-1, SHA-256
	 Java Card API

	 HMAC-SHA-1
	 EAP

	 MD5
	 Java Card API

	 CRC-32
	 Basic Calculation



For the authentication options, all below shall be available for 2G authentication
· Comp128 v1
· Comp128 v2
· Comp128 v3
· Comp128v 4
· Milenage

For the authentication options, all below shall be available for 3G/LTE authentication:
· Milenage
· GBA




[bookmark: _GoBack]Standards: Release 8 and above: LTE SIM cards technical specs shall be network agnostic (4G, 4.5G, 5G) and OTA capable so that no need to swap them when network is upgraded.

Other Specifications

Toolkit Technology:
· S@T, 

Dynamic Service Management Technology:
· S@T, 

Programming Environment:
· Java card API, OTA Encryption, 

Null Procedure Byte Frequency
· Automatic to prevent time out

Full Support of PI, KIC, KID modes

Remote File Management:
· RFM support (SFM, LTE SIM and RAM)
· Input commands supported
· Output command supported
· HTTPS support
· Expanded format

Supported Checksum algorithms:
· XOR 8
· XOR 16
· XOR 32
· CRC 16
· CRC 32
· DES
· 3DES with 2 keys
· 3DES with 3 keys
· AES

Proof of receive support
· Basic PoR support
· Ciphered PoR support
· Checksum PoR support
· 9Exx Status Word support
· PoR using SMS-SUBMIT


Implemented S@T Plug-ins
· Mber
· ComputeValueLength
· Send SMS
· Change TP-DA
· ConvertTextPhoneNumbertoGSMPhoneNumber



5. Features & Applications: 

The below features shall be provided: 
· Bearer Independent Protocol (BIP)
· Faster and reliable data transmission via the high-speed data channel provided by the General Packet Radio Service (GPRS), and support of other bearers such as CSD and Bluetooth. 
· Optimized remote management of SIM profiles, download and management of applications, and ease access to SIM upgrade

· Extensible Authentication Protocol Authentication and key Agreement (EAP-AKA) for WiFi authentication of a 3G subscriber using LTE SIM. 

· IP Multimedia Services Identity Module (ISIM authentication must be supported0 
· Contains the parameters for identification and authentications of the user to the IP Multimedia Subsystem
· Provides the session keys for integrity protection

· OTA HTTP polling: 
· Polls the server through an HTTP channel for RFM and RAM updates.
· Polling is done at every configured interval or on a specific date
· Polling can also be done by SMS

· OTA Advanced Refresh 
· Issues a Refresh proactive command to the device upon trigger by the server after an RFM/RAM update on HTTP



· OTA Update
· Any update shall be done OTA without the need for physical card replacement, e.g when network is upgraded towards 5G.
· The proposed Sim cards shall support OTA steering of roaming

· Ability to predefine preferred list of certain number of operators for 2G
· Ability to predefine preferred list of certain number of operators for 3G
· Ability to predefine preferred list of certain number of operators for 4G
· Ability to update the predefined preferred list OTA
· Ability to predefine prohibited network, deny the customer to attach to mobile country code MCC 425
· Dual IMSI
· APN Push (Multi-SIM)
· STK
· 5G Ready cards
· LTE SIM shall be network agnostic (4G, 4.5G, and 5G) and no swap shall be needed for 5G.


Supplier to provide:
· Standard Release
· User memory size (Memory capacity)
· User memory endurance (number of read/writes cycles)
· UICC:
· Max number of logical channels
· Max number of Applets
· Max number of user packages
6. 
Compliance
a. Java Card
i. Java Card™ 2.2.2 API Specification. 
ii. Java Card™ 2.2.2 Runtime Environment Specification. 
iii. Java Card™ 2.2.2 Virtual Machine Architecture Specification. 

b. Global Platform
i. GlobalPlatform 2.2 Amendment B, V1.1 (Remote Application Management over HTTP). 
ii. GlobalPlatform 2.1.1 (supports multiple security domains and application extraditions). 

c. ETSI
i. ETSI 102.121/131.102
ii. ETSI TS 101.220: ETSI numbering system for telecommunication application providers; (V6.6.0). 
iii. ETSI TS 102.221: Physical and Logical Characteristics; (V8.2.0). 
iv. ETSI TS 102.222: Administrative commands and Telecommunications applications; (Release 7). 
v. ETSI TS 102.224: Security mechanisms for UICC based Applications Functional requirements; (V8.0.0). 
vi. ETSI TS 102.310: Smart Cards; Extensible Authentication Protocol support in the UICC; (V6.2.0). 

d. 3GPP
i. 3GPP TS 23.040: Technical realization of the Short Message Service (SMS); (V6.5.0). 
ii. 3GPP TS 23.041: Technical realization of Cell Broadcast Service (CBS); (V6.2.0). 
iii. 3GPP TS 23.048: Security Mechanisms for the (U) SIM application toolkit; Stage 2; (V5.8.0). 
iv. 3GPP TS 31.101: UICC-Terminal Interface; Physical and Logical Characteristics; (V8.0.0). 
v. 3GPP TS 31.102: Characteristics of the LTE SIM Application; (V8.6.0). 
vi. 3GPP TS 31.103: Characteristics of the IP Multimedia Services Identity Module (ISIM) application; (V6.13.0). 
vii. 3GPP TS 31.111: LTE SIM Application Toolkit (USAT); (V8.6.0). 
viii. 3GPP TS 31.115: Secured packet structure for LTE SIM Toolkit applications; (V8.5.0). 
ix. 3GPP TS 31.116: Remote APDU Structure for LTE SIM Toolkit applications; (V8.0.0). 
x. 3GPP TS 31.130: LTE SIM API for Java Card™; (V8.1.0). 
xi. 3GPP TS 31.133: IP Multimedia Services Identity Module (ISIM) Application Programming Interface (API); ISIM API for Java Card™ (V8.1.0) 
xii. 3GPP TS 31.213: Test specification for (U)SIM; API for Java Card™; 
xiii. 3GPP TS 31.213: Test specification for (U)SIM; API for Java Card™; (V6.1.0). 
xiv. 3GPP TS 33.220: Generic Authentication Architecture (GAA);  Generic Bootstrapping Architecture (GBA); (V6.13.0). 
xv. 3GPP TS 33.234: 3G security; Wireless Local Area Network (WLAN) interworking security; (V6.9.0). 
xvi. 3GPP TS 43.019: SIM API for Java Card; Stage 2; (V5.6.0). 
xvii. 3GPP TS 51.011: Specification of the Subscriber Identity Module Mobile Equipment (SIM - ME) Interface; (V4.15.0). 
xviii. 3GPP TS 51.014: Specification of the SIM Application Toolkit 

e. BIP and CAT-TP
i. ETSI TS 102.127: Transport protocol for CAT applications; Stage 2; (V6.9.0). 
ii. ETSI TS 102.223: Card Application Toolkit (CAT); (V8.2.0). 
iii. ETSI TS 102.225: Secured packet structure for UICC based applications; (V9.2.0). 
iv. ETSI TS 102.226: Remote APDU structure for UICC based applications; (V9.6.0). 
v. ETSI TS 102.431: Test specification for the Transport Protocol of CAT Applications (CAT_TP) validation; (V7.0.0).

f. UICC/LTE SIM APIs
i. ETSI TS 102.240: UICC API and Loader Requirements; Service description; (V7.0.0). 
ii. ETSI TS 102.241: UICC API for Java Card™; (V8.0.0). 
iii. ETSI TS 102.268: Test specification for the UICC API for Java Card™; (V6.0.0). 

g. Comp128
i. 3GPP TS 43.020: Security-related network functions; (V9.1.0). 

h. Milenage
i. 3GPP TS 33.102: 3G Security; Security architecture; 
ii. 3GPP TS 35.205: 3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General; (Release 8). 
iii. 3GPP TS 35.206: 3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification; (Release 8). 

i. Aspects and Integration Tests
i. 3GPP TS 31.048: Security mechanisms for the lte SIM application toolkit; Test specification; (V5.1.0). 
ii. 3GPP TS 31.122: LTE SIM conformance test specification; (V8.0.1). 
iii. 3GPP TS 51.013: Test specification for Subscriber Identity Module (SIM) Application Programming Interface (API) for Java Card; (V5.4.0). 
iv. 3GPP TS 51.017: Subscriber Identity Module (SIM) test specification; (V4.2.0). 

j. Basic S@T Functionality compliance


Detailing some of the Compliance:
11.14/ 3GPP TS 51.014 mechanisms supported by Toolkit:
· Main menu handling
· ME timer handling
· Mobile events registering
· Call control by SIM support
· MO SMS control by SIM support
· Communication channels handling
· SMS PP data download
· Direct filesystem access from scripts
· Cell Broadcast data download
· Automatic REFRESH issuing


TS 11.11/51.011
· ADN mode (standard mode)
· FDN mode (fixed dialing numbers)
· BDN mode (Barrier dialing numbers)

OTA Compliance:
· DES in CBC mode
· DES in ECB mode
· 3DES with 2 keys
· 3DES with 3 keys
· AES


7. Documentation

· The documentation shall include the following items:
· Product Description 
· LTE SIM Technical specification (physical characteristics, Authentication & Encryption, Compliance, etc…)
· User Manual
· Features description
· LTE SIM parameters definition
· Authentication Call flow
· Input file description
· Output file description





8. Delivery 

· All components, parts, accessories and any other elements used to construct the solution must be from the original manufacturer who is the supplier applying for tender.
· Customization/Branding is needed for the cards. Two weeks for customization/branding and two weeks for delivery is the maximum set timeline. The SIM cards design related specs:
· Chip: Pico God
Material should be PVC high temperature
Shape: Iso
FINISH -Face: Matte -Reverse: Matte
Trio 3 in1 

In case of defective sim cards, the bidder shall replace all defective items free of charge within 15 days after the claim
· 10 Testing LTE SIM cards and reader needs to be provided by the supplier prior to any PO issuance and shipment. In case, the tested LTE SIMs were found inadequate and not confirmed with the requested specs, or could not be authenticate with the network, Touch will decline its obligation and biding towards the winning vendor.
· Testing cards, SIM cards reader and software are free of charge
· Artwork and sample SIM cards must be approved from our side before any production


9. Training

Advanced training and/ or workshops for 2 persons to cover: technical mechanism, information stored, VAS toolkit technology, OTA, file systems, authentication procedure, etc.). Full scope training needs to be defined (course, duration, location) and has to be fully covered (including accommodation) by SIM supplier. 

10. Testing

Once the RFP has ended, a testing phase shall follow to check the compatibility of the SIM cards on MIC2’s network and to verify the different functionalities. This testing phase shall be done before issuing any PO.  MIC2 is solely responsible on disclaiming the winning vendor if during the testing phase, issues and complications arises whether on the integration side or from the functionality perspective or even from the nature & lack of professionalism in the level of support and collaboration given a timeframe of resolution. In this case, MIC2 shall have no obligation whatsoever toward the winning vendor who will be eliminated and discarded from the process.
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