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Requirements

) Log monitoring an! analytics solutions (SIEM) that can he utilized by OGERO
.. Managed &:ourity Opera s Genter (St

b} Exte;nal penetratio:- *est on 3 wev applications . i 1 mobile ap; ..ation

c) Internal penetration test

"V Assistance in enhancing G« information corurity

e) information security consulting services

f) Red Team exercise (measure the security level of the customer’s internet
perimeter)

g) Cyber threat intelligence

1 Technical specifications

The solution must meet the following specifications:

All requestd servers and network
| equipment should be covered
2+* /7d monitorii¢ and alerting

Detect and alert of possiule attacks

Mitigate and prevent major incidents and
help protect its valuable assets
Mo;.‘toring attacks «..r¢eting the costomer

Capability to monitor the internal network
and respond to security incidents

Should have a cyber threat feed tailored for
the " =banese environment

Provide » 24x7 technical help and support.

The SIEM solution should be within OGERO
Premises.
Quarterly vulnerability assessments

Alarm notification and escalation
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Network . »*rusion detc.iion system |
covering servers’ network

Parse, correlate and visualize the received
dat2 in addition tc create define! alerting
rul..

Provide « ';':i'érterly basi: iise cases to Lie
added to Sii;i software.

Ensure that th= solution proviied are
hardened and no security vulne; 1bilities
are available

Honeypots implementation

Monthly compliance reports

EDR implementation on 100 components.

The test will be carried out on 3 web
applications

Execute black box penetration test on the

| system and application level o
Execu - - grey box a: ‘~csmentas ai._itiinat
user

One (1) retest on the discovered
vulnerabilities after remediation by the
customer

Usea. W roessarytos - ad procedu: s to
gather in{orination on equipment within
the perimeter and discover any
vulnerability.

Will not carry out any test that could
direcily lead to alos~ of data or dew.ial of
ser-vice, especially that equipment within
the perimeter must remain operational

Give a detailed planning of all tests

Im:ediately warn ¢h~ customer 171 give
details about any criiical vulnerabiliiy
discovered along with the corrective action
to be carried out by OGERO

Provide executive summary of context and
major issues identified

General summary presenting the security
level of the web application tested

Proof of penetration if any
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[ aaje . eaknestos e sltenidon points l
discovered during the te 7 ! !

List recommendations aimiw: to mitigate
the discovered risks, flaws and
st srahilities

Measure the security level « ¥ the
customer’s mobile application from a
o licious custon e and attackes
perspective

measure the security level of the mobile
application’s hosting server from a
malicious attacker.

The tests will be carried out on 1 mobile
ayiplication, 105 and Android, and on the
application, server using the grey box
methodology.

Undertake a black box penetration test on
the system and application level as a 1st
phase

One (1) reicst on the discovered
vulnerabilities after remediation by the
customer

Use all necessary to »l< and procedures to

gather © “rmation ¢ < quipment within
the perii:eter and discover any
vulnerability.

Will not carry out any test that could
directly lead to a loss of data or denial of
ser-vice, especially that equipment within
the peri'..oter must rei - *» operational

Give a detailed planning of all tests

Immediately warn the customer and give
details about any critical vulnerability
discovered along with the corrective action
to be carried out by OGERO

Provide executive summary of context and
major issues identified

Provide general summary presenting the
security leve] of the web application tested
Proof of penetration if any

Yeva o et oM ,'u\{\z‘./; R L USRI TR T4 | B K o VA - SR S RN



All maj:.. weaknesses .. ’:;1ttention}, '
discovered during the tes: -

List recommendations aiming to mitigate
the discovered risks, flaws and
vulierabilities.

Vulnerability assessments to be included in
the Penetration Testing packages as an
in‘ral part of t:» ~pplied methodology

The in: inal penetratébh test will be 1on-
targeted, using the black hat skills, best
effort on OGERO’s internal LAN.

All penetration tests will be led from
anchor points located within the
customer’s LAN/WAN via a remote access

Use all necessary tools and procedures to
gather information on equipment within
the perimeter and discover any
vulnerability.

Will: “ ~»rryoutz - testthat coul
directly lead to a loss oi data or denial of
ser-vice, e..;;<cially that ¢uipment withi:.
the perimeter must remain operational

Give a detailed planning of all tests

Immediately warn th : ~ustomer anc ;ive
details about any critica; - Inerability
discovered along with the corrective action
to be carried out by OGERO

Provide executive summary of context and
majr issues identified

Proviac general suminary presenting the
security level of the wel: application tested
Proof of penetration if any

All major weaknesses and attention points
| discovered during the tests

List 1=~ommendatic = aiming to miiigate
the discovered risks, fiaws and
vulnerabilities.

Assistance in hardening for network and
systenis
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Extended retests

new internal applications, etc.)

Advanccd forensics after incident respuiise

Assessment on demand (remote access,

Total number of 40 man-days

Tasks can be subject to change as po: the
OGERO’s needs

The bidder will assign an info: mation
security officer will be assigned who will be
responsible for:

- The information security officer will
be a member of OGERO's
nform:ation Sceurity Commit: -~ and
other internal committees if
required and will atiend all
meetings related to information
security

Technical =~ciurity assess:. -+t on 5
selected compnents

- Change management / IT
acquisition review from a security
perspective

- Review and update of information
security policies and procedures

- User accounts review on 3 selected
components

- NAC consultancy, impiementcation,
and fine tuning

- Security awareness program
execution

- Follow up on the implementation of
previous reports' recommendations
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- IT sk assessme: asedon
previ:us reports

- the information security officer, will
he reportii:+ on monthly hasis to
UUERO,  sus oovizing  the  iasks
aczomplished du: ‘g this period.

measure the security ievel of the
customer’s internet perimeter without
having any specific information provided
by the customer

Vulnerability assessments should be
included in the penetration tests

passive reconnaissance will be executed on
all publicly available resources

Following the passive reconnaissance
phase, the external penetration test will
be nen-targeted, using the black i
skills, best effort on pu:--ly expose:;
resources

One (1) retest on the discovered
vulnerabilities after remediation by the
custamer

Use all 1iccessary tools @11 procedures to
gather information on equipment within
the perimeter and discover any
vulnerability.

Will not carry out any test that could
directly l2ad to a loss of data or deniz! of
ser-vice, especially that equipment withix:
the perimeter must remain operational

Give a detailed planning of all tests

Immediately warn the customer and give
details about any criticai vulnerability
discovered along with the corrective action
to be carried out by OGERO

Provide executive summary of context and
major issues identified

Provide general summary presenting the
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security | ‘vel of the wel application tes

Proof of penetration if any

e
i

All major weaknesses and atteniinn neints
| discovered <aing i, oo

List recommendations aii.iing to mitigacc
the discovered risks, flaws and
vulnerabilities.

Detect major threats, breaches related to
the customer roaming in surface, deep and
darkweb

Have the expertise at hand to support and
provide guidence to OGERG i*:rough
analysis, recomiicndations and threat
neutralization

Analysts have to identify similarities and
differences in vast quantities of
information and det~~t deceptions to
producc accurate, timei " ~nd releva...
intelligence.

Cyber threat intelligence and digital risk
protection shall cover but not limited to:

- Domains

¢ ubliciPadd: sses

e Seivices and third-party apps
e Trademark docume;itation

¢ Financial information

o Confidential data

e Staff

¢ Social media

Cyber Threat Intelligence and Digital

Protection to detect, analyze and

identify:

¢ Organizational assets:
Possible  cmail or  accounts
compromise/ breach.

¢ SOCMINT and Scamming
Phishing/cousin  domains  and
cybersquatting

e Website mirroring and
phishing/fraud webforms

e Key direct threat actors (internal
and/or external)
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e i< led confide, "l data |

e Higl icvel membeis private deaia
exposute (board menibers data such
as privaic emails, social media, etc.)
Indirect ti. "= and re. =t APT,
~ucking grow,  activities, . .ority
su. joots of intei cots

Incident Response and Forensics:

e analyze any threat and investigate
its impact, raising alerts, ..o
neutralizing tlircats.

¢ Restore normal service operation as
quickly as possible and minimize
the impact on business operations
due to information security
incidents

« Nesolving ali ~curity incicoets as
per the defined iiours

e Aim for a better prioritization of
efforts

e Guarantee higher security and
service availability due to reduced
incidentresc':’ion time
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