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Requirements

a) Log inonitorinq arrri analytics solutions ISIEM) tlrat can lre rrtilized by OGER0

, , Iv'ranaged .;.,-, ii ir,1r Qpgs' ;.1; Center [5L

b) Exter rral penetratio, rest on 3 weu a1;plications a, ri 1 rnobile api .,iration

c) Internal fienerration test

'r Assistancc it,' "nha.ncing ii , ;nr.rmatioil :rr.rrritr../

e) i;,folrnation securiry consulting services

0 Red Team exercise (measure the security level of the customer's internet

perimeter)

g) Cyber threat intelligence

t Technical specifications

The solution must meet the following specifications:

Alarm notification and escalation

1

y j /\ v .,^,.,t- ^1,^11,,^[, al,. .at] .r.L \- \,ii1, ^L,ilI .lv r . \/ Y ^i, i-.^c LiL-

All requested servers and network
rcquipment sho! l4_be covered
2,,t /7d monitoriii, end alerting

Detect aird alert of possiule attacks
i

Mitigate and prevent major incidents and
help protect its vahrable assets
1tl6;.il oring attack r .ii"eting the c.:r'inmer

Capability to monitor the internal network
and respond to security incidents

Should have a ryber threat feed tailored for
the r cbanese environment

Provide .. 24x7 technical help and support.

The SIEM solution should be within OGERO

Premises.

Qu r rterly vulnerability assessments



Networi' ,,ri'rusion 6atc, ; ir;il system
covering set-vers' networh

i)arse, correlate and visualize the received
6[;;i:: iyl addition trr e reate define i1 ;ilerting
ru.l.

Provide i, uarterly basir irse cases to Le
added to SIi',i'{ software.

-t

Ensure that th: solution provirled are
herrlened and no security vulne , :lLrilities
are ai,ailable

Honeypots implementation

Monthly compliance reports

The test will be carried out on 3 web
applications
Execute black box penetration test on the

Execu i: grey box a- ',,, sme[t as a r._ : I iiurat
user

One (t) retesi on the discovered
vulnerabilities after remediation by the
customer

use a.' , '^essarytoi ' - ,rd proceclu, r.:1; to
gather irrl"onnation on equipment within
the perimeter and discover any
vulnerability.

_9ys li rn_q!4_eppltq:l tion level

Will not carry out any test that could
direcr l], lead to a lor,:' of data or der,ial of
ser-vice, especially that equipment within
the perimeter must remain operationa.l

Give a detailed planning of all tests

Im :rediately warrr I l,e customei ll:' I give
detaii:; about any criiii:al vulnerability
discovered alongwith the corrective action
to be carried out by OGERO

Provide executive summary of context and

4qa)or issues identified
General summary presenting the security
level of the web application tested
Proof of penetration if any

2

,".1 --t--tl ..-f .:l -,-.r\,-J-\:. \,ii'i,^l,;ll .Yr.\1 Y ^i.e,-.. i -.itb

EDR implementation on 100 components.



f ,,, .-ralt ,,.uAk:nt;;';; :i ;1, ;:LLel,iiAl: pl jnts
discovered d the ter,

List recommcndations aimirig to mitigate
the discovered risks, flarys and
,.,Ii .,I"a!tiliti{ts,

'.:;-; ..-'%.',o **.lSH
ry.'

I
I

._--1.
ryE,

:_:8,,

Measure the security level , i'the

customer's mobile application from a
i lirious custont' '" :ncl aftacl<ei
persp*r'five

Proof of penetration if any

3

rneasure the security level of the mobile
application's hosting seryer from a
malicious attacker.

The tests will be carried out on L mobile
ai';plication, i05 ald Android, and on the
application, server using the grey box
methodology.

Undertake a black box penetration test on
the system and application Ievel as a 1st

1:irasc

One (1) r€iust on the discovered
vulnerabilities after remediation by the
customer

Use all necessary tt, iJ:, and proceciures to
gathei ' rrrmatiolt i,r. r illripntentwithin
the perit , ,.:ter and discover any
vulnerability.

Will not carry out any test that could
directly lead to a loss of data or denial of
ser-vice, especially that equipmen,; within
the pei;--,rtef mUSt fetj,"':,1 opefational

Give a detailed planning of all tests

Immediately warn the customer and give
details about any critical vulnerability
disco',,cled along lvith the correctlve action
to be carried out by OGERO

Provide executive surnmary of context and
or issues identified

Provide general summary presenting the
security level ofthgygb application tested

y, i 1q .,^ ,"I^.1-^11 .,^t ,rl.^.-,t\,",1 .,r:. \rii'i, ^l ,tll .Yr.vy ^,i ,i,-^-- i,^tli^



All ma;i, ,,,,eaknesses ., I ;rltention p
discovereri during the tes .,

List recommeiidations aiming to mitigate
tl-re discovered lisks, flaws anci
vuliierabilities.

Vulnerability assessments to be included in
the Penetration Testing packages as an
in' .,ial part of 'rir:: ;rpplied methodology

The in,, l'nal penetrari0it test will be rron-
targeted, using the black hat skills, best
effort on OGER0'S internal LAN.

4

AII penetration tests will be led from
anchor points located within the
custonter's LAN/WAN via a remote access

Use all necessary tools and procedures to
gather information on equipment within
the perimeter and discover any
vulnerability.

Will I ' :':rrry out z .test that cou-
directly lead to a loss rri' data or denial of,
ser-vice, e. ,ir:cially that crlitipment withil.
the perimeter must remain operational

Give a detailed planning of all tests

Immediately warn tii . :rrstomer anli ;,ive
details ai,out any critici^; ,",lnerabiliU
discovered along with the corrective action
to be carried out by OGERO

Provide executive summary of context and

Provi ti t, general surrr r n a r1l presentirr[ i'h e

Proof of penetration if any

ma r.,r issues identified

level of the wel-, ication tested

All major weaknesses and attention points

List r r r'/)mmendatir, .:t aiming to mti iriate
the discri,rered risks, fi;rrvs and
vulnerabilities.

discovered Cq4ng the tests

Assi:rtance in hardening for network and
systeni:;

Yt/Y. ,--drL"l-^ll ,'-Lil-glrdrl.^):', \,ii'i,^lrill ,Yf -\/Y.i riroo.oa-,.-..*.,



li.,li:encied retests

Assessment on demand [remote access,
new internal applications, etc.J

Acivanccil forensics aftei. incident respt,nse

5

,-.r--l^-ii ...{ ,rt.-,..1\,-,1 ,: \,;i'i,^l ;ll .Y\'.\/Y -6.:,^^^.:i.^il i^

Total nurnber of 40 man-days

Task can be subject,.() change as pul ,rtle
OGERO's needs

i'ire bidder will assign an infoi ination
security officer will be assigned who will be
responsible for:

The information security officer will
be a member of OGERO's
Inforn'ation Sl:cLirity Commit : and
oi'lier internal committees if
required and will attend all
meetings related to information
security

Technicai :"crrrity assessi. . ,ri on 5
scl ectecl coml) j, :t ents

Change management / IT
acquisition review from a security
perspective

Review and upilate of inform:ri,lrr
security policies and procedures

User accounts review on 3 selected
components

NAC ccnsultan rj]/, impierneuur [i on,
and fine tuning

Security awareness program
execution

Follow up on the implementation of
previous reporLs' recommendations



I'l' 
"-]r zssosslner. ,:;ised on

PI€\';r:tt.s repgrts

the inforiaation securitl, officer, will
he reportii, , fln monthlr' lrasis to
rigilo, sur, ar.;'{ing thr ias}<s

ar.0:nplished drr. i,tg this periori.

6

YtiYY,s-caL^t-.tl .-1,i1^-,-,1\,-,1 .\r. \,;ii,^l ,:ll ,yr.\,y -6.i,-^-^) ,;\

measure the securiry Ievel of the
customer's internet perir-lreter without
having any specific information provided
by the customer

L'"-Qil E.%U

Vulnerability assessments should be
included in the penetration tests

passive reconnaissance will be executed on
all publicly available resources

Following the passive reconnaissance
phase, the external penetration test will
be non-tnlgeted, us;i.tg the black ii; i
skills, best effort on pu;.'ii',:ly exposeii
resources

One (1) retest on the discovered
vulnerabilities after remediation by the
custri;r ri:l-

Use all iir.iri-jssary tools a; d procedures to
gather information on equipment within
the perimeter and discover any
vulnerability.

Wili rroi carry out anl,test that coulci
directl5, iur.d to a loss of rlata or denial of
ser-vice, especially that equipment withir r

the perimeter must remain operational

Give a detailed planning of all tesrs

Immediately warn the customer and give
details about any criticai "u'ulnerability
discovered alongwith the corrective actiotl
to be carried out by OGERO

Provide executive summary of context and
major issues identified

theProvide

WHilL



security; r,elof ihe we} rpplicaiion tes ..rl

Proof of penetration if any

All major r^,reaknesses anrl atteni i.rn ncir-.{ s
riisctrvcred. .,, ii.6 L^. i

Lisl recornrnendaiions air,iirrg to mitigauu
the discovered risks, flaws and
vulnerabilities.

l,

Detect major threats, breaches related to
the customer roaming in surface, deep and
darkweb

Have the expertise at hand to support and
provide guidance to OGERO ilir.ough
analysis, recolrilrrcndations ancl threat
neutralization

Analysts have to identify similarities and
differences in vast quantities of
information and det:-t clcceptions ir
produci accurate, time,-'. i:itci releva,_,
intelligence.

Cyber threat intelligence and digital risk
protection shall cover but not limited to:

. Domains
s : ,thlic iP add, irics
o Ser vices and thir(l-narty apps
o Trademarkdocume;liation
o Financialinformation
o Confidential data
e Staff
o Social media

Cyber Threat Intelligence and Digital
Protection to detect, analyze and
identiff:

o Organizationalassets:
e Possible cinail or accounts

compromise/ breach.
o SOCMINT and Scarnming
. Phishing/cousin domains and

cybersquatting
o Website mirroring and

phishing/fraud webforms
. I(ey direct threat actors [internal

and/or external)

7
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o r,. lietl confide, ',,1 rlatz
. Higl,;evel membc;:; private daizr

exposule [board menrbers data sucit
as privaii: emails, sociai inedia, etc.)
Indirect ti. r:; and re, : ;il- APT,
:,cking gro*^ ;rciivities, r. ,.,rFity

si.L ,r.i:t': Of intcl c::;ts

Incident Response and Foreusics:

o analyze anythreatand investigate
its impact raising alerts, ..,:r r

neutralizing tiilr: ats.
o Restore normal service operation as

quickly as possible and minimize
the impact on business operations
due to information security
incidents

. ncsolving aii .urity incii'.,.1s as
per the defineci iiours

o Aim for a better prioritization of
efforts

o Guarantee higher security and
service availability due to reduced
incident rescl r' 1 ion time

I
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