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CNSS Offices,Capacities and locations

CNSS WAN Existent Hardware & Quantities

Minimum
# CNSS Offices Ggdinall Sy 381 5 Capacity | Router
1|HQ st S gl 100M |Cisco# 2
2|Zahle- DR ia s50M |Cisco 2821 1
3 |Ashrafieh A il 6M |Cisco 2821 1
4|Badaro EPLLY 6M Cisco 2821 1
5|Bir Hassan ey 8M Cisco 2821 1
6|Borj Hamoud dgen 7z p 6M |Cisco 2821 1
7 |Airport BUSATRVETS 12M  |Cisco 2821 1
8 [Saaedi (S 6M  [Cisco 2821 1
9|Aley 4lle 4M Cisco 2821 1
10 [Amioun Osal aMm Cisco 2821 1
11|Baabdat Slasay 4M Cisco 2821 1
12 |Baalbeck Slilay 4M  |Cisco 2821 1
13 |Batroun O3 4M Cisco 2821 1
14 |Beit el dine el S 4aMm  |Cisco 2821 1
15|Bent Joeil bus, iy 4aM Cisco 2821 1
16 |Bsharreh S 4M  |Cisco 2821 1
17 |Bteghrine CHoxd 4am Cisco 2821 1
18|Chhim annd 4M Cisco 2821 1
19|Chekka 3] 4M Cisco 2821 1
20|Choueifat ETP) 6M Cisco 2821 1
21 |Halba Lls 4M Cisco 2821 1
22|Hasbaya Luals 4M  |Cisco 2821 1
23| Jbeil Jdua 4M  |Cisco 2821 1
24 |Jezzine e 4M Cisco 2821 1
25|Jounieh FIPR 6M |Cisco 2821 1
26 |Nabatieh dghay 6M |Cisco 2821 1
27 |Ras Baalbeck ey (ul 4M  |Cisco 2821 1
28 |Saida laa 6M Cisco 2821 1
29(Tyr Jsa 6M Cisco 2821 1
30|Tebnine o 4M  |Cisco 2821 1
31 [ Tripoti il sk 6M |Cisco 2821 1
32|Zgharta Be ) 4M Cisco 2821 1
33|Jnah ey 4am  |Cisco 2821 1
34 |Dora TN &M Cisco 2821 1
35|Hermel o 4M Cisco 2821 1
36 |Hamana Ulas 4M Cisco 2821 1
37 |Ghazieh e 4M Cisco 2821 1
38|Jnah Cmmeigall Ll La 4M Cisco 2821 1
39|Marjeyoun D5 e 4M Cisco 2821 1
40|eoL gl sl 4M Cisco 2821 1
41|Rashaiya Ll 4M
42 |Deir el ahmar ¥l 4M
43|Labweh 5 gl 4Mm
44 |HQ-BIR HASSAN G yu soM |Cisco #
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CNSS Offices,Capacities and locations

4
lg

CNSS WAN Inter-Nodes » il falall YLy 382 pe w1 58 5l ae 3 smiall 390 50 Ly

P kg

e S <

" NI Cifices ity Miniml.lm N(;Jdes:Lgcatiogs an(:Jtype:(;\[ain.repcgter,..)m s] e 2
Capacity el 3Bl 28] 28| 38 Rl R by ) bl
z| z| =zl =z| 2| =2 Z| 2
1{HQ il K 100M ;
2|Zahle- DR ila 50M 5
3|Ashrafieh i a0 &M 0
4|Badaro sl 6M 2
5|Bir Hassan O g 8M 3
6|Borj Hamoud lpaa gy &M 1
7 |Airport el 5k 12M 1
8|Saaedi . &M y
9|Aley ade aM 2
10]Amioun szl 4M 5
11|Baabdat S aM 7
12|Baalbeck Sl aM 5
13|Batroun Sa e aM 5
14|Beit el dine coall 4M A
15|Bent Jbeil Jam o 4M 1
16|Bsharreh Sk aM 3
17 |Bteghrine CrAS AM 5
18|Chhim At AM 5
19|Chekka K8 4M 2
20|Choueifat Sy ek 6M 4
21|Halba s 4AM 7
22|Hasbaya Lials aM 5
23|Jbeil Jua 4M 4
24|Jezzine CHe aMm 5
25|Jounieh PR BM 6
26|Nabatieh Ay BM 7
27|Ras Baalbeck ey a5 4M 7
28|Saida 1ira BM 7
29| Tyr g M 5
30| Tebnine JOnT] 4M 7
31| Tripoli EREA &M 10
32|Zgharta G2 aMm 6
33|Jnah fa=y 4M 7
34|Dora iy Y 5
35(Hermel Jap 4aM 5
36|Hamana Llaa 4M 6
37|Ghazieh L aM 5
38|Jnah Cmenigal) LU/l 4M 6
39|Marjeyoun G 4M 5
40|EDL &l a8l aM 5
41|Rashaiya Ll 4AM 5
42|Deir el ahmar saal i 4M 5
43|Labweh 35l aMm 8
44|HQ-Bir Hassan O - \.,...q;_,jl 50M 1 {'\\\
o =
CLQQ’\‘?.\’ O
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CNSS Offices,Capacities and locations

f.‘
g

# | CNSS Offices Gyviall 5Sa5 S« | Minimum Capacity Latitude Longitude
1 HQ 3l S
il S 100M 33.878208 35.463674

2 Zahle- DR s 50M 33.833466 35.906257

3 Ashrafieh A 6M 33'53'0.93488" 35'31' 36.07235"
4 Badaro EBLAY 6M 33'52' 32.64179" 35' 31' 3.93325"
5 Bir Hassan e 8M 33'52'26.16315" 35' 29' 36.08813"
6 Borj Hamoud dgen = 6M 33'53'41.22193" 35'32'23.13172"
7 Airport bl (33 )k 12M 33.845537 35.498463

8 Saaedi (5axas 6M 33' 52' 38.76347" 35' 29'40.88517"
9 Aley alle 4M 33'48' 28.26869" 35' 35'51.581"
10 Amioun B 4M 34' 17' 56.55732" 35'48' 40.81417"
11 Baabdat Cilasey 4M 33' 53' 26.61697" 35'40' 14.23435"
12 Baalbeck JE 4M 34.00005 36.194899

13 Batroun U3~ 4M 34.25083 35.66241

14 Beit el dine cpll S 4M 33'41'9.44799" 35' 34' 40.71554"
15 Bent Jbeil b 4M 33'7'12.85343" 35'26'9.19513"
16 Bsharreh 5 4M 34' 14' 56.79928" 36'0' 38.62976"
17 Bteghrine G 4M 33' 55' 39.61755" 35'44'19.91144"
18 Chhim i 4M 33'37'2.52203" 35'29' 20.43436"
19 Chekka 8% 4M 34' 19' 21.47383" 35' 43' 34.66625"
20 Choueifat ey s 6M 33'48' 21.99363" 35'29' 58.70176
21 Halba Ll 4M 34' 32' 35.18188" 36'4' 23.98773"
22 Hasbaya Laals 4M 33'23' 59.06688" 35' 40' 26.34481"
23 Jbeil Jaa 4M 34.12701 35.65194
24 Jezzine > 4M 33' 32' 34.3779" 35'35' 2.10502"
25 Jounieh A 6M 33' 58' 56.44682" 35' 37' 58.48986"
26 Nabatieh Al 6M 33' 22' 22.36508" 35'28'52.13672"
27| Ras Baalbeck hilay il 4M 34' 15' 36.41185 36' 25' 1.67852"
28 Saida laa 6M 33'33'53.77219" 35'22' 23.47046"
29 Tyr Iy 6M 33'16'20.73776" 35'12' 9.5477"
30 Tebnine Ol 4M 33'11'43.28813" 35' 24' 34.02481"
31 Tripoli il sk 6M 34'26'22.17174" 35'50' 16.69384"
32 Zgharta ) 4M 34' 23' 42.24884" 35'53'42.3587"
33 Jnah rls 4M 33,8763617 35.4894725
34 Dora )32 6M 33' 53' 46.49348" 35' 33' 33.3765"
35 Hermel Jea 4M 34.39551 36.3854

36 Hamana Ules 4M 33'49' 29.82213" 35'44'6.36163"
37 Ghazieh jle 4M 33'30' 55.05552 35' 21' 17.90705"
38| Engeneer's bld s 4M 33.8763617 35.4894725
39 Marjeyoun O e 4M 33'21'40.26" 35' 35' 30.672"
40 EDL sl Sl 4M 33.8958865 35.519623

41 Rashaiya Ll 4M

42| Deir el ahmar sl 4M

43 Labweh 5 4M

44| HQ-Bir Hassan O 50M 33'52' 26.16315" 35'29' 36.08813"
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Technical Requirements & Scope of Work CNSS WAN -
Wide Area Networks - Activities and Deliverables

The supplier shall rely on the site visit and on the attached "4nnex 2: CNSS Offices,
Capacities and Locations" to determine the final needs of this tender

Scope of Work

1. The provision, installation, configuration and integration of routers and modems
into the CNSS.
2. The provision, installation, configuration of WAN wide area connectivity to all
locations of the CNSS.
The provision, installation, configuration of a Network Management Software
g be installed at the main location of the CNSS in the" Main Building" in
elrut.
The provision of related on-site support for a period of three years.
Related training.

R

1. Routers and Modems for the Wide Area Network

The supplier shall provide, install, connect, configure, test, integrate and document the
installations of routers and modems that are necessary to connect various CNSS sites
together in a wide area network as indicated in the attached "CNSS Offices, Capacities
and Locations".

For CNSS locations listed in the "CNSS Offices, Capacities and Locations", the
supplier is responsible for the following:
1. The provision, installation, configuration and integration of routers.
2. The provision, installation, configuration and integration of modems.
3. The configuration and integration of all the above-listed equipment with the
proposed Network Management Software.

The bidder shall provide full technical details of the proposed routers (if the supplier
proposes other than existent routers owned by CNSS), WAN interface for routers and
modems including model number and a fully detailed manufacturer catalogue.

For the technical specifications and required quantities of the above-listed equipment,
please refer to the attached "dnnex 2: CNSS Offices, Capacities and Locations". The
bidder shall keep in mind that the proposed routers (if the supplier propose other than
existent routers owned by CNSS), and other equipment must comply with the wide
area connectivity architecture proposed under section "Wide Area Network
Connectivity" below.

Technical Requirements & Scope of Work - CNSS WAN (August2024) page 4/11
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2. Wide Area Network Connectivity

A) The supplier shall provide, install, integrate, support, maintain and document wide
area connectivity services for a period of twelve months.

Bidders may propose any TCP/IP-based type of connection and connectivity plan
(microwave connectivity from a microwave provider, leased line or fiber optic from
OGERO or any combination of both, other connectivity solutions - if any) as long as
the minimum guaranteed bandwidth performance is maintained between the regional
offices and the two central offices (Beirut and Zahle) of the CNSS, and between Beirut
and BirHassan location, in accordance with the bandwidth requirements that are
specified in the " CNSS Offices, Capacities and Locations".

The solution required is based on a typical "star topology" with all regional offices
connected to the "Head Office - Main Building" with a disaster recovery connection to
the "Disaster Recovery Site" in Zahle. Typically, the router of a regional office will be
connected to one of the 2 redundant, load-balanced routers in the "Head Office - Main
Building". If one of the two routers fails, the connection will be automatically rerouted
to the redundant "Head Office - Main Building" router. If both routers in the "Head
Office - Main Building" are not responding, the connection will be rerouted
automatically to the "Disaster Recovery Site" in Zahle.

Additionally, DSL modems (if available, or GSM network) in regional routers must
be configured to DSL modems in the "Head Office - Main Building" when all other
connections of the service provider fail and to the "Disaster Recovery Site" if the
"Head Office - Main Building" modems are down.

New HWIC cards to be added to the existing routers in order to support the DSL
connectivity as back-up.
Two types of fees are allowed: one-time installation charges (2.1) and recurrent

monthly fees (2.2).

The interconnectivity between the branches and HQ must be established over a
reliable backbone with multiple routes in greater Beirut and towards all regional areas,
and to provide a network layout showing the multiple redundant routes.

Service provider shell provide an MPLS VPN-L3/L2 to deliver a dedicated Virtual
Private routed network in a full meshed topology.

Service provider shell install a Microwave link on the Head Quarter with 5 ms delay
average to the first hop, also delay from branch shall not exceed as 10 ms average.
Implementation and commissioning of all sites should be done in one month, and shall
perform a connectivity test between all branches before the migration from existing
provider, and to keep the same existing IP Addressing plan of current network without
any changes from CNSS side.

The Bidder should provide a reference list for at least 5 corporate customers and
government entities with more than 30 branches interconnections.

B)The supplier shall provide, install, configure and integrate a central network
management system that will be located in the "Main Building" in Beirut. The network
management software will be installed on a virtual machine server provided by CNSS.

Technical Requirements & Scope of Work - CNSS WAN (August2024) page 5/11




The network management system shall be capable of graphically configuring and
monitoring all equipment that will be connected to the CNSS WAN. This includes
routers, modems, switches, PCs, servers, network printers, UPS's as well as other
devices with SNMP capabilities. The network management system must be able to
issue periodical reports (daily, weekly, monthly, other configurations) that show how a
particular device or connection is faring.

The bidder shall provide full technical details of the proposed software, including
proposed modules with their respective pricing and functionalities.

2.1 One-time Installation Charges
The one-time installation charges for each connection must include the following:

1.Cost of installation of leased equipment (aerials, indoor units and other
components that are required for the wide area connectivity solution described

above).

2. Cost of installation of physical connection between leased equipment and
LAN equipment (e.g. connection between main network cabinet containing
Router and OGERO's distribution box and/or connection between provider's
aerial/indoor unit and main network cabinet, etc..

3. alllco_sts related to the installation of the redundant disaster recovery
solution.

4. all costs that are related to the installation, configuration, testing and
Commissioning of routers and DSL modem:s.

5. All other costs necessary for the integration of equipment (main and backup
connections) with the LAN and the WAN (for the delivery of a fully
working connection) and with the proposed network management software.

6. The full testing, commissioning and functional certification of wide area
network connectivity.

7. Cost of provision, installation of the network management software.

The bidder must keep in mind that payment of these one-time installation charges will
occur after the installation and acceptance of a site, as detailed in section 5 below.

2.2 Recurrent Monthly Fees

The recurrent monthly price of the connectivity of each site must include the
following: :

the leasing of all equipment that is required for this activity with the
exception of existent routers that are specified in the " CNSS Offices,
Capacities and Locations".

unlimited and dedicated bandwidth usage.

guaranteed service and maintenance on leased and purchased equipment to
ensure that no connection will be down for more than 2 hours in the Greater
Beirut area, 4 hours in regional centers (Jounieh, Saida, Sour, Tripoli,
Zahle....) and 8 hours in the remaining CNSS offices (refer to service level
agreement (SLA) section 2.3 below).

W
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Bidders must keep in mind that recurrent monthly fees will be paid starting with the
activation of a service for a site

2.3 Service Level Agreement

The service provider must sign a service level agreement that ensures that the
following minimum requirements are met:
1.~ A support technician must be on site in the central CNSS locations as well
as in all the offices listed in the "Annex 2: CNSS Offices, Capacities and
Locations" as being within the Greater Beirut area within two hours of a
problem/service call.
2. A support technician must be on site in Jounieh, Saida, Sour, Tripoli and
Zahle within 4 hours of a problem/service call.
3. A support technician must be on site in all other regional centers within 8
hours of a problem/service call.

4. All connectivity service interruptions within the Greater Beirut area must be
restored to a fully functioning state within 4 hours (full rated speed for the
connection, not the backup solution or speed) of a problem/service call.

5. All connectivity service interruptions for Jounieh, Saida, Sour., Tripoli,
Zahle must be restored to a fully functioning state within 6 hours (full rated
speed for the connection, not the backup solution or speed) of a
problem/service call.

6. All connectivity service interruptions for all other regional centers must be
restored to a fully functioning state within 10 hours (full rated speed for the
connection, not the backup solution or speed) of a problem/service call.

7. The backup solution must kick in automatically and must carry the service
at the rated backup speed until full connectivity is restored.

8. A connection between any regional center and the central location in Beirut
cannot be down for more than a grand total of 10 working hours per month,
starting with the time of a service call (renewable monthly).

The service provider of this project is fully responsible for the running,

maintenance and support of all the components of all proposed connectivity
operations. The service provider may not shift the blame on a co-service

provider /subcontractor/ partner (e.g. company X did not fix hardware

problem on time) and as such accepts full responsibility for any

service interruption.

2.4 Failure of connectivity services for periods that are longer than the ones
mentioned above will result in the following:
1. Monthly charges will be reduced by 10% for each hour (or portion thereof)
of interruption.
2. No monthly payment will be made if service interruptions for a particular
site total more than 10 hours per month.
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The service provider and the CNSS will rely on figures provided by reports that are
issued by the network management software to determine the hours of interruption of
each service and the monthly payment due for each connection.

2.5 Documentation

Bidders must provide with their bid a map of Lebanon and a chart that clearly show
the connectivity plan that they are proposing. The map and the accompanying chart
shall contain the following details:

Location and name of site on map (Latitude & Longitude).

clearly indicated routes for and between each of the CNSS locations;
Type of connection between each location (leased line, microwave, other).
Provider of connection (OGERO, microwave provider, other).

list, description and specifications of leased equipment for each location
(Including backup equipment).

Description and specifications of router purchased for each location (if any).
Bandwidth speed for each location.

Oft‘her relevant information that may affect the proposed connectivity plan
(if any).

el S

PN

3. On-Site Support

The supplier shall be responsible for user support issues for a period of twelve months
starting on the first day of the first month following the signature of the contract.

For this activity, the supplier shall provide support technicians from 8 Am to 3 Pm.
Monday to Friday (may work remotely). The support technicians shall also be on call
for emergencies outside of these hours and for the "Head Office - Main Building" in
Beirut and the other at the "Disaster Recovery Site" in Zahle.

The support engineer or technicians shall coordinate on daily basis with IT department
of CNSS in order to perform The following list of responsibilities:

1. The administration of the network (described in section 3.1 below).
2. Troubleshooting and problem solving (section 3.2).

3. User support and guidance (section 3.3).

4. Capacity building and transfer of knowledge (section 3.4).

The Support engineer or technicians must be self-motorized and equipped with an
appropriate set of tools (screwdrivers, crimping tools, electrical and network testing
equipment, patch cords, etc.) that allows them to carry their duties. The assigned
support engineer or technicians must also carry and provide a cellular telephone
number for communication during emergencies that occur inside or outside of the
regular working hours mentioned above.

3.1 Administration of the Network

The Support engineer or technicians shall be responsible for the administration of the

network. Duties include:
a) Ensuring that the CNSS WAN is always up and running.
b) Installing and configuring hardware and software that is related to the

CNSS WAN.
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¢) Monitoring network performance by using the network management
software and other tools that were purchased or leased for this
project.

d) Performing backup and restore duties.

e) Performing maintenance routines (as needed with a minimum of one
monthly routine) to ensure that connectivity is in optimal shape.

f) issuing monthly maintenance reports in coordination with the CNSS

To keep track of the behavior of the wide area network.

3.2 Troubleshooting and Problem Solving

The assigned engineer or technicians shall be responsible for the troubleshooting of all
network components and networking equipment. The technician shall determine the
nature of the problem (software or hardware) and shall take the necessary measures to
correct it as needed by the service level agreement.

The engineer or technicians shall keep a running history of the problems in an
electronic database (bidders may propose ready-made software packages as long as

they are developed using a commonly-used relational database and as long as
all necessary software licenses are provided along with the software).

The database shall include fields and shall be able to issue reports that specify the date
and time of the problem and of the solution, as well as a short description of the
problem and of the solution provided. The database is and will always remain the
property of the CNSS.

3.3 User Support and Guidance

The assigned engineer or technicians shall complement the formal training of CNSS
WAN users with informal sessions that users may request at any time and that will
take place during normal working hours.

3.4 Capacity Building and Transfer of Knowledge

The assigned engineer shall keep in mind that several CNSS WAN staff members will
be trained to assume their functions and responsibilities. To ensure a smooth transition,
the technician shall:
a) coach them and assist them with the practical implementation of their
newly acquired skills.
b) write and submit a final assessment report to the CNSS of their
performance and their state of readiness, 11 months after the
signature of the contract.

N\
N
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3.5 Support Technician(s): Required Profile

Bidders shall submit the CV (for a minimum of 5 different engineers) as well as a copy
of the certifications of prospective support technicians. The following qualifications
are required:
a) Cerlt]iﬁcate of an engineer diploma with minimum 3 years of expertise
each.
b) Certificate of beneficiary from CNSS (must be provided from CNSS)
with at least 5 years of subscription in to CNSS.
¢) Advanced knowledge in the configuration of routers and
communication protocols proposed for this bid.
d) Advanced knowledge of proposed network management software
including full knowledge of the reporting facilities of the package.
e) Good oral communication skills, pleasant personality, willing to
perform all networking related tasks.
f) Successful completion of one of the CCNA/CCNP/CCIE track.

4. Training

The supplier is responsible for providing training covering the installation,
configuration and troubleshooting of the proposed routers and the proposed network
management system for five staff members (grouped in one class). The following two
courses are the minimum required:

1. Installation, configuration and troubleshooting of proposed routers (12-hour
minimum equal to two full days of training).

2. Installation, configuration, troubleshooting, integration, running and
maintenance of the network management software (12-hour minimum equal
to two full days of training).

The bidder shall submit outlines for each of the two courses that include selected
sections of the required training manuals and indicative practice exercises as well as a
tentative training schedule.

Following training, the trainer shall issue completion certificates to all trainees that
have successfully completed the course. The trainer shall also submit to the CNSS a
report rating the attendance and the performance of the trained staff members. Training
and reports must be finished within five months of the signature of the contract.

4.1 Schedule of Delivery, Testing and Acceptance

Below is the schedule of delivery of the activities of this project. The CNSS will
test each delivered component in accordance with the specifications set in this
document and in the technical specification sheets. The CNSS will issue acceptance
reports after the full delivery, installation, configuration and integration of the
various components and activities.

o
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4.2 Acceptance Reports

The acceptance reports cover all activities needed for the activation of a wide area
network connection, technical support, the installation, integration and activation of
the network management software as well as all related training courses.

The related acceptance reports will be issued in the following order:

For one-time installation charges:

L.

Report I - five days after the completion of works and activities (including
wide area connectivity, the network management software and all training)
in the "Head Office - Main Building" in Beirut and the "Disaster Recovery
Site" in Zahle and the backup site Birhassan.

Report II - five days after the completion of works and activities in the first
ten regional sites.

Report III - five days after the completion of works and activities in the
second ten regional sites.

Report IV - five days after the completion of works and activities in the
third ten regional sites.

Report V - five days after the completion of works and activities in the
remaining regional sites.

6.Report VI - ten days after the full installation of on-site support.

5. For recurrent charges - technical support.

For recurrent charges - monthly connectivity charges:

These will be paid monthly in accordance with the connectivity reports generated by
the network management software.
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