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Commercial Template

Lot Description: Supply and Install NAS Storage
of 6PB (3PB+3PB)

Price §

Wording

3PB+3PB (3 Petabytes in each site), as per RFP
requirements

Support and Maintenance for the first year after
the 3 years warranty period

Support and Maintenance for the second year
after the 3 years warranty period

Support and Maintenance for the third year after
the 3 years warranty period

Support and Maintenance for the fourth year after
the 3 years warranty period

Support and Maintenance for the fifth year after
the 3 years warranty period

Total Cost for Lotl (sum of above)

VAT

Grand Total for Lot1

Lot2 Description: Supply and Install NAS Storage
Expansion of 8PB (4PB+4PB)

Price $

Wording

4PB+4PB {4 Petabytes in each site), as per RFP
requirements

Support and Maintenance for the first year after
the 3 years warranty period

Support and Maintenance for the second year
after the 3 years warranty period

Support and Maintenance for the third year after
the 3 years warranty period

Support and Maintenance for the fourth year after
the 3 years warranty period

Support and Maintenance for the fifth year after
the 3 years warranty period

Total Cost for Lot2 (sum of above)

VAT

Grand Total for Lot2

Grand Total For Lotl+Lot2 without VAT

VAT

Grand Total for Lotl+Lot2 Including VAT
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N.B: Prices should be DDP
N.B. : The offer shall include any requirement or item or cost in order to

accommodate to offered 3 petabytes in each site as initial required capacity and 4
Petabytes in each site as expansion as per the RFP specifications including 3 years
warranty followed by 5 years support and Maintenance.
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REQUEST FOR PROPOSAL

Scale-out NAS storage platform for
OGERO
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1. Introduction and Overview

1.1 Statement of Confidentiality

This Request for Proposal (RFP) and all materials provided by OGERO, concerning the affairs of
the company, must be considered confidential. It must not be forwarded to any third party for
evaluation or for any other purpose without the written consent of OGERO. When submitting
confidential material to OGERQ, the vendor/reseller must clearly mark it as such.

1.2 OGERO - Overview

OGERQ is the main operator of the fixed telecommunications network in Lebanon for the benefit of
the Lebanese Ministry of Telecommunications (MOT).

OGERQ, engine of MoT, constitutes the backbone infrastructure for all telecom networks including
Mobile Operators, Data Service Providers (DSPs), internet Service Providers (ISPs) and others.
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2. Requirements

2.1 Features and Requirements

OGERO is planning to implement a High end Scale-out NAS Storage platform to integrate with its
Infrastructure. The requested NAS platform must be using state-of-the-art technologies to store,
manage and protect log files, video Surveilance and data analytics.

The requested NAS platform must be easy to manage, provide unmatched efficiency and be highly
resilient. it must offer extensive data protection and security options. To keep pace with growing

data storage requirements, the modular architecture of the requested storage must allow to scale
performance and capacity easily and quickly.

The NAS platform will be implemented in two physical locations. The NAS platform shall be
operating in Active-Active mode in each site. Each site must be accessible for hosts in either sites

and replication will take place to replicate data between sites.

The platform must have the following key requirements and functionalities in each of the two sites.
The bidder must describe in details the compliancy of each feature.

a. The Proposed Solution must be a purposed build Scale Out
Network Attached Storage (NAS) Appliance with native NAS
capabilities, no gateways & with no virtualization layer or
virtualization technology.

b. No additional software installation should be mandatory on the
clients (VMS recording servers), solution must be able to use
native NAS protocols installed to assure the functionality of the
system. If additional software installation brings extra benefits, it
must be elaborated

c. The Storage architecture must follow best practices of the VMS
for performance, reliability, availability and maximize the Mean
Time between Data Loss (MTDL).

d. The storage solution must support different type of
configurations including All-Flash nodes for extreme
performance requirements or Hybrid nodes (SAS+ SSD or
SATA [/ NL-SAS + SSD) for Performance or Archive
requirements

e. Storage compression and/or deduplication of data which results
in improved storage efficiency is a plus.

1 Solution
Architecture
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Required Storage
Capacity

a. At least one PetaBytes Net Usable Capacity in each site

using advanced software based data protection mechanisms
rather than standard Raid Protection (best practices for the
performance) with the following distribution

I At least 15% of Net Usable Storage capacity for
hadoop analytics tier 1 storage -hybrid with high perf
and massive scalability.

ii. At least 10% of Net Usable Storage capacity for VDI
user and profile data with high efficiency and massive
scalability.

iil.  Upto 75 % of Net Usable Storage capacity for Hadoop
Tier 2 and archive with massive scalability.

System must be scalable to at least 50 PB and at least 10
times for each of the above distributions.

Front & Back End
NAS Connectivity

The Proposed scale out NAS Architecture is as described
below in Figure 1 (Targeted Architecture).

Bidder must provide a high level design & Architecture that
shows the connectivity between the solution components and
with OGERO Network/Servers.

Non-Bisruptive
Upgrades

The storage system must support non-disruptive code upgrades
along with the ability to rollback to previous code version in the event
of compatibility issues

Load Balancing

The system must:

a.

Have a single Global Namespace: Provides a single unified
global file system view to clients.

Evenly distribute client connections across the cluster

- Support Automatic NFS failover in order not to lose any /O
transaction and without any user or application interruption.
No distruption of 1/O during NFS failover.

Performance

The Storage must have the ability to auto-balance
Performance and capacity across all system components
in order not to create any bottleneck or hot spot.

The auto balance capability must span the entire, single
file system and namespace automatically with no
commands needed to kick start this process.

Linear performance and storage capacity must be
achieved by adding adequate components (Disks,
Cache, I/O, CPU,..) to ensure the linear scalability.

Automatically spread data across devices

All storage components must be active, contributing in
performance and capacity of the system

The storage must be capable to expand performance
with capacity linearly. As the system grows it must
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increase performance for both read and write operations

Scalability

a. The file system capacity must be scalable to at least 50
Pbytes growth, in the same single namespace without
any interruption or down time, no configuration change or
hardware changes, ail as a single File System.

b. All needed hardware, licenses and upgrade path must be
indicated for the mentioned above scalability.

¢. Upgrades should add extra capacity and performance to
be used in the next few minutes

d. The storage system must support different generations of
hardware within the same cluster, all forming a single file
system to guarantee compatibility and highest ROI

Data Integrity,
Protection and
Availability

a. The storage system must provide guaranteed protection
from silent data corruption scenarios.

b. The storage system must protect data by using snapshot
based backups feature with defined retention period and
the ability to do backups to third party storage.

c. Continuous integrity checking/ silent data corruption
protection

d. Secure delete, file level

e. Storage system must have technical capability to
accelerate data rebuild times for recoverable storage
media

f. Bidder must describe his solution for rebuild process in
case of one or more disk failure(s) to ensuring data
reliability.

g. The storage system must be able to sustain multiple disk
and muttiple controller failures. N-way system resiliency
is provided & supports N+1, N+2, N+3, and N+4 (4
simultaneous failure support)

Data Access
Protocols

Platform must be a multi-protocol (Native protocols) access to the file
or object using protocols like NFS-v3/v4, SMB 1/2/3, native HDFS
1.x, 2.x (for Forensics video analytics), HTTP, FTP, S3, REST API's,
Openstack swift/cloud protocol.

10

OS Support

Support for Windows, Unix, Linux and MAC OS natively without any
client agent.

11

Management
Software

|
The Management software should be solution based and provide Gul }
/ web based management with complete Reporting features like File ‘
system Usage, empty Space, etc....

Page 6/6




12

Load Balancing
mechanism

a. Must include load balancing mechanism to guarantee
equal utilization of resources:

b. Ability to load balance all client connection to all storage
components of the cluster to avoid performance
bottlenecks and ensure even distribution of storage 11O
requests

13

Quotas
Management

Must include User quotas with hard and soft limits and thin
provisioning features and capabilities

14

Disaster Recovery

Must replicate and distribute large mission-critical data sets to
multiple shared storage systems in multiple sites for reliable disaster
recovery capability, and use simple failover and failback to increase
the availability of data.

158

Compliance

a. Must Protect critical data against accidental, premature, or
malicious alteration or deletion,and support / configure
enterprise class WORM. Data must be retained and indexed
on the storage with immediate accessibility for a period of two
years, and with non-immediate access for a period of at least
Six years.

b. Should have Capability of file audit logging

c. File level WORM (write once, read many) capability with
retention

16

VDI Support

Must Support storage virtualization (VDI) environments, Must
provides highly efficient, massively scalable storage for VDI users
and profile data.

17

Latency

Provides design considerations that ensures latency is minimal from
the client endpoints to the storage nodes to maximize performance
and efficiency

18

Security

a. Must Include security options such as file system auditing,
encryption (at rest), erasure coding, End-to-end checksum, ...

b. Must have International security certification such as
(NIST,FISMA,.)).

c. Should leverage role-based access control options. Ability to
create isolated storage pools for specific departments.

19

Support of
Distributed File
System
Applications
{Hadoop)

a. Must support and integrate with the Hadoop Distributed File
System (HDFS) layer and Hadoop distributions.

b. Must have a global namespace that can span multiple Hadoop
clusters and geographies. Combines Memory, /O, CPU and
disks of the nodes info a cohesive storage unit to present a
global namespace as a single file system.

Page 7/7




Storage must include all necessary HW devices to provide a

20 | Protection protection against three simultanecus drives failures or entire disk
shelf failure
The required solution must provide a highly availabie storage
infrastructure with No Single Point of Failure, This requires that ali
21 | Redundancy critical system components be redundant (power supplies, fans,
controliers ... etc).
22 | Rack Must include Rack to accommodate ail provided hardware
a. Must Include Real time performance/capacity reporting tool
S/W licence:
b. Real time and historical performance reporting of all
Advanced
23 Reporting Tool components of the storage platform

c. Real Time and historical performance reporting of different
protocols running on the storage platform
d. Capacity trending capabilities

All needed licenses must be provided with no limitation for the above mentioned requirements.

Targeted
Architecture

* Back End Switching Layer: redundant, Connedivity
non blocking ¥

»  Cluster: each Cluster is composed of_ Fron d Switchim ver Front mg er
compute and storage components with cale ou ] Scale out
scale out architecture within a single l l
name space uster 1 1. Cluster 2

» Eront End Switching Layer: redundant, / 3 ..mﬁ
non blocking, 10G/40G/100G ports with
at least 20 of each category populated in Back End Switching Layer Back End Switching Layer
each front-end switch , allowing:

1. Direct connectivity to the existing
OGERO HCI {VKRAIL): 40G/100G

2. Direct connectivity to the OGERG
intranet: 10G

3. WAN connectivity over dark fibars {lass
than 10Km): 40G/100G

RAS Beirut JDEIDEH

Figure 1. Targeted Architecture

2.2 Product Requirements
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The systems delivering the required functionalities for OGERO must fulfill the following
requirements:

1) The product must be designed for primarily on-premises workloads and not as a pass-through
solution where data will be permanently stored elsewhere.

2) The product must be designed specifically for scale out NAS storage.

3) The product should have at ieast 50 production customers each consuming more than 1 PB
capacity through distributed file systems. Vendor must provide reference materials to support
this criterion.

4) The product must be instatled in at least three major geographies. Vendaor will provide avidence
of a minimum of 20 production customers brought to revenue in each of at least two major
geographies (America, EMEA, Asia/Pacific).

5) The vendor should own the storage software intellectual property and be a product developer.

6) The vendor must have the product commercially available for at least five caiendar years and
supported for at least seven years with Hardware cross generation support

7) The product must be available for purchase as an appliance and as a stand-alone storage
product, and not an integrated, converged or hyperconverged system with compute and
hypervisor bundle.

8) An international brand; non-OEM product with independent intellectual property rights,
developed without use of open-source software such as Lustre and Ceph

2.3 Time to Build

The vendor must provide implementation plan and Time line for all phases. OGERO is interested in
having the environment operational within six months after signature.

2.4 Licensing

The vendor must provide all the licenses for hardware and software needed to operate the platform
as per the requirements mentioned in this RFP.
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3.

System Operation and Infrastructure

The platform will be hosted in OGEROs datacenters in Ras Beirut and Jdeideh.

1)

2)

3)

4)

5)

6)

7)

The bidder is requested to provide details on the |IT hardware infrastructure and provide detailed
network architecture design for the proposed solution to meet OGERO requirements.

The response shall include all necessary spare parts management and processes to achieve
the necessary SLAs

The bidders must have a local presence and have certifications for impiementation, support and
consultancy purposes of the installed components.

The bidders are required to specify in detail the hardware, software, licenses and services in the
financial models as line items (breakdown of costs).

The vendor is responsible for the provided solution and should do the implementation.

The bidder must explain their infrastructure management methodologies, detailing how solution
scalability must be realized to support increasing OGERO efficiency while keeping the
operational staff constant.

The installation & commissioning must include all components and subcomponents like cables
(such as fiber, Ethernet etc.), SFPs, connectors, converters, Tools Hardware & Software
Licenses, accessories and other components (required for commissioning of the solution as a
part of RFP) must be supplied by the bidder.
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2)

3)

. Training

A professional training for four candidates and knowledge transfer for all the delivered
components are required.

The bidder must provide a task-oriented training, giving the participants the knowledge &
information and providing them with the procedures required to perform each of their set tasks.

In addition to standard training the bidder must ensure that the training covers the respective
tasks the trainee must perform.
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5. Other Requirements

5.1 References, staff and Certificates

The bidder should provide evidence of the implementation of the proposed solution, including
customer references for service delivery of a similar nature and volume (at least 3 references) that
verify that the bidder has a good performance record and demonstrate that the bidder has the
capability of meeting the requirements. References shall list a point of contact in the client
organization for that project.

The bidder shall state the number and qualifications of offered on-site and off-site resources to
cover and provide the required services. Detailed CVs which shows their certifications in
implementing project components and their employment status with the bidder.

The implementer of the Solution must be a certified partner of the provider.

5.2 Evaluation Criteria

Criteria Weight
1. Compliancy of Product Requirements 15%
2. Compliancy with Targeted Architecture 15%
3. Compliancy of Other features and requirements 50%

4. Key professional staff qualifications and Bidder competence | 15%
for the assignment

5. Training program and transfer of knowledge 5%

Only proposals with average scores of at least 80 points (%) qualify for the financial evaluation.

§.3 Licenses and Support

a) The Bidder must implement the following:

¢ System Installation and Integration.
¢ Operational System.
» Knowledge transfer to ogero personnel.
¢ System Maintenance & Support:
» Serviced time is 24 hours per day: 24/7/365..

b) The bidder price must include the cost of all required hardware, software and
licenses to operate the platform as described in this RFP.

c) The bidder must provide the yearly support, Licenses and maintenance cost after the
implementation for the first three years.

Page 12/12




d) The bidder must provide the price of (a), (b) & (c¢) above for additional two Net usable
Peta Bytes which would OGERO upgrade to in the coming years.

The bidder price will be the total price of a, b, ¢ and d.
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Soiution Architscture

Dwrdations i any, pleass|
duscitbe

T e M 2 -~ zi

a. The Proposed Solubon must ba a pumposed bubd Scale Out Network Atteched Storags (HAS)
Appiance with native MAS capablies. no gateways & with no virluakzaton layer or virtuaization,
technoloy.

b. No adotiona! software instalation should be mandatory on the cients (VMS recording sefvers),
solution must ba abla lo usa native NAS protocobs Ingtallad to assura the functionality of the system. i
addtional saftwara lnstalation brinps axtra benefita, it must ba elaborated

. Tha Storage architectura must follaw best practices of the YMS far parformancs, refabiity,

and maximiza the Mean Time between Data Loss (MTDLY

d. The storage solution must support dffarant type of configurstions including AS-Flash nodes for|
exirema paformance reuirements or Hybrid nodes (SAS+ SS5D or SATA / NL-SAS + S5D)j for
or Archive L

e Storsge comprassion and/or deduplication of data which resuts [n improved storags efficiency is &
iz,

Requlred Storags Capacity

o At least ons PataBytes Net Uzable Capacity in sach site using advanced aoftware based date
protection mechanisms rather than standard Raid Protection {best practices lor the pedformance) with)
the following distribution

I Al lezst 15% of Net Usabie Storage capactty lor hadoop analytics tier 1 storaga -hybiid with|
high perl and masahve scalability.

i Atfeast 10% of Net Usabie Storaga capacity for VDI user and profie data with high

Y

and massive scalabiity.
B Upto 75 % of Net Ussble Storage capacity for Hadoop Tier 2 and archive with massive]
scalabdity.

b. System must be scalabls to at laast 50 PB and st laast 10 times for sach of the above distributons.

Front & Back End NAS
Connectivity

a. The Proposed scale out NAS Architactura is as described below in Figure 1 (Targated Architectura).
b. Bidder must provide a high laval design & Architecture that shows the connecthvity betwoan the

]wlulinn componants and with OGERO Network/Servers,

D The stcrage systam must auppert non-disruptive code upgrades along with the abdty to rolback to
M b |Emus cade varelon b the evant of compatibity ksues.

Load Balancing

The system must

& Have a singls Global Nameapace: Provides a single unified global fle systam view 1o cients.

b. Evenly distribute cient connections across the clustar

c. - Support Automatic NFS faZovet in ordet het to lesa any UO transaction and without any usar ar
aj interrupton. Na destruption of O during NFS falover.

2. The Storage must hava the ablity to auto-balance Performance and capacity across ai system
componants In order not to create anv bottieneck or hot spot.

b. The auto bafance capablity must span tha entire, single fle system and namespace
automatically with no commands needed to kick start this process.

c. Linear performance and storage capacty must be by adding ad:

(Disks. Cache. VO, CPU...1 to ensure the Encar scalability.
d. Automaticaly soread data across devices

e. Al slorage components must be active, contributing In performance and capacity of the system

f. The storage must be capabie fo expand performance with capacity Enearly. As the system
arowa ft must increase performance for both read and write operations

a. The file system capacity must be scalable to at least 50 Pbytes growth, in the same single
without any y or down time, no configuration change of hardvare dhanges,
all ma a single Fila System,

b. Al needed hardware, fcenses and upgrade path must be Ihdicated for the mentioned above

¢. Upgrades shoutd add extra capacity and performance lo be used in the next few minutes

Tata integrity. Protection and
Avadia bty

d. The storage system must support differsrt generations of hardwara within the same chester,
all forming a e filn system to guarantea compa Aand highesi ROI

a. The storage system must provide guaranteed protection from sdent data corruption scenarios.

b. The storage system must protect dala by using snapshot based backups feature with defined
retention peniod and the ability 1o do backups to third party starage.

c. Comtinuous integrity sdent dats:

uptior: p d
d. Secure delete, fie level

e. Siorage system must have technical capablity to accelesate data rebudd Bmes for
his stnramn mada

f.  Bidder must describe his solution for rebulid process in cass of one or more disk falkre{n) to
ensuing data relabiity.

0. The sterage system must be abla to sustain multiple disk and multiple controfier Falures. N.
way system resiiiancy Is provided & supports N+1, N+2, N+2, and N+4 (4 simultancous falkure:
oty

& Platform must ba & multiprotocel (Nadive protocols) access to the fie o abject using protocoks Exe NFS-|
Duta Access Protocals v3~4. SMB 172, nativa HDFS 1., 2.x tfor Farensics video analytics), HTTP, FTF, S3, REST APl's,
A protocal.

10 C8 Support

11 Mahigpaent Software
®. Mmhdudelaudbaunmﬂmeetunkmbmeeeum!ulinﬁmorrm

12 Load Balancing mechantsm b, Ablity 1o load balance aF clent connection to af storags components of the cluster to evoid
performance botienscks and snsire svan distribution af storage UO requests

13 Guotas emant Must inclode User with hard sod soft limits wed thin isioning features and capabilities
Must repiicate and dstribirte largs mission-critical data sty to multiple shared storage systems in multipls

14 Ditaster Racavery =tea fof refable diszsies recovery capabiity, and use simple falover and falhack o incresse thal
valubiity of data,

& Muzt Protect critical data against accidental. pramature, or malcious aitection ar deletion,snd support]
! configure emterpise class WORM. Data must ba retained and indexed on the storage with immediate
15 (Compiance accessibiity for B paried of twa yaars, and with non-immediste acceas for a period of at least six years.
b, Should have Cnutbiw of fie sudt longing
with refention
Muﬂ Support storage virualzation (VDI) environments, Must provices highly eficient, massivaly scalable)

16 VDI Support Tor data.

1 Latsncy Prwldu design cansidenstians that ensures kxtency is minimal from the clent endpointa to the storage
4 Must Includa sacurity options such sa fla sysism auditing, ancryption (at rest), srasure coding, End-od
and checksum....

1 Eacaity b, Must have Intemnational security certification such 2s (NIST.FISMA]. ..

c. Should leverage role-basad access control options. Abity to create isotated storage poois for specific|
departments.
3. Must support and integraia with the Hadoop Distribuled Fie System {HDFS) laye: end Hadoop
distributans.

Bupport. Ibuted

19 aywtem l&:fﬁum'(ﬂm:h b. Must have a global namespace that can span multiple Hadoop chusters and gecgraphies. Combines
Mamary,UO, CPU and disks of the nodes into 4 cohesive storage unit to presant a global namaspacs &
5 singis fie system.

Stol o H¥ devices o b thi i difves)

P Prot Wﬂ:ﬂlnd:ie'h;mw provide 8 against thiee
Tha required kolution must provids @ highly avaiable slorspe infrastructure with No Single Point of|

21 Redundancy Fallure, This raquires that o critical system components ba redundamt (powisr supplies, lans, coniroliers|

2 Rack Must include Rack to sccommodate sl provided hardware
8. Must Include Real tima performance/capacity raparting tool SAY keance:

b Real ims and historical parformancs raporting of al components of the storage platform

23 Advanced Raporting Tool

. Real Tima and historical perfarmancs taporting of different protoco!s running on the storage piatform

24

All needed censes must be provided with ne mitation for the above ioned i




