





	[bookmark: _GoBack]Republic of Lebanon 
MOBILE INTERIM COMPANY NO.2 S.A.L.
	Public Tender

	Contract Summary

	Procuring Entity Name
	MOBILE INTERIM COMPANY NO.2 S.A.L.

	Procuring Entity Address
	Beirut Central, touch Building, bloc B, Fouad Chehab Avenue, Beirut, Lebanon

	Registration Number and Date
	IAG-25-00015

	Bid/tender Title
	ESIM UNIFIED TENDER - RELAUNCH 

	Bid/tender Subject
	Select the best supplier to deliver and supply MIC2 and MIC1 with a Remote SIM Provisioning – eSIM Solution with their related services: Cloud Solution - Set Up - Integration - Configuration - Maintenance and Support- Training. Accordingly, MIC2 and MIC1 are putting the Project for Tender in two Lots (1 & 2). 
You may apply for any of them or both lots individually (combined offers will be disqualified).

	Contract Awarding Method:
	Public Tender in two lots 
(Lot 1: MIC1 – Lot 2: MIC2)

	Type of Contract awarding:
	Supplies

	Validity of the Proposal1
	6 months

	Bid/Tender Security2
	Lot 1: $1,000 for MIC1
Lot 2: $1,000 for MIC2

	Bid/Tender Security Validity Period3
	7 months

	Performance Guarantee4
	Lot 1: 10% of the contract value
Lot 2: 10% of the contract value

	Opening Price (Specific to Public Bid)
	

	Award Criteria:
	Lot 1: Most Economically Advantageous Tender
Lot 2: Most Economically Advantageous Tender

	Location for Obtaining Bid/Tender documents
	PPA Website , touch Website 

	Location for Submitting Bids
	Mobile Interim Company No.2 S.A.L. 
Beirut Central, Touch Building, Bloc B 8th floor,
Fouad Chehab Avenue, Bashoura Region, 
Beirut, Lebanon

	Location for Bid /tender Evaluation
	Mobile Interim Company No.2 S.A.L. 
Beirut Central, Touch Building, Bloc B 8th floor,
Fouad Chehab Avenue, Bashoura Region, 
Beirut, Lebanon

	Execution Period
	As per attached contracts

	Contract Currency
	USD

	Payment of Contract Value5
	As per attached contracts



	 الجمهورية اللبنانية
شركة موبايل انتريم كومباني رقم 2 ش.م.ل.
	مناقصة عمومية

	مُلخّص عن الصفقة

	إسم الجهة الشارية
	شركة موبايل انتريم كومباني رقم 2 ش.م.ل.

	عنوان الجهة الشارية
	بيروت، الباشورة، جادة فؤاد شهاب، بيروت سنترل   touch_Building, bloc B  ، لبنان

	رقم وتاريخ التسجيل
	IAG-25-00015

	عنوان الصفقة
	ESIM UNIFIED TENDER - RELAUNCH

	موضوع الصفقة
	Select the best supplier to deliver and supply MIC2 and MIC1 with a Remote SIM Provisioning – eSIM Solution with their related services: Cloud Solution - Set Up - Integration - Configuration - Maintenance and Support- Training. Accordingly, MIC2 and MIC1 are putting the Project for Tender in two Lots (1 & 2). You may apply for any of them or both lots individually (combined offers will be disqualified).

	طريقة التلزيم
	مناقصة عمومية على حسب مجموعتين 
(المجموعة 1: MIC1 – المجموعة 2: MIC2)

	نوع التلزيم
	لوازم

	مدة صلاحية العرض1
	6 months

	ضمان العرض2
	المجموعة 1: $1,000 لصالح MIC1
المجموعة 2: $1,000 لصالح MIC2

	مدة صلاحية ضمان العرض3
	7 months

	ضمان حسن التنفيذ4
	المجموعة 1:  10% من قيمة العقد
المجموعة 2: 10% من قيمة العقد

	سعر الإفتتاح (خاص بالمزايدة العمومية)
	

	الإرساء
	المجموعة 1: العرض الإقتصادي الأفضل
المجموعة 2: العرض الإقتصادي الأفضل

	مكان استلام دفتر الشروط
	PPA Website , touch Website 

	مكان تقديم العروض
	شركة موبايل انتريم كومباني رقم 2 ش.م.ل.
بيروت، الباشورة، جادة فؤاد شهاب، بيروت سنترل   touch_Building, bloc B  ، لبنان

	مكان تقييم العروض
	شركة موبايل انتريم كومباني رقم 2 ش.م.ل.
بيروت، الباشورة، جادة فؤاد شهاب، بيروت سنترل   touch_Building, bloc B  ، لبنان

	مدة التنفيذ
	بحسب العقود المرفقة

	عملة العقد
	USD

	دفع قيمة العقد5
	بحسب العقود المرفقة




	1 Article 22 of the Public Procurement Law
2 Article 34 of the Public Procurement Law
3 Article 34 of the Public Procurement Law
4 Article 35 of the Public Procurement Law
5 Article 37 of the Public Procurement Law
	1 م. 22 من ق.ش.ع
2 م. 34 من ق.ش.ع
3 م. 34 من ق.ش.ع
4 م. 35 من ق.ش.ع
5 م. 37 من ق.ش.ع

	Section 1
Special Provisions for Bid Submission and Contract Awarding

Article 1: Identification of the Contract and its Subject
1- MOBILE INTERIM COMPANY NO.2 S.A.L. issues, in accordance with the provisions of the Public Procurement Law, by means of a sealed envelope, a public tender for the contract awarding of ESIM UNIFIED TENDER - RELAUNCH in accordance with this Tender document and its appendices, all of which are considered an integral part thereof.
2- In the event of any conflict between the provisions of this Tender document and the provisions of the Public Procurement Law, the provisions of the Public Procurement Law shall apply.
3- Tender announcement shall be published on the central electronic platform of the Public Procurement Authority, on the specific website of MOBILE INTERIM COMPANY NO.2 S.A.L. and on the specific website of MOBILE INTERIM COMPANY NO.1 S.A.L., and through any means determined by the Procuring Entity.
4- The announcement shall be through a request for quotations from specialized companies directly and shall be published on the central electronic platform of the Public Procurement Authority. (Applicable to request for quotations).
5- Appendices to the Tender document:
· Appendix 1: Technical specifications
· Appendix 2: Declaration/Undertaking document
· Appendix 3: Integrity Declaration 
· Appendix 4: Bid Security Letter
· Appendix 5: Bill of Quantity 
· Appendix 6: Site Inspection Declaration (cancelled)
· Appendix 7: Killing Factors
· Appendix 8: Statement of Compliance
· Appendix 9: Vendor Questions
· Appendix 10: Evaluation Matrix
· Appendix 11: Contract
6- This Tender document can be accessed, and a copy thereof can be obtained on the website of MOBILE INTERIM COMPANY NO.2 S.A.L., on the website of MOBILE INTERIM COMPANY NO.1 S.A.L. and it shall be also published on the central electronic platform of the Public Procurement Authority.
7- The provisions of the Public Procurement Law and other applicable regulations apply to this Bid/Tender document.



Article 2: Bidders Eligible for Participation in this Contract 
Each supplier whose company, organization or commercial circular is related to the subject of this tender



Article 3: Method of Contract Awarding
1. Contract Awarding is conducted through a public tender based on best economic offer.

2. the contract awarding is temporarily granted to the bidder with the best economic offer based on the following evaluation criteria and procedures: (Financial criteria and other non-price criteria as per RFP annexes)

Lot 1 and Lot 2: Technical Evaluation scoring is 50% of the total grade and the Commercial Evaluation is 50% of the total grade when doing the Final Evaluation.

3. If prices are equal among bidders (in any group) after giving the 10% preference to Lebanese goods according to Article (16) here below, the tender is re-conducted through sealed envelopes among the bidders themselves in the same session. If they refuse to submit new quotations or if their prices remain equal, the winning bidder is determined by drawing lots among the bidders with equal offers.




Article 4: Conditions for the Participation of the Eligible Bidders  
1- Bidders shall meet the following conditions, declared in accordance with the required documents in the First section of this Article mentioned below as (First: Envelope No. (1) Administrative Documents and Transactions) :
a- That there is no proven violation, by the bidders, of professional ethics generally accepted and stipulated in the relevant provisions, if any;
b- That they have the legal capacity to enter into the procurement contract;
c- That they have fulfilled their obligations to pay taxes and social security contributions; 
d- That they have not been convicted, neither their directors nor employees involved with the procurement process, by a court decision of any criminal offence - even if the verdict can still be appealed - related to their professional conduct or the making of false statements or misrepresentations as to their qualifications to enter into a procurement contract, or corrupting a public procurement or a contract awarding process, or have not been otherwise disqualified pursuant to administrative suspension or debarment proceedings, or have been in a situation of exclusion from participation in public procurements;
e- That they are not the subject of legal proceedings for insolvency or bankruptcy, or were declared bankrupt by a court of law; 
f- That they have not been convicted by a court decision - even if the verdict can still be appealed - of usury or money laundering; 
g- That they have not participated in the decision-making process of the contracting authority or have any conflict of interest, or any material interest linking them to any of the decision makers; 
h- Any other conditions set forth by the contracting authority in the tender documents that are commensurate with the required works;
i- Certificate from the Ministry of Economy proving compliance with the provisions of the Law on Boycott of Israel for foreign companies (added by Law No. 309, dated April 19, 2023).
j- Declaration of the economic beneficiaries (according to Law No. 309, dated April 19, 2023).
2- The bid must be submitted clearly and unequivocally without any deletion, alteration, or modification.

3- The bidders state in their offer that they have reviewed this Tender document and its complementary documents, and have obtained a copy. They accept and undertake to adhere to all the conditions outlined therein without any reservations or exceptions. The bidder submits their offer on this basis and affixes financial stamps worth one million Lebanese pounds covering all the documents (a copy of the declaration is attached to this document).

4- Any bid containing reservations or exceptions is rejected.

5- The bidder mentions in their offer a clear address and place of residence for prompt communication.

First: Envelope No. (1) Administrative Documents and Transactions for Each Lot 
A- General Conditions:
1- Undertaking Letter (Declaration), according to the attached form, signed and stamped by the bidder, this Undertaking includes the bidder's confirmation of their commitment to the price and the validity of the offer. A financial stamp of 1,000,000 L.L. is affixed.
2- Commercial Circular specifying the authorized signatory of the bidder and a sample of their signature.
3- Legal Authorization: If the offer is signed by someone other than the person authorized to sign according to the commercial circular, it must be notarized by a notary public.
4- Police Record of the Authorized Signatory or his “legal representative”, not exceeding three months from the bid opening date.
5- Partnership Contract legalized by a notary public if required.
6- Registration Certificate before the Directorate of Value Added Tax, if applicable, or a certificate of non-registration if not subject to it. In the latter case, the bidder commits to their bid price even if they become registered for VAT during the execution period.
7- Registration Certificate issued by the Ministry of Finance – Department of Revenue.
8- Certificate issued by the Ministry of Finance proving the bidder's compliance with tax obligations.
9- Clearance Certificate from the National Social Security Fund “comprehensive or valid for participation in public tenders and bids” valid on the date of the bid opening session, stating that the bidder has paid all his subscriptions (the bidder must be registered before the National Social Security Fund and any statement mentioning the phrase “unregistered institution” will be rejected).

10- Certificate issued by the Municipality, proving full payment of municipal fees by the bidder, issued by the municipality within its jurisdiction based on the commercial registration certificate.








11- Comprehensive Certificate issued by the Commercial Register showing founders, members, contributors, or partners, authorized signatories, the manager, capital, the bidder's activity, and ongoing liabilities.

12- Certificate issued by the relevant authorities proving that the bidder is not in a state of bankruptcy.

13- Certificate issued by the relevant authorities proving that the bidder is not in a state of judicial liquidation.

14- [bookmark: _Hlk154567384]Bid security as required in the specific Tender document of the procurement project, in accordance with Articles 34 and 36 of the Public Procurement Law.

15- Declaration from the Bidder identifying the economic beneficiary/beneficiaries according to Form M18 issued by the Ministry of Finance (any natural person who owns or effectively controls the ultimate outcome of the activity practiced by the bidder, either directly or indirectly, whether the bidder is a natural person or a legal entity.)

16- Copies of Identification Cards (ID/Passport) for the economic beneficiary/beneficiaries.

17- Copies of Identification Cards (ID/Passport) for each person representing the bidder (those acting on behalf of the bidder in their relationship with the contracting authority: legal representative, representative of the legal entity, or authorized signatory).

18- Integrity Declaration Document signed by the bidder in accordance with the prescribed format (attached herewith).

19- Any indication of the price in the technical envelope number (1) will lead to an immediate disqualification.

B- Special Conditions Regarding the Subject of the Contract:

1- Technical/Professional Qualifications (To be determined based on the nature of the contract):
1- Certificate of good execution and completion for similar projects in terms of size and type…
2- Technical proposal according to the required specifications 
 

C- In case of the participation of a foreign bidder, the bidder must comply with one of the following conditions:
1- Is part of a coalition that includes at least one Lebanese company that meets the conditions required by the specific Tender document of the procurement project.
2- The personal presence of the legal representative of the company to participate in the procurement proceedings. If requested
3- Has an authorized agent or representative in Lebanon responsible for signing the contract on its behalf.

In addition to the above conditions, the foreign bidder must submit the following:
1- Certificate registration of the company or certificate of establishment issued by the relevant authorities in their country.
2- Certificate from the Lebanese Ministry of Economy and Trade confirming compliance with the provisions of the Law on Israel Boycott.
3- The required certificates according to paragraph (First) above, according to the laws of the country where the bidder is located, provided that these certificates are authenticated according to the regulations of the competent authorities.

For certificates issued without an expiration date, the validity date of each certificate is determined according to its nature, not exceeding six months from the date of the bid opening session.



	القسم الأول
أحكام خاصة بتقديم العروض وارساء التلزيم

المادة 1: تحديد الصفقة وموضوعها
1- تُجري شركة موبايل انتريم كومباني رقم 2 ش.م.ل. وفقًا لأحكام قانون الشراء العام وبطريقة الظرف المختوم مناقصة عمومية لتلزيم  ESIM UNIFIED TENDER – RELAUNCH  وفق دفتر الشروط هذا ومرفقاته التي تُعتبر كلها جزأً لا يتجزأ منه.
2- [bookmark: _Hlk146103594]عند التعارض بين أحكام دفتر الشروط هذا وأحكام قانون الشراء العام تطبق أحكام قانون الشراء العام.
3- تتم الدعوة الى هذا التلزيم عبر الإعلان على المنصة الالكترونية المركزية لدى هيئة الشراء العام، على الموقع الالكتروني الخاص شركة موبايل انتريم كومباني رقم 2 ش.م.ل. وعلى الموقع الالكتروني الخاص شركة موبايل انتريم كومباني رقم 1 ش.م.ل. وفي أي وسيلة تحددها الجهة الشارية.
4- تتم الدعوة الى هذا التلزيم عبر طلب عروض الأسعار من شركات مختصة بطريقة مباشرة ويُنشر على المنصة الالكترونية المركزية لدى هيئة الشراء العام. (خاص بطلب عروض الأسعار)
5- مرفقات دفتر الشروط
· الملحق رقم 1: المواصفات الفنية 
· الملحق رقم 2: مستند التصريح/التعهد
· الملحق رقم 3 : مستند تصريح النزاهة
· الملحق رقم 4: نموذج ضمان العرض
· الملحق رقم 5: جدول الكميات و الأسعار
· الملحق رقم 6: تصريح بمعاينة مواقع العمل (ملغى)
· الملحق رقم 7: Killing Factors
· الملحق رقم 8: تصريح بمطابقة المواصفات
· الملحق رقم 9: طلبات الاستيضاح
· الملحق رقم 10: ملف تقييم العروض
· الملحق رقم 11: العقد
6- يمكن الإطلاع على دفتر الشروط هذا والحصول على نسخة منه من الموقع الالكتروني الخاص شركة موبايل انتريم كومباني رقم 2 ش.م.ل. و الموقع الالكتروني الخاص شركة موبايل انتريم كومباني رقم 1 ش.م.ل. كما يُنشر على المنصة الالكترونية المركزية لدى هيئة الشراء العام.
7- يُطبق على دفتر الشروط هذا أحكام قانون الشراء العام والأنظمة الأخرى المرعية الإجراء.

المادة 2: العارضون المسموح لهم الإشتراك بهذه الصفقة
كل عارض يكون موضوع شركته او مؤسسته أو اذاعته التجارية خاص بموضوع الصفقة

المادة 3: طريقة التلزيم والإرساء
1. يجري التلزيم بطريقة المناقصة العمومية على أساس العرض الإقتصادي الأفضل 
2. يسند الإلتزام الى العارض صاحب العرض الاقتصادي الأفضل بالإستناد إلى معايير واجراءات التقييم التالية: (معايير مالية ومعايير اخرى غير السعر، بحسب مرفقات الصفقة)
المجموعة  1 والمجموعة 2: تعطى العروض الفنية نسبة 50% من اجمالي التقييم كما تعطى العروض المالية نسبة 50% من اجمالي التقييم عند احتساب علامات كل عارض.
3. إذا تساوت الأسعار بين العارضين (في أية مجموعة من المجموعات) بعد إعطاء السلع اللبنانية أفضلية 10 بالمئة المذكورة في المادة (16) أدناه أعيدت الصفقة بطريقة الظرف المختوم بين أصحابها دون سواهم في الجلسة نفسها، فإذا رفضوا تقديم عروض أسعار جديدة أو إذا ظلت أسعارهم متساوية عين الملتزم المؤقت بطريقة القرعة بين أصحاب العروض المتساوية.

المادة 4: شروط مشاركة العارضين
1- يجب أن تتوافر في العارضين الشروط التالية، ويصرح عنها وفق المستندات المطلوبة في الفقرة (أولًا: الغلاف رقم (1) الوثائق والمستندات الإدارية) من هذه المادة:
1- ألّا يكون قد ثَبُتَت مخالفتهم للأخلاق المهنية المنصوص عليها في النصوص ذات الصلة، إن وُجدت؛
2- الأهلية القانونية لإبرام عقد الشراء؛
3- الايفاء بالالتزامات الضريبية واشتراكات الضمان الاجتماعي؛
4- ألا يكون قد صَدَرَت بحقهم أو بحق مديريهم أو مستخدميهم المعنيين بعملية الشراء أحكام نهائية ولو غير مبرمة تُدينهم بارتكاب أيّ جرم يتعلّق بسلوكهم المهني، أو بتقديم بيانات كاذبة أو ملفّقة بشأن أهليّتهم لإبرام عقد الشراء أو بإفساد مشروع شراء عام أو عملية تلزيم، وألّا تكون أهليّتهم قد أُسقِطَت على نحوٍ آخر بمقتضى إجراءات إيقاف أو حرمان إدارية، وألا يكونوا في وَضع الإقصاء عن الاشتراك في الشراء العام؛

5- ألا يكونوا قيد التصفية أو صَدَرَت بحقهم أحكام إفلاس؛
6- ألا يكونوا قد حُكِموا بجرائم اعتياد الربى وتبييض الأموال بموجب حُكم نهائي وإن غير مُبرم؛ 
7- ألا يكونوا مشاركين في السلطة التقريرية لسلطة التعاقد وألا يكون لديهم مع أيّ من أعضاء السلطة التقريرية مصالح مادية أو تضارب مصالح؛ 
8- غير ذلك من الشروط التي تَفرِضها سلطة التعاقد في دفتر الشروط الخاص بمشروع الشراء والتي تتناسب مع الاعمال المطلوبة.
9- افادة من وزارة الاقتصاد تثبت انطباق احكام قانون مقاطعة العدو الاسرائيلي بالنسبة للشركات الاجنبية (نبذة مضافة بالقانون رقم ٣٠٩ تاريخ ١٩/٤/٢٠٢٣)
10- التصريح عن اصحاب الحق الاقتصادي (نبذة مضافة بالقانون رقم ٣٠٩ تاريخ ١٩/٤/٢٠٢٣)
2- يقدم العرض بصورة واضحة وجليّة جداً من دون أي شطب أو حك أو تطريس.
3- يصرح العارض في عرضه أنه اطلع على دفتر الشروط الخاص هذا والمستندات المتممة له وأخذ نسخة عنه؛ وأنه يقبل الشروط المبينة فيه ويتعهد التقيّد بها وتنفيذها جميعها من دون أي نوع من أنواع التحفظ أو الاستدراك وأنه يقدم عرضه على هذا الأساس ويلصق علـى التصريح طوابع مالية بقيمة مليون ليرة لبنانية تغطي المستندات كافـة (صورة التصريح مرفقة بهذا الدفتر(.
4- يرفض كل عرض يشتمل على أي تحفّظ أو استدراك.
5- يحدّد العارض في عرضه عنوانًا واضحًا له ومكانًا لإقامته لكي يتم إبلاغه ما يجب إبلاغه إيّاه بالسرعة الممكنة.
أولًا: الغلاف رقم (1) الوثائق والمستندات الإدارية لكل مجموعة
1- الشروط العامة الموحدة:
1- كتاب التعهد (التصريح) وفق النموذج المرفق موقّعًا وممهورًا من العارض مع طوابع بقيمة1,000,000  ل.ل. ويتضمن التعهد، تأكيد العارض لالتزامه بالسعر وبصلاحية العرض.
2- إذاعة تجارية يُبيَّن فيها صاحب الحق المفوّض بالتوقيع عن العارض ونموذج توقيعه.
3- التفويض القانوني اذا وقع العرض شخص غير الشخص الذي يملك حق التوقيع عن العارض بحسب الإذاعة التجارية، مصدّق لدى الكاتب العدل.
4- سجل عدلي للمفوض بالتوقيع أو "من يمثله قانونًا" لا يتعدى تاريخه الثلاثة أشهر من تاريخ جلسة فض العروض.
5- عقد الشراكة مصدق لدى الكاتب العدل في حال توجبه.
6- شهادة تسجيل العارض لدى مديرية الضريبة على القيمة المضافة إذا كان خاضعاً لها، أو شهادة عدم التسجيل اذا لم يكن خاضعًا، وفي هذه الحالة يلتزم العارض بسعره وان أصبح مسجلًا في الضريبة على القيمة المضافة خلال فترة التنفيذ.
7- شهادة تسجيل العارض لدى  وزارة المالية – مديرية الواردات.
8- إفادة صادرة عن وزارة المالية تثبت إيفاء العارض بالإلتزامات الضريبية المتوجبة عليه.
9- براءة ذمة من الصندوق الوطني للضمان الإجتماعي "شاملة أو صالحة للإشتراك في الصفقات العمومية" صالحة بتاريخ جلسة فض العروض، تفيد بأن العارض سدد جميع اشتراكاته (يجب أن يكون العارض مسجلًا في الصندوق الوطني للضمان الإجتماعي وترفض كل إفادة يُذكر عليها عبارة "مؤسسة غير مسجلة").
10- إفادة صادرة عن البلدية التي يقع المركز الرئيسي للعارض ضمن نطاقها بحسب شهادة التسجيل في السجل التجاري، تفيد أنه سدد كامل الرسوم البلدية المتوجبة عليه.
11- إفادة شاملة صادرة عن السجل التجاري تبيّن المؤسسين والأعضاء والمساهمين أو الشركاء، المفوضين بالتوقيع، المدير، رأس المال، نشاط العارض والوقوعات الجارية.
12- افادة صادرة عن المرجع المختص تُثبت ان العارض ليس في حالة إفلاس.
13- افادة صادرة عن المرجع المختص تُثبت ان العارض ليس في حالة تصفية قضائية.
14- ضمان العرض المطلوب في دفتر الشروط الخاص بالصفقة وفقًا لأحكام المادتين 34 و36 من قانون الشراء العام.
15- تصريح من العارض يبيّن فيه صاحب/أصحاب الحق الاقتصادي وفقًا للنموذج م18 الصادر عن وزارة المالية (كل شخص طبيعي يملك او يسيطر فعليًا في المحصلة النهائية على النشاط الذي يمارسه العارض، بصورة مباشرة او غير مباشرة، سواء كان هذا العارض شخص طبيعي او معنوي).
16- نسخ عن بطاقات التعريف (هوية / جواز سفر) لصاحب (أصحاب) الحق الاقتصادي.
17- نسخ عن بطاقات التعريف (هوية / جواز سفر) لكل شخص يمثل العارض (من ينوب عن العارض في علاقته مع سلطة التعاقد: وكيل قانوني، ممثل الشخص المعنوي أو المفوّض بالتوقيع عنه...).
18- مستند تصريح النزاهة موقعًا وفقًا للأصول من قبل العارض (مرفق ربطًا).
19- اي اشارة الى السعر في الظرف الفني رقم (1) ستؤدي الى الاستبعاد الفوري.
2- الشروط الخاصة بموضوع الصفقة 
1- المؤهلات الفنية/التقنية/المهنية (تُحدد وفقًا لحجم الصفقة وطبيعتها)
1- شهادة حسن تنفيذ وإنجاز لمشاريع مماثلة من حيث الحجم والنوع...
2- العرض الفني وفقًا للمواصفات المطلوبة 

3- في حال إشتراك عارض أجنبي يتوجب على هذا العارض أن يُراعي احد الشروط التالية:
1- أن يكون من ضمن إئتلاف يضم شركة لبنانية على الأقل تتوفر فيها الشروط  المطلوبة بموجب دفتر الشروط الخاص بالصفقة.
2- الحضور الشخصي للممثل القانوني عن الشركة للمشاركة في إجراءات الشراء عند الطلب.
3- أن يكون لها وكيل أو ممثل في لبنان مكلف توقيع العقد عنها.
إضافةً إلى الشروط أعلاه، يتوجب على العارض الأجنبي تقديم ما يلي:
1- شهادة تسجيل الشركة أو المؤسسة لدى المراجع المختصة في بلده.
2- إفادة من وزارة الاقتصاد والتجارة اللبنانية تُثبت انطباق أحكام قانون مقاطعة العدو الاسرائيلي على العارض.
3- الإفادات المطلوبة بموجب الفقرة (أولًا) أعلاه بحسب قوانين البلد الذي يوجد فيه العارض، على أن تكون هذه الإفادات مصدقة وفقًا للأصول من المراجع المختصة.

يُحدَّد تاريخ صلاحية كل إفادة وفقًا لطبيعتها على أن لا يزيد عن ستة أشهر من تاريخ جلسة فض العروض وذلك بالنسبة للإفادات التي تصدر دون تاريخ صلاحية.

	Second: Envelope No. (2) Price Proposal For Each Lot
The bidder shall submit a price proposal - for each group/category separately. Each group price proposal should be enclosed in a sealed envelope, labeled with the name of the group/category and signed by the bidder (specific to the tender based on the groups), in accordance with Annex No.(5). The price proposal must include individual and total prices in US dollars, written in both numerals and words, without an alteration, deletion, modification, or addition not signed for it.
The price includes taxes, fees, and expenses of any kind. If the winning bidder is subject to value-added tax (VAT), the bid should provide a detailed breakdown of the price (for the tender/ for each group), including the value added tax. In case of discrepancy between numerals and words, the bid will be based on the amount written in words, and any price not written in full numerals and words will be rejected.


Article 5: Opening Price (Applicable to Public Bid - Cancelled)
The opening price for this bid is set at the amount of (specify the amount), and this price does not include the Value Added Tax (VAT) in case it is applicable. 

Article 6: Collective proposals or joint tenders (Article 23 of the Public Procurement Law) (This article shall be deleted if not applicable)
Several suppliers, service providers or contractors who meet the technical and legal requirements of this Law may participate in the execution of this procurement project, provided that they appoint, under a partnership contract or a joint venture agreement, a lead partner who represents them jointly and severally, signs on their behalf, and whose acts shall be binding to them. All partners are jointly and severally responsible, without exception, towards (the Procuring Entity) in the implementation of the conditions stipulated in this Tender document. 

Article 7: Requests for clarification (Article 21 of the Public Procurement Law) For Each Lot
The bidder may request a written clarification regarding the Tender document within (10) ten days from the date of submission of proposals. (The Procuring Entity) shall respond within (6) six days prior to the deadline for submission of proposals. The procuring entity shall, without identifying the source of the request, communicate the written clarification to all bidders to which the procuring entity has provided the bidding documents. The provisions of Article 21 of the Public Procurement Law apply if the administration deems it necessary to make amendments to the Tender document for any reason, whether initiated by the administration or in response to a clarification request from one of the bidders. In all matters related to holding meetings with the bidders, (the Procuring Entity) may, if necessary, schedule a specific date for potential bidders to inspect the site.

Article 8: Validity of the Proposal (Article 22 of the Public Procurement Law)
1. This Tender document determines the validity of the proposal 
2. Prior to the expiry of the tenders' validity period, the Procuring Entity may request bidders to extend the period for an additional specified period of time. A bidder may refuse the request without forfeiting its tender security; 
3. Bidders that agree to an extension of the validity period of their tenders shall extend the period of effectiveness of bid securities provided by them or provide new bid securities to cover the extended validity period of their tenders. A bidder whose bid security is not extended, or that has not provided a new bid security is considered to have refused the request to extend the validity period of his tender. 
4. A bidder may modify or withdraw its tender prior to the deadline for submission of tenders without forfeiting its bid security. The modification or notice of withdrawal is effective when it is received by the procuring entity prior to the deadline for submission of tenders. 
5. The validity of the offer shall be extended in the event that the Complaints Authority orders a prohibition period of procedures in accordance with the provisions of Chapter 7 of the Public Procurement Law, for a period of time equivalent to the prohibition period. The bidder shall extend his bid security period accordingly.  

Article 9: Bid Security (Article 34 of the Public Procurement Law) For each Lot
1. The bid security for this tender is determined in the first page.
2. The validity of the bid security is determined by adding (28) twenty-eight days to the validity of the proposal.
3. The bid security is automatically extended until the Procuring Entity decides to return it to the bidder.
4. The bid security shall be returned to the winning bidder upon submitting of a performance guarantee by this bidder, and to the bidders who were not awarded the contract within a period of time not exceeding the date of the contract’s entry into force.

	ثانيًا: الغلاف رقم (2) بيان الأسعار لكل مجموعة
يُقدم العارض بيانًا بالأسعار - لكل مجموعة/صنف على حدة، ويضع كل مجموعة ضمن ظرف مقفل يُدوّن عليه إسم المجموعة/الصنف وموقّع من قبل العارض (خاص بالتلزيم على أساس المجموعات)- وفقًا للملحق رقم (5) ويتضمن السعر الافرادي والإجمالي بالدولار الأميركي مدوناً بالأرقام والأحرف دون حك أو شطب او تطــريس أو زيــادة كلمات غير موقّع تجاهـها. 
يشمل السعر الضرائب والرسوم والمصاريف مهمـا كان نوعهـــا، وفي حال خضوع الملتزم للضريبة على قيمة الضريبة المضافة عليه أن يقدم سعره مفصلاً مع السعر الإجمالي (للصفقة / لكل مجموعة) بما فيه الضريبة على القيمة المضافة. في حال الإختلاف بين الأرقام والأحرف يؤخذ بالسعر الإفرادي المُدون بالأحرف، ويرفض السعر غير المدون بالأحرف الكاملـة والأرقام معاً.

المادة 5: [bookmark: _Toc423589408][bookmark: _Toc64245452]سعر الافتتاح (خاص بالمزايدة العمومية – ملغاة)
يحدد سعر الافتتاح لهذه المزايدة بمبلغ (تحديد المبلغ)، ولا يشمل هذا السعر الضريبة على القيمة المضافة (TVA) في حال توجبها.

المادة 6: العروض المشترَكة (المادة 23 من قانون الشراء العام)(تُحذف هذه المادة في حال عدم انطباقها) 
يجوز أن يشترك في تنفيذ المشروع هذا عدة مورّدين أو مقدِّمي خدمات أو مقاولين ممن تتوفَّر فيهم الشروط الفنيّة والقانونية من قانون الشراء العام شرط أن يعيِّنوا، بموجب عقد شراكة أو اتفاقية مشتركة (joint venture)، مصدق لدى الكاتب بالعدل شريكاً رئيسياً مفوضًا يمثّلهم مجتمعين بالتكافل والتضامن ويوقِّع باسمهم وتنصرف أعمالُه إليهم، على أن يكون جميع الشركاء مسؤولين دون استثناء تجاه (الجهة الشارية) بالتكافــل والتضامن فــي موضــوع تنفيــذ دفتـر الشــروط هذا. 

المادة 7: طلبات الاستيضاح (المادة 21 من قانون الشراء العام) لكل مجموعة
يحقّ للعارض تقديم طلب استيضاح خطّي حول دفتر الشروط خلال مهلةٍ تنتهي قبل عشرة أيام من تاريخ تقديم العروض. على (الجهة الشارية) الإجابة خلال مهلة تنتهي قبل ستة أيام من الموعد النهائي لتقديم العروض. ويُرسَل الإيضاح خطيّاً، في الوقت عينه، من دون تحديد هويّة مُصدِر الطلب، إلى جميع العارضين الذين زوّدتهم الجهة الشارية بملفات التلزيم، وتطبق أحكام المادة 21 من قانون الشراء العام في حال ارتأت الإدارة اجراء تعديلات على دفتر الشروط لأي سبب كان أو بمبادرة منها أم نتيجة لطلب استضياح مقدم من احد العارضين، وفي كل ما يتعلق بعقد الإجتماعات مع العارضين، كما يُمكن (للجهة الشارية)، عند الاقتضاء، تحديد موعد معيَّن للعارضين المحتملين لمعاينة الموقع.

المادة 8: مدة صلاحية العرض (المادة 22 من قانون الشراء العام)
1. يُحدد دفتر الشروط هذا مدة صلاحية العرض
2. يمكن للجهة الشارية أن تطلب من العارضين، قبل انقضاء فترة صلاحية عروضهم، أن يمدّدوا تلك الفترة لمدة إضافية محدّدة. ويُمكن للعارض رفض ذلك الطلب من دون مصادرة ضمان عرضه.
3. [bookmark: _Hlk154568528][bookmark: _Hlk154568564]على العارضين الذين يوافقون على تمديد فترة صلاحية عروضهم أن يمدِّدوا فترة صلاحية ضمانات العروض، أو أن يُقدِّموا ضمانات عروض جديدة تُغطّي فترة تمديد صلاحية العروض. ويُعتبَر العارِض الذي لم يُمدِّد ضمان عرضه، أو الذي لم يقدِّم ضمان عرض جديد، أنه قد رَفَض طلب تمديد فترة صلاحية عرضه.
4. يمكن للعارض أن يعدِّل عرضه أو أن يسحبه قبل الموعد النهائي لتقديم العروض دون مصادرة ضمان عرضه. ويكون التعديل أو طلب سحب العرض ساري المفعول عندما تتسلّمه الجهة الشارية قبل الموعد النهائي لتقديم العروض.
5. تمدد صلاحية العرض حكماً في حال تجميد الإجراءات لفترة محددة من قبل هيئة الاعتراضات وفق أحكام الفصل السابع من قانون الشراء العام، وذلك لفترة زمنية تعادل فترة تجميد الإجراءات. وعلى العارض تمديد فترة ضمان عرضه تبعاً لذلك.

المادة 9: ضمان العرض (المادة 34 من قانون الشراء العام) لكل مجموعة
1. يُحدد ضمان العرض لهذه الصفقة في الصفحة الاولى.
2. تُحدَّد مدة صلاحية ضمان العرض بإضافة //28// ثمانية وعشرين يوماً على مدة صلاحية العرض.
3. يجدد مفعول ضمان العرض تلقائًيا إلى أن يقرر إعادته إلى العارض.
4. يُعاد ضمان العرض إلى الملتزم عند تقديمه ضمان حسن التنفيذ، وإلى العارضين الذين لم يرسُ عليهم التلزيم في مهلة أقصاها بدء نفاذ العقد.

[bookmark: _heading=h.gjdgxs] 

	Article 10: Performance Guarantee (Article 35 of the Public Procurement Law) For each Lot
1. The amount of the performance guarantee is set in the first page.
2. The performance guarantee shall be submitted within a period not exceeding (15) fifteen days from the date of signing the contract. In the event of failure to submit the performance guarantee, the bid security shall be forfeited. 
3. The performance guarantee remains frozen throughout the procurement period. Any fines, violations, delays, or damages caused by the winning bidder are directly deducted from it without prior notice until the wining bidder fulfills all obligations.
4. The performance guarantee shall be returned to the winning bidder upon expiration of the procurement period and the completion of the final acceptance, which takes place after the administration ensures that the procurement has been conducted in accordance with the regulations. 





Article 11: Method of Guarantee Payment (Article 36 of the Public Procurement Law)
· The bid security as well as the performance guarantee are paid either in cash to the Treasury fund or to the contracting authority MOBILE INTERIM COMPANY NO.2 S.A.L., or by an irrevocable letter of guarantee issued by a Lebanese bank approved by Banque du Liban, indicating that such security is payable upon request and presented in the name of the project, as mentioned in the title, for the benefit of MOBILE INTERIM COMPANY NO.2 S.A.L..
· Substituting guarantees with a cash check or a receipt issued by the Treasury, related to a guarantee for a previous contract, is not acceptable, even if it has been decided to return its value.
The Bid Bond can be paid in cash in 2 options:
· Option 1: If you wish to deposit the amount, in cash, at our Bank. Kindly contact Mr. Georges Al Achkar g.alachkar@touch.com.lb on (03) 792268 to get all the needed details and so he can arrange the meeting at the bank to drop the cash, prior the submission deadline of the RFP.
· Option 2: If you wish to transfer the bid bond amount from your company fresh account to our company account, please find below our fresh USD account details. You need to mention clearly related RFP, as mentioned in the title, in the transfer subject/reason.

Contact: Mr. Georges Al Achkar

	Bank Name
	Bankmed SAL

	Branch Name
	Foch Branch

	Beneficiary Name
	Mobile Interim Company No.2 (MIC2) S.A.L

	Beneficiary Address
	Beirut Central Building, Plot No. 1526, Bashoura, Bloc B, Fouad Chehab Avenue P.O. Box 175051

	اسم الحساب (باللغة العربية)
	حساب جاري

	Name of accounts
	Current Accounts

	Account Number: XF USD
	02400X0196940001

	IBAN #
	LB45 0022 0000 0240 0X01 9694 0001

	Swift Code
	MEDLLBBX



Article 12: Submission of Bids
1. The bid shall be placed in two sealed envelopes, with the first containing the required documents and transactions specified in paragraph (First) of Article 4 above. The second envelope, labeled “Envelope No. (2) Price Proposal”, as required in paragraph (Second) of Article 4 above. Each envelope must display:
· Envelope Number  (….)
· Bidder's name and seal
· Contents
· Subject of the contract
· Date of the bidding session.
· The technical envelope should include 3 complete soft copies on write protected CD/USB and 3 hardcopies of only the cover page, the statement of compliance and the bid bond
· The commercial envelope should include 3 complete hardcopies and 3 complete soft copies on write protected CD/USB
2. The two envelopes specified in paragraph (1) of this article shall   be placed within a unified third envelope, when submitting the sealed bid, addressed to Mobile Interim Company No.2 S.A.L.
         Beirut Central, Touch Building, Bloc B 8th floor,
         Fouad Chehab Avenue, Bashoura Region,
Beirut, Lebanon. This third envelope should only mention the contract's subject and the specified date for its execution, written numerically as follows: Day / Month / Year / Time. This should be done without any differing phrases or distinctive markers such as the bidder's name, status, or address, under the penalty of bid rejection. The information on the unified envelope should be computer-printed on white stickers attached to it when presented to Mobile Interim Company No.2 S.A.L.
3. Bids should be sent either by regular or express mail or delivered in person directly to 
         Mobile Interim Company No.2 S.A.L.
         Beirut Central, Touch Building, Bloc B 8th floor,
         Fouad Chehab Avenue, Bashoura Region,
Beirut, Lebanon
4. The deadline for bid submission shall be determined as per the announcement related to this contract, published on the central electronic platform of the General Procurement Authority. (The bidding session shall be scheduled immediately after the bid reception period ends).
5. The Procuring Entity provides the bidder with a receipt indicating a serial number, along with the date and time of bid receipt.
6. The Procuring Entity shall maintain the bid's security, integrity, and confidentiality, ensuring that its content is not accessed except after opening it in accordance with the established procedures.
7. Any bid received by the Procuring Entity after the deadline for bid submission will not be opened; instead, it will be returned sealed to the submitting bidder.
8. The bidder is not permitted to submit more than one bid, under the penalty of rejecting all their bids.

	المادة 10: ضمان حسن التنفيذ (المادة 35 من قانون الشراء العام) لكل مجموعة
1. [bookmark: _heading=h.30j0zll]تحدد قيمة ضمان حسن التنفيذ في الصفحة الصفحة الاولى.
2. يجب تقديم ضمان حسن التنفيذ خلال فترة لا تتجاوز //15// خمسة عشر يوماً من تاريخ توقيع العقد. وفي حال التخلُّف عن تقديم ضمان حسن التنفيذ، يُصادَر ضمان العرض.
3. يبقى ضمان حسن التنفيذ مجمدًا طوال مدة التلزيم، ويُحسم منه مباشرةً وبدون سابق إنذار ما قد يترتب من غرامات أو مخالفات أو عطل أو ضرر يحدثه الملتزم إلى حين إيفائه بكامل الموجبات.
4. يعاد ضمان حسن التنفيذ الى الملتزم بعد انتهاء مدة التلزيم واتمام الإستلام النهائي الذي يجري بعد تأكّد الإدارة من أن التلزيم جرى وفقًا للأصول. 



المادة 11: [bookmark: _heading=h.1fob9te]طريقة دفع الضمانات (المادة 36 من قانون الشراء العام)
· يكون ضمان العرض كما ضمان حسن التنفيذ إمّا نقدياً يُدفع إلى صندوق الخزينة أو إلى صندوق سلطة التعاقد شركة موبايل انتريم كومباني رقم 2 ش.م.ل. وإما بموجب كتاب ضمان مصرفي غير قابل للرجوع عنه، صادر عن مصرف مقبول من مصرف لبنان يُبيِّن أنه قابل للدفع غب الطلب، ويقدم ضمان العرض بإسم المشروع لصالح شركة موبايل انتريم كومباني رقم 2 ش.م.ل.
· لا يقبل الإستعاضة عن الضمانات بشيك بصرفي أو بإيصال مُعطى من الخزينة عائد لضمان صفقة سابقة حتى لو كان قد تقرر رد قيمته.

The Bid Bond can be paid in cash in 2 options:

· Option 1: If you wish to deposit the amount, in cash, at our Bank. Kindly contact Mr. Georges Al Achkar g.alachkar@touch.com.lb on (03) 792268 to get all the needed details prior the submission deadline of the RFP.
· Option 2: If you wish to transfer the bid bond amount from your company fresh account to our company account, please find below our fresh USD account details. You need to mention clearly related RFP in the transfer subject/reason.

Contact: Mr. Georges Al Achkar

	Bank Name
	Bankmed SAL

	Branch Name
	Foch Branch

	Beneficiary Name
	Mobile Interim Company No.2 (MIC2) S.A.L

	Beneficiary Address
	Beirut Central Building, Plot No. 1526, Bashoura, Bloc B, Fouad Chehab Avenue P.O. Box 175051

	اسم الحساب (باللغة العربية)
	حساب جاري

	Name of accounts
	Current Accounts

	Account Number: XF USD
	02400X0196940001

	IBAN #
	LB45 0022 0000 0240 0X01 9694 0001

	Swift Code
	MEDLLBBX



المادة 12: تقديم العروض 
1. يوضع العرض ضمن غلافَين مختومَين يتضمن الأول الوثائق والمستندات المطلوبة في البند (أولًا) من المادة الرابعة أعلاه، ويتضمن الثاني الغلاف رقم (2) بيان الأسعار كما هو مطلوب في البند (ثانيًا) من المادة الرابعة أعلاه، ويذكر على ظاهر كل غلاف:
· الغلاف رقم ( …)
·  اسم العارض وختمه. 
· محتوياته 
· موضوع الصفقة 
· تاريخ جلسة التلزيم
· The technical envelope should include 3 complete soft copies on write protected CD/USB and 3 hardcopies of only the cover page, the statement of compliance and the bid bond
· The commercial envelope should include 3 complete hardcopies and 3 complete soft copies on write protected CD/USB
2. يوضع الغلافان المنصوص عنهما في الفقرة (1) من هذه المادة ضمن غلاف ثالث موحد ولا يذكر على ظاهره سوى موضوع الصفقة والتاريخ المحدد لإجرائها ليكون بالأرقام على الشكل التالي: اليوم / الشهر / السنة / الساعة، وذلك دون أية عبارة فارقة أو إشارة مميزة كإسم العارض أو صفته أو عنوانه، وذلك تحت طائلة رفض العرض، وتكون الكتابة على الغلاف الموحد بواسطة الحاسوب على ستيكرز بيضاء اللون تلصق عليه عند تقديمه إلى شركة موبايل انتريم كومباني رقم 2 ش.م.ل.
3. ترسل العروض بواسطة البريد العام أو الخاص المغفل أو باليد مباشرة إلى 
بيروت، الباشورة، جادة فؤاد شهاب، بيروت سنترل   touch_Building, bloc B  ، لبنان
4. يُحدد الموعد النهائي لتقديم العروض وفق ما ينص عليه الإعلان المتعلق بهذه الصفقة، والمنشور على المنصة الالكترونية المركزية لهيئة الشراء العام. (يكون موعد جلسة التلزيم فورًا عند انتهاء مهلة استقبال العروض).
5. تُزوِّد الجهةُ الشارية العارِض بإيصال يُبيَّن فيه رقمٌ تسلسليٌّ بالإضافة إلى تاريخ تَسلُّم العرض بالساعة واليوم والشهر والسنة.
6. تُحافِظ الجهة الشارية على أمن العرض وسلامته وسرّيته، وتكفل عدم الاطلاع على محتواه إلا بعد فتحه وفقاً للأصول.
7. لا يُفتَح أيُّ عرض تتسلّمه الجهة الشارية بعد الموعد النهائي لتقديم العروض، بل يُعاد مختوماً إلى العارض الذي قدّمه.
8. لا يحقّ للعارض أن يقدّم أكثر من عرض واحد تحت طائلة رفض كل عروضه.

	Article 13: Opening and Evaluation of Bids
1. Bids shall be opened by the tender committee specified in Article 100 of the Public Procurement Law. The committee is responsible for reviewing the tender file, opening and evaluating bids, and consequently determining the most suitable offer. This process takes place in a public session held immediately after the deadline for bid submission.
2. The chairman of the committee and each of its members must recuse themselves from their duties in the mentioned committee in the event of any situation involving a conflict of interest or the anticipation of such a conflict, immediately upon becoming aware of this conflict of interest. 
3. The tender committee may seek the assistance of experts from within or outside the administration to aid in technical and financial evaluation when necessary. This decision requires approval from the competent authority within the Procuring Entity. The selection of external experts is subject to the provisions of the Public Procurement Law.
4. Experts are bound by confidentiality and neutrality in their work. They are not allowed to decide on behalf of the committee, participate in its deliberations, or disclose its proceedings publicly. They may be called upon to provide explanations and clarifications to relevant parties. Additionally, experts are required to submit a written report to the committee, which is mandatory and becomes part of the tender minutes.
5. In case of disagreement among committee members, decisions are made by a majority vote, and any dissenting member must record the reasons for their objection.
6. All participating bidders or their authorized representatives, in accordance with the regulations, and the delegate appointed by the Public Procurement Authority have the right to attend the bid opening session. The Procuring Entity may also invite the media to attend this session, as indicated in the tender file.
7. Bids are opened according to the following procedure:
1- The outer unified envelope for each bidder is opened individually, and their name is announced among the participants in the tender, following the sequence of serial numbers recorded on the external envelopes delivered to the bidders. 

2- The envelope “No. (1) - Administrative Documents and Transactions” (mentioned in the above Article 4) is opened, the required documents are sorted, and a preliminary check is conducted to determine and announce the names of bidders accepted in form and qualified to participate in the comparative price statement. 
Any reveal of the price during the technical evaluation process such as but not limited to clarifications, will lead to an immediate disqualification.
3- The envelope “No. (2) - Price Proposal” is opened (on the basis of each group/category separately according to its order) for the accepted bidders in form, each individually. Necessary calculations are performed, and the total price for each bidder is recorded, including the value-added tax VAT if the bidder is subject to it. This is done in preparation for the comparison and announcement of the name of the winning bidder.
4- The tender committee corrects any purely arithmetic errors discovered during the examination of the submitted bids, in accordance with the provisions of the Tender document. The corrections are immediately communicated to the concerned bidder.
8. The tender committee, at any stage of the tender procedures, may request in writing clarifications from the bidder regarding information related to their qualifications or their bids to assist the committee in verifying qualifications or examining and evaluating the submitted bids.
9. The proceedings of the bid opening are documented in writing in a minutes signed by the head and members of the tender committee. A list of attendees is prepared, signed by the participants from the Procuring Entity, the General Procurement Authority, the bidders and their representatives. This serves as evidence of their attendance. All information and documents related to the session's proceedings are entered into the procurement proceedings register, as stipulated in Article 9 of the Public Procurement Law.
10. Requests or permissions to make any substantive changes to the information related to qualifications or the submitted bid are prohibited. This includes changes for the purpose of turning disqualified bidder into eligible bidder or changes aiming at making an invalid offer a valid one.
11. No negotiations can take place between the Procuring Entity/the tender committee and the bidder regarding information related to qualifications or the submitted bids. No changes in the price are allowed upon requiring a clarification from any bidder.
12. All correspondence conducted under this article is recorded in the procurement proceedings register according to Article 9 of the Public Procurement Law.
13. If the information or documents provided in the bid are incomplete or incorrect, or if a specific document is missing, the tender committee may request in writing a clarification from the concerned bidder on their bid or request the submission or completion of information or relevant documents within a specified timeframe. All correspondence must be in writing, respecting the principles of transparency and equality in treating bidders in written requests for clarification or completion, while considering the provisions of paragraph 3 of the second clause of Article 21 of the Public Procurement Law.

	المادة 13: فتح وتقييم العروض
1. تَفتَح العروض لجنة التلزيم المنصوص عنها في المادة 100 من قانون الشراء العام حيث تتولى حصرًا دراسة ملف التلزيم وفتح وتقييم العروض وبالتالي تحديد العرض الأنسب، وذلك في جلسة علنية تعقد فور انتهاء مهلة تقديم العروض.
2. على رئيس اللجنة وعلى كلٍّ من أعضائها أن يتنحّى عن مهامه في اللجنة الـمذكورة في حال وقع بأيّ وضع من أوضاع تضارب الـمصالح أو توقَّع الوقوع فيه، وذلك فور معرفته بهذا التضارب.
3. يمكن للجنة التلزيم الاستعانة بخبراء من خارج أو داخل الإدارة للـمساعدة على التقييم الفني والـمالي عند الإقتضاء، وذلك بقرار من الـمرجع الصالح لدى الجهة الشارية. يخضع اختيار الخبراء من خارج الإدارة إلى أحكام قانون الشراء العام.
4. يلتزم الخبراء السرية والحياد في عملهم ولا يحق لهم أن يقرِّروا بإسم اللجنة أو أن يشاركوا في مداولاتها أو أن يفصحوا عنها علانية، ويمكن دعوتهم للاستماع والشرح من قبل الجهات الـمعنيّة. كما يتوجّب على الخبراء تقديم تقرير خطي للجنة يُضَمّ إلزامياً إلى محضر التلزيم.
5. في حال التباين في الآراء بين أعضاء اللجنة، تؤخذ القرارات بأغلبية أعضائها ويُدوِّن أيّ عضو مخالف أسباب مخالفته.
6. يحقّ لجميع العارضين المشاركين في عملية التلزيم أو لممثّليهم المفوّضين وفقاً للأصول، كما يَحقّ للمراقب المندوب من قبل هيئة الشراء العام حضور جلسة فتح العروض. كما يمكن للجهة الشارية دعوة وسائل الإعلام لحضور هذه الجلسة على أن تَلحَظ ذلك في ملف التلزيم.
7. تُفتَح العروض بحسب الآلية التالية:
1- يتم فض الغلاف الخارجي الموحّد لكل عارض على حدة واعلان اسمه ضمن المشاركين في الصفقة، وذلك وفق ترتيب الأرقام التسلسلية المُسجلة على الغلافات الخارجية والمسلّمة للعارضين.

2- يتم فض الغلاف رقم (1) (الوثائق والمستندات الإدارية المنصوص عنها في المادة الرابعة اعلاه) وفرز المستندات المطلوبة والتدقيق فيها تمهيداً لتحديد وإعلان أسماء العارضين المقبولين شكلاً والمؤهلين للاشتراك في بيان مقارنة الأسعار. 
اي كشف عن السعر اثناء عملية التقييم الفني، بما في ذلك على سبيل المثال لا الحصر طلبات الاستيضاح، سيؤدي الى الاستبعاد الفوري.

3- يجري فض الغلاف رقم (2 - بيان الأسعار) (على أساس كل مجموعة/صنف على حدة حسب ترتيبها) للعارضين المقبولين شكلًا كلٌ على حدة واجراء العمليات الحسابية اللازمة، وتدوين السعر الإجمالي لكل عارض بما فيه الضريبة على القيمة المضافة في حال كان العارض خاضعًا لها، تمهيدًا لإجراء مقارنة واعلان اسم الملتزم المؤقت.
4- تُصحِّح لجنة التلزيم أيَّ أخطاء حسابية محضة تكتشفها أثناء فحصها العروض المقدَّمة وفقاً لأحكام دفتر الشروط، وتبلِّغ التصحيحات إلى العارض المعني بشكل فوري.
8. يمكن للجنة التلزيم، في أيِّ مرحلة من مراحل إجراءات التلزيم، أن تطلب  خطياً من العارض إيضاحات بشأن المعلومات المتعلِّقة بمؤهلاته أو بشأن عروضه، لمساعدتها في التأكُّد من المؤهّلات أو فحص العروض المقدَّمة وتقييمها.
9. تُسجَّل وقائع فتح العروض خطياً في محضر يوقِّع عليه رئيس وأعضاء لجنة التلزيم، كما توضع لائحة بالحضور يوقِّع عليها المشاركون من ممثّلي الجهة الشارية وهيئة الشراء العام، والعارضين وممثليهم على أن يشكّل ذلك إثباتاً على حضورهم. تُدرَج كل المعلومات والوثائق المتعلِّقة بوقائع الجلسة في سجلّ إجراءات الشراء المنصوص عليه في المادة 9 من قانون الشراء العام.
10. لا يمكن طلب إجراء أو السماح بإجراء أيِّ تغيير جوهري في المعلومات المتعلِّقة بالمؤهلات أو بالعرض المقدَّم، بما في ذلك التغييرات الرامية إلى جعل مَن ليس مؤهَّلاً من العارضين مؤهَّلاً أو جعل عرض غير مستوفٍ للمتطلبات مستوفياً لها.
11. لا يمكن إجراءُ أيِّ مفاوضات بين الجهة الشارية أو لجنة التلزيم والعارِض بخصوص المعلومات المتعلّقة بالمؤهلات أو بخصوص العروض المقدَّمة، ولا يجوز إجراء أيِّ تغيير في السعر إثر طلب استيضاح من أي عارض.
12. تُدرَج جميع المراسلات التي تجري بموجب هذه المادة في سجل إجراءات الشراء بحسب المادة 9 من قانون الشراء العام.
13. في حال كانت المعلومات أو المستندات المقدَّمة في العرض ناقصة أو خاطئة أو في حال غياب وثيقة معيَّنة، يَجوز للجنة التلزيم الطلب خطّياً من العارض المعني توضيحات حول عرضه، أو طلب تقديم أو استكمال المعلومات أو الوثائق ذات الصلة خلال فترة زمنية محدَّدة، شرط أن تكون كافة المراسلات خطية واحترام مبادىء الشفافية والمساواة في المعاملة بين العارضين في طلبات التوضيح أو الاستكمال الخطية، ومع مراعاة أحكام الفقرة 3 من البند الثاني من المادة 21 من قانون الشراء العام.

	Article 14: Bidder exclusion
The Procuring Entity excludes the bidder from the tender procedures due to the bidder offering benefits or having an unfair competitive advantage or due to a conflict of interests, as specified in either of the two cases outlined in Article 8 of the Public Procurement Law.

Article 15: Prohibition of Negotiations with Bidders (Article 56 of the Public Procurement Law)
Negotiations between the Procuring Entity or the Tender Committee and any of the bidders regarding the bid submitted by that bidder are prohibited.


Article 16: Domestic preferences (Article 16 of the Public Procurement Law)
Contrary to any other provision, proposals containing goods or services of national origin may be given a ten (10) percent ratio preference over proposals containing foreign goods or services. Preference shall be given to proposal components of national origin. 

Article 17: Lifting of Banking Secrecy
Upon submitting the bid, the bidder is compelled to lift banking secrecy regarding the bank account where any amount of public funds related to this procurement is deposited or transferred, pursuant to Council of Ministers Decision No. 17 dated May 12, 2020.

Article 18: Cancellation of the procurement and/or any of the procedures thereof
The Procuring Entity may cancel the procurement and/or any of the procedures thereof at any time prior to the dispatch of the notice of award to the winning bidder, in cases specified in Article 25 of the Public Procurement Law.

Article 19: Regulations related to Abnormally Low Bids
The Procuring Entity may reject a proposal if it determines that the price, in combination with other constituent elements of the proposal, is abnormally low in relation to the subject matter of the procurement and the total estimated value thereof. The provisions of Article 27 of the Public Procurement Law apply in this regard. 

	المادة 14: استبعاد العارض
[bookmark: _Hlk119064289]تستبعد الجهةُ الشارية العارض من إجراءات التلزيم بسبب عرضه منافع أو من جرّاء ميزة تنافسية غير منصفة أو بسبب تضارب المصالح وذلك في احدى الحالتين المنصوص عنهما في المادة الثامنة من قانون الشراء العام.

المادة 15: حظر المفاوضات مع العارضين (المادة 56 من قانون الشراء العام)
[bookmark: _heading=h.2grqrue]تُحظَّر المفاوضات بين الجهة الشارية أو لجنة التلزيم وأيّ من العارضين بشأن العرض الذي قدَّمَه ذلك العارض.

المادة 16: الأنظمة التفضيلية (المادة 16 من قانون الشراء العام)
خلافاً لأي نص آخر، يمكن إعطاء العروض المتضمنة سلعاً أو خدمات ذات منشأ وطني أفضلية بنسبة //10// عشرة بالمئة عن العروض المقدّمة لسلع أو خدمات أجنبية. تُعطى الأفضلية لمكوّنات العرض ذات المنشأ الوطني. 

المادة 17: رفع السرية المصرفية:
يُعتبر العارض فور تقديمه العرض مُلتزمًا برفع السرية المصرفية عن الحساب المصرفي الذي يودع فيه أو ينتقل إليه أي مبلغ من المال العام المتعلق بهذا التلزيم، سندًا للقرار رقم 17 تاريخ 12/5/2020 الصادر عن مجلس الوزراء.

المادة 18: إلغاء الشراء و/أو أيّ من اجراءاته:
يمكن للجهة الشارية أن تُلغي الشراء و/ أو أيّ من إجراءاته في أيِّ وقت قبل إبلاغ الـملتزم الـمؤقت إبرام العقد، وذلك في الحالات التي نصّت عليها المادة 25 من قانون الشراء العام.

المادة 19: قواعد بشأن العروض المنخفضة الأسعار انخفاضاً غير عادياً
[bookmark: _heading=h.1ksv4uv]يجوز للجهة الشارية أن ترفض أيَّ عرض إذا قرَّرَت أنَّ السعر، مُقترناً بسائر العناصر المكوِّنة لذلك العرض المقدَّم، مُنخفض انخفاضاً غير عاديّ قياساً إلى موضوع الشراء وقيمته التقديرية وتُطبق أحكام المادة 27 من قانون الشراء العام في هذا الشأن.

	Article 20: Acceptance of the successful tender (or provisional award) and entry into force of the procurement contract

1. The Procuring Entity shall accept the successful proposal in accordance with the provisions of paragraph (1) of Article 24 of the Public Procurement Law.
2. After the successful proposal is ascertained, the procuring entity shall dispatch the notice of award to the bidder that presented that proposal, and simultaneously publish its decision to accept the successful proposal (provisional award) that comes into force at the end of the standstill period of ten working days starting with the date of the publication that shall contain, at a minimum, the following information:
a- The name and address of the bidder presenting the successful proposal (winning bidder);
b- The proposal total value or, where the successful proposal was ascertained on the basis of price and other criteria, the contract value and a summary of other specifications and relative advantages of the successful proposal;
c- The duration of the standstill period in accordance with this paragraph.
3. Promptly after the expiry of the standstill period, the procuring entity shall dispatch a notice to the winning bidder requesting the signature of the contract within (15) fifteen days.
4. The competent authority in the procuring entity shall sign the contract within (15) fifteen days from the signature thereof by the winning bidder. This time limit can be extended to (30) thirty days in certain cases specified by the competent authority.
5. The procurement contract shall come into force upon signing of the contract by the winning bidder and the competent authority before the contracting authority.
6. Between the time when the notice of provisional award is dispatched to the bidder concerned and the entry into force of the procurement contract, neither the Procuring Entity nor the winning bidder shall take any action that interferes with the entry into force of the procurement contract or with the performance thereof.
7. If the winning bidder fails to sign the contract, the procuring entity shall forfeit his bid security. In such event, the Procuring Entity may either cancel the procurement or decide to select the next successful proposal from among those remaining in effect, in accordance with the criteria and procedures set out in this Law and in the bidding documents. In the latter case, the provisions of this article shall apply mutatis mutandis to such proposal.



	المادة 20: قواعد قبول العرض الفائز (أو التلزيم الـمؤقت) وبدء تنفيذ العقد:
1. تَقبل الجهةُ الشارية العرَض الـمقدَّم الفائز وفقًا لأحكام الفقرة (1) من المادة 24 من قانون الشراء العام.
2. بعد التأكُّد من العرض الفائز تُبلغ الجهة الشارية العارض الذي قدَّم ذلك العرض، كما تنشر بالتزامن قرارها بشأن قبول العرض الفائز (التلزيم الـمؤقت) والذي يدخل حيّز التنفيذ عند انتهاء فترة التجميد البالغة عشرة أيام عمل تبدأ من تاريخ النشر، الذي يجب أن يتضمَّن على الأقلّ، الـمعلومات التالية:
1- إسم وعنوان العارض الذي قدَّم العرض الفائز (الـملتزم الـمؤقت)؛
2- قيمة العرض، ويمكن إضافة ملخص لسائر خصائص العرض الفائز ومزاياه النسبية إذا كان العرض الفائز قد تمّ تأكيده على أساس السعر ومعايير أخرى؛
3- مدةَ فترة التجميد بحسب هذه الفقرة.
3. فور انقضاء فترة التجميد، تقوم الجهة الشارية بإبلاغ الـملتزم الـمؤقت بوجوب توقيع العقد خلال مهلة لا تتعدّى //15// خمسة عشر يوماً.
4. يوقِّع الـمرجع الصالح لدى الجهة الشارية العقد خلال مهلة //15// خمسة عشر يوماً من تاريخ توقيع العقد من قِبَل الـملتزم الـمؤقّت. يمكن أَن تُمدَّد هذه الـمهلة إلى //30// ثلاثين يوماً في حالات معيَّنة تحدَّد من قبل الـمرجع الصالح.
5. يبدأ نفاذ العقد عندما يوقِّع الـملتزم الـمؤقّت والـمرجع الصالح لدى سلطة التعاقد عليه.
6. لا تتَّخذ سلطة التعاقد ولا الـملتزم الـمؤقّت أيَّ إجراءٍ يتعارض مع بدء نفاذ العقد أو مع تنفيذ الشراء خلال الفترة الزمنيّة الواقعة ما بين تبليغ العارض الـمعني بالتلزيم الـمؤقت وتاريخ بدء نفاذ العقد.
7. في حال تمنُّع الـملتزم الـمؤقت عن توقيع العقد، تُصادِر الجهة الشارية ضمان عرضه. في هذه الحالة يمكن للجهة الشارية أن تُلغي الشراء أو أن تختار العرض الأفضل من بين العروض الأخرى الفائزة وفقاً للـمعايير والاجراءات الـمحدَّدة في هذا القانون وفي ملفات التلزيم، والتي لا تزال صلاحيتها سارية الـمفعول. تُطبَّق أحكام هذه الـمادة على هذا العرض بعد إجراء التعديلات اللازمة.

	Section 2
Special Provisions for the Contract 
and its Execution

Article 21: Costs and Stamp Duty
· The contractor all bear all stamp duty and fees required in accordance with the applicable regulations and laws resulting from this commitment, including the value-added tax (VAT).
· The contractor shall pay the financial stamp fee of 4 per thousand within five business days as of the date of notifying him of the contract certification and 4 per thousand upon payment of the contract value. 
·  The investor is compelled to pay all municipal fees that shall be paid by him to the state resulting from this contract and its execution, in accordance with the provisions of the applicable laws and regulations. (Specific to public bidding).

Article 22: Execution Period
The execution period is set in the attached contract.

Article 23: The contract value and the conditions of its modification (Article 29 of the Public Procurement Law)
1. The allowances agreed upon in the contract shall be fixed. Any modification and review thereof shall not be authorized unless such modification and review are approved during the contract execution, in accordance with the conditions for amendment and revision in exceptional cases specified in Article 29 of the Public Procurement Law.
2. The conditions of announcement provided for in Article 26 of the Public Procurement Law shall be taken into account upon modification of the contract value.

Article 24: Contract Execution and Acceptance (Article 32 of the Public Procurement Law)
1. Goods, works and services shall be received by the acceptance committee referred to in Article 101 of the Public Procurement Law. The committee shall submit its report within (30) thirty days, starting from the date of submitting of the acceptance request by the contractor.
2. The acceptance of consulting services shall be made by the entity supervising the execution of the contract, if any.
3. If the nature and size of the project requires more than (30) thirty days, the committee shall justify the reasons thereof in writing and make its suggestions in this regard, provided that the time limit does not in all cases exceed (60) sixty days starting from the date of submitting of the acceptance request by the contractor.
4. Acceptance shall occur in two stages: provisional and final. It can be done once or in stages, with each stage covering part of the commitment (adjusted according to the nature of the project and the method of acceptance).
5. The acceptance time limit shall be stipulated in the terms of the contract.
6. The acceptance shall be made in accordance with Article 101 of the Public Procurement Law.

Article 25: Subcontracting (Article 30 of the Public Procurement Law)
1. The main contractor shall personally execute the contract and shall remain liable to the contracting authority for the execution of all the terms and conditions thereof, and shall be forbidden from subcontracting the entire contracting obligations to other parties.
2. (For contracts of works and services)
The contractor may contract a subcontractor to execute part of the contract, which shall not exceed 50% of the contract value. The contractor shall seek a prior approval for subcontracting from the contracting authority, which shall reach a decision of approval or justified rejection within a specified deadline of no more than (30) days from the date of submission of the request. Once such period has expired, silence of the contracting authority shall be considered as an implicit decision of acceptance.
3. The provisions of this tender document shall apply to the subcontractor.

Article 26: Supervision of the execution and statements of works (Provisions of Article 31 of the Public Procurement Law)
First: Supervision:
1. In works contracts, and in other contracts that require supervising such as services and manufacturing contracts for the benefit of the contracting authority, supervision shall be carried out in conjunction with the execution of the required works in such a way as to ensure the continuity of work and achieve the required specifications and the desired results before the date of provisional acceptance.


2. Supervision shall be carried out by the person designated by the contracting authority from among those having the competence, experience and the ability to conduct periodic follow-ups of works, from inside the contracting authority, or from outside the contracting authority, where appropriate. The supervisor shall then be contracted in accordance with the provisions of the Public Procurement Law.
3. A supervisor shall submit periodic reports on the progress of work and the execution thereof, and notify the contracting authority of any violations or irregularities occurring at the work sites.
4. The supervisor shall come to the work site in a way to ensure the relevance and the continuity of work, check statements of works, attend the process of handing over work sites and the provisional and final acceptances, provide an opinion regarding the suggestions of the contractor and the required modifications to work, offer suggestions as to the execution of work in a more appropriate manner, and submit a relevant report to the contracting authority in order to take the appropriate decision.

5. The supervisor of work shall bear personal responsibility for any failure to fulfill the obligations thereof under this Article, and shall be subject to the penalties stipulated in Chapter 8 of the Public Procurement Law.


Second: Statements of works:
The terms of the contract shall determine:
1. The obligation of submitting statements of all goods, works and services by the contractor, and the obligation of validating such statements by the contracting authority;
2. The maximum time limit within which the contractor should prepare such statements, and the approval or modification time limits thereof by the contracting authority;
3. The maximum time limit within which the payment order must be issued.


Article 27: Accidents and Responsibilities
· The contractor bears full responsibility for all risks and accidents that may affect others and employees under their authority during the execution of the works. They are also considered responsible for all damages to the administration's facilities resulting from and during the execution of the works, and they must take all measures to prevent them.
· The contractor is responsible for repairing any damage to the administration's facilities resulting from the works they carry out.
· In the event of a violation, the administration takes the necessary actions at the contractor's expense, and the costs are deducted from the performance guarantee amount.

Article 28: Payment of the Contract Value (Article 37 of the Public Procurement Law)
As per the contract annex 

Article 29: Penalties (Article 38 of the Public Procurement Law)
As per the contract annex 

	القسم الثاني
أحكام خاصة بالعقد وتنفيذ الإلتزام
[bookmark: _heading=h.35nkun2]
المادة 21: دفع الطوابع والرسوم
· ان كافة الطوابع والرسوم التي تتوجب وفقًا للأنظمة والقوانين المرعية الإجراء الناتجة عن هذا الإلتزام هي على عاتق الملتزم بما فيها قيمة الضريبة على القيمة المضافة.
· يُسدّد  الملتزم رسم الطابع المالي البالغ /4/ بالألف خلال خمسة أيام عمل من تاريخ ابلاغ الملتزم تصديق الصفقة، و/4/ بالألف عند تسديد قيمة العقد.
· يخضع ويلتزم المستثمر بدفع الرسوم البلدية عن كل المبالغ المالية والمدفوعة منه للدولة والناتجة عن هذا العقد وتنفيذه وفقًا لأحكام القوانين والأنظمة المرعية الإجراء. (خاص بالمزايدة العمومية)

المادة 22: مدة التنفيذ
تُحدد مدة التنفيذ في العقد المرفق.
المادة 23: قيمة العقد وشروط تعديلها  (المادة 29 من قانون الشراء العام)
1. [bookmark: _heading=h.44sinio][bookmark: _heading=h.2jxsxqh][bookmark: _heading=h.z337ya]تكون البدلات الـمتَّفق عليها في العقد ثابتة ولا تَقبل التعديل والـمراجعة إلا عند إجازة ذلك أثناء تنفيذه ضمن ضوابط محدَّدة وفقاً لشروط التعديل والـمراجعة في الحالات الاستثنائية التي نصّت عليها المادة 29 من قانون الشراء العام.
2. تُراعى شروط الإعلان الـمنصوص عليها في الـمادة 26 من قانون الشراء العام عند تعديل قيمة العقد.

المادة 24: تنفيذ العقد والاستلام (المادة 32 من قانون الشراء العام)
1. تَستَلِم اللوازم/الأشغال/الخدمات لجنة الاستلام المنصوص عليها في المادة 101 من قانون الشراء العام وتُقدِّم تقريرها خلال مدة زمنية أقصاها ثلاثين يوماً تَبدأ من تاريخ تقديم طلب الاستلام من قِبَل الملتزم.

2. تَستَلِم الخدمات الاستشارية الجهة المُشرِفة على تنفيذ العقد، في حال وجودها.
3. في حال تَطلَّبَت طبيعة المشروع وحجمه مدة تتجاوز الثلاثين يوماً، على اللجنة تبرير أسباب ذلك خطّياً ووضع اقتراحاتها بهذا الشأن، على ألّا تتجاوز المهلة في جميع الأحوال الستين يوماً تَبدأ من تاريخ تقديم طلب الاستلام من قِبَل الملتزم. 
4. يَجري الاستلام على مرحلتين مؤقّتاً ونهائياً، ويمكن أن يجري مرة واحدة أو على مراحل تتناول كلّ مرحلة منها جزءاً من التلزيم. (تعدل حسب طبيعة المشروع وطريقة الإستلام)
5. تذكر مهلة الإستلام في شروط العقد.
6. يَجري الاستلام وفقاً لأحكام المادة 101 من قانون الشراء العام.


المادة 25: [bookmark: _heading=h.3j2qqm3]التعاقد الثانوي (المادة 30 من قانون الشراء العام)
1. يجب على الملتزِم الأساسي أن يتولّى بنفسه تنفيذ العقد ويبقى مسؤولاً تجاه سلطة التعاقد عن تنفيذ جميع بنوده وشروطه، ويُمنع عليه تلزيم كامل موجباته التعاقدية لغيره.
2. (في عقود الأشغال والخدمات) 
يُمكن أن يَعهد الملتزم إلى مُتعاقد ثانوي تنفيذ جزءٍ من العقد والتي يجب ألّا تتخطّى 50% من قيمة العقد. على الملتزم أَخذ الموافقة المُسبقة على التعاقد الثانوي من سلطة التعاقد التي يجب عليها اتّخاذ قرارها بالموافقة أو الرفض المعلَّل خلال مهلة زمنية تحدد بمدة أقصاها (30 يومًا) من تاريخ تقديم الطلب، ويُعَدّ سكوتها عند انقضاء هذه المهلة قراراً ضمنياً بالقبول.
3. [bookmark: _heading=h.1y810tw][bookmark: _heading=h.4i7ojhp]تُطبَّق على المتعاقد الثانوي أحكام دفتر الشروط هذا.

المادة 26: الإشراف على التنفيذ والكشوفات (تُطبّق أحكام المادة 31 من قانون الشراء العام)
أولاً: الإشراف:
1. في عقود الأشغال، وفي العقود الأخرى التي تستدعي ذلك كعقود الخدمات والتصنيع لـمصلحة سلطة التعاقد، يُطبَّق الإشراف الـمُتلازم مع تنفيذ الأعمال الـمطلوبة بالشكل الذي يَضمَن استمرارية العمل وتحقيقه الـمواصفات الـمطلوبة والنتائج الـمرجوّة قبل حلول موعد الاستلام الـمؤقت.
2. يتولّى الإشراف مَن تُكلِّفه سلطة التعاقد بذلك من ذوي الاختصاص والخبرة والقدرة على متابعة العمل، من داخل سلطة التعاقد، أو خارجها عند الاقتضاء، وعندها يَجري التعاقد مع الـمُشرِف وِفق أحكام قانون الشراء العام.

3. تُوضع بنتيجة الإشراف تقارير دورية عن سير العمل ووَصف التنفيذ، وعلى الـمُشرف إبلاغ سلطة التعاقد بكلّ مخالفة أو تصرُّف غير مُنطبق على الأصول ينفَّذ في مواقع العمل.
4. يَحضر الـمُشرف إلى مواقع العمل بصورة تؤمِّن صحة واستمرارية العمل، كما يدقِّق في الكشوفات ويَحضر عملية تسليم مواقع العمل والاستلام الـمؤقت والنهائي، ويُبدي رأيه باقتراحات الـمُلتزم وبالتعديلات الـمطلوبة على الأعمال الـملزَّمة، ويَقترح الـملائم لتنفيذ العمل بطريقة أنسَب، ويَرفع تقريراً بذلك إلى سلطة التعاقد لتأخذ القرار الـمناسب.
5. يتحمّل من يتولّى الإشراف على الأعمال مسؤوليةً شخصيةً عن أيّ تقصير في الـموجبات الـملقاة على عاتقه بموجب هذه الـمادة ويَتَعرَّض للعقوبات الـمنصوص عليها في الفصل الثامن من قانون الشراء العام.
ثانياً: الكشوفات:
يجب أن يُحدَّد في شروط العقد ما يلي:
1. وُجوب تقديم الـمُلتزم كشوفات السلع أو الخدمات أو الأعمال الـمنفَّذة على اختلافها ووجوب تصديقها من قبل سلطة التعاقد؛
2. الـمهلة القصوى الـمُعطاة للـملتزِم لإعداد هذه الكشوفات ومِهل الـموافقة عليها أو تعديلها من قبل سلطة التعاقد؛
3. الـمهلة القصوى لإصدار أمر الدفع.

المادة 27: الحوادث والمسؤوليات
· [bookmark: _heading=h.4d34og8][bookmark: _heading=h.2s8eyo1][bookmark: _heading=h.17dp8vu]يتحمل الملتزم المسؤولية الكاملة عن كافة المخاطر والحوادث التي قد تصيب الغير والعاملين تحت إمرته طيلة فترة تنفيذ الأعمال، كما يعتبر مسؤولاً عن كافة الأضرار التي تلحق بمنشآت الإدارة من جراء وأثناء تنفيذ الأعمال وعليه إتخاذ كافة التدابير لمنع حدوثها.
· على الملتزم تصليح كل عطل وضرر يلحق بمنشآت الإدارة ينتج عن الأعمال التي يقوم بها. 
· [bookmark: _heading=h.3dy6vkm][bookmark: _heading=h.1t3h5sf]وفي حال المخالفة تقوم الإدارة بإتخاذ الإجراءات اللازمة وعلى نفقته وتحسم الأكلاف من قيمة ضمان حسن التنفيذ.

المادة 28: دفع قيمة العقد (المادة 37 من قانون الشراء العام)
بحسب العقد المرفق.

المادة 29: [bookmark: _heading=h.qsh70q]الغرامـات (المادة 38 من قانون الشراء العام)
بحسب العقد المرفق.
[bookmark: _heading=h.2xcytpi]

	Article 30: Reasons for the termination of the contract and the results thereof (Article 33 of the Public Procurement Law)

First: Debarment
The bidder shall be considered to be debarred if they violate the terms of the contract or the provisions of the Tender document, and after a warning to comply with all obligations had been formally sent thereto by the contracting authority, within a (5) five to (15) fifteen days’ time limit, and if such time limit expires without compliance by the bidder. Debarment of the bidder shall be considered a reason for breach of contract without notice, and the debarment provisions stipulated in paragraph 1 of section “Fourth” of article 33 of the Public Procurement Law shall apply.

Second: Termination
1- The contract shall be terminated without notice in any of the two following cases:
A- Upon the death of the bidder if they are a natural person, unless the contracting authority accepts to continue the execution of the contract by the heirs thereof.
B- If the bidder becomes bankrupt or insolvent, or if the company is dissolved, in which case the provisions of paragraph 2 of section “Fourth” of article 33 of the Public Procurement Law shall apply.
2- The contracting authority may terminate the contract if the bidder fails to perform any of its contractual obligations as a result of the force majeure.

Third: Breach of contract
1- Shall be considered reasons for breach of contract without notice the following cases:
A- If the contractor is sentenced by a court of law for any crime of corruption, collusion, fraud, money laundering, terrorist financing, conflict of interest, forgery, or fraudulent bankruptcy, in accordance with applicable laws.
B- If any of the cases referred to in Article 8 of this Law applies.
C- If the contractor loses the legal capacity thereof.
2- If any of the reasons stipulated in paragraph 1 of this section leads to a breach of contract, provisions of paragraph 1 of section “Fourth” of this article shall apply.


Fourth: Results of the termination of the contract
1. If any of the cases of debarment or breach specified in Article 33 of the Public Procurement Law is applied, or in case of the contractor's bankruptcy, insolvency, or death and failure to continue the execution of the contract by the heirs thereof, the provisions of section “Fourth” of Article 33 of the Public Procurement Law shall immediately apply, contrary to any other provisions.
2. No compensation shall be due for the services provided or the works executed by any person convicted for any of the crimes stipulated in subparagraph “a” of paragraph 1 of section “Third” of  Article 33 of the Public Procurement Law.
3. The decision of the termination of the contract and the reasons thereof shall be published on the contracting authority website, if any, and the central electronic platform of the Public Procurement Authority.

Article 31: Deduction from a security (Article 39 of the Public Procurement Law)
If, during the execution, the contractor becomes liable for a certain amount, in accordance with the provisions of the terms of the contract, the contracting authority shall have the right to deduct such amount from the performance guarantee and require the bidder to compensate it within a specified period. Failure to compensate shall lead to the debarment of the contractor, in accordance with the provisions of section “First” of Article 33 of the Public Procurement Law.

Article 32: Exclusion (Article 40 of the Public Procurement Law)
The exclusion provisions apply to the contractor considered in default or against whom a judicial judgment is issued according to the provisions of Article 40 of the Public Procurement Law.

Article 33: Force Majeure
If exceptional circumstances beyond the control of the contractor prevent delivery within the specified period, the contractor must immediately present them in writing to the (relevant administration). The administration alone has the right to assess the circumstances for acceptance or rejection, and the contractor must comply with its decision in this matter.


Article 34: Integrity
The provisions of Article 110 of the Public Procurement Law apply.


Article 35: Complaints and Objections
Every party with standing and interest, including the Public Procurement Authority, has the right to object to any explicit or implicit action or decision taken, adopted, or applied by any of the procurement entities in the stage preceding the contract's effectiveness, and which violates the provisions of the Public Procurement Law and the general principles related to public procurement. The provisions of Chapter Seven of the Public Procurement Law apply in this regard, and the objection procedures specified by the State Council shall be followed until the establishment of the Appeals Authority as stipulated in the Public Procurement Law. 


Article 36: Competent Judiciary
The Lebanese judiciary alone is the competent authority to consider any dispute that may arise between the administration and the contractor due to the execution of this contract.


	المادة 30: أسباب انتهاء العقد ونتائجه (المادة 33 من قانون الشراء العام)
[bookmark: _heading=h.1ci93xb][bookmark: _heading=h.3whwml4][bookmark: _heading=h.2bn6wsx]أولًا: النكول
يُعتبر الملتزِم ناكلاً إذا خالَف شروط تنفيذ العقد أو أحكام دفتر الشروط هذا، وبعد إنذاره رسمياً بوجوب التقيُّد بكافّة موجباته من قبل سلطة التعاقد، وذلك ضمن مهلة تتراوح بين خمسة أيام كحدٍّ أدنى وخمسة عشر يوماً كحدٍّ أقصى، وانقضاء المهلة هذه دون أن يَقوم المُلتزم بما طُلب إليه. وإذا اعتُبر الملتزم ناكلاً، يُفسخ العقد حكماً دون الحاجة إلى أيِّ إنذار وتطبق الإجراءات المنصوص عليها في البند (أولًا) من الفقرة الرابعة من المادة 33 من قانون الشراء العام.
ثانيًا: الإنهاء
1- ينتهي العقد حكماً دون الحاجة إلى أيّ إنذار في الحالتين التاليتين:
1- عند وفاة الـملتزم إذا كان شخصاً طبيعياً، إلاّ إذا وافقت سلطة التعاقد على طلب مواصلة التنفيذ من قبل الورثة.
2- إذا أصبَح الـمُلتزم مُفلساً أو مُعسَراً أو حُلَّت الشركة، وتُطبَّق عندئذ الإجراءات الـمنصوص عليها في الفقرة الثانية من البند الرابع من المادة 33 من قانون الشراء العام.
2- يَجوز لسلطة التعاقد إنهاء العقد إذا تعذّر على الـملتزم القيام بأيّ من إلتزاماته التعاقدية بنتيجة القوة القاهرة.
ثالثاً: الفسخ
1- يُفسخ العقد حكماً دون الحاجة إلى أيّ إنذار في أيٍّ من الحالات التالية:
1- إذا صدَرَ بحقّ الـمُلتزم حكمٌ نهائيّ بارتكاب أيّ جرم من جرائم الفساد أو التواطؤ أو الإحتيال أو الغش أو تبييض الأموال أو تمويل الإرهاب أو تضارب الـمصالح أو التزوير أو الإفلاس الإحتيالي، وفقاً للقوانين الـمرعية الاجراء؛
2- إذا تحقَّقَت أيّ حالة من الحالات الـمذكورة في الـمادة 8 من هذا القانون.
3- في حال فُقدان أهلية الـملتزم.
2- إذا فُسِخ العقد لأحد الأسباب الـمذكورة في الفقرة الأولى من هذا البند تُطبَّق الإجراءات الـمنصوص عليها في الفقرة الأولى من البند الرابع من هذه الـمادة.

 رابعاً: نتائج انتهاء العقد:
1. في حال تطبيق إحدى حالات النكول أو الفسخ الـمحدَّدة في المادة 33 من قانون الشراء العام، أو في حال تحقَّقَت حالة إفلاس الـملتزم أو إعساره، أو في حال وفاة الـملتزم وعدم متابعة التنفيذ من قبل الورثة، تُتَّبع فوراً، خلافاً لأيّ نص آخر أحكام الفقرة رابعًا من المادة 33 من قانون الشراء العام.
2- لا يترتَّب أيّ تعويض عن الخدمات الـمُقدَّمة أو الأشغال الـمنفَّذة من قبل من يثبت قيامه بأيٍّ من الجرائم الـمنصوص عليها في الفقرة الفرعية "أ" من الفقرة الأولى من «ثالثاً» من الـمادة 33 من قانون الشراء العام. 
3- يُنشر قرار انتهاء العقد وأسبابه على الـموقع الالكتروني لسلطة التعاقد إن وُجِد وعلى الـمنصة الإلكترونيّة الـمركزيّة لدى هيئة الشراء العام.

المادة 31: [bookmark: _heading=h.3as4poj]الاقتطاع من الضمان (المادة 39 من قانون الشراء العام)
إذا ترتّب على الملتزم في سياق التنفيذ مبلغ ما، تطبيقاً لأحكام وشروط العقد، حقَّ لسلطة التعاقد اقتطاع هذا المبلغ من ضمان حسن التنفيذ ودعوة الملتزم إلى إكمال المبلغ ضمن مدّة معيَّنة، فإذا لم يفعل اعتُبِر ناكلاً وفقاً لأحكام الفقرة (أولا) من المادة 33 من قانون الشراء العام.


المادة 32: [bookmark: _heading=h.1pxezwc]الإقصـاء (المادة 40 من قانون الشراء العام)
[bookmark: _heading=h.49x2ik5][bookmark: _heading=h.2p2csry][bookmark: _heading=h.23ckvvd][bookmark: _heading=h.ihv636][bookmark: _heading=h.32hioqz][bookmark: _heading=h.1hmsyys][bookmark: _heading=h.41mghml][bookmark: _heading=h.vx1227][bookmark: _heading=h.3fwokq0][bookmark: _heading=h.nmf14n]تطبق أحكام الإقصاء على الملتزم الذي يعتبر ناكلًا أو الذي يصدر بحقه حكم قضائي وفقًا لما نصت عليه المادة 40 من قانون الشراء العام.

المادة 33: القوّة القاهرة 
اذا حالت ظروف استثنائية وخارجة عن ارادة الملتزم دون التسليم في المدة المُحددة، يتوجب عليه ان يعرضها فورًا وبصورة خطية على (الإدارة المعنية) والتي يعود لها وحدها الحق بتقدير الظروف لجهة قبولها أو رفضها وعلى الملتزم الرضوخ لقرارها في هذا الشأن.

المادة 34: النزاهة
[bookmark: _heading=h.37m2jsg]تُطبّق أحكام المادة 110 من قانون الشراء العام.

المادة 35: [bookmark: _Hlk119570163]الشكوى والإعتراض
يَحقّ لكلّ ذي صفة ومصلحة، بما في ذلك هيئة الشراء العام، الإعتراض على أيّ إجراء أو قرار صريح أو ضمني تتّخذه أو تعتمده أو تُطَبِّقه أيّ من الجهات الـمعنيّة بالشراء في الـمرحلة السابقة لنفاذ العقد، ويكون مخالفاً لأحكام قانون الشراء العام والـمبادئ العامة الـمتعلقة بالشراء العام، وتُطبق أحكام الفصل السابع من قانون الشراء العام في هذا الشأن، على ان تتبع إجراءات الإعتراض الـمعمول بها لدى مجلس شورى الدولة لحين تشكيل هيئة الإعتراضات المنصوص عنها في قانون الشراء العام.

المادة 36: القضاء الصالح:
إن القضاء اللبناني وحده هو المرجع الصالح للنظر في كل خلاف يمكن أن يحصل بين الإدارة والملتزم من جراء تنفيذ هذا الإلتزام.




	Appendix (1)
Technical Specifications 
For participation in the tender (Specify the tender title) 
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	المُلحق رقم (1)
المواصفات الفنية 
للإشتراك في تلزيم (تحديد عنوان الصفقة)



	Appendix (2)
Declaration / Undertaking
For participation in the tender (Specify the tender title)

I, the undersigned …………………………………………., acting on behalf of the establishment/company ..............................................................., choosing a place of residence at ........................................, Region ............................., District ............................, Street ........................., Property ......................................., Phone number ............................., Office .........................., Fax ............................,



I acknowledge that I have reviewed the Tender Document containing the undertaking, special administrative and technical conditions for participating in this tender, which I have received a copy of.
I hereby declare that, after reviewing these documents, which cannot be ignored under any circumstances, and the details of the required work, I undertake to accept all the conditions stated therein and for the duration of the offer validity specified under Article ... of this Tender Document, and to abide by and fully implement them without any reservation or objection. 
I further declare that I have submitted this commitment to participate in the following categories/groups:
....................................................................................................
I also declare that I have set the prices and accepted the provisions listed in this Tender Document, taking into account all the tender conditions and the challenges of its implementation if any.
Lastly, I undertake to lift the banking secrecy from the bank account in which any amount of public money is deposited or transferred to, for the benefit of the administration in every contract of any kind that involves public funds.

Date ____________
Seal and Signature of the Bidder

	Stamps of One Million 
Lebanese Pounds




	المُلحق رقم (2)
تصريح / تعهــد
للإشتراك في تلزيم (تحديد عنوان الصفقة)

أنا الموقع ادناه ...............................................................
الممثل بالتوقيع عن مؤسسة/شركة ..............................................
المتخذ لي محل اقامة................................................ منطقة.................................. حي................................ شارع.................... ملك.................. رقم الهاتف...................، مكتب ............................ فاكس ........................،

اعترف بانني اطلعت على دفتر الشروط المتضمن التعهد، الشروط الادارية والفنية الخاصة للاشتراك في هذا التلزيم التي تسلمت نسخة عنها.
واصرح انني وبعد الاطلاع على هذه المستندات التي لا يمكن باي حال الادعاء بتجاهلها وعلى تفاصيل الاعمال المطلوبة، وانني اتعهد بقبول كافة الشروط المبينة فيها وبمدة صلاحية العرض المحددة بموجب المادة ... من دفتر الشروط هذا وبالتقيد بها وتنفيذها كاملة دون أي نوع من انواع التحفظ او الاستدراك.
وأنني تقدمت لهذا الإلتزام للإشتراك بالأصناف/بالمجموعات التالية: 
.............................................................................
كما اصرح بانني وضعت الاسعار وقبلت الاحكام المدرجة في دفتر الشروط هذا آخذاً بعين الاعتبار كل شروط التلزيم ومصاعب تنفيذه في حال وجوده.
كما أتعهد برفع السرية المصرفية عن الحساب المصرفي الذي يودع فيه أو ينتقل إليه أي مبلغ من المال العام، وذلك لمصلحة الإدارة في كل عقد من أيٍ نوعٍ كان، يتناول مالاً عامًا.

	طوابع بقيمة
مليون ليرة


			التاريخ   ____________
	ختم وتوقيع العارض


	Appendix (3)
Integrity Declaration1

Tender Title: __________________________________________
Contracting Party: ______________________________________
Bidder's Name / Authorized Signatory on Behalf of the Company: _____________________________________________________
Company Name: _______________________________________

We, the undersigned, affirm the following:
1. Neither we, nor our employees, partners, agents, contributors, consultants, or their relatives have relationships that may lead to a conflict of interest in the subject of this contract.
2. We shall inform the Public Procurement Authority and the contracting party in case of any conflict of interest occurrence or discovery.
3. Neither we nor any of our employees, partners, agents, contributors, consultants, or their relatives have engaged in fraudulent, corrupt, coercive, or obstructive practices regarding our bid or proposal.
4. Neither we, nor our partners, agents, contributors, consultants, or their relatives, have offered any payments to employees, partners, or individuals participating in the procurement on behalf of the contracting party or anyone else.
5. In case of a breach of this declaration and undertaking, we acknowledge that we will be disqualified from participating in any public procurement, regardless of its subject. We accept in advance any measure of exclusion taken against us and we pledge of our full will not to dispute it.
Any false information exposes us to legal action by the competent authorities.


Date: _______________
Seal and Signature

1 This declaration shall be attached to the bid.

	المُلحق رقم (3)
تصريح النزاهة1

عنوان الصفقة: ________________________________________
الجهة المتعاقدة:    _____________________________________
اسم العارض / المفوض بالتوقيع عن الشركة: _____________________
إسم الشركة: _______________________________________

نحن الموقعون أدناه نؤكد ما يلي:
1. ليس لنا، أو لموظفينا، أو شركائنا، أو وكلائنا، أو المساهمين، أو المستشارين، أو أقاربهم، أي علاقات قد تؤدي إلى تضارب في المصالح بموضوع هذه الصفقة.
2. سنقوم بإبلاغ هيئة الشراء العام والجهة المتعاقدة في حال حصول أو اكتشاف تضارب في المصالح.
3.  لم ولن نقوم، ولا أيّ من موظفينا، أو شركائنا، أو وكلائنا، أو المساهمين، أو المستشارين، أو أقاربهم، بممارسات احتيالية أو فاسدة، أو قسرية أو مُعرقلة في ما يخص عرضنا أو اقتراحنا.
4. لم نقدم، ولا أيّ من شركائنا، أو وكلائنا، أو المساهمين، أو المستشارين، أو أقاربهم، على دفع أي مبالغ للعاملين، أو الشركاء، أو للموظفين المشاركين بعملية الشراء بالنيابة عن الجهة المتعاقدة، أو لأي كان.
5. في حال مخالفتنا لهذا التصريح والتعهد، لن نكون مؤهلين للمشاركة في أي صفقة عمومية أياً كان موضوعها ونقبل سلفاً بأي تدبير إقصاء يُؤخذ بحقنا ونتعهد بملء إرادتنا بعدم المنازعة بشأنه.  
إن أي معلومات كاذبة تُعرضنا للملاحقة القضائية من قبل المراجع المختصة.

التاريخ:  _______________
الختم والتوقيع

 يُرفق هذا التصريح بالعرض

	Appendix (4)
Bid Security Letter

Bank: ………………………
To MOBILE INTERIM COMPANY NO.2 S.A.L.

Subject: Bid Security Letter for the amount of /                        / only, based on the order of Mr. …………………………………………………………
For participation in (Tender Title)

We hereby declare that Bank…………….….………, located at …………..……, represented by the undersigned Mr. ……………..............................…….., acting on its behalf in his capacity as ………………………………………….., and based on the order of Mr. …………………………..……………… (or Messrs. ……………………………..……… or Company ………………………………), 
personally and irrevocably undertakes to pay immediately, without any condition, any amount you request, up to the limit of (specify the amount and currency in numerals and words), in cash upon your first request by a written and signed letter from you, without any obligation to provide reasons for this claim. 
Accordingly, our bank expressly acknowledges that this Bid Security Letter is self-contained and entirely independent of any relationship or contract between you and Mr. ……………………….……. (or Messrs. …………………………………..…. or Company ……………………..………) and that our bank does not have the right, under any circumstances or at any time, to refuse or delay the payment of any amount you request based on this Bid Security Letter. Our bank also waives in advance any right to discuss or object to the payment request issued by you or any official on your behalf, or even to accept any objection that may be issued by Mr. ……………………….………………. (or Messrs. ………………………………………....…. or Company ………………..…..………) or others regarding the payment of the amount to you as per your request.
This Bid Security Letter remains valid until ……………….…….., and at the end of this period, it automatically renews until you return it to us or inform us of our exemption from it.
Any amount paid by our bank based on this Bid Security Letter at your request reduces the maximum amount specified therein by the same amount. 
This Bid Security is subject to Lebanese laws and the jurisdiction of the competent courts in Lebanon.
In witness whereof, we establish our domicile at our institution's headquarters in ………………………………………………………
Place:
Capacity:
Name:
Signature:

	الملحق رقم (4)
كتاب ضمان العرض

مصرف ………………………  
لجانب شركة موبايل انتريم كومباني رقم 2 ش.م.ل.

الموضوع : كتاب ضمان العرض لصالحكم بقيمة /                 / فقط، بناء للآمر السيد……………………
وذلك للإشتراك في (عنوان الصفقة)

  ان مصرف …………………مركزه…………….………، الممثل  بالسيد ………………….. الموقع عنه أدناه وذلك بصفته ………………..، وبناء للآمر السيد ……………… (او السادة ………………. أو الشركة ……………)،
يتعهد بصورة شخصية غير قابلة للنقض او للرجوع عنها بأن يدفع نقداً وفوراً دون أي قيد او شرط أي مبلغ تطالبونه به حتى حدود (تحديد العقيمة والعملة بالارقام والاحرف) نقداً وذلك عند اول طلب منكم بموجب كتاب صادر وموقع منكم دون أي موجب لبيان اسباب هذه المطالبة.
وعليه يقر مصرفنا صراحة بأن كتاب الضمان هذا قائم بذاته ومستقل كليًا عن أي ارتباط او عقد بينكم وبين الآمر السيد …………………. ( او السادة ……………. او الشركة ………………) وبانه لا يحق لمصرفنا في أي حال من الاحوال ولا في أي وقت كان الامتناع او تأجيل تأدية أي مبلغ قد تطالبوننا به بالاستناد الى كتاب الضمان هذا . كما يتنازل مصرفنا مسبقاً عن أي حق في المناقشة او في الاعتراض على طلب الدفع الذي يصدر عنكم او عن أي مسؤول لديكم ، او حتى ان يقبل أي اعتراض قد يصدر عن السيد ………………….. ( او السادة …………… او الشركة ………………) او عن غيره (او غيرهم او غيرها) بشأن دفع المبلغ اليكم بناء لطلبكم.
يبقى كتاب الضمان هذا معمولاً به لغاية …………….. وبنهاية هذه المهلة يتجدد مفعوله تلقائياً الى ان تعيدوه الينا او الى ان تبلغونا اعفاءنا منه.
ان كل قيمة تدفع من مصرفنا بالاستناد الى كتاب الضمان هذا بناء لطلبكم، يخفض المبلغ الاقصى المحدد فيه بذات المقدار. 
يخضع كتاب الضمان هذا للقوانين اللبنانية ولصلاحيات المحاكم المختصة في لبنان.
وتنفيذاً منا لهذا الموجب نتخذ لنا محل اقامة في مركز مؤسستنا في ……………………
المكان :
الصفة :
الاسم  :
التوقيع:




























	Appendix (5)
Price Schedule
For Participation in (Specify the Tender Title)
	المُلحق رقم (5)
جدول الأسعار
للإشتراك في تلزيم (تحديد عنوان الصفقة)


	Appendix (6)
Site Inspection Declaration and Disclaimer of Ignorance
For Participation in (Specify the Tender Title)

I, the undersigned ..............................................................................
in my capacity as ........................................................................... (1)
and authorized to sign by .............................................................. (2)
declare on behalf of ....................................................................... (3)

that I have inspected the work sites related to the above-mentioned tender, and I will not subsequently plead ignorance or any other excuse related to the condition of the mentioned sites.
The information provided by the contracting authority (whether in this tender document or elsewhere) is for the guidance of potential bidders in preparing their bids. Each bidder must exert their own efforts to verify the business risks associated with the management and investment in (). The contracting authority does not assume any responsibility for any inaccurate information obtained by any bidder.

Any expenses or costs incurred by any bidder for inspecting the work sites and submitting their bid are their full responsibility, and the contracting authority is not responsible for any kind of liability associated with that.

Seal and Signature of the Bidder:
Date:

MOBILE INTERIM COMPANY NO.2 S.A.L. hereby certifies that the undersigned bidder has inspected the work sites specified in the Tender document accompanied by a representative from the administration.

Seal and Signature of the Contracting Authority:
Date:


Explanation:
(1) The capacity of the signatory of the bidder (owner of the establishment, company, manager, or authorized agent, etc.).
(2) The signatory must be officially authorized to sign on behalf of the establishment or company as specified in the commercial circular or holding a duly certified copy of the document granting him the right to sign on their behalf. 
(3) The legal entity name of the bidder (company/establishment).

	الملحق رقم (6)
تصريح بمعاينة مواقع العمل نافي للجهالة
للإشتراك ب (تحديد عنوان الصفقة)

أنا الموقع أدناه ………………………………………………………… 
بصفتي…………………………………………………………….. (1)‎
ومفوضًا بالتوقيع من قبل…………………………………………….. (2)
أصرح باسم ………………………………………………………… (3)

بأنني قد عاينت مواقع العمل الخاصة بالتلزيم المذكور أعلاه ولن أتذرع فيما بعد بالجهل أو بأي عذر آخر متعلق بحالة المواقع المذكورة.
إن المعلومات التي تقدمها سلطة التعاقد (سواء في دفتر الشروط هذا أو في غيره) هي لإرشاد العارضين المحتملين في تحضير عروضهم. على كل عارض بذل جهده الخاص للتحقق من المخاطر التجارية المرتبطة بإدارة واستثمار () ولا تتحمل سلطة التعاقد أية مسؤولية عن أية معلومات غير صحيحة قد يحصل عليها أي عارض.
إن أية مصاريف أو تكاليف تكبدها أي عارض من أجل معاينة مواقع العمل وتقديم عرضه هي على مسؤوليته الكاملة وليس على سلطة التعاقد أي مسؤولية من أي نوع كانت مرتبطة بذلك.
توقيع وختم العارض:
التاريخ:

تفيد شركة موبايل انتريم كومباني رقم 2 ش.م.ل. بأن العارض الموقع أعلاه قد عاين مواقع العمل المُحددة في دفتر الشروط الخاص بالصفقة برفقة مندوب من قبل الإدارة.
توقيع وختم سلطة التعاقد
التاريخ:
إيضاح:
(1) صفة المُوَقِّع بالنسبة للعارض (صاحب المؤسسة أو الشركة أو مديرها أو حامل وكالة، إلخ ...)
(2) على المُوَقِّع أن يكون مفوضاً رسمياً بالتوقيع عن المؤسسة أو الشركة صاحبة العرض كما هو محدد في الإذاعة التجارية أو يضم صورة مصدقة حسب الأصول عن المستند الذي يخوله حق التوقيع.
(3) اسم الشخص المعنوي للعارض (شركة/مؤسسة)
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NON-DISCLOSURE AGREEMENT








This agreement (“Agreement”) is made between: 





Mobile Interim Company 1 S.A.L, a Lebanese Joint Stock Company duly incorporated under the laws of Lebanon, registered with the Commercial Register of Baabda under No /72514/, having its head office located at Parallel Towers, Block A, Dekwaneh, Beirut, Lebanon and represented by its Chairman & CEO, Mr. Jad Nassif and its CFO Mr. Rafic El Haddad,						





(First Party)





and 





XXXXXXX,, a company duly incorporated under the laws of XXXXXX, registered with the Commercial Register of XXXXXX under No /XXXXXX/, having its head office located at xxxxxxx. xxxxxxxxxxxxxxxxxxxx, ,.and represented by its xxxxxx, Mr. xxxxxxxxxxxxxxxxxxx, 








 (Second Party)








STATEMENT OF PURPOSE








The parties, for their mutual benefit, want to disclose to one another certain confidential and proprietary information ("Confidential Information") in order to understand each party’s products, services and needs, and to allow each party to evaluate certain products and services of the other party ("Permitted Purpose"). The parties are entering into this Agreement to set forth their understanding of their rights and obligations concerning the use and disclosure of this Confidential Information.








AGREEMENT





Article 1: 	Definition





In consideration of the receipt of such Confidential Information and the mutual promises made below, the parties hereby agree as follows:





The term “Confidential Information” includes without limitation trade secrets, copyrights, specifications, design plans, analyses, studies, drawings, software, software documentation, data, prototypes, protocols, marketing plans, financial information, code, algorithms, know how, formulas, processes, ideas, inventions, forecasts, strategies and any other business or technical information that one party (“Disclosing Party”) discloses to the other (“Receiving Party”) either orally or in writing.








Article 2:	 Obligations of the Receiving Party





2.1 	The Receiving Party shall:





· Hold all Confidential Information in confidence and use it only for the Permitted Purpose.


· Reproduce Confidential Information only as reasonably required in furtherance of the Permitted Purpose.


· Restrict disclosure of Confidential Information only to its employees, advisors, subcontractors and representatives with a need to know and who have been notified that such information is Confidential Information for the purpose set forth herein.


· Protect the Confidential Information by using the same degree of care, but not less than a reasonable degree of care, to prevent the unauthorized use, dissemination or publication of the Confidential Information, as the Receiving Party uses to protect its own Confidential or Proprietary Information of a like nature.


· Take all reasonable precautions that its employees, advisors, subcontractors and representatives comply with the Receiving Party’s obligations under this Agreement. The Receiving Party shall not disclose Confidential Information to third parties without the Disclosing Party’s prior written consent.





2.2 	The above restrictions on the use or disclosure of Confidential Information shall not apply to any Confidential Information:





· After it has become generally available to the public without breach of this Agreement or through no wrongful act, fault or negligence on the part of the Receiving Party. 


· Received by the Ministry of Telecommunications (MoT)


· Which at the time of disclosure to the Receiving Party was known to such party free of restriction and evidenced by written documentation in such party's possession.


· Which the Disclosing Party agrees in writing is free of such restrictions.


· Which is independently developed by the Receiving Party as evidenced by its written records.


· Provided the Receiving Party gives the Disclosing Party a reasonable opportunity to seek a protective order or similar judicial constraint, the Receiving Party may disclose Confidential Information to the extent such disclosure is required by law or order of a regulatory or judicial authority.


· If the Disclosing Party gives its written authorization for releasing this confidential information to the public or to a specific third party. 





2.3 	The Receiving Party shall not directly or indirectly transmit Confidential Information to anyone. This prohibition includes transmittal of products incorporating or resulting from the use of Confidential Information. Concerning permitted transmittals, the Receiving Party shall comply with the pertinent laws of all applicable countries regarding disclosure and transmission of the information.





2.4 	The Confidential Information is the Disclosing Party's property. Therefore, the Receiving Party shall, upon the Disclosing Party's written request or upon termination or expiration of this agreement or upon the Receiving Party's determination that it no longer has a need for such information:





· Turn over promptly to the Disclosing Party all Confidential Information, all documents or media containing the Confidential Information, prepared by the Receiving Party or by their representatives and all copies or extracts thereof. No copy will be retained by the Receiving Party for any reason.


· Destroy any Confidential Information transferred to the Receiving Party's computer hardware system.


· Confirm in written certification signed by an authorized representative of the Receiving Party that all copies of the Confidential Information have been turned over or destroyed.








Article 3: 	Property Rights





Nothing contained in this Agreement shall be construed as granting or conferring any rights by license or otherwise in any Confidential Information disclosed to the Receiving Party under any trademark, patent, copyright, mask work, protection right or any other intellectual property right. 


Article 4: 	Warranty	





The Disclosing Party makes no representation, warranty, or guarantee of any kind with respect to the Confidential Information. Without limiting the generality of the foregoing disclaimer, the Disclosing Party in particular does not warrant or represents the non-infringement of trademarks, patents, copyrights, mask protection rights or any third-party rights in or to the Confidential Information. 








Article 5:	Term





The term of this Agreement shall be for the period of one year starting from the signature date hereunder or for period of the subsequent agreement (s) signed between parties, if any, without waiving the period starting from the signature date of this Agreement until the signature of subsequent agreement (s), in any such case.








Article 6:	Obligations upon Termination





6.1 	Notwithstanding the foregoing, the Receiving Party's obligation to protect the Disclosing Party's Confidential Information hereunder shall survive expiration or termination of this Agreement for a period of 5 (Five) years from the date of each such disclosure of Confidential Information. 





6.2 	The furnishing of Confidential Information hereunder shall not obligate either party to enter into any further agreement or negotiation with the other or to refrain from entering into an agreement or negotiation with any other party.








Article 7:	Indemnification





The Receiving Party agrees to indemnify and hold the Disclosing Party harmless from and against any action, claim or proceeding and costs, expenses or damages arising there from which may be made by any of the parties as a result of any disclosure of the Confidential Information in breach of this Agreement.








Article 8:	Remedies





Without prejudice to any of the rights and remedies the Disclosing Party may have, the Receiving Party agrees that breach of this Agreement by its employees, advisors and representatives, will cause the Disclosing Party irreparable damage that cannot be fully remedied through the payment of monetary damages. Accordingly, the Disclosing Party shall have the right to obtain injunctive relief upon the Agreement's breach or threatened breach without proof of special damage.








Article 9: 	Effects





This Agreement shall be binding upon and inure to the benefit of both parties, their successors and assignees.

















Article 10: 	Entire Agreement





This Agreement constitutes the entire understanding between the parties as to the disclosure and use of the Confidential Information. It supersedes and terminates any prior or contemporaneous discussions or agreements relating to its subject matter. No amendment or modification of this Agreement shall be valid or binding on the parties unless in writing and duly executed by both parties. No failure or delay by either party hereto in exercising any right, power of privilege hereunder shall operate as a waiver thereof nor shall any single or partial exercise thereof preclude any other or future exercise of any right, power or privilege.








Article 11:	Applicable Law and Jurisdiction





The laws of Lebanon shall govern this Agreement with exclusive jurisdiction to the Courts of Beirut.








Article 12: 	Notifications 





Any notices, requests, or consents required to be given pursuant to this Agreement, shall be given in writing either personally served or sent by overnight delivery service maintaining records of receipt, or by certified mail return receipt requested, directed to the Legal Department of each party at the address of the party listed hereinabove, or other address as may be designated by either party.








Article 13:	Severability





Each party warrants to the other that this Agreement has been duly authorized and executed and is valid and legally binding upon such party and enforceable in accordance with its terms. If a court of competent jurisdiction determines that any provision of this Agreement is unenforceable, then, in that jurisdiction only, the provision shall be severable from this Agreement without invalidating the remaining provisions of this Agreement.





IN WITNESS HEREOF, the parties have executed this Agreement in two original copies, on ……………..                        each party receiving one original.








Mobile Interim Company 1 S.A.L.					XXXXXX 





Jad Nassif								xxxxxx


Chairman & CEO							xxxxxxxxx


	 














Rafic El Haddad


CFO 
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Supplier Compliance 
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Instructions for Completion





[bookmark: _Hlk161304815]The Supplier Compliance Form defines a set of guidelines, sustainability commitments, and moral standards considered part of the requirements and eligibility criteria for establishing a sustainable business partnership with Alfa. All bidders/suppliers are required to complete this form ensuring that all questions are duly and clearly answered. 





Declarations made by suppliers/bidders in this form are weighed and integrated within the supplier compliance assessment process. Declaring false info may lead to immediate blacklisting or ongoing partnership termination.








			Section 1: Company Details and General Information:





			


Name of Company :                                                                        





Company Address :  





Postal Code :                                       City :                                    Country : 





P.O. Box and Mailing Address :








			


Tel :                                                       Fax :                                   Email : 





WWW Address : 








			


Contact Name and Title : 





Email : 








			


Type of Company (Mark one only) : 





 Corporate/ Limited: (SARL or SAL)                             Partnership :                                       





 Other (specify) :








			


Nature of Business: 





 Manufacturer              Authorized Agent                  Trader                    Consulting Company                





 Other (specify) :
































			Section 2: Human and Employee Rights 





			


At Alfa, we are committed to protecting the well-being of our employees and building their capacities by adhering to human rights principles and practices and ensuring an open-door policy. Our commitment is facilitated through


 promoting integrity, transparency and fair operating practices in accordance and compliance with the applicable laws and regulations.





We also pledge to respect our employees’ rights and freedom of opinion, expression and belief. We denounce any kind of suppression and oppression which might affect our employees’ choices and diversity. We seek to establish business with partners who shall seek to prevent any form of discrimination based on gender, religion, race, physical disability or nationality. 





We also comply with the Lebanese laws in our internal regulations, in relation to compensation, working hours, overtimes, leaves periods, wages and benefits provided to our employees. We seek to establish business with partners who guarantee transparent business relationships with employees in accordance with legal laws and regulations.





As a potential Alfa business partner, we seek to certify your alignment with these values. 








			


Does your company adhere to the applicable laws and to fair practices in terms of respecting human rights and employee well-being and constant training and development?





                    Yes                         No





			


Does your company enable balanced assessment and consistent monitoring and auditing practices to ensure the compliance of your business operations with the human rights aspects/principles?





                   Yes                          No





			Does your company seek to prevent any discrimination practices in employment, promotion, remuneration, employment opportunities and forbid any kind of inequality and injustice?





                   Yes                          No





			Does your company comply with the labor laws to ensure that the rights and obligations of the workers are well respected and acted upon?





                    Yes                         No














			Section 3: Child Labor 





			


At Alfa, we act in accordance with the International Labor Organization (ILO) principles, regarding child rights.  We comply by the Lebanese laws (Decree 8987) prohibiting employment of children under the age of 18 and by the UN Human rights declaration prohibiting any form of child labor in accordance with the four general principles adopted by the United Nations Committee: non-discrimination; best interests of the child; survival and development; and participation.


As a potential Alfa business partner, we seek to certify your alignment with these values. 





			


Does your company adhere to the Lebanese law prohibiting employment of children under the age of 18?	





                    Yes                         No





			Does your company abide by the UN Human declaration principles in terms of prohibiting child labor?  





                     Yes                         No





			


Does your company put in place stringent work policies to protect young employees from any form of harm which might affect their physical, mental and social conditions?


                   Yes                          No





			Section 4: Health and Safety





			


Alfa is committed to providing a healthy environment for its employees, suppliers, subcontractors and visitors by constantly identifying office and fieldwork hazards and risks, and working on their treatments. 





Alfa operates in compliance with ISO45001:2018 Occupational Health and Safety Management System, consequently Alfa needs to ensure that Alfa suppliers and subcontractors operate within Alfa sites and premises in alignment with the standard’s requirements.








			


Is your company certified for any international health and safety standard, such as ISO45001:2018 or OHSAS?





                    Yes                         No 





If yes, please specify the standard and the certification date: 











			Does your company have in place Health and Safety policies and regulations aiming at identifying the hazards and the ways of controlling them? 





                    Yes                         No


	


If yes, please specify and share them with us:











			


Appendix 1 reflects a set of safety recommendations for each type of work your company might be carrying on Alfa’s sites or premises, are you willing to comply?





                   Yes                          No








			Is your company willing to provide any third party you outsource, working on Alfa’s sites, with the required personal protective equipment as per the standard health and safety measures?





                   Yes                          No








			


Is your company willing to report to Alfa (the technical owner) any safety incident that occurs on Alfa’s sites?





                   Yes                          No








			











			Section 5: Road and Traffic Safety





			


Alfa is committed to complying with highest road safety standards by respecting the Lebanese traffic laws, applying international standards in driving practices to ensure the safety of its own staff and road users in Lebanon, and promoting a culture of driving accountability within Alfa’s community to save lives and reduce losses.





Alfa operates in compliance with ISO39001:2012 Road and Traffic Safety Management System, consequently Alfa needs to ensure that Alfa suppliers and subcontractors operate within Alfa sites and premises in alignment with the standard’s requirements.





			


Is your company certified for any international Road and Traffic safety standard?





                    Yes                         No 





If yes, please specify the standard and the certification date:


Does your company have in place Road and Traffic safety policies and regulations aiming at identifying Road and Traffic safety risks and related controls? 





                    Yes                         No





If yes, please specify and share them with us:








			


The Lebanese driving law as well as Alfa road traffic Safety policy are published on Alfa web site, are you willing to comply with these regulations for your safety and the safety of others?





                   Yes                          No











			








			Section 6: Environment  





			


Alfa is committed to the implementation of an effective Environmental Management System (EMS) by constantly observing and identifying environmental aspects along with their impacts in order to come up with appropriate treatments to protect the environment and reduce  pollution.





Alfa operates in compliance with ISO14001:2015 Environmental Management System, and abides by the ISO 26000 - Social Responsibility guidelines and the international quality standards








			


Is your company certified for ISO14001:2015?





                    Yes                         No





If yes, please specify the certification date:








			


Does your company put at top of its commitments the protection of the environment by avoiding damaging activities, by applying sustainable practices, and by having rules to act proactively to prevent hazardous impacts and to protect the environment?





                    Yes                         No





If yes, please specify and share them with us:














			





			Section 7: Business Ethics 





			


At Alfa, we serve our community by committing to the creation of a sustainable culture which promotes integrity, and transparency through our business practices and behaviors. We have in place a gift declaration process to which Alfa employees adhere, aiming at promoting transparency and a culture of openness.





We seek to work with business partners who comply with the applicable laws and operate in alignment within our code of conduct and ethical standards, especially in terms of prohibiting the engagement in any kind of corruption practices. 





As a potential Alfa business partner, we seek to certify your alignment with these values.





			


Does your company conduct its business operations by maintaining the highest ethical standards?





                   Yes                          No





			Is your company willing to deal with our corporation in accordance with our company’s hierarchical structure, code of conduct, and values system by demonstrating the utmost professional behaviors while interacting, communicating and doing business for our organization?





                   Yes                          No





			


Is your company willing to remain vigilant to our internal regulations with respect to our code of conduct and comply with our directives by averting actions and arrangements which might lead to probable disagreement?





                  Yes                          No





			Section 8: Conflict of Interest  





			


At Alfa, we are committed to being mindful of any affiliation with direct or indirect competitors and to ensuring that neither we, nor our employees, partners, agents, contributors, consultants, or their relatives:


· exploit business opportunities


· maintain relationships that could create a conflict of interest


· or engage in intimate relationships with business partners that could influence our decisions or affect our judgment. 





In line with this commitment, our Business Partners must disclose any relationships between their company owners or management team and our company, our management team and our employees, with failure to do so potentially resulting in disqualification.





Our employees are prohibited from using any company property or information or service for their own benefit or for any external party profit.





We respect our clients’ privacy and data security, we do not tolerate any breach of information vis-à-vis our clients, and we are committed to behave in a responsible manner to ensure our clients safety and business protection.





Any violation of the abovementioned conducts is to be considered as extortion, bribery and embezzlement, and is subject to disciplinary acts toward our employees and contract termination for our business partners, in addition to being subject to legal action before competent Lebanese courts.








			Does your company, or any of its employees, partners, agents, contributors, consultants, or their relatives, have relationships with Alfa that may lead to a conflict of interest in the subject of this contract?


                   Yes                          No





If yes, please disclose the name(s) of the person(s) involved, the nature and degree of the relationship…………………………





			


By checking the box below, your company acknowledges that neither it, nor its owners, management team, or employees, will exploit business opportunities or maintain relationships that could create a conflict of interest, or will engage in intimate relationships that could create a conflict of interest with our company.





 Box To Check                         





			By checking the box below, your company acknowledges that it has disclosed any existing or potential relationships between its owners or management team and our company, our management team, or our employees, and commits to immediately informing Alfa of any conflict-of-interest occurrence or discovery.





 Box To Check                         





			By checking the box below, your company acknowledges that it commits to protecting and securing our information and documents by way of safeguarding your own records.





 Box To Check                         





			Has your company, or any of your employees, partners, agents, contributors, consultants, or their relatives, ever been involved in or convicted of fraudulent, corrupt, coercive, or obstructive practices?





                   Yes                          No











			Section 9: Social Responsibility





			


At Alfa, we are committed to being Socially Responsible, by contributing to the community in which we live and grow and by integrating sustainable improvements with everyday business practices.


 





			


Is your company willing to act in accordance with our engagements towards society, by conducting responsible business practices while taking into consideration the triple bottom line: People, Planet and Profit?


                   Yes                          No





			Section 10: Legal and Regulatory Compliance





			


At Alfa, we practice our business operations with respect to our business process and risk management assessment.





Moreover, our business partners must have in place audit and control process and shall share regularly their findings with our corporation in order to maintain transparent partnerships and ensure sustainable development.





			


Is your company willing to abide by the applicable laws, and have in place reporting and monitoring systems aiming at securing our company’s business differentiation and offering us strategic differentiation?





                   Yes                          No





			


Is your company willing to comply with all local laws, including without limitations their financial activities, trade operations, product packaging, licensing, retailing and any relevant occupation?





                   Yes                          No





			











			Section 11: Israel Boycott





			Does your company abide by the legal requirements of the Republic of Lebanon concerning the Boycott of Israel in accordance with the law dated June 23rd, 1955. 





                   Yes                          No





			Does your company provide Certificate from the Lebanese Ministry of Economy and Trade confirming compliance with the provisions of the Law on Israel Boycott. (Foreign Bidder).





                    Yes                          No





			Does Your company have any main or branch factories, assembly plants, or offices in Israel, participate in any Israeli business, license its intellectual property to Israeli entities, or provide technological assistance to Israeli businesses.





                    Yes                          No





			Does your company employ or utilize any person holding Israeli nationality, domiciled in Israel, resident of Israel, working for Israel directly or indirectly, or representing the interests of Israel or an Israeli entity in any capacity for the project subject to the RFT.


                   Yes                          No





			Does your company provide Certificate from the Ministry of Economy proving compliance with the provisions of the Law on Boycott of Israel for foreign companies (added by Law No. 309, dated April 19, 2023).


                  Yes                          No














Authorized Representative Signature:                                     		 








Date:         









Appendix 1





[bookmark: _Toc524940173]On-Site Safety Requirements





The below on-site safety requirements should be followed by any personnel carrying fieldwork activities:


· Equipment should be installed in restricted locations with limited access to authorized persons.


· The hardware installation should be compliant to the equipment’s manual and installation components as provided by the supplier.


· Before intervening on sites (Base stations, Switches, Data Centres, Warehouses), interveners should identify all potential hazards to reduce the likelihood of accidents and raise them to the line manager for risk assessment.


· Items of jewellery such as rings, watches and necklaces should be removed as they can catch on moving parts, or when lifting equipment.


· Hazard symbols should never be removed nor covered as this can endanger persons working with the product.


· Whenever a site intervention requires access to an unsafe geographical zone that may risk personnel’s life and safety, the intervener should coordinate with the security responsible prior to his intervention.


· Personnel should abide by the operated equipment’s instructions manual and included safety symbols and admonitions that indicates products-related risks.


· Only safety step stools or ladder should be used for climbing. Swivel chairs should not be used to stand or step on. 


· No smoking, eating or drinking should be allowed on sites.


Hazards and Corresponding Measures for Different Types of Work 


[bookmark: _Toc526945427][bookmark: _Hlk525046750]Data Centers/Switches Hazards





The below safety requirements should be followed by any personnel operating in data centers/switches, to avoid personal injury and damage to tangible property:





· Wires installer should keep the wires protected, and as much as possible out of foot paths or accidental contact with human body. 


· Wires that must stretch across the floor should be covered by special rubber mats.


· Electrical outlets should not be overloaded. At the end of each site intervention, all equipment that are not necessary to remain operational, should be cut off power and related plug removed from electrical socket to prevent possible electrical overvoltage.


· Considering data centers/switches low temperature, personnel entering these locations should be properly dressed to prevent any related illness due to sudden change in body temperature.


· For maintenance, special gloves and material should be used in line with the general international practices for handing related equipment (refer to related equipment manual)


· Data centers/switches entrance should be closed well after going in or out.


· Static wrap connected to the ground should be always worn when working in an environment having electrostatic discharge (ESD) as per the equipment manufacturer recommendation.





[image: C:\Users\williame\AppData\Local\Temp\ALEX_TMP\1002\alex0228.gif]





· Pest control should be regularly executed to prevent equipment and cables deterioration (4 times per year).


[bookmark: _Toc526945428]Working at Height Hazards 





The below safety requirements should be followed by personnel working at Height when climbing towers, mast or roofs:





· [bookmark: _Toc526344669]Always set a proper climbing plan that involves coordination and planning with numerous parties to ensure that everyone is informed and that the work can be conducted with minimal service interruptions and reduced RF transmission levels before climbing the tower.


· When working at heights (e.g. on a mast, tower or roof), make sure no one is allowed to be located below the area where the work is performed.


· No one is allowed to intervene on site alone; each operation on site should involve at least 2 personnel at a time. 


· Climbers should be fully suited with helmet, safety glasses, gloves, jackets, pants, and boots, as well as outfitted with safety harness, lifeline, carabiners, lanyards, rope grabs and tool belts.


· Icy towers should not be operated under any circumstance.


· Personnel working at height should be properly dressed during cold weather.


· Towers’ climbers should not operate at a wind speed greater than 23 mph which is equivalent to 37 Km/p.


· For each specific equipment, the “equipment guidebook” or “instructions for use” manual should be respected by all personnel operating the equipment.


· Personnel in charge of climbing towers have received appropriate full training on climbing techniques, material and safety equipment/apparel use, and handling rescue situations.


· Climbing team is equipped with the needed apparels.


· Climbing trainings should be provided to newly hired personnel in positions requiring climbing on towers. 


· Periodical sessions are be provided to the overall team on the latest techniques and climbing safety measures.





[bookmark: _Toc526945429][bookmark: _Toc526945430]Hazard From Hoisting Equipment





Prior to hoisting designated device, technical team should ensure the following points are all compliant:


· Always check that all parts of the hoisting device are intact.


· Make sure that all hoisting devices are properly stabilized and attached to fixed objects, such as walls or buildings, before hoisting.


· Always hoist the equipment in the specified hoisting points.


· Never walk under hoisted loads.


[bookmark: _Toc526945431]Electric Shock Hazards





This section should apply to products marked with the electric shock hazard symbol. 


Hazard is identified at voltage equal to or above 42.4 V peak or 60 V DC.





The following precautions should be observed when working with electrical equipment:


· The AC mains should be switched off.


· Equipment exposed to moisture should be protected with a tent or other equipment.


· Operating personnel should be familiar with and understand the warning signs on equipment.


· Only tested and insulated electrical tools should be used.


· Holes should be never drilled in equipment, or walls, without ensuring that there are no concealed cables.


· Power cables should be installed according to instructions and labelled.


[bookmark: _Toc526945432]Energy Hazards





Energy hazard is identified at a stored energy level of 20 J or an available continuous power level of 240 VA. This covers Batteries, Capacitors and uninterruptible power systems.





The following precautions should be observed when working with batteries and other units that may present an energy hazard:


· All metallic objects worn, such as wrist watches, rings, bracelets, and so on should be removed.


· The charger power supply should be disconnected until the work is complete.


· Only tested and Insulated tools should only be used.


[bookmark: _Toc526945433]Fire and CO2 Hazards 





In order to prevent choking from CO2 emissions or triggering the FM200 system, fire suppression system should be shut down by the intervener accessing a site (Base Station, Datacenter, Switch or warehouse), in case handwork implicating smoke and fire is associated.


[bookmark: _Toc526945434]Hot Surfaces Hazards





This section describes how to avoid injury from hot surfaces or hot air in equipment.





Depending on the instruction (Caution) labelled on the equipment, some equipment attain high temperatures during normal operation, which can cause burns to the skin if touched without heat protective clothing. Heat protective clothing should be always used when working with equipment containing hot surfaces, or the equipment should be switched off and allowed to cool before starting work.





Same apply to equipment with heater (producing hot air), direct contact with hot air may lead to burns. Therefore, Close contact with the heater air evacuation vent while in operation should be avoided.


[bookmark: _Toc526944861][bookmark: _Toc526945163][bookmark: _Toc526945435][bookmark: _Toc526945436]Heat Hazards





Operations involving heat exposure in outdoor workplaces outside Alfa premises have a high potential for causing heat-related illness. Workers (e.g. site technicians, drivers, personnel performing outdoor work …) excessively exposed to heat (i.e. hot weather and direct sun) can be subject to a range of heat-related illnesses, from heat rash and heat cramps to heat exhaustion and heat stroke. Heat stroke can result in death and requires immediate medical attention. The following measures should be taken to prevent heat-related illnesses:





· Incorporate work/rest cycles


· Drink water often


· Gradually build up a level of tolerance to working in the heat (In a gradual way, increase workloads and allow more frequent breaks)


Personnel should watch out for each other for symptoms of heat-related illness and administer appropriate first aid to anyone who is developing a heat-related illness. The chart below shows symptoms and first aid measures to take in case of showing signs of a heat-related illness.





			Illness


			Symptoms


			First Aid





			Heat stroke


			· Confusion


· Fainting 


· Seizures


· Excessive sweating or red, hot, dry skin 


· Very high body temperature


			· Call 140





While waiting for help: 





· Place worker in shady, cool area


· Loosen clothing, remove outer clothing


· Fan air on worker; cold packs in armpits


· Wet worker with cool water; apply ice packs, cool compresses, or ice if available


· Provide fluids (preferably water) as soon as possible 


· Stay with worker until help arrives





			Heat exhaustion


			· Cool, moist skin


· Heavy sweating


· Headache


· Nausea or vomiting


· Dizziness


· Light headedness


· Weakness


· Thirst


· Irritability


· Fast heart beat


			· Have worker sit or lie down in a cool, shady area


· Give worker plenty of water or other cool beverages to drink


· Cool worker with cold compresses/ice packs 


· Take to clinic or emergency room for medical evaluation or treatment if signs or symptoms worsen or do not improve within 60 minutes.


· Do not return to work that day





			Heat cramps


			· Muscle spasms


· Pain


· Usually in abdomen, arms, or legs


			· Have worker rest in shady, cool area 


· Worker should drink water or other cool beverages


· Wait a few hours before allowing worker to return to strenuous work


· Have worker seek medical attention if cramps don't go away





			Heat rash


			· Clusters of red bumps on skin 


· Often appears on neck, upper chest, folds of skin


			· Try to work in a cooler, less humid environment when possible


· Keep the affected area dry











[bookmark: _Toc526944863][bookmark: _Toc526945165][bookmark: _Toc526945437][bookmark: _Toc526944864][bookmark: _Toc526945166][bookmark: _Toc526945438][bookmark: _Toc526944865][bookmark: _Toc526945167][bookmark: _Toc526945439][bookmark: _Toc526944866][bookmark: _Toc526945168][bookmark: _Toc526945440][bookmark: _Toc526945441]Mechanical Hazards





Protective gloves should be worn when handling equipment with sharp edges to avoid cuts.


Rotating fan blades can cause injury to body parts that come into contact with the blades. Blades in fan units continue to rotate for a period of time, even after the fan has been switched off. Personnel should wait until fans have stopped rotating completely before starting work on or near fans.


[bookmark: _Toc526945442]Radio Frequency Exposure Hazards





Working on towers involves, except climbing, exposure to unseen radio frequency (RF) radiations that are in general designed to transmit and receive RF signals via antennas at various levels of the tower. Thus, working on a tower means installers will always be close to an antenna, with potential exposure to RF Radiation.





Any personnel operating on communication towers should stick to the following safety measures in order to prevent any potential unfortunate incident:


· While on site, no physical change on the radio/transmitter should be performed without turning it off (usually performed during night interventions maintenance window). In case a neighbouring link is not turned off, the intervener should stand behind the antenna in order to avoid unsafe radiation and causing outage. To note that once on tower and working on an antenna, the intervener should be prohibited to shut down the rest of the links since they are carrying traffic.


· All personnel working with the installation and maintenance of transmitting equipment and antennas should have basic knowledge regarding RF safety. They should have been informed or trained to be observant of potential risks of RF exposure exceeding specified safety limits, and be aware of precautionary measures necessary for differing situations.


· Broken or disconnected RF cables can lead to exposure levels reaching, or exceeding, specified safety limits. On site personnel should turn off the equipment before repairing or reconnecting cables.


· Working outside of the main transmission direction of ordinarily configured antennas is in most situations possible, since the RF exposure does not normally reach specified safety limits in these directions.


[bookmark: _Toc526945443]Laser Hazards





Equipment that transmits laser light can cause permanent eye damage. Personnel working with laser equipment should switch off the laser before starting work on laser equipment such as optical fiber and point to point laser links.





Products containing a Class 1 laser, according to “IEC/EN 60825”, are safe to use and therefore have no requirements for cautions or warnings during operation or maintenance procedures.





Class 2 laser are safe because of the blink reflex, as long as no optical instruments are used.





The following precautions should be observed when working with products containing a Class 3 or higher laser hazard symbol:


· Never look into the light emitting end of a functioning optical fiber.


· Use appropriate eye glasses as PPE


· Switch off units producing the laser signal before disconnecting an optical fiber.


[bookmark: _Toc526945444]Chemical Hazards





This section describes how to avoid injury resulting from chemical hazards such as lead-acid batteries and cleaning detergents. Accordingly, all personnel should abide by the below requirements:





· The intervener should use personal protection equipment (e.g. gloves, face mask) where necessary.


· Surplus chemicals and hazardous waste should be dealt with in accordance with the information in the material safety data sheet.


· Workplaces should be cleaned regularly. There should not be chemical spills on the floor.


· Chemical traces should be immediately washed from the skin. 


· Food products should not be stored or eaten in premises where chemicals are handled.


· When working with lead-acid batteries, eye wash facilities, and protective gloves or aprons should be available.


· Open-cell lead acid batteries can give off gases that in the event of a fire can cause an explosion that is likely to be fatal. All battery areas should be adequately ventilated and protected from fire.


· In case chemicals touched accidentally any part of the human body, it should be washed and concerned employee should report immediately the case to medical services and ADM to ensure appropriate measures are taken. 


[bookmark: _Toc526944871][bookmark: _Toc526945173][bookmark: _Toc526945445][bookmark: _Toc526944872][bookmark: _Toc526945174][bookmark: _Toc526945446][bookmark: _Toc526945447]Handling Heavy Goods Hazards





This section describes how to avoid injury resulting from handling heavy goods hazards. Accordingly, all personnel should abide by the below requirements:





· Always wear a helmet and avoid standing in the danger area. Falling objects can cause serious injury or even be fatal.


· Do not create an angle exceeding 90° between lifting straps as this increases the strain on them and can cause them to snap. Overloading, or other wrong use of lifting devices, can cause serious injury to anyone hit by falling equipment.


· Lift the equipment with the aid of a lifting device to prevent injury.


· Secure products with a high centre of gravity as soon as possible to avoid accidents. Unsecured equipment can tip over if not secured properly, causing injury to personnel.


[bookmark: _Toc526344681][bookmark: _Toc526945448]Working with Cement Hazard





When working with cement, personnel should wear waterproof gloves, long-sleeved shirts and pants, and rubber boots high enough that concrete cannot get into them. Workers should also wear eye protection because of the risk of blowing dust and spattering concrete.


[bookmark: _Toc526945449]Arc Welding Hazard


[bookmark: _Toc526945450][bookmark: _Toc526344684][bookmark: _Toc526945451]Electric Shock


To avoid secondary voltage shock, welding operators should wear dry gloves in good condition, never touch the electrode or metal parts of the electrode holder with skin or wet clothing, and insulate themselves from the work and ground, keeping dry insulation between their body and the metal being welded or ground (such as a metal floor or wet surface).



Welding operators should also inspect the electrode holder for damage before beginning to weld and keep the welding cable and electrode holder insulation in good condition. Damaged insulation should be well repaired or replaced before use.
 
An even more serious shock, primary voltage shock, may occur when a welder touches electrically “hot” parts inside the welder case or the electric distribution system to which the welder is connected. Only qualified repair technicians should attempt to service or repair welding equipment.


[bookmark: _Toc526945452]Fumes and Gases


Welding fume contains potentially harmful complex metal oxide compounds from consumables, base metal and the base-metal coatings, so all personnel should keep their head out of the fumes and use enough ventilation. 


Welding areas should have adequate ventilation and local exhaust to keep fumes and gases from the breathing zone and the general area.


Welding operators should also wear an approved respirator unless exposure assessments are below applicable exposure limits.


If the air in the breathing zone is not clear, or if breathing is uncomfortable, the welding operator should check/repair the ventilation equipment... A doctor should be consulted if symptoms from overexposure persist.


[bookmark: _Toc526945453]Fire and Explosions


To prevent fires, before beginning to weld, on site personnel should inspect the work area for any flammable materials and remove them from the area. Flammable materials are comprised of three categories: liquid, such as gasoline, oil and paint; solid, such as wood, cardboard and paper; gas, including acetylene, propane and hydrogen.

The location the fire alarms and extinguishers should be well known in addition to the nearest fire exit.


If welding within 35 feet of flammable materials, on site personnel should have a fire watcher nearby to keep track of sparks, and remain in the work area for at least 30 minutes after finishing welding to be sure there are no smouldering fires. A fire resistant material, such as a piece of sheet metal or fire resistant blanket should be put over any flammable materials within the work area, if these materials cannot be removed.


In an elevated location, welders should make sure that no flammable materials are beneath them, and watch out for other workers below them.


[bookmark: _Toc526945454]Injuries from Inappropriate PPE


Personal protective equipment (PPE) helps keep welding operators free from injury, such as burns – the most common welding injury – and exposure to arc rays. The right PPE allows for freedom of movement while still providing adequate protection from welding hazards. Leather and flame-resistant treated cotton clothing are the most suitable clothing material in welding environments because of their durability and fire resistance.


On site personnel should avoid rolling up sleeves or pant cuffs, as sparks or hot metal will deposit in the folds and may burn through the material. Pants should be kept over the top of work boots. Even when wearing a helmet, welders should always wear safety glasses with side shields or goggles to prevent sparks or other debris from hitting the eyes. Leather boots with 6-to-8-inch ankle coverage are the best foot protection; 


Heavy, flame-resistant gloves should always be worn to protect from burns, cuts and scratches. As long as they are dry, they also should provide some protection from electric shock. 


Helmets with side shields are essential for protecting eyes and skin from exposure to arc rays.
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Appendix 7 - GeneralSecurityRequirementsForThirdParties.docx

Annex A: General Security Requirements for Third Party vendors, partners and Service Providers.


This annex outlines the minimum-security requirements expected of all third parties, including suppliers, service providers, and partners, engaged by MIC1. These requirements apply to any party with access to MIC1’s systems, data, or infrastructure, either directly or through subcontracted arrangements.


1. Compliance and Governance


· The Supplier shall comply with all applicable data protection and cybersecurity laws, regulations, and industry standards (e.g., ISO 27001, NIST CSF, local regulations) as well as GSMA security and privacy guidelines, where applicable and as relevant to the scope of services provided.


· The Supplier shall adhere to MIC1’s security policies, standards, and procedures, as communicated from time to time and any additional guidelines communicated during the term of the Agreement.


2. Access Management


· Access to MIC1 systems, platforms, or environments shall be granted on a need-to-know and least-privilege basis.


· All remote access must be protected using Multi-Factor Authentication (MFA) and established VPN solutions approved by MIC1.


· Supplier shall implement role-based access control (RBAC) and maintain a list of authorized personnel with periodic reviews.


· The use of shared or generic credentials is strictly prohibited. Credential lifecycle must be properly managed, including expiry, rotation, and revocation protocols.





3. Third-Party and Subcontractor Security


· The Supplier shall obtain prior written approval from MIC1 before engaging any subcontractor to perform any part of the contract.


· The Supplier shall ensure all subcontractors comply with the same security requirements as outlined herein.


· Supplier remains fully accountable for the actions and compliance of any subcontractor involved in delivering services under this Agreement.


4. Data Protection and Information Handling


· The Supplier shall ensure all personal, confidential, and proprietary information is protected in accordance with applicable laws and MIC1’s data handling policies.


· All sensitive data must be encrypted in transit (using TLS 1.2 or higher) and at rest (using AES-256 or equivalent).


· Data shall be stored, processed, and retained only within approved jurisdictions. Any cross-border data transfer must be subject to MIC1’s written approval and relevant legal safeguards.


· Upon contract termination or at the request of MIC1, the Supplier shall return or irreversibly destroy all data and provide a certificate of data destruction.


5. Incident Detection and Response


· The Supplier must promptly (within 24 hours) notify MIC1 of any actual or suspected security incident, including unauthorized access, data breach, malware infection, or credential compromise.


· A joint incident response process shall be established for coordinated handling of security events.


· Supplier shall maintain audit logs of all access and security-related events and share them with MIC1 upon request during incident investigation.


6. Audit Rights and Security Assessments


· MIC1 reserves the right to perform periodic security audits, assessments, or request independent third-party certifications related to the Supplier’s services.


· The Supplier must complete security due diligence questionnaires or risk assessments when requested by MIC1.


· Any identified security gaps must be remediated based on a mutually agreed timeline.


.7. Training and Awareness


· The Supplier shall ensure all personnel with access to MIC1 environments are adequately trained on cybersecurity, data protection, and acceptable use policies.


· Annual refresher training must be conducted, and records of completion shall be maintained and made available upon request.





8. Termination, Exit Strategy, and Data Handling


· Upon contract termination or expiration, Supplier shall:


· Revoke all access to MIC1 systems.


· Return or securely destroy all data and assets belonging to MIC1.


· Support transition activities as per the agreed exit plan.


· The Supplier shall certify data deletion within 30 days of contract termination.





9. Liability and Enforcement


· The Supplier shall be held liable for any damages, losses, or regulatory penalties resulting from breach of the above security obligations.


· Repeated or material non-compliance with security requirements may result in contract termination or penalties, as defined in the main Agreement.
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			Pricing Facilitator Guide





			The following should be considered, while quoting the RFT solution:
 1- The bidder shall provide different quotations for the following setup options:
                 a- Cloud-based solution
                 b- Partially hosted solution at MIC1's premises   (components requiring GSMA SAS-SM certification to be hosted on the cloud)
2- Below table must be filled on top of the requested quotations within the compliance matrix
3- Setup price must include all required items to have the feature in question fully functional such as but not limited to HW, cabling, SW, licenses, features, integrations, and services, etc.





			Mandatory





			Item #			Item Title			Item Description			Quantity			Setup + 3Y FOC M&S 			Advanced Technical Training (for 5 persons - price to be provided by person)



CHRISTELLE ABDEL NOUR: CHRISTELLE ABDEL NOUR:
If the training is abroad, the bidder shall cover all travel expenses within the provided quotation			Year 4 M&S			Year 5 - M&S			Transaction (First Download + "X" free re-downloads)



CHRISTELLE ABDEL NOUR: CHRISTELLE ABDEL NOUR:
Supplier to specify 
1- "X": how many times the redownload will be considered as free
2- if redownload is considered for free on same device only or if user can re-download same profile on different devices for free also
3- PPR (Profile Policy Rule)			"re-download"  fee after X free re-downloads			Voucher


			M1			Consumer-1			Consumer use cases on primary devices via physical voucher			1															N/A						N/A


			M2			Consumer-2			Consumer eSIM profiles Year 1 			36000			N/A			N/A			N/A			N/A


			M3			Consumer-3			Consumer eSIM profiles Year 2 			48000			N/A			N/A			N/A			N/A


			M4			Consumer-4			Consumer eSIM profiles Year 3			60000			N/A			N/A			N/A			N/A


			M5			Consumer-5			Consumer eSIM profiles Year 4			75000			N/A			N/A			N/A			N/A


			M6			Consumer-6			Consumer eSIM profiles Year 5			95000			N/A			N/A			N/A			N/A


			M7			eVoucherSystem-1			Digital voucher/eVoucher management system for eSIM profile activation on consumer devices (the number of users to have access to the interface should be unlimited)			1															N/A			N/A			N/A


			M8			DynamicProfile-1			Dynamic and adaptive eSIM profile generation/download based on device/eUICC capabilities.			1															N/A			N/A			N/A


			M9			ElectricalProfile-1			USIM profile			1						N/A			N/A			N/A			N/A			N/A			N/A


			M10			ElectricalProfile-2			5G NSA profile			1						N/A			N/A			N/A			N/A			N/A			N/A


			M11			ElectricalProfile-3			5G SA profile			1						N/A			N/A			N/A			N/A			N/A			N/A





			Optional





			Item #			Item Title			Item Description			Quantity			Setup + 3Y FOC M&S  + FOC training			Advanced Technical Training (for 5 persons - price to be provided by person)



CHRISTELLE ABDEL NOUR: CHRISTELLE ABDEL NOUR:
If the training is abroad, the bidder shall cover all travel expenses within the provided quotation			


CHRISTELLE ABDEL NOUR: CHRISTELLE ABDEL NOUR:
If the training is abroad, the bidder shall cover all travel expenses within the provided quotation									


CHRISTELLE ABDEL NOUR: CHRISTELLE ABDEL NOUR:
Supplier to specify 
1- "X": how many times the redownload will be considered as free
2- if redownload is considered for free on same device only or if user can re-download same profile on different devices for free also
3- PPR (Profile Policy Rule)			Year 4 M&S			Year 5 - M&S			Transaction


			O1			CarrierApp-1			Activation through carrier app - Standalone app			1															N/A


			O2			CarrierApp-2			Activation through carrier app - Embedded within MNO selfcare app			1															N/A


			O3			GenerciQR-3			Generic QR code for onboarding new comers (at airport, etc.)			1


			O4			ConsumerIoT-1			Supporting Consumer IoT use cases			1															N/A


			O5			ConsumerIoT-2			Activation of eSIM profiles on Consumer IOT devices			Step of 10k devices			N/A			N/A			N/A			N/A


			O6			ConsumerIoT-3			eIM module for consumer IoT use cases			1															N/A


			O7			Orchestration-1			one service layer in charge of the full orchestration and  provisioning of MNO systems (HLR, BSS, etc.) facilitating the onboarding of new devices and services and reducing TTM as much as possible			1															N/A


			O8			SMDS-1			Integration with Root GSMA SM-DS			1															N/A


			O9			SMDS-2			Alternative SM-DS			1															N/A


			O10			SMDS-3			Apple Look-Up Server SM-DS			1															N/A


			O11			ES-1			Integration with 3rd party Entitlement Server			1															N/A


			O18			NewComers-1			eKYC solution to on-board new eSIM users digitally			1															N/A


			O19			TestDevice-1			 5 test devices* with embedded SIM to perform the E2E validation and acceptance
*: Devices must be from different manufacturers			5			Price per device 


			O20			TestBed-1			test bed that has the same features and capabilities (but with the minimum capacity) as the real live platform			1															N/A
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MIC1

Mobile Service Lebanon

The Lebanese Republic

Mobile Interim Company 1 sal

Alfa is the brand name owned by Mobile Interim Company 1
SAL which is managing the first Lebanese mobile network for
the benefit of the Republic of Lebanon / Ministry of
Telecommunications.

Alfa plays a pioneering and pivotal role in the digital
transformation process in Lebanon by leading innovation,
employing technology to serve society, and laying the
foundations of a customer service culture based on digital
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sustainability and trust.

Public Tender

1.1 Contract Summary
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Name

Procuring Entity

Mobile Interim Company 1 sal

Procuring Entity

Parallel Towers, block A, Barbar
Aboujaode street,Dekwaneh, Beirut
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Submitting Bids

Address Lebanon ol «chg

Registration ) )

Number and Baabda /72514/ September 4, 2002 2002 Jsbl 4/ 72514/ Jamy | Joaweiil) e Wi g a8

Date

Bid/tender Parallel Towers, block A, Barbar il Sl codgm sl gl ol i) ¢35 iy duablial) o gis

Address Aboujaoude street,Dekwaneh, Beirut o S8 341/
Lebanon O = -

; Labliall g gu
Bid/tender eSIM NEW SOLUTION eSIM NEW SOLUTION £
Subject Bl 3all/
Contract ..
Awarding Public Tender 430 gac duailic a0 A3y )k
Method:

Type qf C.ontract Services Cilada A tal £ 68
awarding:
Validity of the 6 months at least as of the final date of . Dol el A A - doe Jun Y | 1 g el dada s
Proposal’ submission of proposal 2ol el el G e 6 el 0o I S 2
Bid/Tender i 2 . L
) | Olana

Security? 5,000 USD 125,000 wasdl ¢
Bid/Tender i Gz dada Baa
Security Validity | 28 days as of offers end of validity date. oAl dnBla el ae ge g U (e 052 28 .

. 3La
Period?
Performance o Siad) S e O 43851 s
Guarantee? 10% of the contract value 28 (e %10 b} G
Opening Price oald) pUEsY) jw
(Specific to N/A - 4 -
Public Bid) - (asand) B3 all
Award Criteria: Best technical and commercial scoring Ll s LS JuadY) i el sl Y
Location for Ladl o) i) 2 daia 55 SSIV) AS L)) o3 iba 2N ¢l
Obtaining . . el e A dale (S s @ s
Bid/Tender MIC1 website, PPA platform, Email s ) gyl
documents
Location for MIC2 MIC2 | pasall i ¢isa

Location for Bid

Parallel Towers, block A, Barbar

M.I\_,Sﬂ\ cbéﬁﬁiﬁﬁt)\.ﬁmi@,\d‘ s‘j)}\:\d;ﬂ\‘)g

Itender Aboujaode street, Dekwaneh, Beirut e wagal) anll (lSa
Evaluation Lebanon Ol ey n
Execution Period | Maximum of 2 months i 3aS el 2 45 5.4
Contract ) T
Currency usb Ja Abel) dlas
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- 30% down payment Sl 2283 %30 -
- 40% upon delivery, 45 days from sl 2l e La 5y 45 caidiill vie %40 -
invoice receipt. o Gy 45 (PAC) <sall Jsill xie %20 -
Payment of - 20% upon provisional acceptance 5 sl 2D 5&_‘,“@)
Contract Value® (PAC), 45 days from invoice receipt. . T ¢ ’
- 10% upon Final Acceptance (FAC), e G 45 32 (FAC) Sl d sl e %10 -
45 days from invoice receipt. RPT IS
' Article 22 of the Public Procurement Law C.HABE =34
2 Article 34 of the Public Procurement Law C.ABE =34
3 Article 34 of the Public Procurement Law .53 =35
4 Article 35 of the Public Procurement Law .G e 37

5 Article 37 of the Public Procurement Law
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MIC1

Mobile Service Lebanon

Strictly confidential

Request for Tender:

eSIM New Solution

Section 1

Special Provisions for Bid Submission and Contract

Awarding

Article 1: Identification of the Contract and its Subject

1-

MIC1 issues, in accordance with the provisions of the
Public Procurement Law, by means of a sealed
envelope, a request for tender for the contract
awarding of an eSIM NEW SOLUTION in accordance
with this Tender document and its appendices, all of
which are considered an integral part thereof.

In the event of any conflict between the provisions of
this Tender document and the provisions of the Public
Procurement Law, the provisions of the Public
Procurement Law shall apply.

The contract awarding shall be published on the
central electronic platform of the Public Procurement
Authority and on the specific website MIC1
(https://www.alfa.com.lb/en/businessopportunity),
and through any means determined by the Procuring
Entity.

Appendices to the Tender document:

Appendix1: Technical specifications and
compliance/scoring sheets:

- eSIM_RFT-Compliance Matrix

- eSIM_RFT-Scoring Sheet

- eSIM_RFT-Appendix1

- BOQ

Appendix 2: Declaration/Undertaking document
Appendix 3: Integrity Declaration

Appendix 4: Bid Security Letter

Appendix 5: Non-Disclosure Agreement

Appendix 6: Supplier Compliance Form

Appendix 7: General Security Requirements for Third
Parties

This Tender document can be accessed, and a copy
thereof can be obtained through
RolloutPurchases@alfamobile.com.lb and it shall be
also published on the central electronic platform of
the Public Procurement Authority.

The provisions of the Public Procurement Law and
other applicable regulations apply to this Bid/Tender
document.

Article 2: Bidders Eligible for Participation in this

Contract

Bidder should be a manufacturer of eSIM, whether
international or local, should be in business for at least 5

Js¥) andl)
Akl sluly gl ankiy dald alSaf

S gdagag dial) an3
bl diylg el chill Gals Sy Gy (MICT) (el
sy 385 €SIM NEW SOLUTION il diailia o giall

e Ba ¥ B LIS i ) 4l oy 13 Lag 20
aladl chuil) (ygila alKafs 1aa Jag pill g G\SAT cpy (oa)ladl) die
alall ehall gl JKaT gl
Ay SN Aaid) e (BleY) e a1 ) Bed
G omlall i SN alsal e dlall el A (sl 2S5l
MIC1
(https://www.alfa.com.lb/en/businessopportunity)
ALl dgal) Laaass Al (gl by
Logpdll iy ol e
:dll Glaalgall o1 o8y galdll -
- eSIM_RFT-Compliance Matri
- eSIM_RFT-Scoring Sheet
- eSIM_RFT-Appendix1
- BOQ
sgaill syl Aiise 12 3y Gald) -
Aaill sl Misa 1 3 8y alall -
o) Ol zisai 14 68y Galdl -
Non-Disclosure Agreement :5 a8, sl -

Supplier Compliance Form :6 o3, saldl -

General Security Requirements for :7 &, saldl -
Third Parties

de B o Joeanlly 130 bgpdll s e ¢ ILY) oSa

i WS RolloutPurchases@alfamobile.com.Ib (.

alad) oyl B (gal ASall A SV daial e

GAY) Ll alall eyl 56 2\ST 138 dag il by le 3k}
s dae )

dadall odgs 1EY) agd mgamall O guajlall :

Bidder should be a manufacturer

:1 Balall

2 salall

of eSIM, whether

international or local, should be in business for at least 5 years
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eSIM New Solution

years and must have a valid SAS-SM certification for all
components included in the proposed solution. Bidder
should have a proven experience and should submit the
related list of references in similar eSIM projects executed
and successfully completed with other operators
(minimum 5). Bidder shall also possess his own HSM and
in case physical vouchers will be provided, the bidder must
produce the plastic cards using one of the following
options:

Own plant, which is SAS certified;

Third-party printing facility, which is SAS certified. The
bidder must have a teaming or joint venture agreement
with this facility;

Third-party printing facility, which is not SAS certified.
In this case, the bidder must submit, in addition to the
teaming or joint venture agreement, a Secure Printing
Service Agreement along with supporting documentation
to demonstrate equivalent security controls that will be
applied between them.

Article 3: Method of Contract Awarding
1. Contract Awarding is conducted through a public
tender based on the best technical and commercial
scoring.

The provisional award is given to the bidder accepted
administratively and technically, who has submitted
the best total price for the contract.

If prices are equal among bidders after giving the
10% preference to Lebanese goods according to
Article (15) here below, the tender is re-conducted
through sealed envelopes among the bidders
themselves in the same session. If they refuse to
submit new quotations or if their prices remain equal,
the winning bidder is determined by drawing lots
among the bidders with equal offers.

The RFT requirements set within this document and
its appendices will constitute part of the
contract/agreement to be signed with the winning
bidder upon contract/project award and will be
binding for both parties.

Article 4: Conditions for the Participation of the
Eligible Bidders

1- Bidders shall meet the following conditions, declared
in accordance with the required documents in the
First section of this Article mentioned below as (First:
Envelope No. (1) Administrative Documents and
Transactions):

and must have a valid SAS-SM certification for all
components included in the proposed solution. Bidder should
have a proven experience and should submit the related list
of references in similar eSIM projects executed and
successfully completed with other operators (minimum 5).
Bidder shall also possess his own HSM and in case physical
vouchers will be provided, the bidder must produce the plastic
cards using one of the following options:

Own plant, which is SAS certified;

Third-party printing facility, which is SAS certified. The
bidder must have a teaming or joint venture agreement
with this facility;

Third-party printing facility, which is not SAS certified. In
this case, the bidder must submit, in addition to the teaming
or joint venture agreement, a Secure Printing Service
Agreement along with supporting documentation to
demonstrate equivalent security controls that will be applied
between them.
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That there is no proven violation, by the bidders, of
professional ethics generally accepted and
stipulated in the relevant provisions, if any;

That they have the legal capacity to enter into the
procurement contract;

That they have fulfilled their obligations to pay taxes
and social security contributions;

That they have not been convicted, neither their
directors nor employees involved with the
procurement process, by a court decision of any
criminal offence - even if the verdict can still be
appealed - related to their professional conduct or
the making of false statements or
misrepresentations as to their qualifications to enter
into a procurement contract, or corrupting a public
procurement or a contract awarding process, or
have not been otherwise disqualified pursuant to
administrative suspension or debarment
proceedings, or have been in a situation of exclusion
from participation in public procurements;

That they are not the subject of legal proceedings for
insolvency or bankruptcy, or were declared bankrupt
by a court of law;

That they have not been convicted by a court
decision - even if the verdict can still be appealed -
of usury or money laundering;

That they have not participated in the decision-
making process of the contracting authority or have
any conflict of interest, or any material interest
linking them to any of the decision makers;

Any other conditions set forth by the contracting
authority in the tender documents that are
commensurate with the required works;

Certificate from the Ministry of Economy proving
compliance with the provisions of the Law on
Boycott of Israel for foreign companies (added by
Law No. 309, dated April 19, 2023).

Declaration of the economic beneficiaries
(according to Law No. 309, dated April 19, 2023).

The bid must be submitted clearly and unequivocally
without any deletion, alteration, or modification.

The bidders state in their offer that they have
reviewed this Tender document and its
complementary documents and have obtained a
copy. They accept and undertake to adhere to all the
conditions outlined therein without any reservations
or exceptions. The bidder submits their offer on this
basis and affixes financial stamps worth one million
Lebanese pounds covering all the documents (a
copy of the declaration is attached to this document).

Any bid containing reservations or exceptions is
rejected.

The bidder mentions in their offer a clear address
and place of residence for prompt communication.
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It is worth highlighting: Bidder is informed of, and
undertakes to abide by, the legal requirements of the
Republic of Lebanon concerning the Boycott of Israel
in accordance with the law dated June 23rd, 1955.

Therefore, Bidder shall not hold Israeli nationality, or
be domiciled in or resident of Israel, or work for it,
directly or indirectly, or represent or act for, in any
way, directly or indirectly, the interests of Israel or an
Israeli entity. Bidder shall not have any main or branch
factories or assembly plants or offices in Israel, and
shall not participate in any Israeli business. Bidder
shall not license its name, trademarks, manufacturing
or technological patents to any lIsraeli individual or
entity, and shall not provide any technological
assistance to any Israeli business.

In addition, no person holding Israeli nationality or
domiciled in or resident of Israel or working for it
directly or indirectly or representing or acting for, in
any way, directly or indirectly, the interests of Israel or
an Israeli entity may be employed or used, in any way,
directly or indirectly, by the Bidder in the project
subject to the RFT. Bidder is explicitly obliged to take
into consideration this requirement in the allocation
and management of its personnel resources,
employees, contractors and subcontractors for any
activity or solution or mean whatsoever linked to
Israel and contributing to the project subject of the
RFT.

Any time the Bidder violates such requirements and /
or any direct or indirect relation between the Bidder
and Israel is brought to MIC1’s knowledge, MIC1 shall
immediately exclude the Bidder from the RFT process
or terminate the PO/contract without the need for any
judicial or extra-judicial proceedings and without
incurring any liability whatsoever to the affected
Bidder / Bidders and / or any third party.

(Killing Factor)

First: Envelope No. (1) Administrative Documents and
Transactions
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A- General Conditions:
tBasgal) dalad) Jag ) —f

1- Undertaking Letter (Declaration), according to ) Bansal 34
the attached form, signed and stamped by the | (x Dsgaas Bisa @iyl zsaill (385 (mopaill) 2gaill QS -]
bidder, this Undertaking includes the bidder's i
confirmation of their commitment to the price and | + @bk & salall
the validity of the offer. A financial stamp of . L
1,000,000 L.L. is affixed. sl il plal) a8 cagal) s -d-d 1,000,000

. M)

2- Commercial Circular specifying the authorized sl b
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3- Legal Authorization: If the offer is signed by
someone other than the person authorized to
sign according to the commercial circular, it must
be notarized by a notary public.

4- Police Record of the Authorized Signatory or his
‘legal representative”, not exceeding three
months from the bid opening date.

5- Partnership Contract legalized by a notary public
if required.

6- Registration Certificate before the Directorate of
Value Added Tax, if applicable, or a certificate of
non-registration if not subject to it. In the latter
case, the bidder commits to their bid price even if
they become registered for VAT during the
execution period.

7- Registration Certificate issued by the Ministry of
Finance — Department of Revenue.

8- Certificate issued by the Ministry of Finance
proving the bidder's compliance with tax
obligations.

9- Clearance Certificate from the National Social
Security Fund “comprehensive or valid for
participation in public tenders and bids” valid on
the date of the bid opening session, stating that
the bidder has paid all his subscriptions (the
bidder must be registered before the National
Social Security Fund and any statement
mentioning the phrase “unregistered institution”
will be rejected).

10

Certificate issued by the Municipality, proving full
payment of municipal fees by the bidder, issued
by the municipality within its jurisdiction based on
the commercial registration certificate.

11- Comprehensive Certificate issued by the
Commercial Register showing founders,
members, contributors, or partners, authorized
signatories, the manager, capital, the bidder's
activity, and ongoing liabilities.

12- Certificate issued by the relevant authorities
proving that the bidder is not in a state of
bankruptcy.

13- Certificate issued by the relevant authorities
proving that the bidder is not in a state of judicial
liquidation.

14- Bid security as required in the specific Tender
document of the procurement project, in
accordance with Articles 34 and 36 of the Public
Procurement Law.
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15- Declaration from the Bidder identifying the romlall sl (S8 BLE e A \@WM
economic beneficiary/beneficiaries according to | _awh jaids (ajlall 138 S elgu 3pilia je o) 5yilia 5yguamn
Form M18 issued by the Ministry of Finance (any | ~
natural person who owns or effectively controls (@m Kl
the ultimate outcome of the activity practiced by .
the bidder, either directly or indirectly, whether (Slaal) calal (Law Slsa [ L8) Canpail) il oo s -16
the bidder is a natural person or a legal entity.) RPRIEENR

16

Copies of ldentification Cards (ID/Passport) for | . .- _ . ol alilay e g -
the economic beneficiary/beneficiaries. s S (e Sl [ dust) 2 02 Gt o17
17 Sy a8l Aol g aiBle & (a)lal) e s () pa)lal)

Copies of Identification Cards (ID/Passport) for

each person representing the bidder (those | _za3dll o Syiaall Uil Jiea (1908
acting on behalf of the bidder in their relationship )

with the contracting authority: legal (eertie a8l
representative, representative of the legal entity, . . g e .
or authorized signatory). Gr) bl JE (e Jpeadl iy Bige dalil) ol e -18

18- Integrity Declaration Document signed by the

bidder in accordance with the prescribed format (B
(attached herewith).
B- Special Conditions Regarding the Subject of the didall goaga daldl) g Hdll — o
Contract:
1- Technical/Professional Qualifications i “/; qum\ Mgl -1

1- Certificate from the Chamber of Commerce,
Industry, and Agriculture confirming that the bidder Oaylall Oi cufh delyilly delically slacll 482 (e 83 —1
is engaged in the activities related to the subject of
the contract, valid as of the date of the bidding | Al duls &)l dalla cddball ¢oiage Jlac) ey
session and valid for participation in public tenders.

2- Clearance certificate from the Order of Engineers. Aagand) & Glidall Gl Bl dallag
3- Clearance certificate from the Contractors .
Syndicate. cOpedigall B8 (e dad Belp =2

4- |SO certificate.

o . . el Dl pe dad Belp —
5- Certificate of good execution and completion for Clgladl B e b 3ol =3

similar projects in terms of size and type. o) salgs —4
6- Technical proposal according to the required )
specifications in the appendix (1). silly aaall Cua (o dliles apliial Jlavly 2i s B2lgs -5

(1) Galdl b dslladll ilialsall Gy il el =6

In addition, envelope 1 should enclose the following

documentation: ) lasially @5 (1) a8 Gl iy o oy el ) ZalaY

I- A cover letter, in 3 copies, addressed to MIC1 i ) e . .
showing the Bidder’s interest in submitting the plaal gaiam MICT () dage s S35 g oy s —1
offer_to thg RF_T (whe_re the. name of.project 8S | &g il aul 3 A Gua) Lailiall Y gl andiy iajlall
mentioned in this RFT is explicitly mentioned) duly ) i L ) i
signed and stamped by the authorized | “= asifay aise (madaly Jh Ladliall 4 )< g8 LS
representative and listing the documents | | =i il 0 ]l Fedl LE - Yy
enclosed whether in hard or soft copy. The cover ol 485d] u; g ] J8 Oe e
letter should also mention the names of partners | clad K& o s W40 i€l das 5 degalae A cailS

if any) that are participating under the umbrellaof | . . ._ .. .. . . . TP
ghe chnpany in%uestipon. ° A A58 Allae o (lsng ) oA elan] Lol iyl
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2- The complete version of the filled compliance
matrix is not needed in hard copy, only on CD in
both excel and PDF versions including bidder
logo.

3- The cover letter, however, should confirm that, in
case selected, bidder commit to deliver according
to the complete compliance matrix submitted as
part of the technical response on the CD.

4- No need to share a hard copy version of the
executive summary or technical solution; it can be
only part of the technical submission on CD.

5- 3 labeled CDs with the complete Technical Offer
to RFT, in WinWord, Compliance Matrix in MS
Excel and in PDF format with company logo,
unpriced BoM in MS Excel & supporting technical
documentation in WinWord or PDF format.

6- A Bid Bond amounting 5,000 USD from the
participating bidders’ bank to MIC1 is requested.
This bid bond is ruled by article 34 of the Public
Procurement Law dated July 19%, 2021 and is
considered as a major condition for the
compliance to this Tender document and
selection criteria. The validity of the Bid Bond
should be 28 as of offers end of validity date as
per article 4.2.17.

No prices even Free of Charge (FoC) term shall be
mentioned in the technical offer envelope whatsoever.

All submitted documents should be signed and
stamped by the bidder.

C- In case of the participation of a foreign bidder, the
bidder must comply with one of the following
conditions:

1- is part of a coalition that includes at least one
Lebanese company that meets the conditions
required by the specific Tender document of the
procurement project.

2- The personal presence of the legal representative of
the company to participate in the procurement
proceedings.

3- Has an authorized agent or representative in
Lebanon responsible for signing the contract on its
behalf.
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In addition to the above conditions, the foreign bidder

must submit the following:

1- Certificate registration of the company or certificate of
establishment issued by the relevant authorities in
their country.

2- Certificate from the Lebanese Ministry of Economy
and Trade confirming compliance with the provisions
of the Law on Israel Boycott.

3- The required certificates according to paragraph
(First) above, according to the laws of the country
where the bidder is located, provided that these
certificates are authenticated according to the
regulations of the competent authorities.

For certificates issued without an expiration date, the
validity date of each certificate is determined
according to its nature, not exceeding six months
from the date of the bid opening session.
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Second: Envelope No. (2) Price Proposal

The bidder shall submit a price proposal. The price
proposal should be enclosed in a sealed envelope, labeled
with the name and reference of the tender and signed by
the bidder, in accordance with Annex No.(4). The price
proposal must include individual and total prices in US
dollars, written in both numerals and words, without an
alteration, deletion, modification, or addition not signed for
it. The price includes taxes, fees, and expenses of any
kind. If the winning bidder is subject to value-added tax
(VAT), the bid should provide a detailed breakdown of the
price, including the value added tax. In case of
discrepancy between numerals and words, the bid will be
based on the amount written in words, and any price not
written in full numerals and words will be rejected.

Envelop 2 is labelled by the “Lot 1 RFT reference-
Commercial Offer & the Bidder ‘s name”, and should
include:

A- 2 copies of the Commercial/lFinancial offer
summary showing the high-level deliverables and
their prices (detailed pricing/BoQ should be
included as soft copy on CD only) duly signed by
the authorized signatory and stamped - in
Hardcopy. Thus, the commercial/financial
submission should be limited to the summary
sheet (2 copies) of the attached “BoQ7; all
remaining sheets and detailed BoQ should be put
on the CD.

2 labeled CDs with the complete price list in MS
Excel Softcopy with formulas and equations
clearly applied along with the filled commercial
sheet — BoQ

The commercial proposal should include the prices for the
requirements set within this RFT along with the following
mandatory requirement:

e 3 years free of charge (FOC) support.

e Years 4 and 5 to be quoted separately in the form
of percentage (%) from the initial solution price. In
case the bidder proposes a yearly lumpsum
amount, MIC 1 has the right to apply this amount
after year 5 and until the end of life of the proposed
solution (Hardware and Software).

Bidders must strictly comply with all the requirements
above mentioned in article 4. Any Bidder which fails
to comply with any of the requirements listed in article
4 above will be immediately disqualified.
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e 3 years free of charge (FOC) support.

e Years 4 and 5 to be quoted separately in the form of
percentage (%) from the initial solution price. In case
the bidder proposes a yearly lumpsum amount, MIC
1 has the right to apply this amount after year 5 and

until the end of life of the proposed solution
(Hardware and Software).
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Article 5: Collective proposals or joint tenders (Article ) ) .
23 of the Public Procurement Law) (P} sbdd) O il8 (e 23 Balall) ASHidial) (g al) 1§ Salall
Several suppliers, service providers or contractors who N S ST B S
) X ; Slglaa o) cila : g el & :

meet the technical and legal requirements of this Law may Cilslin sl lasd padie 5l (pfpebae I g )i A ‘)—\ue,u‘ Sl
participate in the execution of this procurement project, | «)si o bays el ehyil) (il (pe Aigilally A3all dag pall agad 5T Chae
provided that they appoint, under a partnership contract or
a joint venture agreement, a lead partner who represents
them jointly and seyerglly, signs on their behalf: _and gl CijJ oabimilly JISHL uedine agfiay Wiagta Lusdi) 15_,Ju Jaxll
whose acts shall be binding to them. All partners are jointly ) ) . .
and severally responsible, without exception, towards (the | sk ¢l (50 algsue oLl piea G5S ()) o cagal) dllac] Cajuaiiy
Procuring Entity) in the implementation of the conditions R R T a lealle ekl (o yLadl deal)
stipulated in this Tender document. In this case, specific | & 29 -8 s 38 pguiase (B Galuailly JASHll (lal) dgall)
documents will be required to be submitted by each coale JS (e Baaa (3l aadl dals s 6 Cag ¢ (Allall oda
bidder.

oSl sl 3aas (joint venture) ASjide Adls) o) ASHE Mo Canse

In the event the Bidder submits a Joint Tender or is . P S f. A . . . .
otherwise structured as a Consortium or Joint Venture | S2%4 g3, 3l DUIS a5} S350 Lae apl) pate il Jla (2
with any other legal entity, the Bidder shall be strictly | .. (gl L 33) AS)d AR anali Al ikl ¢ AT Agil ol & &
required to submit a Partnership Agreement (or o .
equivalent Consortium/Joint Venture Agreement). (e g puaf D) 48U

This- -Agre_ement shall constitute a manda-tm_'y | @J g laally LBl ) o cdosalil) Aula) Adig ABLEY) oia J<i
administrative document and must be included within - -

Envelope 1 of the Tender Submission. Non- ) el dlaiu) ae ) lganddi ade (gai - paal) auadi qilh
submission will result in the administrative non-| .. .. ey s £ ¢ O R U U |

responsiveness of the Bid. Ll Lple G J‘fbm\” e 45 dasial) LAY 055 O =
The submitted Agreement must be duly notarized or | (Al alSal ¢ (1 cAalua all of g duaiiall dgal) opilgal g

otherwise legally attested in accordance with the laws L . . .
of its governing jurisdiction and shall explicitly | &U5s «(glaSyny 42U 3l cdph JS dapluag (3lailly @l Ao
stipulate, among other provisions, the purpose and gedaly Alghesa Jgaa ) ALY «iludlly £ L)
scope, contribution of each party, management and ’ )
governance of the agreement, repartition of profits
and losses as well as a clear responsibility matrix.

In addition to the aforementioned provisions, the | idl) of cild) (aall pita o ca codke By gShall alaly) L) ddlayls
Bidder must demonstrate the underlying Partnership P G Tt s
Agreement: Al As)yil)
1. Has_ been f(_)rmally gs_tablished_ and fli O Clgin 5 08 B Y Baal i JSdy Aoty Gaw slaal.
continuously active for a minimum period of 5 | ™ .
years prior to the Tender closing date. celdaad) M)
2. Has been effectively utilized to secure and o N ‘new fur % om s . oh
Crana (&Y 4léa 2afg eSIM el duflady Ciaddlial. ¥
implement at least 1 similar eSIM solution &) e 4 8y d> 2y Ol Allady e
within @ mobile network operator's | cilgall m dadly Cilighuay GUad 2aa aa (Jlgn Al Jada ddy
environment, with a clear scope and ey s . . . ..
responsibility matrix between the entities. The - sl 1R Al dasla Gly pnll papl) pdla (o i dpiadd)
Bidder must provide supporting | (Killing Factor
documentation evidence to substantiate this
claim

(Killing Factor)

Atrticle 6: Requests for clarification (Article 21 of PPL) }
The bidder may request a written clarification regarding | ¢ Hée s hagyall 8s Jon (bt pliatinl clb pasi (ajlall G
the Tender document within (10) ten days from the date of | i Llay1 (4Ll dgall cormgyall A Al e ol yie (@
submission of proposals. (The Procuring Entity) shall S ( - ’ )"A; s c—u ) o e: )&_ ’
respond within (6) six days prior to the deadline for | zba¥) days .pagyall ansl Jleil) acgall (e ol dw Ji gi0 dlgs
submission of proposals. The procuring entity shall,
without identifying the source of the request, communicate )
the written clarification to all bidders to which the procuring | (& (e 21 saldl HISS ) (Gadaig el Gilalay 40)LAN dgal) agiag) cpdl)

(Al el (gilh oy 21 Balall) zlaiad) il 16 Salal)

Cnlall g ) ellall ol Bsa 3383 (5 (ge cdie il b (il
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entity has provided the bidding documents. The provisions
of Article 21 of the Public Procurement Law apply if the
administration deems it necessary to make amendments
to the Tender document for any reason, whether initiated
by the administration or in response to a clarification
request from one of the bidders. In all matters related to
holding meetings with the bidders, (the Procuring Entity)
may, if necessary, schedule a specific date for potential
bidders to inspect the site.

Article 7: Validity of the Proposal (Article 22 of the
Public Procurement Law)

1. This Tender document determines the validity of the
proposal 6 months at least from the final date of
submission of proposals.

Prior to the expiry of the tenders' validity period, the
Procuring Entity may request bidders to extend the
period for an additional specified period of time. A
bidder may refuse the request without forfeiting its
tender security;

Bidders that agree to an extension of the validity
period of their tenders shall extend the period of
effectiveness of bid securities provided by them or
provide new bid securities to cover the extended
validity period of their tenders. A bidder whose bid
security is not extended, or that has not provided a
new bid security is considered to have refused the
request to extend the validity period of his tender.

A bidder may modify or withdraw its tender prior to
the deadline for submission of tenders without
forfeiting its bid security. The modification or notice
of withdrawal is effective when it is received by the
procuring entity prior to the deadline for submission
of tenders.

The validity of the offer shall be extended in the
event that the Complaints Authority orders a
prohibition period of procedures in accordance with
the provisions of Chapter 7 of the Public
Procurement Law, for a period of time equivalent to
the prohibition period. The bidder shall extend his
bid security period accordingly.

Article 8: Bid Security (Article 34 of the Public
Procurement Law)

1. The bid security for this procurement is determined
at an amount of 5,000 USD.

2. The validity of the bid security is determined by
adding (28) twenty-eight days to the validity of the
proposal.

3. The bid security is automatically extended until the
Procuring Entity decides to return it to the bidder.

4. The bid security shall be returned to the winning

bidder upon submitting of a performance guarantee
by this bidder, and to the bidders who were not
awarded the contract within a period of time not
exceeding the date of the contract’s entry into force.

G (@Y Lagall iy e el eha) 531 al)) Jia 8 pld) o)l
IS (g comimlall aa) (e pdke bl Gallal A o Lgie b ) O
se (Ll dgal) S8 LS gramlall g cilelany) S Gl L

sal) Llaal Cplindl) Gumlall (fine 2 ge s L)

(plad shid) O il8 cpa 22 Balall) (sl duadua 5aa:7 Balall

Sl ol e 6680 (mpall dadla e 138 Lagydll ay 2aad 1

gl aaal

Lo by sloail J ccpamplall el o 4lall dgall oK

oy el (g 5adae 4Ll saal 55al) Gl Jpaie ¢ cagaiag e

e e Bjalas (53 (e k) @il

lsdes O pgangpe Lndla 858 waa o (sl Gl pajlall e 3
Bauia (agye lilea 19ad8 () 5l (Lamgiall clileca duadla 55
Olan 3363 ol (Y Gajlall ik L g yal) Andia s i s
B aad il 8y 38 4l cas (me Glaa w3k ol 3 gl caage

wal gl sesall Jd amay of o acae Jia of Gl oKa
(EEEWW ulk ji d:ma:\“ u‘ss:g duaye uLA..A E)JL.A.A Q‘sJ U‘J‘)‘J‘
asil lgil s gal) U8 )Ll dgal) i Ladie (Jgeall (gl o pell
gl

(plad) bl 93t ha 34 Balall) Gl Glaca:8 Balall
Ji (e Baame 5 lehaY) dead Jla 8 Lsa (el £adla 20
sl @lldg calall el (53 (pe galudl Juadll HISaT (385 Ll V] A

(Aladl eyl (351 e 34 5aLall) (el Glana, Sl Tas

125,000 flees daiall 03¢l (aped) Glava 2aa) .1

Loy cppiey 40ld [/28/] Al (mpell (o 2adla 500 238 .2
oyl s e e
ol ) asale] 5 of () WD Gapad) pleda Jsrie 23
My el e leca 4w die oHldl ) el Glas a4

i) 3 ey laleadl Alga B aill agale Gug Al Cpa)lal
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5. In case the supplier did not commit to his offer and | j . s b G ) by dmyn ysdl) il ol Jla 35
refused to proceed with contract signature or scope - - o
of work execution, within the approved upon validity | 83bas sis ¢lgale Gl (ayall Ladla 58 aa Jaall Gl i
period of the offer, the bid bond will be confiscated. el Glaca

6. If the bid bond was delivered to the bidder, and a . ) )
performance bond has been submitted, and in case | ¢ 288l s Glaca waii &g cpalall ) Gyl glaa alis 313 .6
of offer cancelation by the bidder within the . . L. " . . .

b dad Jaa el Jd ¢ bl Jls
approved upon validity period of the offer or after cardl dada B8 - ‘d*ﬁ e Gl T ds
contract signature or PO issuance, MIC1 has the | MICT 1 sy colpill jal jlaal ol diall xdgs dan o) lgale (3éial)
right to apply the penalties clause and to seize up to L . ) e
20% of the performance bond. Oma Glaa dadl 0 720 ) doms Lo Balians ciligiall 2 gl

- Ll
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Article 9: Performance Guarantee (Article 35 of the

Public Procurement Law)

1.

2.

The amount of the performance guarantee is set to
ten percent of the contract value.

The performance guarantee shall be submitted
within a period not exceeding (15) fifteen days from
the date of signing the contract. In the event of
failure to submit the performance guarantee, the bid
security shall be forfeited.

The performance guarantee remains frozen
throughout the procurement period. Any fines,
violations, delays, or damages caused by the
winning bidder are directly deducted from it without
prior notice until the winning bidder fulfills all
obligations.

The performance guarantee shall be returned to the
winning bidder upon expiration of the procurement
period and the completion of the final acceptance,
which takes place after the administration ensures
that the procurement has been conducted in
accordance with the regulations.

Article 10: Method of Guarantee Payment (Article 36 of

the Public Procurement Law)

The bid security as well as the performance
guarantee are paid either in cash to the Treasury
fund of the contracting authority, MIC1, or by an
irrevocable letter of guarantee issued by a Lebanese
bank or any other bank approved by Banque du
Liban, indicating that such security is payable upon
request and presented in the name of eSIM NEW
SOLUTION for the benefit of MIC1.

Substituting guarantees with a cash check or a
receipt issued by the Treasury, related to a
guarantee for a previous contract, is not acceptable,
even if it has been decided to return its value.

Article 11: Submission of Bids

1.

The bid shall be placed in two sealed envelopes,
with the first containing the required documents and
transactions specified in paragraph (First) of Article
4 above and the second envelope, as required in
paragraph (Second) of Article 4 above.

Each of the envelopes should be labled as follows:

- Envelop 1: “Lot 1 RFT title RFT reference
number- Technical Offer & the Bidder ‘s name”.
This envelope should enclose the bidder’s
administrative papers as well listed above in
article 4.

- Envelop 2: “Lot 1 RFT title RFT reference

number- Commercial Offer & the Bidder ‘s
name”.

(pld) ehdd) O g8 (1o 35 Balall) 2diTY Cpun (laa 19 Balall

Leall dad e %10 Ay 2wl s Glaa dad 2aa3 L]

Luad [[15]] sslamn ¥ 858 P 2wl s Gleda wdt a2
Olosa ad@s e ) da Gy el adg 20 e gy e
ol plaa il il (s

8dlie die auady cailill 20 Jlgha 13ane 2l s Glan Aw .3
s dhe sl clillaa o cilahe et 8 Ll Gile Gsag
lasall JalSs Ala) s () plall oy )

Alany) alaily aslil) sae elgiil aay afiledl ) 2l us leca sl 4

gl Gy 5yn anstill of e BIY) BB 2 g W Sl

(Alad) slpl) ¢y 5ith (3a 36 Balall) cliladal) gbs Aiah 10 5akal
Gotia M add Lok L) 2l s e WS Gapal) Glaa 058 -
g3mll 8 5 Jsema oloca S Cingar Ly (MICT 8Lail Aol
i gdall B adl (s Gl Cipean (00 U Cipema g y3lia cie
llal @SIM NEW SOLUTION auls apall (flaci iy ccllal

MiC1
e had il sl hpemr ity clilell e Lalanyl da Y -
e 3 5 B OIS ) s ARl Bhha el e A333)

cagd) asadi 111 Balal)

Clatiaaly G J3Y) Qe (pasise (e e Gajl) guan 1
R ) g eodhel Ayl 5oLl e (V) 2l g8 Auslladl)
Ardl) 5Ll (e () 21 5 cosllae sa LS el 0l (2) &)
ke
A (AN e ) dpans g
‘Lot 1 RFT title RFT reference number— :(1) <l -

Technical Offer & the Bidder ‘s name”.

Caydl axid Alay) Gh) e Wad GO 1as Jady of
A sl b Sl 5)5€0al)
‘Lot 1 RFT title RFT reference number— :(2) <l -

Commercial Offer & the Bidder ‘s name”.
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2. The two envelopes specified in paragraph (1) of this | . - sl o3a e (1) 59380 3 Legd R O e 2
article shall be placed within a unified third envelope b. 2 oo (1) 24 ¢ <= © ) S
when submitting the sealed bid, addressed to MIC1, | e JSu Yy aub Ogiras agide el w38 die dage GG Dl
Parallel Towers, Dekwaneh, Beirut, Lebanon. This | .. . ... . L ey elbe ¢ Aaial . .
third envelope should only mention the tender subject. | ~** DL Sl A Ble &l 0 iy « | grase o oplls
ghlts srt1_ould bekdone wti:houtthangdd(;ffering phraste? OF | sSig ¢ mpall (iady dlilla cany Gl g cdilgic o) dtbia of ()l PAN

istinctive markers such as the bidder's name, status, | . ) - .
or address, under the penalty of bid rejection. The Qlll sban §)Stu o igulal) Aoy ansall U e LS
information on the unified envelope should be MICT ) 4as xic 4dde oall
computer-printed on white stickers attached to it when i o S ) T
presented to MIC1. Jeso 0 o+ S BeaY Japii Aagida RFT clle (585 o) iy .3

3. RFT envelopes must be sealed with a large adhesive bl ] S5 ey RET e Sl
tape. Envelop must hold RFT Reference and title el el S5 Os2 Clyies gaon S
without mentioning the bidder’s name.

4. Bids should be sent either by regular or express mail sl ‘D”L““ "55\”. ) dirall palal sl plall syl Aalsy (g al) dusi 4
or delivered in person directly to: Mobile Interim Company 2
Mobile Interim Company 2 Procurement Department
Procurement Department Attention: Mrs. Christelle Samra
Attention: Mrs. Christelle Samra Address:

Address: Bashoura 1526, Fouad Chehab Avenue
Bashoura 1526, Fouad Chehab Avenue Beirut Central Building

Beirut Central Building Blocs B and C

Blocs B and C Beirut. P.O. Box 175051

Beirut. P.O. Box 175051 T: +961 3 800111

T: +961 3 800111

5. The deadline for bid submission shall be determined | ) e ade (aiy e (385 (gl wail Jlgil) segall 303 .5
as per the announcement relateq to this contract, el Aigd L3l Ay SN Aaidll e odially cAiteall olg:
published on the central electronic platform of the y
General Procurement Authority. It is set to 21 days | duls e e (56<) dadliall BUa) 7yl e L 21 2 laaass &, alad)
from tender’s launching date (The bidding session . . e
shall be scheduled immediately after the bid reception (sl Jnd Hlee elgnl i Dsé o300
period ends). o WYL Ll 5 48 8 Jhalks Gl Blal 4eadl 35 .6

6. The Procuring Entity provides the bidder with a receipt . . . - ) s
indicating a serial number, along with the date and Ay seilly asally deblls (el alud F0)ls
time of bid receipt. e Jiy cdijug 4Dy Gl Gl Lylall deall Laalsd L7

7. The Procuring Entity shall maintain the bid's security, ¢ M ¥ UA}J UA. oo ’ i
integrity, and confidentiality, ensuring that its content cJgeadl g asid aay V] elgine e & OUY)
is not accessed except after opening it in accordance sl | oLl deall ddim o Az
with the established procedures. pal Al segall an dylall dgad 4—4ng sax & A0V .8

8. Any bid received by the Procuring Entity after the el (Gl (el ) Lagisa alad i ¢ag yal)
deadline for bid submission will not be opened,; e . Y A .
instead, it will be returned sealed to the submitting | 95 o= il cad aals ae Ge S a2 o) pa)lall G Y .9
bidder. amg e

9. The bidder is not permitted to submit more than one
bid, under the penalty of rejecting all their bids.
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Article 12: Opening and Evaluation of Bids
1. Bids shall be opened by the tender committee

sagall aniiy b 112 salall

specified in Article 100 of the Public Procurement | 08 O 100 sl & lgie ageaiall aibll Liad (ag el B8 .1
Law. The_ committe_e is responsible fqr revigwing the agyall aniiy iy ahill Cile duh Duas A58 Cua alall o]l)
tender file, opening and evaluating bids, and ST o .

consequently determining the most suitable offer. | s& st 383 dale dula 8 @llyg V] (apll yaan bl
This process takes place in a public session held . | i A
immediately after the deadline for bid submission. ) ) ol gt Al

2. The chairman of the committee and each of its | sl & 4slgn o A o) Wilael o IS oy Lalll Gty e .2
members must recuse themselves from their duties | :_ e s s e
in the mentioned committee in the event of any | & ) lhaddl b gliagl o oy G @y Jla (8B5Sl
situation involving a conflict of interest or the bl gy didyma ysh iy cadd g o l)
anticipation of such a conflict, immediately upon | i e o e
becoming aware of this conflict of interest. sacluall Y1 dals 5l @ld Ge ehpds AlanY) wilil) all K .3

3. The tender committee may seek the assistance of | _y _y Do i ellvg colia®®y) vie Iy 3l avisil
experts from within or outside the administration to 5 ] gl e s Sy el el o ) e
aid in technical and financial evaluation when | alSsl ) 83Y) Z)& (e elpall HLEs) acady (4L dgall (s
necessary. This decision requires approval from the AT
competent authority within the Procuring Entity. The relall el 08
selection of external experts is subject to the | dulll auli 1,5 O ped 3 Vs pelec o ally Lyud) ohall o5l 4
provisions of the Public Procurement Law. i . . i TR . R

4. Experts are bound by confidentiality and neutrality in | ¢¢5=° Sayy ddle lgie lnady o) ) leslae (B 1SHLE o )
their work. They are nc_)t _aIIowgd _to dec_ide on behalf i elpal) e g LS L Linal) cilgall U8 (e #pilly ¢ Landll
of the committee, participate in its deliberations, or j o )
disclose its proceedings publicly. They may be called el jumsa () Labll Ak Al ol 6
upon to provide explanations and clarifications to Lolel clyal) 32 il eloac) ol N1 4 cplall s
relevant parties. Additionally, experts are requiredto | = e ] o= 5 @‘ue. d "A S
submit a written report to the committee, which is il Cll Cillase gume (g) 324 Lgilac)
mandatory and becomes part of the tender minutes. | . . - e .

5. In case of disagreement among committee members, pazidl pgliadd ol aibl dbee (8 GO Guiajlall gaend Gy -6
decisions are made by a majority vote, and any | s alall el die U (e casaiall Clhall (3ad LS ¢ Jpadl] =R
dissenting member must record the reasons for their .
objection. oyl b s

6. All participating bidders or their authorized (U ) Cons g yall C—““ 7

representatives, in accordance with the regulations,
and the delegate appointed by the Public
Procurement Authority have the right to attend the bid
opening session.

7. Bids are opened according to the following

A uv».cb Baa UJ:’ UAJLQ X J&}Aj\ ga‘)léj‘ kel Uad ?35 -1
Adalall A8V Qg 38y ellyy dasall 8 pSladl e
cOmaplall i)y dualal) il e dlail)

procedure: ) e .

1-  The outer unified envelope for each bidder is | ¥ oasaia) Lyl Sty &Gl) (1) o) BBl (b 2y -2
opened individually, and their name is \3:"4-“3@&:‘5335‘} glladl) cilativeall 3 g (e Zahl) s2lal) 3
announced among the participants in the tender, . . -
following the sequence of serial numbers | & <Ll Galagalls ASE Glsidall Cpcalall eland (Dlefs paatl
recorded on the external envelopes delivered to NI
the bidders. ) e Ol

2- The envelope “No. (1) - Administrative | JS (ulul o) (Gl gl = 2) &) GOl (md a3

Documents and Transactions” (mentioned in the
above Article 4) is opened, the required
documents are sorted, and a preliminary check
is conducted to determine and announce the
names of bidders accepted in form and qualified
to participate in the comparative price
statement.

3- The envelope “No. (2) - Price Proposal” is
opened (on the basis of each group/category
separately according to its order) for the
accepted bidders in form, each individually.
Necessary calculations are performed, and the

S IS Olpiall prmplall (L o B3 o Ciiafie sana
as¥ el (s AP Lubiall il clialy 2 o
ol OIS Jla 8 diladl) dedll Ao dpjuall 4 Ly (ajle (S

ccigal AL aud Mely 435le sha 1gd ol lnla
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10.

11.

12.

13.

total price for each bidder is recorded, including
the value-added tax VAT if the bidder is subject
to it. This is done in preparation for the
comparison and announcement of the name of
the winning bidder.

The tender committee corrects any purely
arithmetic errors discovered during the
examination of the submitted bids, in
accordance with the provisions of the Tender
document. The corrections are immediately
communicated to the concerned bidder.

The tender committee, at any stage of the tender
procedures, may request in writing clarifications from
the bidder regarding information related to their
qualifications or their bids to assist the committee in
verifying qualifications or examining and evaluating
the submitted bids.

The proceedings of the bid opening are documented
in writing in a minutes signed by the head and
members of the tender committee. A list of attendees
is prepared, signed by the participants from the
Procuring Entity, the General Procurement Authority,
the bidders and their representatives. This serves as
evidence of their attendance. All information and
documents related to the session's proceedings are
entered into the procurement proceedings register,
as stipulated in Article 9 of the Public Procurement
Law.

requests or permissions to make any substantive
changes to the information related to qualifications or
the submitted bid are prohibited. This includes
changes for the purpose of turning disqualified bidder
into eligible bidder or changes aiming at making an
invalid offer a valid one.

No negotiations can take place between the
Procuring Entity/the tender committee and the bidder
regarding information related to qualifications or the
submitted bids. No changes in the price are allowed
upon requiring a clarification from any bidder.

All correspondence conducted under this article is
recorded in the procurement proceedings register
according to Article 9 of the Public Procurement Law.
If the information or documents provided in the bid
are incomplete or incorrect, or if a specific document
is missing, the tender committee may request in
writing a clarification from the concerned bidder on
their bid or request the submission or completion of
information or relevant documents within a specified
timeframe. All correspondence must be in writing,
respecting the principles of transparency and equality
in treating bidders in written requests for clarification
or completion, while considering the provisions of
paragraph 3 of the second clause of Article 21 of the
Public Procurement Law.

lgoand ol Leadi€s dimne dylos olhal Gl i) dind m8 38 —4
SV laaiaill iy gyl iy JSAY Ty daliall (g el
(S8 S el a)lal)

Gl o canll) clebal dala (e dlajye 81 (A canhil) diall (Se
obts sl adlage i) lagled) oLt claliad (alal) e Lt
LBl g el (and o DBl e Kl b Lgiaclud camg e
ey
eliacly iy dsle alyy suane 3 Lhd (g pel) i 3lEy J3d
as 0 sl Lgple aBsy Hsumall atY piagi LS ot i
elld &y o e agalfians cpuimlally caladl oyl Ay 4)Lal dgal)
Lla) piligy dabeiall G5y ilaglaall US z55 . anysuan e L)
bl Ol 3 9 salall & ade (ageaiall chlll Clela) Jaw
alal
Slasledll B Sagn oo &l sk zladl ol shal Gl (Ko Y
S el il i3 b Ly cplaall el 5f cDlagally daleial
Cigise e Gae e sl Mhse Guinlall (e Shge Gl (a aa
g Lgiie bl
Galally bl Aial of ALall dgall o liaglia G5 Sha) oS Y
oale @l n pliatad il B} el & us Gl shal eae Y
lehal dam 3 Balall 038 Caagar (a3 ) Dbl puan 238
bl ehyall (56 (e 9 Balal Cany o]l)

ol Al papal) b dedidl it o cilegleal cil€ s b

o Lad ) bl diall joas Aiae Aay bt Jla b 5l Aikls
JuSind o mai ll o e Jon Claning Sieall Gl
058 o Jayd Baias duia) 558 DA Alall i Giligh 5 cilasleall
O Aalaall b lgloaally L8laal) (salaa plinly dulad Sl 8IS
ASaT Blelye aas bl JLeSin¥) o maagl) cilill & cpalall

clad) il (g e 21 Balall (e (SBH i) (40 3 852l
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Article 13: Bidder exclusion

The Procuring Entity excludes the bidder from the tender
procedures due to the bidder offering benefits or having an
unfair competitive advantage or due to a conflict of
interests, as specified in either of the two cases outlined in
Article 8 of the Public Procurement Law.

Article 14: Prohibition of Negotiations with Bidders
(Article 56 of the Public Procurement Law)
Negotiations between the Procuring Entity or the Tender
Committee and any of the bidders regarding the bid
submitted by that bidder are prohibited.

Article 15: Domestic preferences (Article 16 of the
Public Procurement Law)

Contrary to any other provision, proposals containing
goods or services of national origin may be given a ten
(10) percent ratio preference over proposals containing
foreign goods or services. Preference shall be given to
proposal components of national origin.

Article 16: Lifting of Banking Secrecy

Upon submitting the bid, the bidder is compelled to lift
banking secrecy regarding the bank account where any
amount of public funds related to this procurement is
deposited or transferred, pursuant to Council of Ministers
Decision No. 17 dated May 12, 2020.

Article 17: Cancellation of the procurement and/or any
of the procedures thereof

The Procuring Entity may cancel the procurement and/or
any of the procedures thereof at any time prior to the
dispatch of the notice of award to the winning bidder, in
cases specified in Article 25 of the Public Procurement
Law.

Article 18: Regulations related to Abnormally Low
Bids

The Procuring Entity may reject a proposal if it determines
that the price, in combination with other constituent
elements of the proposal, is abnormally low in relation to
the subject matter of the procurement and the total
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Article 19: Acceptance of the successful tender (or
provisional award) and entry into force of the
procurement contract

1. The Procuring Entity shall accept the successful
proposal in accordance with the provisions of
paragraph (1) of Article 24 of the Public Procurement
Law.

2. After the successful proposal is ascertained, the
procuring entity shall dispatch the notice of award to
the bidder that presented that proposal, and
simultaneously publish its decision to accept the
successful proposal (provisional award) that comes
into force at the end of the standstill period of ten
working days starting with the date of the publication
that shall contain, at a minimum, the following
information:

a- The name and address of the bidder presenting
the successful proposal (winning bidder);

b- The proposal total value or, where the successful
proposal was ascertained on the basis of price
and other criteria, the contract value and a
summary of other specifications and relative
advantages of the successful proposal;

c- The duration of the standstill period in
accordance with this paragraph.

3. Promptly after the expiry of the standstill period, the
procuring entity shall dispatch a notice to the winning
bidder requesting the signature of the contract within
(15) fifteen days.

4. The competent authority in the procuring entity shall
sign the contract within (15) fifteen days from the
signature thereof by the winning bidder. This time
limit can be extended to (30) thirty days in certain
cases specified by the competent authority.

5. The procurement contract shall come into force upon
signing of the contract by the winning bidder and the
competent authority before the contracting authority.

6. Between the time when the notice of provisional
award is dispatched to the bidder concerned and the
entry into force of the procurement contract, neither
the Procuring Entity nor the winning bidder shall take
any action that interferes with the entry into force of
the procurement contract or with the performance
thereof.

7. If the winning bidder fails to sign the contract, the
procuring entity shall forfeit his bid security. In such
event, the Procuring Entity may either cancel the
procurement or decide to select the next successful
proposal from among those remaining in effect, in
accordance with the criteria and procedures set out
in this Law and in the bidding documents. In the latter
case, the provisions of this article shall apply mutatis
mutandis to such proposal.
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Section 2
Special Provisions for the Contract
and its Execution

Article 20: Costs and Stamp Duty

- The contractor all bear all stamp duty and fees
required in accordance with the applicable
regulations and laws resulting from this commitment,
including the value-added tax (VAT).

- The contractor shall pay the financial stamp fee of 4
per thousand within five business days as of the date
of notifying him of the contract certification and 4 per
thousand upon payment of the contract value.

Article 21: Execution Period

The execution period is set to a maximum period of 2
months starting from the date the contractor receiving the
notification of the commitment certification or given the
work commencement order.

Article 22: The contract value and the conditions of its
modification (Article 29 of the Public Procurement
Law,

1. The allowances agreed upon in the contract shall be
fixed. Any modification and review thereof shall not
be authorized unless such modification and review
are approved during the contract execution, in
accordance with the conditions for amendment and
revision in exceptional cases specified in Article 29
of the Public Procurement Law.

2. The conditions of announcement provided for in
Article 26 of the Public Procurement Law shall be
taken into account upon modification of the contract
value.

Article 23: Contract Execution and Acceptance (Article
32 of the Public Procurement Law)

1. Goods, works and services shall be received by the
acceptance committee referred to in Article 101 of
the Public Procurement Law. The committee shall
submit its report within (30) thirty days, starting from
the date of submitting of the acceptance request by
the contractor.

2. The acceptance of consulting services shall be
made by the entity supervising the execution of the
contract, if any.

3. If the nature and size of the project requires more
than (30) thirty days, the committee shall justify the
reasons thereof in writing and make its suggestions
in this regard, provided that the time limit does not in
all cases exceed (60) sixty days starting from the
date of submitting of the acceptance request by the
contractor.

4. Acceptance shall occur in two stages: provisional
and final. It can be done once or in stages, with each
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stage covering part of the commitment (adjusted
according to the nature of the project and the
method of acceptance).

5. The acceptance time limit shall be stipulated in the
terms of the contract.

6. The acceptance shall be made in accordance with
Article 101 of the Public Procurement Law.

Article 24: Subcontracting (Article 30 of the Public
Procurement Law)

1. The main contractor shall personally execute the
contract and shall remain liable to the contracting
authority for the execution of all the terms and
conditions thereof and shall be forbidden from
subcontracting the entire contracting obligations to
other parties.

2. (For contracts of works and services)

The contractor may contract a subcontractor to
execute part of the contract, which shall not exceed
50% of the contract value. The contractor shall
seek a prior approval for subcontracting from the
contracting authority, which shall reach a decision
of approval or justified rejection within a specified
deadline of no more than 2 days from the date of
submission of the request. Once such period has
expired, silence of the contracting authority shall be
considered as an implicit decision of acceptance.

3. The provisions of this tender document shall apply
to the subcontractor.

Article 25: Supervision of the execution and
statements of works (Provisions of Article 31 of the
Public Procurement Law)

First: Supervision:

1. In works contracts, and in other contracts that
require supervising such as services and
manufacturing contracts for the benefit of the
contracting authority, supervision shall be carried
out in conjunction with the execution of the required
works in such a way as to ensure the continuity of
work and achieve the required specifications and the
desired results before the date of provisional
acceptance.

2. Supervision shall be carried out by the person
designated by the contracting authority from among
those having the competence, experience, and the
ability to conduct periodic follow-ups of works, from
inside the contracting authority, or from outside the
contracting authority, where appropriate. The
supervisor shall then be contracted in accordance
with the provisions of the Public Procurement Law.

3. A supervisor shall submit periodic reports on the
progress of work and the execution thereof and
notify the contracting authority of any violations or
irregularities occurring at the work sites.

4. The supervisor shall come to the work site in a way
to ensure the relevance and the continuity of work,
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check statements of works, attend the process of
handing over work sites and the provisional and final
acceptances, provide an opinion regarding the
suggestions of the contractor and the required
modifications to work, offer suggestions as to the
execution of work in a more appropriate manner,
and submit a relevant report to the contracting
authority in order to take the appropriate decision.
The supervisor of work shall bear personal
responsibility for any failure to fulfill the obligations
thereof under this Article and shall be subject to the
penalties stipulated in Chapter 8 of the Public
Procurement Law.

Second: Statements of works:
The terms of the contract shall determine:

1. The obligation of submitting statements of all goods,
works and services by the contractor, and the
obligation of validating such statements by the
contracting authority.

2. The maximum time limit within which the contractor
should prepare such statements, and the approval
or modification time limits thereof by the contracting
authority.

3. The maximum time limit within which the payment

order must be issued.

Article 26: Accidents and Responsibilities

- The contractor bears full responsibility for all risks
and accidents that may affect others and employees
under their authority during the execution of the
works. They are also considered responsible for all
damages to the administration's facilities resulting
from and during the execution of the works, and they
must take all measures to prevent them.

- The contractor is responsible for repairing any
damage to the administration's facilities resulting
from the works they carry out.

- In the event of a violation, the administration takes
the necessary actions at the contractor's expense,
and the costs are deducted from the performance
guarantee amount.

Article 27: Payment of the Contract Value (Article 37 of
the Public Procurement Law)

1. The contract value shall be paid after its execution
thereof in US dollars, by virtue of 30% down
payment, 40% upon delivery - 45 days from invoice
receipt, 20% upon provisional acceptance (PAC) -
45 days from invoice receipt and 10% upon final
acceptance (FAC) - 45 days from invoice receipt,
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Article 29: Reasons for the termination of the contract
and the results thereof (Article 33 of the Public
Procurement Law,

First: Debarment

The bidder shall be considered to be debarred if they
violate the terms of the contract or the provisions of the
Tender document, and after a warning to comply with all
obligations had been formally sent thereto by the
contracting authority, within a (5) five to (15) fifteen days’
time limit, and if such time limit expires without compliance
by the bidder. Debarment of the bidder shall be considered
a reason for breach of contract without notice, and the
debarment provisions stipulated in paragraph 1 of section
“Fourth” of article 33 of the Public Procurement Law shall

apply.

Second: Termination
1. The contract shall be terminated without notice in
any of the two following cases:

A- Upon the death of the bidder if they are a natural
person, unless the contracting authority accepts
to continue the execution of the contract by the
heirs thereof.

B- If the bidder becomes bankrupt or insolvent, or
if the company is dissolved, in which case the
provisions of paragraph 2 of section “Fourth” of
article 33 of the Public Procurement Law shall
apply.

2. The contracting authority may terminate the contract
if the bidder fails to perform any of its contractual
obligations as a result of the force majeure.

Third: Breach of contract
1-  Shall be considered reasons for breach of contract
without notice the following cases:

A- If the contractor is sentenced by a court of law
for any crime of corruption, collusion, fraud,
money laundering, terrorist financing, conflict of
interest, forgery, or fraudulent bankruptcy, in
accordance with applicable laws.

B- If any of the cases referred to in Article 8 of this
Law applies.

C- Ifthe contractor loses the legal capacity thereof.

2- Ifany of the reasons stipulated in paragraph 1 of this
section leads to a breach of contract, provisions of
paragraph 1 of section “Fourth” of this article shall

apply.

Fourth: Results of the termination of the contract

1. If any of the cases of debarment or breach specified
in Article 33 of the Public Procurement Law is
applied, or in case of the contractor's bankruptcy,
insolvency, or death and failure to continue the
execution of the contract by the heirs thereof, the
provisions of section “Fourth” of Article 33 of the
Public Procurement Law shall immediately apply,
contrary to any other provisions.
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2. No compensation shall be due for the services | .. 1 . s3iiall Jasd) S il ciledl) g g G B Y -2
provided or the works executed by any person ) .
convicted for any of the crimes stipulated in | Sl e "' &l 53l & lgle (agaiall wihall (e (b el i
subparagraph “a” of paragraph 1 of section “Third” o - g - " N T ¢
of Article 33 of the Public Procurement Law. rolad) eyl 058 e 33 Babell e B 10 S

3. The decision of the termination of the contract and | () slall ddalul g <) adgal) e alidy Sl elgul H)g Lah -3
the reasons thereof shall be published on the )

contracting authority website, if any, and the central plall eDall da ol B35S )all A XYY diaiall oy 205
electronic platform of the Public Procurement
Authority.

Article 30: Deduction from a security (Article 39 of the (plad sb&d) O gl a 39 salall) Glasall (e g UaidY) 130 Salal)

Public Procurement Law) ) . . o o .
If, during the execution, the contractor becomes liable for del) Jogpdy plSad lanks cle gho 3480 Bl (b 3l (e i 1)
a certain amount, in accordance wjth the pro_visions ofthe | ) sl seeas 2l Cpum lava (po ilall 138 ¢ Uil s8lal) ddalid Ga
terms of the contract, the contracting authority shall have - Gt e e e o
the right to deduct such amount from the performance | (¥1) &Rl plSY Ly ASU el Jads ol 13 (Aiine 830 (pana gliall JWaS)
guaraqtge and. requir_e the bidder to compensate it within ) ehal g6 e 33 Baldl) e
a specified period. Failure to compensate shall lead to the
debarment of the contractor, in accordance with the
provisions of section “First” of Article 33 of the Public
Procurement Law.

(ew\ epdd) 068 40 Eal.d\) slady) :31 salall
Article 31: Exclusion (Article 40 of the Public

Procurement Law) oS diny jaa @M SIS e @M Akl e slady) ST gl
The exclusion provisions apply to the contractor plad) bl G5l e 40 salall dule cai Wl Gy Sl

considered in default or against whom a judicial judgment
is issued according to the provisions of Article 40 of the

Public Procurement Law. 58l 335al) :32 salall
Article 32: Force Majeure saall 3 bl (90 il 82l e dalag Al Cag )l cilla 13

If exceptional circumstances beyond the control of the (Gsaal) 3y)aY) o ddad Bygemrg s lgaym o)) ddle Cangiy aaakll
contractor prevent delivery within the specified period, the L. - N . . .
contractor must immediately present them in writing to the st Lead) 5l Lelsd Agal g Bl juafly Gall laans Lol s Al
(relevant administration). The administration alone has the -QL'IJ\ 138 d la)al CJ**’J“ azilal)
right to assess the circumstances for acceptance or )
rejection, and the contractor must comply with its decision

in this matter. Qg :33 sl
Article 33: Integrity bl ehyall (93 e 110 8ol HlSaf gk
The provisions of Article 110 of the Public Procurement

Law apply.

oalsieyly (gs<adl 134 Balal)

Article 34: C(l)mplain.ts and (.)bjectio.ns . ' ol Galiey) aladl sl A Glly S L (& (5 dia (55 S 3
Every party with standing and interest, including the Public ) T R s iy
Procurement Authority, has the right to object to any Slead) Ga Gl 4l gl oadiad 5l 033T an 5l e 1B ) shal &

explicit or implicit action or decision taken, adopted, or 8 ASY lallie (e eaiall il Aludl dlspal) b ol Aliaal
applied by any of the procurement entities in the stage ) . L L i - )
preceding the contract's effectiveness, and which violates Juadll AlSa] gadaig calall o] yill dalaiall dalal) tgalially alall o) )al)
the provisions of the Public Procurement Law and the aeN] Elelal s oo Ll a8 Al ol el e asldl
general principles related to public procurement. The oalied) Slebal g8 Ol e 0 Bt Ll 058 e
provisions of Chapter Seven of the Public Procurement Olalpe ) i K& cpad Agall (6)0d Galae s L Jganall
Law apply in this regard, and the objection procedures e e )
specified by the State Council shall be followed until the plall 2Ll 5l B lgie pasiaidl
establishment of the Appeals Authority as stipulated in the

Public Procurement Law.
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Article 35: Competent Judiciary cllall sladl) :35 salal
The Lebanese judiciary alone is the competent authority

to consider any dispute that may arise between the o oSe D IS b il mllall gajall g8 2ang Al sladl) o)
administration and the contractor due to the execution of

Y1 138 388 el e iilalls BIY) Ca o
this contract.
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Article 36: Health, Safety and Environmental

€ 0. Aty Ay Laval) cilialgal) 136 3alal)
Specifications

e i c@inlly ALully daaall A8l devia) cila ad W5 lecal

To ensure that the proposed products and services
bidders are compliant with HSE culture, bidders should
state basic HSE specifications and compliance
information:

e Bidder shall provide the product’s specifications
that have an environmental impact (power
consumption, gas emissions, etc...)

e Bidder shall provide the product specifications
that contribute into preserving the environment
(made of recycled material, ozone friendly, low
volatile organic compounds, etc...)

e Bidder shall provide the product’'s specifications
that contribute towards the health and safety of
the users (ergonomic design, safety features, etc)

e Bidder shall state the safety measures being
followed by personnel performing the work on
Alfa’s sites (1ISO45001 certification, specific best
practices, etc...).

e Bidder shall provide the product’s life cycle data if
available.

@y Sl clblanly el d8la $Dlgind < Gualall e ang
sl oyil dla 3 (AT cilyiise

slae e o e gian el GIS 1) L gl gaaplal) Lo Gy
gl CLSyall dimitie il Jadis «0g )30 Winay s
Al e Llial) 8 aalis gal @ilujlas (gly 3yl

Gly Ol ey el isall ppaad S5 Gpialall e
aiadll g daaa e S5 oAl julea

A J8 e Al L) Slelya) maagh Gguialall e caay
13)) 1ISO 45001 salgs lls 3 Lay Wll aBlgn Ao (slany o3
clasylaall Jumdly (Aadas il

Bygia CuilS 1Y) aiiall Bl 8)50 Cilaglan ol Gpaylall e

Gilaslaay Lonlu) d8lly Ll daall clialse Gla (pucaylall
L Jley)
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Article 37: Information Security Specifications
For (K) marks, these highlight Killer Points)

e The Bidder shall commit to refrain from offering
any product / equipment which can cause security
threat or information leakage that jeopardizes
MIC1 network security. (K)

e The Bidder shall accept that MIC1 runs a
vulnerability scan on the proposed solution prior
to issuing the acceptance and in case any
vulnerability is found, the Bidder undertakes to
take the necessary actions to remedy such
vulnerability within 15 days from its notification.
(K)

e The Bidder shall mention the security standards
adopted/followed in designing the proposed
solution.

e The Bidder should specify if it has acquired the
ISO27001 certification or any other equivalent
security certification and submit with the Offer a
copy of such certificate.

o The Bidder shall not hard code passwords in the

proposed solution. (K)

e The provided application should run without the
need of root (unix) and / or admin (win) privileges.

e Source code of proposed application should be
owned by MIC1.

e System shall allow generation of user, operator as
well as alarms logs. (K)

e Solution and storage shall be sized to host history
logs for at least 1 year back.

e The Bidder should submit a data flow diagram and
schema of the solution architecture.

¢ In case of online payment, the Bidder shall use
encryption. (K)

o The Bidder shall harden systems servers / storage
before being published online, and describe
hardening aspects applied on each type.

e The Bidder shall describe security checking and
audits performed on the designed solution prior to
putting it on the market.

e The Bidder shall change default errors / messages
and configuration.

e Application should support role-based access,
specific privileges per user (i.e specific access to
application modules and reports)

e Database should support restricted access per
user or groups to data (i.e access per field or per
table, ...)

clagleal) el cilialga 137 salall

Ol daefilatia (gl aa e g LV AlENT Gayel) a3e o i

Lo cctlaglaall i gl i) a1 (grimna o mag M (535 8

- (K)Lhall MICT 3 el g

gand shali MICT o ob dis o el p3ie o Cdg

Gl e ogiall Jla by - dgilllaal U daial) e na¥) il

5yl o3a Aalleal Lo DU Clehay) A3l ayall alhe 2gahy cbiis

(K)ojas) (30 a2 15 DUa 2l

[oasinall Sl LYY Dulas S o sl atke o g
i) il pped g8 daiial

Balgd o duan B GIS 1) Lo wand (apal) adke o
sl 335 of e o L) il gl sales o 527001 1SO

Balgdll sda (e ddu

ol (a0t 50 QLS Grami asiy of Grapall pdial jeaa Y

-(K)aa sl
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EECTIST TR )
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Baa () agan Al e Culing Cumn (380l aas a3

AN e aslg e

Lliag bl Gl by auy il (aall adie o

. asanail)

osdil) aladi) (el sk e cang ccu i) e adall o)) die

- (K) oW ezl

Ji ,aall ciang [ dlsal) dadil (peant Gl atke o i

Sl IS e dihad) el nY) Chas pe i miYL dluags

) Gy eV sl Sllee Chay Gl adie o i

alell dsle U8 el e el

[ Ll Zilaidl) piad) cilalae) Jaaet (sl adie e

sl ¥ Uaal) Jilayg

e 2l SLaaYly Jomagly oSaill Bals am of Guball e i
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Encryption shall be used in all communications /
interactions between systems, especially if the
communication is through web access. Web
based access shall always be used through
HTTP+SSL. (K)

Each user shall have only one account / profile to
access data.

Least-privileges should always be specified on
nodes / applications.

Pseudocode flow chart shall be provided by the
Bidders.

The Bidder should commit to improve solution /
systems information security weaknesses
whenever needed or highlighted by MIC1
information security team. (K)

rn bl ) Jgeagl) aui clilall s2e 8 pex o s

Jsaal o il Jis J Jsmashl Jia) e ganallyl parsinal)

o(ver elily

On Olelall [ Jlat¥) liles puen b sl ot iy
Ly camag iyl e a Jlai¥) (IS 1) Aaliy cdalady)

(K) cusll e allaill 1) Jgemsll HTTPSL U555 alasiad
Jomasll Lo aaly Cupal Cile [ ol @Dl axdiine IS e Cany

RERCI |

[ s IS Dsthall ciladball e (V) sl aass Wil sy
ULl (3855 Jadada ausy d (amgpall (edie e iy

. (pseudocode)
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Appendices
Appendix (1) (1) A k)
Technical Specifications / Contractor's Duties / oSk [ Asgllaal JlasYl Gl [ arikall cilialy [ Asidl) cilaalsall
Statement of Required Work / Areas to be Cleaned / oL A
Zilasl) Lay [ lgalaid cislaal)
Categories / Quantities _u wl [ _/ i ‘,1. .
For participation in the tender (eSim New Solution) (eSim New Solution) a 4 d)aau
Appendix (2) (2) 2y Galall
Declaration / Undertaking 2gai [ ppal
For participation in the tender (eSim New Solution) (eSim New Solution) ati 3 &jaa
I, the undersigned ... | sl sl ) ul
acting on behalf of the establishment/company |
............................................................... , choosing a place s . .
UV I all, fiaal
of residence at ... , Region SSAas - & e
............................. , District .........ccccceeeeuveeee.,  Street
......................... L PIOPEMY ey | e Al e 285
Phone number , Office | dakhaia
.......................... s Fax o S 3 TP
e Cevecnnnnnnnnansnnns ;ﬁ\.@l\ eﬂ‘) .................. Slla
| acknowledge that | have reviewed the Tender Document LSt

containing the undertaking, special administrative and
technical conditions for participating in this tender, which |
have received a copy of.

| hereby declare that, after reviewing these documents,
which cannot be ignored under any circumstances, and
the details of the required work, | undertake to accept all
the conditions stated therein and for the duration of the
offer validity specified under Article ... of this Tender
Document, and to abide by and fully implement them
without any reservation or objection.

| further declare that | have submitted this commitment to
participate in the following categories/groups:

| also declare that | have set the prices and accepted the
provisions listed in this Tender Document, taking into
account all the tender conditions and the challenges of its
implementation if any.

Lastly, | undertake to lift the banking secrecy from the bank
account in which any amount of public money is deposited
or transferred to, for the benefit of the administration in
every contract of any kind that involves public funds.

Y] dagpall caganll anmiall Jag il gy e ualla) il Cagiel

Mo A caalis 1 a3l 13 8 1R Aualal) 4dlly
Js b oS Y o @il o3 e g DR sy 1) 2yl
IS gy 23] Sily dsllaall Jlae¥) daalis oy lelalaty ele )
e eee Bl Cangan Badaall (g sall adlia Saarg Lgad Al dag il
Laaatll gl e s sl 090 ALlS adaaig Ly 2uiillig 13 Jagpall b

REENN N

2 e ganally/alial L SR ANY) 13g) caas Sl
co3sns dla 8038 Ciclans aslil) Jag y8 IS 5LaeY] e 134T 13
ol 4 g as (S peadll Gluall e L padl) dupull ady sl LS
Oe die JS 8 BY) dabiaal dlldy calall Ol e glae (s 4d) iy

e Yl Joliy oS g5 6l

fsal
Date
Seal and Signature of the Bidder . . L. Ay mlgh
vl @iy aid
5 Ogale
Stamps of one million
Lebanese Pounds
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Appendix (3)
Integrity Declaration’

Tender Title:

Contracting Party:

Bidder's Name / Authorized Signatory on Behalf of the

Company:

Company Name:

4.

We, the undersigned, affirm the following:

Neither we, nor our employees, partners, agents,
contributors, consultants, or their relatives have
relationships that may lead to a conflict of interest in
the subject of this contract.

We shall inform the Public Procurement Authority
and the contracting party in case of any conflict of
interest occurrence or discovery.

Neither we nor any of our employees, partners,
agents, contributors, consultants, or their relatives
have engaged in fraudulent, corrupt, coercive, or
obstructive practices regarding our bid or proposal.
Neither we, nor our partners, agents, contributors,
consultants, or their relatives, have offered any
payments to employees, partners, or individuals
participating in the procurement on behalf of the
contracting party or anyone else.

In case of a breach of this declaration and
undertaking, we acknowledge that we will be
disqualified from participating in any public
procurement, regardless of its subject. We accept in
advance any measure of exclusion taken against us
and we pledge of our full will not to dispute it.

Any false information exposes us to legal action by the
competent authorities.

Date:

Seal and Signature

1 This declaration shall be attached to the bid.

(3) & gl
llb!}.'m sl

1daball olgie

s525laiall dgal)

S e gl Gagial [ patall aud

feok Lo oS50 olial (ysaBgal) (pai

ji ‘uga.bw‘ ‘51 ‘L'C:NSJ Ji ‘L\:Ils‘).& ‘51 61.1_.}&}.45 ‘51 Ak u»:\j .1
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lad) & )l Gl
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Obasall gl oA o colalall Jlae (51 ady o gyl
WO Y sl dgall e Alally eyl ddany (S lial)

S AL Cplage (5S¢ cagailly gyl 13 lnillae Jls .5
el us gl Ul ity Leegiage OIS Ul duagas diia
cailiy dejlia) aaes ) ebes 2ganiy Wiy 3350

eaball dd (e Ailadl) Laadlall iy LS Slagles 51 ()
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Appendix (4)
Bid Security Letter

Bank: ...l
To (Name of the Procuring Entity)

Subiject: Bid Security Letter for the amount of / /
only, based on the order of Mr.

For participation in (Tender Title)

We hereby declare that Bank............................. ,
locatedat.................... , represented by the undersigned
Mr. . ..., acting on its
behalf in his capacity as
.................................................. , and based on the
order of Mr. i (or
MESSIS. it or Company
.................................... ),

personally and irrevocably undertakes to pay immediately,
without any condition, any amount you request, up to the
limit of (specify the amount and currency in numerals and
words), in cash upon your first request by a written and
signed letter from you, without any obligation to provide
reasons for this claim.

Accordingly, our bank expressly acknowledges that this
Bid Security Letter is self-contained and entirely
independent of any relationship or contract between you
and  Mr. (or  Messrs.
or Company
................................... ) and that our bank does not
have the right, under any circumstances or at any time, to
refuse or delay the payment of any amount you request
based on this Bid Security Letter. Our bank also waives in
advance any right to discuss or object to the payment
request issued by you or any official on your behalf, or
even to accept any objection that may be issued by Mr.

............................................... (or Messrs.
..................................................... or Company
.................................. ) or others regarding the
payment of the amount to you as per your request.

This Bid Security Letter remains valid until

........................... , and at the end of this period, it
automatically renews until you return it to us or inform us
of our exemption from it.

Any amount paid by our bank based on this Bid Security
Letter at your request reduces the maximum amount
specified therein by the same amount.

(4) & Galal
wardl flaa qlis
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This Bid Security is subject to Lebanese laws and the | & in..ge i<p. 3 28 Joe W) 325 Cingall 13gd Lia T,
jurisdiction of the competent courts in Lebanon. . )
In witness whereof, we establish our domicile at our ({ e
institution's headquarters in O
............................................................... . il
Place

: )
Capacity: &=

2l gl
Name: &5
Signature:
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						Appendix 1
Project Name: eSIM New Solution RFT 

















			Article			Technical Requirements			Killer			Mandatory /Optional


			1			General Requirements


			1.1			Common Requirements


			1.1.1			The bidder shall provide an executive summary of the key technical, service and commercial issues related to the project.			No			M


			1.1.2			The bidder shall provide a Technical, Business and environmental product specifications for the proposed eSIM solution 			No			M


			1.1.3			A user manual for all the tools delivered by the bidder shall be delivered. 			No			M


			1.1.4			High Level Design: the bidder shall provide a detailed HLD document explaining:
- The logical, functional and physical architecture of the solution
- Each module with diagrams
- Describing of the solution and the included features
- Presenting the physical description
- Any other issue…			No			M


			1.1.5			Low Level Design: The bidder shall deliver a Low Level Design for the solution and details on all the interfaces and how it should be integrated into MIC1’s networks. Including architecture diagrams.			No			M


			1.1.6			User Manuel: the bidder shall provide a detailed and complete user manual for the solution (Including all the modules and tools delivered with the solution). The user manual shall contain detailed description for all the parameters and configurations that could be done on the proposed solution and for all the provided features.			No			M


			1.1.7			The bidder shall provide a detailed eSIM solution description and for each feature provided within the proposed solution.			No			M


			1.1.8			The bidder shall provide a detailed project implementation plan for the proposed solution.			No			M


			1.1.9			The bidder's proposed solution and planning shall provide MIC1 the possibility to go live 2 calendar months after purchase order. In case of delay in the delivery, a penalty of 1% per day of delay shall be deducted from the total amount for a maximum of 30% 			Yes			M


			1.2			Solution description and information


			1.2.1			The bidder shall provide a high level description of the major hardware components included in the proposed solution			No			M


			1.2.2			The bidder shall provide the end of support date of the proposed eSIM solution and features			No			M


			1.2.3			The bidder shall describe in details the hardware architecture of the proposed eSIM solution			No			M


			1.2.4			The bidder shall state the number of normal versions released per year			No			M


			1.3			References


			1.3.1			The bidder shall provide a customer reference list (regional and international) for the proposed eSIM platform for Consumer and provided features
 This list should indicate clearly which references are commercial references, contracts or current trials. The dates of commercial deployments or deployment targets for contracts should be specified.			No			M


			1.3.2			The bidder shall provide additional relevant referential information (including details such as number of served subscribers, number of nodes, implemented features, etc) regarding commercial live networks worldwide that use the proposed eSIM solution for Consumer			No			M


			1.3.3			The bidder shall provide details of its Research and Development Teams affected to the creation and evolution of the eSIM product and associated systems (e.g. OSS, Backup restore, ...), with particular reference to the dedicated resources (e.g. number of dedicated engineers and labs, location...)			No			M


			1.3.4			The bidder shall share at least 5 Telco. mobile references, where his solution is deployed and operational, with project implementation start up date, completion date, go live date, current operational release, supported use cases (consumer primary devices, secondary devices, consumer IoT, etc.) and official certificate			Yes			M


			1.3.5			The bidder shall provide details about the support team skills and qualifications.			M			M


			1.4			Training


			1.4.1			The bidder shall provide technical trainings for MIC1's engineers.			Yes			M


			1.4.2			Training activities provided by the bidder shall be supported with:
• Training material
• Pre-launch hands-on sessions on the deployed equipment before it is put in production use 
• Software simulation or remote virtual access to the Bidder lab facility (the latter is preferred)			No			M


			1.4.3			Training courses shall be delivered in in English language			No			M


			1.4.4			Training shall be delivered before the formal production launch of the platform and the acceptance tests.			No			M


			1.4.5			Course documentation shall be distributed to all participants; electronic format for the course documentation is highly preferred by MIC1; product manuals for all products covered in the course are to be provided in electronic format.			No			M


			1.4.6			The bidder shall provide all needed equipment’s and software’s as materials to fulfill the training objectives.			No			M


			1.4.7			5 (five) VAS Engineering & Operations specialists to be trained on:
Platform architecture, capabilities, equipment hardware and software, dimensioning criteria and guidelines, configuration, services and features, Administration Interface, protocol interfaces , OSS interfaces and integration, performance and monitoring.			No			M


			1.4.8			The bidder shall specify the duration and location of the training noting that the training should be provided locally (in Lebanon)			No			M


			1.4.9			The training must be delivered face-to-face, either at the operator’s premises or any other local premises to be selected by the bidder			No			M


			1.4.10			The training should be provided locally (in Lebanon)			No			M


			1.4.11			The bidder shall specify the qualifications of the trainers and their certifications.			No			M


			1.4.12			The bidder should quote and list the training catalog for the offered components in the solution with full description and details of each course.			No			M


			1.5			Test Bed Requirements


			1.5.1			The bidder shall offer within the solution a test bed			No			O


			1.5.2			The bidder shall provide a test platform that has the same features and capabilities (but with the minimum capacity) as the real live platform. This platform shall be integrated with MIC1 network to achieve the same functionality available on live environment			No			O


			1.5.3			All the changes, rules and policies shall be developed and tested on the test eSIM platform before being moved to the live platform.			No			O


			1.5.4			All the third party applications shall be integrated with the test platform, for testing, before being integrated on the live platform. 			No			O


			1.5.5			It shall be possible to import and export configurations between the tests platform and the live platform without any impact on the running services.			No			O


			1.5.6			It shall be possible to back up the running configurations on the live platform and make a fallback in case the new updated service runs wrong.			No			O


			1.5.7			The bidder shall present a clear business process allowing MIC1 to put configurations into live on the eSIM solution and retire configurations in a secure manner. (Move configurations from the development and test platform to the live platform).			No			O


			1.5.8			Any future upgrade on the solution shall be done on the test platform and tested before installing it on the live platform. 			No			O


			1.5.9			The test bed shall have all the features available on the platform, even if not purchased for the live scope. The purpose is to be able to test these features on test bed before ordering them for live deployment.			No			O


			1.6			Technical Customer Support Requirements


			1.6.1			Bidder shall provide portal access with different privilege levels to enable logging and tracking support tickets including but not limited to queries related clients cases, devices compatibilities, problems etc…			No			M


			1.6.2			The solution should include a reporting tool to generate different kinds of  reports including and not limited to existing profiles ,  the historical transactions per profile etc.... Bidder shall list all available out of the box reports with related details 			No			M


			1.6.3			
Bidder shall notify MIC1 by email about all minor and major changes as well as incidents that will have an impact on the solution and portal. Details in notification shall  include the below information as a minimum:
Change description   
Affected Environment
Change Classification
Change Type 
 Site in which the change will be done 
Work Description
Fallback Description
Service Impacted
Change window START date
Change window END date
Customer Actions Required (Validation/System Changes)
			No			M


			2			Service Requirements


			2.1			Basic features


			2.1.1			The eSIM solution shall support as basic feature consumer use cases on primary devices via physical voucher (plastic)			Yes			M


			2.1.2			The bidder shall provide and quote separately dynamic and adaptive eSIM profile generation/download based on:


			2.1.2.1			Device capabilities (4G/5G/ etc.)			No			M


			2.1.2.2			eUICC capabilities (consumer / consumer IoT)			No			M


			2.1.3			The bidder shall provide and quote separately digital voucher/eVoucher management system for eSIM profile activation on consumer devices			No			M


			2.2			Optional features


			2.2.1			The bidder shall provide and quote as optional the Discovery Service (SM-DS)


			2.2.1.1			Integration with Root GSMA SM-DS			No			O


			2.2.1.2			Alternative SM-DS			No			O


			2.2.2			The bidder shall provide and quote as optional the activation through carrier app


			2.2.2.1			Standalone mobile app			No			O


			2.2.2.2			Embedded within MNO selfcare app			No			O


			2.2.3			The bidder shall provide and quote as optional eKYC solution to on-board new eSIM users digitally			No			O


			2.2.4			The bidder shall provide and quote as optional the generic QR code for onboarding new comers (at airport, etc.)			No			O


			2.2.5			The bidder shall provide and quote as optional the Consumer IoT use cases			No			O


			2.2.6			The bidder shall provide and quote as optional one service layer in charge of the full orchestration and  provisioning of MNO systems (HLR, BSS, etc.) facilitating the onboarding of new devices and services and reducing TTM as much as possible			No			O


			2.2.7			The bidder shall provide and quote as optional 5 test devices with embedded SIM to perform the E2E validation and acceptance			No			O


			2.2.8			The bidder shall provide and quote separately a test bed that has the same features and capabilities (but with the minimum capacity) as the real live platform			No			O


			2.3			Service requirements


			2.3.1			The features offered should have the latest commercial release deployed by the bidder. In the negative case (not possible to offer the latest release), an explanation should be offered. This is a killer point.			No			M


			2.3.2			The bidder should state the release of the feature (basic or optional) offered, and its compliance with the corresponding GSMA specs. This is a killer point. 			No			M


			2.3.3			The bidder should state any deviation from the GSMA specs for each feature. The document describing the deviation from GSMA specs will be binding to the bidder and any other deviation discovered during execution will be subject to a penalty of (procurement to state the penalty here)….			Yes			M


			2.4			Dimensioning requirements


			2.4.1			The bidder shall explain all possible licensing models and provide the corresponding quotation for each model 			No			M


			2.4.2			The bidder shall quote for 100K profile provisioning and download in terms of software configuration and licenses for eSIM solution			No			M


			2.4.3			The bidder shall explain the licenses expansion strategy per step of 100K profile provisioning and download on eSIM platform and provide the corresponding quotation and timeline			No			M


			2.4.4			The bidder shall dimension and provide different quotations for a HW capacity of:


			2.4.4.1			100K profile provisioning and download			No			M


			2.4.4.2			500K profile provisioning and download			No			M


			2.4.4.3			1M profile provisioning and download			No			M


			2.4.4.4			5M profile provisioning and download			No			M


			2.4.4.5			100M profile provisioning and download			No			M


			2.4.5			the bidder shall explain in details the hardware expansion strategy per step of 100K profile provisioning and download and provide the corresponding quotations and timeline			No			M


			2.4.6			The system shall be scalable in hardware and design to adapt to expected growth. It shall be possible to expand the solution further by simple addition of systems and licenses and not by completely swapping the equipment			No			M


			2.4.7			The bidder shall mention the HW limit/capacity for the quoted system 			No			M


			2.5			Quotation


			2.5.1			The bidder shall list all integration points for the proposed platform with MIC1 network (Core, OSS/BSS, provisioning system, charging/billing system, etc.) and quote it separately


			2.5.1.1			Core integration while noting that MIC1's Core network is supplied by Ericsson			No			M


			2.5.1.2			OSS/BSS integration while noting that MIC1's billing system is Single View supplied by Intec			No			M


			2.5.1.3			Integration with provisioning system while noting that MIC1's provisioning is Tertio supplied by Evolving Systems			No			M


			2.5.1.4			Charging system while noting that current MIC1's Charging system is supplied currently by Ericsson and soon by Huawei			No			M


			2.5.1.5			Any other integration point not listed above			No			M


			2.5.2			The bidder should provide quotation for each integration between each two components asked in the RFP			No			M


			2.5.3			The bidder shall quote the features, licenses and integration services needed for each integration point separately			No			M


			2.5.4			The bidder should provide the timeline for the integration works needed for each integration point separately			No			M


			2.5.5			The bidder shall quote and provide the timeline for each of the features listed as optional separately. The quotation should include the cost of all HW, SW, licenses, features, integrations, and services needed			No			M


			2.5.6			The bidder shall quote and provide the timeline for the features listed as basic. The quotation should include the cost of all HW, SW, licenses, features, integrations, and services needed			No			M


			2.5.7			The bidder shall quote separately and in details the features, licenses, HW expansions and integration services needed for each integration on MIC1 network nodes if such nodes are supplied by the bidder himself (Core, OSS/BSS, provisioning system, charging/billing system, etc.)  in order to support eSIM technology			No			M


			2.5.8			The bidder shall provide quotation for 145K eSIM profiles creation and download on consumer primary devices			No			M


			2.5.9			The bidder shall provide quotation for additional profiles per step of 10K dynamic and adaptive profiles creation and download on any device (consumer primary, consumer secondary, consumer IoT, etc.) 			No			M


			2.5.10			MIC1 shall be able to mix and match between components (SM-DP+, SM-DS, voucher server, eIM, etc.) from different vendors			Yes			M


			2.6			Service delivery


			2.6.1			The bidder shall provide MIC1 a project plan detailing all the steps and durations for the implementation of the proposed eSIM solution including the activities that should be performed by third parties. This shall clearly present for MIC1 the readiness of the entire solution. In addition, the bidder shall provide a responsibility matrix associated to the entire solution project plan.			No			M


			2.6.2			The bidder shall commit to deliver the solution according to the project plan.			No			M


			2.6.3			The bidder shall provide the scope of the work to be performed by each of the third parties that contribute to the realization of the solution.   			No			M


			2.7			Proof of Concept


			2.7.1			Upon Project Award, the winning bidder shall make a Proof of Concept (PoC) of the proposed eSIM solution for Consumer within MIC1 network and environment			No			O


			2.7.2			Upon Project Award, the winning bidder shall make a Proof of Concept (PoC) of the proposed eSIM solution for Consumer IoT within MIC1 network and environment			No			O


			2.8			Electrical profile requirements


						General Requirements


			2.8.1			The electrical profile of the eSIM shall be as per the attached current profile: 			No			M


			2.8.2			The bidder shall provide a document describing the electrical profile of the proposed eSIM			No			M


			2.8.3			The bidder shall take into consideration that the user must be able to store/update up to 400 contacts on the SIM card			No			M


						Applets requirements


			2.8.4			The bidder shall advise if any proprietary applet will be pre-loaded on the SIM cards. If yes, the bidder is asked to provide details about the applet and the reason for it.			No			M


						Roadmap


			2.8.5			The bidder shall present the evolution roadmap of the proposed eSIM.			No			M


			2.8.6			The bidder shall provide information on the position of the proposed eSIM within the standards landscape.			No			M


			2.8.7			The bidder shall provide for the proposed eSIM a roadmap for at least the next three years 			No			M


			2.8.8			The bidder shall state the planned compliance with all upcoming 3GPP specification releases for the next 5 years			No			M


			2.8.9			The bidder shall state the planned compliance with all upcoming ETSI specification releases for the next 5 years			No			M


			2.8.10			The bidder shall state the planned compliance with all upcoming Global Platform specification releases for the next 5 years			No			M


			2.8.11			The bidder shall commit to upgrade OS/HW/SW version of the proposed SIM cards once released with no extra charges			No			M


			2.8.12			The bidder shall inform MIC1 whenever a new eSIM product is released			No			M


						A4 and OTA transport keys requirements


			2.8.13			Following transport key algorithms shall be available:


			2.8.13.1			DES in CBC mode			No			M


			2.8.13.2			DES in ECB mode			No			M


			2.8.13.3			3DES in CBC mode			No			M


			2.8.13.4			3DES in ECB mode			No			M


			2.8.13.5			AES			No			M


			2.8.14			Transport keys shall be stored in HSM on bidder's side			No			M


			2.8.15			No one shall have access to the transport keys on bidder's side			No			M


			2.8.16			The bidder shall provide a secure tool to define any new transport key			No			M


			2.8.17			The bidder shall describe the transport key exchange process 			No			M


			2.8.18			The bidder shall make sure that  the transport keys exchange is done without compromising them to any single person from MIC1 and bidder side			No			M


			2.8.19			The bidder shall abide with MIC1 following process for the definition of a new transport key:
 Any new key  should be divided into three parts. 
Key parts will be defined by 3 different custodians from MIC1 side 
Key parts should be loaded in the secure tool provided by the bidder (key parts should be hidden once entered) 
The tool shall generate a file including the keys
The file should be pgp encrypted then sent to the bidder to load it from his side on HSM			No			M


						OTA XML files requirements


			2.8.20			The bidder shall provide OTA content and security XML files as per the attached format along with .OUT file			No			M


			2.8.21			XML files shall be transferred to MIC1 servers through a secure protocol sFTP 			No			M


			2.8.22			The bidder shall provide an XML for the card profile to be loaded on MIC1 OTA platform as per the attached format			No			M


						Third party applets


			2.8.23			The bidder shall anytime provide support to MIC1 for loading a third party applets via OTA with no extra charges  assuming that no licensing, testing, qualification & integration fees are imposed by the third party supplier			No			M


			2.8.24			The bidder shall allow to pre-load any third party applet with no extra charges assuming that no licensing, testing, qualification & integration fees are imposed by the third party supplier (BAP process to precede production phase)			No			M


			2.8.25			The bidder shall confirm that warranty on hardware and software shall not be affected even when a third party applet is installed on the proposed SIM cards as long as no issue related and/or caused by third party applet is encountered			No			M


						Features & technology support


			2.8.26			The bidder shall list all features supported by the proposed eSIM			No			M


			2.8.27			The proposed eSIM shall support proactive commands			No			M


			2.8.28			The proposed eSIM shall support 2G technology			No			M


			2.8.29			The proposed eSIM shall support 3G technology			No			M


			2.8.30			The proposed eSIM shall support LTE technology			No			M


			2.8.31			The proposed eSIM shall support 5G technology			No			O


			2.8.32			The proposed eSIM shall include all roaming files (such as but not limited to PLMNsel, OPLMNwact, etc.)			No			M


						Testing & Validation


			2.8.33			The bidder shall be ready to participate in testing when requested.			No			M


			2.8.34			The bidder shall have reactive technical support to support the operator in finding adapted solutions.			No			M


			2.8.35			The bidder shall describe the way its technical support team is organized. 			No			M


			2.8.36			The bidder shall commit to provide support in modifying the electrical profile if required (i.e. file content such as SPN, FPLMN, etc.) and testing the changes through BAP process			No			M


			3			Technical Requirements


			3.1			Common requirements


			3.1.1			Project Management & Implementation:
The bidder shall demonstrate his ability to manage the integration of an eSIM solution with all services in an operator environment and cope to any customization needed. Thus, the bidder is asked to provide MIC1 with details about the following project management points: 
• Methodology applied
• Resource requirements
• Implementation and migration strategy
• Quality Assurance
• Issue resolution and escalation methods
• Timely decision making
• Concept of risk management and budget follow up
• Describe the mix between permanent and contract employees for such a project			No			M


			3.1.2			Proven track record: the bidder shall provide relevant lessons learned from previous experience and include: 
• A practical understanding of successful integration as a process 
• An understanding of MIC1’s business
• The particular requirements:
   - Recommendations for the structure and resources needed from MIC1
   - Potential bottlenecks
   - Alternative solutions			No			M


			3.1.3			The bidder shall provide an introduction to the company (turnover, net income, number of employees, worldwide coverage, offices in the Middle East region, other).			No			M


			3.1.4			The bidder shall provide references for similar type of projects and experience concerning the implementation of the proposed solution (time scale, project team size necessary, main problems encountered, other).			No			M


			3.1.5			The bidder shall present the evolution roadmap of the proposed solution.			No			M


			3.1.6			The bidder shall provide all equipment, items and tools needed to fully integrate the eSIM solution in MIC1 network including passive and active devices (ex: cables, connectors, racks, switches, power units, firewalls…)			No			M


			3.1.7			The bidder shall provide any missing equipment or item (passive or active) noticed during the integration and implementation phase of the proposed eSIM solution in MIC1 network (even after the BoM agreement). 			Yes			M


			3.1.8			The bidder shall provide all the customizations needed by MIC1, on the protocol and API interfaces, in order to integrate with MIC1 network elements.			No			M


			3.1.9			The bidder shall provide a detailed quotation for a redundant eSIM solution that provides the same functions and capabilities as the live eSIM solution. In case the main platform is down or un-reachable the backup platform shall take the traffic transparently. The bidder shall explain in details this redundant solution and explain whether it’s a hot standby solution or load balancing solution			No			M


			3.1.10			The bidder shall state clearly all the Technical and Business prerequisites needed to implement the proposed solution.			Yes			M


			3.1.11			the bidder shall assist in testing all features provided within the solution once supported by MIC1 environment without any additional cost			No			M


			3.2			Maintenance requirements


			3.2.1			The bidder shall explain in details the provided maintenance service and support for faults respecting a predefined Service Level Agreement			No			M


			3.2.2			The bidder shall explain the provided maintenance service based on maintenance packages.			No			M


			3.2.3			The bidder shall detail the comprehensive on call & on-site (if applicable) maintenance, support, assistance, guidance, problem identification and problem resolution based on service level agreements regarding:
 - Proactive & reactive maintenance, risk identification, problem identification and problem resolution
 - Third party integration and multi-vendor issue resolution
 - Flexible maintenance & service delivery plan implementation
 - The bidder shall provide On-site information and comprehensive access & assistance.			No			M


			3.2.4			The bidder shall describe the available training courses, workshops and other suitable knowledge transfer measures.			No			M


			3.2.5			Support shall be provided on a 24x7 basis 			Yes			M


			3.2.6			Support shall be provided with the following SLAs:


			3.2.7			       critical : response time within 1 h our with resolution time within 6 hrs 
       Medium: response time within 2 hours  with resolution time within 12 hrs 
       Low: response time within 6 hours  with resolution time within 3 days			No			M


			3.2.8			Web portal shall allow designated CSP users to query on the status of a given ICCID, MSISDN…			No			M


			3.2.9			The web portal shall provide a profile centric view and the status of a specific eSIM profile. It shall be possible to determine which eSIM profile is attached to a certain eUICC, and the eSIM profiles associated to a specific eUICC			No			M


			3.2.10			Bidder shall assign a dedicated support team or technical account manager to assist with implementation, troubleshooting, and ongoing support 			No			M


			3.2.11			Bidder shall detail the escalation procedures for unresolved issues, including the hierarchy of escalation contacts within his organization 			No			M


			3.2.12			Bidder shall provide the steps involved in the problem resolution process, including how issues are reported, tracked, prioritized, and resolved, as well as any post-resolution follow-up procedures.			No			M


			3.2.13			Bidder shall describe the training programs and documentation that he will provide  to ensure that MIC1 is adequately trained in using and managing , providing level 1 support for the eSIM solution			No			M


			3.3			High level requirements


						Capacity and Scalability


			3.3.1			The bidder shall provide the capacity of all interfaces associated with the Remote
Provisioning and Management of the eUICC			No			M


						Performance


			3.3.2			The bidder shall provide details about the proposed solution performance			No			M


						Availability


			3.3.3			The bidder shall state the system availability of its product, in the following terms:
1- Percentage of time the service is available (ex: 99.999%)
2- the maximum downtime due to a scheduled maintenance
3- the maximum downtime due to an automatic restart or unplanned maintenance			No			M


			3.3.4			The bidder shall explain the provided redundancy solution in terms of HW and SW.			No			M


			3.3.5			The bidder shall explain how the redundancy mechanism works in case of system failure.			No			M


			3.3.6			The bidder shall explain in details the backup and restore procedure that the eSIM solution supports 
All the data present in the platform shall be backed up			No			M


			3.3.7			The bidder shall explain how the system will be completely restored from the backup solution, and how long takes the restore for each component in the solution			No			M


			3.3.8			The bidder shall advise if the database restore preserves logical integrity and coherence of data.			No			M


						Flexibility 


			3.3.9			The bidder shall describe in details the ability to do customization, software management, and version management for the proposed solution if required by MIC1			No			M


						Maintainability


			3.3.10			The bidder shall advise if the proposed solution is modular (component based architecture), and if each component is maintainable separately with the following:
• Code quality  in terms of standards and parameterization
• Documentation
• Maintenance
• Training			No			M


						Geo-Redundancy


			3.3.11			The bidder shall provide two fully redundant solutions to be installed in two different geo location sites. Each site should be configured with high-availability.			No			O


						Security


			3.3.12			The security concepts are to be clearly detailed, and have to include: 
• Management of user profiles
• The encryption methods for the database and any external communication especially web-based
• The encryption methods on the transport layer
• The encryption methods on the application level
• Authentication mechanisms
			No			M


			3.4			eUICC and eSIM profile interoperability & adaptability requirements


			3.4.1			The bidder shall provide details about the interoperability of the proposed solution with the major eUICC providers			No			M


			3.4.2			The bidder shall provide references for the eUICC providers with whom the proposed solution was tested			No			M


			3.4.3			The bidder shall state the platform's compliance with loading SIM profiles as defined in ISIM and USIM 3GPP specs			No			M


			3.4.4			The proposed solution shall support the loading of all SIM files (MF, EF, etc…) and applets			No			M


			3.4.5			The proposed solution must have the capacity to adapt the eSIM profile from 4G to 5G 			No			M


			3.4.6			The proposed solution must have the ability to dynamically adapt the eSIM profile to the demands of the subscription or device at the time of the eSIM download						M


			3.4.7			The proposed solution must be able to do Customization of any Metadata or profile elements of eSIM Profile Dynamically			No			M


			3.4.8			The proposed eSIM profiles must be compliant to the latest version of TCA eUICC Profile Package: Interoperable Format Technical Specification			No			M


			3.5			Technical interfaces and procedures


						General requirements


			3.5.1			The bidder shall provide a high level technical description of the proposed eSIM solution detailing all the functional entities of the solution			No			M


			3.5.2			The bidder shall provide a technical description of all the interfaces used in the proposed eSIM solution			No			M


			3.5.3			The bidder shall provide technical description for the integration with MIC1 Core network (HLR, HSS, AUC, GGSN, SGSN, MME, …) 			No			M


			3.5.4			The bidder shall list all the pre-requisite features that need to be supported by MIC1's core for integration			No			M


			3.5.5			The bidder shall provide technical description and requirements for the integration with MIC1 SMS-C if needed			No			M


			3.5.6			The bidder shall advise on the Connectivity parameters (for example SMSC address) required by the eUICC to open a communication channel (for example SMS, HTTPs) on a dedicated network.			No			M


			3.5.7			The bidder shall provide technical description and requirements for the integration with MIC1 billing system.			No			M


			3.5.8			The bidder shall provide technical description and requirements for the integration with MIC1 other BSS (i.e. provisioning, mediation, ...) systems (i.e. APIs exposed on the platform to reserve/release a profile, check profiles inventory and other inventories, ....)			No			M


			3.5.9			The bidder shall provide technical details and requirements related to the electrical profile (e-USIM, 4G/LTE, 5G ...)			No			M


			3.5.10			The bidder shall provide technical description for the statistics and reporting interface			No			M


			3.5.11			The bidder shall provide technical description for the Administration GUI  to check the profile inventory, investigate performance and troubleshoot the overall eSIM platform performance, ..			No			M


			3.5.12			The bidder shall provide technical description and details about the Customer Care GUI to request/release profiles for customers, generate/manage physical and digital vouchers, ... 			No			M


			3.5.13			The bidder shall explain if the eSIM solution supports a northbound interface for alarms and supervision on the system hardware and software. Please explain this interface.			No			M


			3.5.14			The bidder shall advise if the proposed platform supports communication with external nodes through customizable APIs 			No			M


			3.5.15			The bidder shall advise list and provide documentation for all inbound and outbound APIs exposed by the proposed platform to be invoked by other systems (ES2+, etc.)			No			M


			3.5.16			The bidder shall advise if internet and VPN accesses are needed			No			M


						Provisioning


			3.5.17			The bidder shall describe the proposed provisioning flows including steps when MIC1 shall  provision eUICC in its backend (HLR, HSS…). Below options to be described:			No			M


			3.5.17.1			provision after contract finish and payment (BSS to define the selected ICCID )			No			M


			3.5.17.2			provision during download preparation( eSIM solution provides the selected ICCID to OSS/BSS ) 			No			M


			3.5.17.3			provision at release Profile i.e. when the profile is downloaded and shall be activated			No			M


			3.5.17.4			provision when a profile is deleted or removed			No			M


			3.5.17.5			provision when a switch profile is done 			No			M


			3.5.17.6			The proposed platform shall support communication with external nodes through customizable APIs 			No			M


			3.6			SIM profiles & Subscription types


			3.6.1			For consumer use cases, the bidder shall describe the flow of loading SIM profiles for each method of profile download (Activation Code, Root/Alternative SM-DS, Default SM-DP+, ...) in the below cases:


			3.6.1.1			When SIM profiles are ordered with "RELEASED" state 			No			M


			3.6.1.2			When SIM profiles are ordered with “AVAILABLE” state 			No			M


			3.6.1.3			For other SIM profile states			No			M


			3.6.2			For "Default SM-DP+" download method, the bidder shall provide details about how the SM-DP+ address is pre-configured in the LPA			No			M


			3.6.3			The bidder shall describe the process of defining new subscription types/bundles and linking them to the profiles			No			M


			3.6.4			The bidder shall describe the mapping between subscription types defined on the proposed platform and the operator customer segments (prepaid/postpaid)			No			M


			3.7			Reporting & Statistics


			3.7.1			The bidder shall explain the reporting and statistic interface provided by the solution. (i.e. active eSIMs, their history, their related profile, etc.)			No			M


			3.8			Vouchers management


			3.8.1			The bidder shall provide details and diagrams for the process of vouchers (activation codes) generation for the below options:


			3.8.1.1			Physical vouchers printed on plastic			No			M


			3.8.1.2			Digital voucher or e-voucher			No			M


			3.8.2			The bidder shall provide details and diagrams related to the vouchers inventory management of:


			3.8.2.1			Physical vouchers			No			M


			3.8.2.2			Digital vouchers - eVouchers			No			M


			3.8.3			The proposed solution shall cater for the printing of profile voucher with QR code and ICCID			No			M


			3.8.4			For physical vouchers, the bidder may produce the plastic cards using one of the following options:			Yes			M


			3.8.4.1			Own plant, which is SAS certified;			No			M


			3.8.4.2			Third-party printing facility, which is SAS certified. The bidder must have a teaming or joint venture agreement with this facility;			No			M


			3.8.4.3			Third-party printing facility, which is not SAS certified. In this case, the bidder must submit, in addition to the teaming or joint venture agreement, a Secure Printing Service Agreement along with supporting documentation to demonstrate equivalent security controls that will be applied between them.			No			M


			3.8.5			The proposed solution shall allow the creation and addition of a field “voucher serial number” that should be printed on the voucher in a sequential manner			No			M


			3.8.6			The proposed solution shall cater for QR code protection, that is, voucher should be folded &/or sealed to hide it			No			M


			3.8.7			The proposed solution shall allow entity in charge of printing the profile vouchers to create QR codes and various fields needed for output files generation			No			M


			3.9			Network Architecture Requirements


			3.9.1			The bidder shall describe the difference between USIM and eSIM from Core Network point of view			No			M


			3.9.2			The bidder shall describe the difference between USIM and eSIM from AuC point of view			No			M


			3.9.3			The bidder shall provide technical description for the integration with MIC1 Core network (HLR, HSS, AUC, GGSN, SGSN, MME, SMS-C …) 			No			M


			3.9.4			The bidder shall provide technical description and requirements for the integration with IMS network (if applicable)			No			M


			3.9.5			The bidder shall list all the pre-requisite features that need to be supported by MIC1's Core for integration			No			M


			3.9.6			The bidder shall list all the pre-requisite features that need to be supported by MIC1's IMS Core for integration of all requested use cases (SIM forking, One-Number feature, etc.)			No			M


			3.9.7			The eSIM solution should be interoperable with MIC1 Core network (Ericsson CS and PS Core nodes)			No			M


			3.9.8			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			No			M


			3.9.9			The bidder shall advise if any security measurements should be taken on MIC1's Core network (SGSN, GGSN, ...)			No			M


			3.9.10			The eSIM solution should support VoLTE technology			No			M


			3.9.11			The bidder shall provide eSIM architecture (Consumer model) along with its connections & interfaces with MIC1 Core network			No			M


			3.9.12			The bidder shall provide a detailed explanation of the eUICC Authentication			No			M


			3.9.13			The bidder shall clarify the eUICC Authentication procedure used on IMS network.			No			M


			3.9.14			The bidder shall provide a detailed explanation of the eSIM Authentication			No			M


			3.9.15			The bidder shall provide detailed eSIM Authentication call flows.			No			M


			3.9.16			the bidder shall provide detailed Apple device Authentication Call flows.			No			M


			3.9.17			The bidder shall provide all the eSIM capabilities over the normal physical SIM			No			M


			3.9.18			The bidder shall provide reference of the entitlement server integration with Ericsson Core network.			No			M


			3.9.19			The bidder shall provide a high level technical description of the proposed eSIM solution detailing all the functional entities of the solution.			No			M


			3.9.20			The bidder shall advise on the Connectivity parameters (for example SMS-C address) required by the eUICC to open a communication channel (for example SMS, HTTPs) on a dedicated network.			No			M


			3.9.21			The bidder shall describe how the device will connect to MIC1 network, in order to load the SIM profile including call flows with detailed message.			No			M


			3.9.22			The bidder shall provide references for eSIM implementation in Ericsson Core network (2G/3G/4G/5G) and IMS network. Specify the SW release version 			No			M


			3.9.23			The bidder shall provide a technical description of all the interfaces and protocols used in the proposed eSIM solution			No			M


			3.9.24			The bidder shall describe how the device will connect to MIC1 network, in order to load the SIM Card profile			No			M


			3.9.25			The bidder shall provide which Algorithms are used: AES, 3GPP AKA, COMP128, SHA, RSA			No			M


			3.9.26			The bidder shall confirm that all Algorithms are available: DES, 3DES and AES.			No			M


			3.9.27			The bidder shall provide a detailed description of the A4 Algorithm used for the encryption of the Subscriber Authentication Key (Ki)			No			M


			3.9.28			The bidder shall advise on the length of the A4 Key.
Length of AES A4 key can be 16, 24 or 32 bytes (128, 192 & 256 bits)			No			M


			3.9.29			Ki in the output file shall be encrypted with the transport key			No			M


			3.9.30			OPc shall be computed within eUICC. OP itself should be stored within the eUICC			No			M


			3.9.31			ri and ci should be according to the 3GPP standards TS 33.102, 31.102, 33.106			No			M


			3.9.32			The bidder shall provide the function set used when generating quintets for a subscriber. Is it the SAGEs MILENAGE standard function set?			No			M


			3.9.33			The bidder should support EPS AKA (according to 3GPP standards 3GPP TS 33.401), IMS AKA, GAA / GBA (3GPP TS 33.220) and SIP digest Authentication standards which are the Authentication methods supported in MIC1 HLR/HSS/ARPF 			Yes			M


			3.9.34			For 5G, bidder should support 5G AKA and EAP AKA Authentication standards which are the Authentication methods supported in MIC1 HLR/HSS/ARPF			Yes			M


			3.9.35			The bidder shall provide eSIM memory architecture specification			No			M


			3.9.36			The bidder shall provide eSIM feature specification document			No			M


			3.9.37			The bidder shall confirm the possibility to include the STK functionality (provide Value Added Services and interactive menus directly to the subscriber device through the eSIM)			No			M


			3.9.38			The bidder shall provide references for eSIM Provisioning platform for Consumer Model with Ericsson Core 			No			M


			3.9.39			The bidder shall provide references for eSIM Provisioning and Authentication for all devices (apple, android, etc.), using Ericsson Platform. 			No			M


			3.9.40			The eSIM solution should be compatible with a variety of device manufacturers, including popular smartphone brands, IoT device manufacturers, and other connected devices. It should support the necessary interfaces, profiles, and specifications to ensure proper functioning and provisioning of eSIMs in devices from different manufacturers.			No			M


			3.9.41			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of eSIM for Consumer model			No			M


			3.9.42			The eSIM solution should adhere to relevant industry standards and protocols, such as GSMA SGP.02, ETSI TS 103 383, and ISO 7816, ensuring compatibility and interoperability across the ecosystem. It should support the required security measures, Authentication mechanisms, and encryption standards necessary for secure communication and data exchange between different components and entities.			No			M


			3.9.43			The bidder should specify the device management capabilities (remote device monitoring, troubleshooting, policy enforcement, remote lock, SIM swap prevention, SIM lifecycle management…)			No			M


			3.9.44			The bidder should provide the reporting and analytics capabilities (data on device usage,…)			No			M


			3.9.45			For eSIM provisioning, CSP would need an eSIM Server to generate the SIM info including ICCID which can be downloaded and provisioned in the CSP network by IT or through Entitlement server. For this MIC1 HLR and HSS follow the GSMA TS.43 standard.			No			M


			3.9.46			The bidder shall advise if any future modification on the eSIM (RFM or RAM) will be performed by MIC1's OTA platform			No			M


			4			Consumer Use Case Requirements


			4.1			Technical requirements


						Common requirements


			4.1.1			The bidder shall describe the architecture of the platform proposed to support remote provisioning of embedded SIM cards for Consumer			No			M


			4.1.2			The bidder shall describe the modules of the proposed platform to support remote provisioning of embedded SIM cards for Consumer			No			M


			4.1.3			The bidder shall describe the protocols and interfaces of the proposed platform to support remote provisioning of embedded SIM cards for Consumer			No			M


			4.1.4			The bidder shall describe and provide diagrams/flowcharts for the different flows / use cases related to remote provisioning of embedded SIM cards for consumer


			4.1.4.1			Profile ordering			No			M


			4.1.4.2			Profile loading			No			M


			4.1.4.3			Profile Management (download, activation, MSISDN handling / binding, etc...) 			No			M


			4.1.4.4			Platform Management			No			M


			4.1.4.5			Any other use cases not listed above			No			M


			4.1.5			The bidder shall describe and provide diagram/flowcharts for the different profile download methods:


			4.1.5.1			Default SM-DP+			No			M


			4.1.5.2			Activation Codes (physical or digital)			No			M


			4.1.5.3			Discovery Server (root / alternative SM-DS)			No			M


			4.1.5.4			Standalone carrier app			No			M


			4.1.5.5			Embedded within MNO selfcare app			No			M


			4.1.5.6			Any other download method not listed above			No			M


						Solution interoperability


			4.1.6			The proposed SM-DP+ component shall allow to download MNO profile to eUICC from different EUMs			No			M


			4.1.7			The proposed SM-DP+ component shall be ready to integrate with entitlement / websheet server from different suppliers through standard interfac2s without any additional cost 			No			M


			4.1.8			The proposed SM-DP+ component shall be ready to integrate with eIM for consumer IoT use cases from different suppliers without any additional cost			No			M


						Technical interfaces


			4.1.9			The bidder shall confirm that ES2+ interface (between SMDP+ and MIC1 OSS/BSS) is compliant with GSMA latest standards			No			M


			4.1.10			The bidder shall describe the variations with the GSMA ES2+ standards in case it is not fully compliant			No			M


			4.1.11			The bidder shall provide technical description for the interface with MIC1 provisioning system for the case of Consumer			No			M


			4.1.12			The proposed SM-DP+ must support below interfaces:


			4.1.12.1			ES8+ for the communication with the eUICC			No			M


			4.1.12.2			ES9+ for the communication with the LPD			No			M


			4.1.12.3			ES12 for the communication with SM-DS			No			M


						GSMA standards requirements


			4.1.13			The proposed solution shall be compliant with the latest release of the GSMA specifications for the remote provisioning of embedded SIM cards for consumer ( SGP.22 Technical Specification V3.1, SGP.21 Architecture Specification V3.1, etc.) 			No			M


			4.1.14			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of embedded SIM cards for consumer and its drawbacks on the interoperability of the solution with different OEMs 			No			M


			4.1.15			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			No			M


						Roadmap


			4.1.16			The bidder shall provide information on the position of the proposed eSIM solution components within the standards landscape.			No			M


			4.1.17			The bidder shall provide for the proposed eSIM Solution a roadmap for at least the next three years for Consumer use cases. For each planned new release the bidder shall describe both software functionalities and hardware capacity improvements. Expected Last time to buy (LTB) and End of Support (EoS) dates for the proposed platform (both HW and SW) must be clearly indicated. If any feature included in the roadmap has hardware dependencies, they must be clearly indicated. 			No			M


			4.1.18			The bidder shall state the planned compliance with all upcoming GSMA specification releases for Consumer for the next 5 years			No			M


			4.1.19			The bidder shall provide an overview of the long term evolution plans of the proposed eSIM platform product for the next 5 years with a particular focus on software features and capacity steps, highlighting any known correlation and/or constraint between hardware and software upgrades.			No			M


			4.2			Business requirements


			4.2.1			Bidder's solution shall allow Alfa to have an e-SIM profile agnostic to device type provided that the device is e-SIM enabled.			Yes			M


			4.2.2			In case an eSIM is activated on a defined profile, the bidder shall advise if same profile can be scanned by another device at the same time			No			M


			4.2.3			The solution shall support primary device eSIM activation using Alfa portal. Below activation scenarios are expected but not limited to:
- For an Alfa user with existing Alfa line and for a new Alfa user, bidder solution shall allow activation of eSIM whether in store or remotely without the need to visit Alfa stores physically.
- Alfa user shall be able to activate eSIM through physical printed support or digital support such as website, Alfa mobile application, dedicated application, etc. Bidder to specify supported channels for e SIM activation.
- For an existing Alfa user and a new user, solution shall allow the purchase of a subscription for the device, the reception of a voucher, the scanning of the voucher and then the profile purchased is downloaded via Wi-Fi on the device with real-time profile activation.
The bidder shall include all best practices for primary device eSIM activation for existing and new Alfa users.			No			M


			4.2.4			eSIM shall allow new Alfa user who doesn’t have already a mobile line to scan the eSIM code and subscribe to Alfa line. Example: At the airport, user can find a poster with QR code, once scanned, user can download profile and activate eSIM on his device. Bidder to specify and list available solutions and use cases			No			M


			4.2.5			User with e SIM device shall be able to receive OTP activation code for e SIM on a local or International line.			No			M


			4.2.6			For a new user without Alfa line, eSIM solution shall be able to send OTP activation code for e SIM by mail or any other mean. Bidder to specify possible means.			No			M


			4.2.7			The bidder shall describe the selling process of postpaid and prepaid lines. I.e.: to list the identifiers (ICCID, IMSI, SIM barcode, QR..) and clarify the below
       • Ability to get all the info related to the client
       • Sell prepaid line using barcode, SIM card number and QR code or any relevant field related to eSIM
       • Ability to take photo of the client
       • Identity card or legal documents to be uploaded
       • Ability to upload signed document
       • Ability to show the device type upon entering the QR code			No			M


			4.2.8			Currently, the process is by filling the info on the online application (internally developed) by providing a new SIM card number, photo, documents and info signed by the user. Alfa has to approve the new line in order to activate it. The proposed solution shall be able to apply same process of activation for prepaid and postpaid subscriptions for eSIMs.			No			M


			4.2.9			The bidder shall advise if the current applicable ceiling on physical SIM can be applied on eSIM such as example below and advise if a user can have a ceiling combining e SIM and SIM: 
Customer is allowed to acquire a total of 8 lines as per below rule: 
      • Direct Sales: 8 prepaid voice or data lines per user if purchased from direct sales: Alfa Stores and or POP
      • Indirect Sales: 2 prepaid voice and 2 data lines per user if purchased from indirect sales: online POSs, distributor own shops and/ or Franchisee stores
      • Total Line purchased from Direct and Indirect Sales cannot exceed the 8 lines per customer			No			M


			4.2.10			Bidder's solution shall allow e SIM payment related to the purchase of the SIM profile(s), whether prepaid or postpaid to be reflected on our billing system			Yes			M


			4.2.11			Bidder's solution shall allow any release or cancellation of a SIM profile to be reflected on our billing system			Yes			M


			4.2.12			Bidder solution shall allow any eSIM Profile Swapping to be reflected on our billing system			Yes			M


			4.2.13			Currently, the process of migrating a line from prepaid to postpaid and vice versa with SIM devices shall be the same for eSIM devices			No			M


			4.2.14			The proposed solution shall be able to switch eSIM devices by keeping same MSISDN and same customer information			No			M


			4.2.15			SIM Swap from SIM to eSIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from SIM to e-SIM when changing his device from Android or Samsung SIM device to Apple eSIM device or vice versa from Apple to Samsung or Android eSIM device.
o	Case 2: user should be able to switch from SIM to e-SIM when changing his device from Google/Android SIM to Google/Android eSIM device, Samsung SIM device to Samsung eSIM device or when changing his device from Apple SIM device to Apple eSIM device.
o	Case 3: user should be able to switch from SIM to e-SIM when changing his device from any SIM enabled device to an eSIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			No			M


			4.2.16			SIM Swap from eSIM to SIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from eSIM to SIM when changing his device from Android or Samsung eSIM device to Apple SIM device or vice versa from Apple eSIM device to Samsung or Android SIM device.
o	Case 2: user should be able to switch from eSIM to SIM when changing his device from Google/Android eSIM to Google/Android SIM device, Samsung eSIM device to Samsung SIM device or when changing his device from Apple eSIM device to Apple SIM device.
o	Case 3: user should be able to switch from eSIM to SIM when changing his device from any eSIM enabled device to a SIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			No			M


			4.2.17			SIM Swap from eSIM to eSIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from eSIM to eSIM when changing his device from Android or Samsung eSIM device to Apple eSIM device or vice versa from Apple eSIM device to Samsung or Android eSIM device.
o	Case 2: user should be able to switch from eSIM to eSIM when changing his device from Google/Android eSIM to Google/Android eSIM device, Samsung eSIM device to Samsung eSIM device or when changing his device from Apple eSIM device to Apple eSIM device.
o	Case 3: user should be able to switch from eSIM to eSIM when changing his device from any eSIM enabled device to another eSIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			No			M


			4.2.18			The proposed solution shall be able to add multiple MSISDN on same e-sim device and same customer information			No			M


			4.2.19			The bidder shall advise if the customer will be able to switch carrier, i.e. National roaming in Lebanon. How it will be configured? Any restriction?			No			M


			4.2.20			For security reason, user should receive a confirmation code when downloading a eSIM profile, once code is entered, eSIM is validated			No			M


			4.2.21			Existing Alfa user shall be able to generate new eSIM when needed such as changing device whether from same vendor or different vendor or SIM swap from physical SIM to e SIM			No			M


			4.2.22			Bidder shall specify applicable uses cases such as but not limited to:
Ability for Alfa to define data packages, discounts, bonuses, voice plans, etc. dedicated to eSIM consumers with primary devices exclusively			No			M


			4.2.23			Bidder solution shall allow extraction of e SIM report including (and not limited to the following): Count of sold eSIM on daily/weekly/monthly basis, end of day count (new sold SIMs+ actual), type of sold eSIM: prepaid/postpaid, user information for owner of eSIM, eSIM provider, profile of eSIM: active/inactive, type of device/handset used with eSIM, etc. similar to information extracted for physical SIM. Bidder to specify available fields.			No			M


			5			Consumer IoT Use Case Requirements


			5.1			Technical requirements


						General requirements


			5.1.1			The proposed solution shall support remote provisioning of embedded SIMs for consumer IoT.			No			O


			5.1.2			The bidder shall provide a GSMA Statement of Compliance listing all relevant GSMA specifications that the solution complies with, specifying any areas of variance and/or partial compliance and including detailed roadmaps in case of future compliance for part of these specifications.			No			O


			5.1.3			The bidder shall provide a full solution design and documentation of the proposed solution supporting Remote provisioning of embedded SIMs for consumer IoT, taking into account architectural, functional and technological aspects and referencing the GSMA release baseline.			No			O


			5.1.4			The bidder is requested to send the full list of supported protocols and applications. 			No			O


			5.1.5			The bidder shall describe the architecture of the platform proposed to support remote provisioning of embedded SIM cards for consumer IoT			No			O


			5.1.6			The bidder shall describe the modules of the proposed platform to support remote provisioning of embedded SIM cards for consumer IoT			No			O


			5.1.7			The bidder shall advise on the possible entities responsible of each module in the architecture. Example: who's the entity responsible of eIM module in the proposed architecture? Etc.			No			O


			5.1.8			The bidder shall describe the protocols and interfaces of the proposed platform to support remote provisioning of embedded SIM cards for consumer IoT			No			O


			5.1.9			The bidder shall describe and provide diagrams/flowcharts for all the functions supported on the interfaces offered by the solution.			No			O


						Interfaces


			5.1.10			The proposed solution must support below interfaces:


			5.1.10.1			ES9+' to provide a secure transport for the delivery of the Bound Profile Package between the SM-DP+ and the eIM			No			O


			5.1.10.2			ES11’ interface that allows the eIM to retrieve Event Records for the respective eUICC			No			O


			5.1.10.3			ESipa interface between an eIM and an IPA used to trigger a Profile download at the
IPA			No			O


			5.1.10.4			ESep interface between the eIM and the eUICC used to transfer
eUICC Packages for PSMO and eCO			No			O


						eIM component


			5.1.11			The bidder shall offer within its solution an eIM module and quote it separately			No			O


			5.1.12			The bidder shall advise if the eIM component must be certified by GSMA, If yes, bidder must confirm that the eIM he will be providing is already certified or if he is working on getting certification.			No			O


			5.1.13			The bidder shall provide technical description of the eIM module including all the integration points between eIM and other modules and stating to which degree it is compliant to the GSMA current standards providing its roadmap against the evolution of GSMA standards for consumer IoT use cases			No			O


			5.1.14			The proposed solution shall support standard interfaces for the communication involving eIM module			No			O


			5.1.15			The proposed eIM module shall fulfill all the functional and security requirements in the GSMA specifications for the remote provisioning of embedded SIM cards for consumer IoT			No			O


						Solution Interoperability


			5.1.16			The bidder shall confirm that the proposed solution supports Profile Interoperability where a profile on MIC1 SM-DP+ can be downloaded to any eUICC via its linked eIM (can be any eIM from any OEM not necessarily MIC1's eIM).			No			O


			5.1.17			The bidder shall confirm that the proposed solution is able to integrate with eIMs from different OEMs not only his eIM			No			O


			5.1.18			The proposed eIM component shall manage eUICC from different EUMs			No			O


			5.1.19			The proposed eIM component shall integrate with SM-DP+s from different suppliers through standard interfaces without any additional cost			No			O


			5.1.20			The proposed solution shall allow to download MNO profile to eUICC in IOT devices from different EUMs			No			O


						Business Processes


			5.1.21			The bidder shall describe what are the common business processes currently being and/or will adopted by the OEMs and the MNOs to have an end-to-end solution for remote provisioning of embedded SIMs on consumer IoT devices.			No			O


			5.1.22			The bidder shall explain how the agreement will be done between the OEM and the local operator			No			O


			5.1.23			The bidder shall describe its role in helping MIC1 to gain new business.			No			O


						GSMA standards requirements


			5.1.24			The proposed solution shall be compliant with the latest release of the GSMA specifications for the remote provisioning of embedded SIM cards for consumer IoT(eSIM IoT Architecture and Requirement Specification SGP.31 V1.1,eSIM IoT Technical Specification SGP.32 V1.0.1, etc.) 			No			O


			5.1.25			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of embedded SIM cards for consumer IoT and its drawbacks on the interoperability of the solution with different OEMs 			No			O


			5.1.26			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			No			O


						Procedures


						Profile Download


			5.1.27			The proposed solution shall support below procedures for downloading a profile on the eUICC embedded within the IoT device:


			5.1.27.1			Profile Download Triggered by eIM with Activation Code			No			O


			5.1.27.2			eIM Initiated Direct Profile Download with SM-DS			No			O


			5.1.27.3			eIM Assisted Profile Download Triggered by eIM with Activation Code			No			O


			5.1.27.4			Profile Download with Default SM-DP+			No			O


			5.1.27.5			eIM Assisted Profile Download Triggered by eIM with SM-DS			No			O


						PSMO


			5.1.28			The proposed solution shall support below PSMO (profile state management operations)


			5.1.28.1			Profile State Management by the eIM  (enabling, disabling, delete)			No			O


			5.1.28.2			Automatic Profile enabling of an IPA initiated Profile download from Default SM-DP+			No			O


						eCO


			5.1.29			The proposed solution shall support below eCO (eIM configuration operations)


			5.1.29.1			Add eIM Configuration Data via IPA			No			O


			5.1.29.2			Update of eIM Configuration Data			No			O


			5.1.29.3			eIM Configuration via eIM			No			O


			5.1.29.4			Complete Removal of eIM Configuration Data from the eUICC			No			O


						eIM and IPA Communication


			5.1.30			The proposed solution shall support eIM Package Retrieval procedure which is used by the IPA to retrieve any pending eIM Package from the eIM			No			O


			5.1.31			The proposed solution shall support eIM Package Injection procedure which is used by the eIM to inject eIM Package to the IPA			No			O


						Secure Connection between eIM and IPA


			5.1.32			The protocol  between the eIM and the IPA used for conveying an eIM Package shall provide at least the integrity and the confidentiality of messages.			No			O


			5.1.33			Following protocols must be supported:


			5.1.33.1			HTTP over TCP with TLS security			No			O


			5.1.33.2			CoAP over UDP with DTLS security			No			O


						LwM2M


			5.1.34			The proposed solution shall support LwM2M implementation of the ESipa for the communication between eIM and IPA. Bidder to quote this implementation separately			No			O


			5.1.35			The bidder shall advise which LwM2M version is supported			No			O


			5.1.36			LwM2M 1.1 shall be at least supported			No			O


						MQTT


			5.1.37			The proposed solution shall support MQTT implementation of the ESipa for the communication between eIM and IPA. Bidder to quote this implementation separately			No			O


			5.1.38			The bidder shall advise which MQTT version is supported			No			O


			5.1.39			MQTT 5.0 shall be at least supported			No			O


			5.2			Business requirements


			5.2.1			For IoT devices, the proposed solution shall allow Alfa to overwrite the profile downloaded on an IoT device without the need for external parties or platform. Example: For a smart meter that comes from abroad with a downloaded profile, Alfa should be able to replace this profile			No			O


			5.2.2			Consumer IOT devices such as smart meters for instance should be able to download a local profile without the need to have them connected to another device that already has an active profile as long as user has Internet connection			No			O


			5.2.3			The proposed solution shall allow Alfa to have eSIM Profile Download for IOT use case, to enable/disable IOT eSIM, to delete IOT eSIM, to perform IOT eSIM transfer.			No			O


			5.2.4			The solution shall support IOT eSIM device activation using Alfa portal. Below customer scenario is expected:
User purchases a subscription for the device, user receives a voucher, scans the voucher and the profile purchased is downloaded via Wi-Fi on the device with real-time profile activation. The vendor shall include all best practices for primary device eSIM activation.			No			O


			5.2.5			Bulk ESIM activation shall be allowed, in particular for IOT consumers e SIM			No			O


			5.2.6			Bidder shall specify applicable uses cases such as but not limited to:
Ability for Alfa to define data packages, discounts, bonuses, voice plans, etc. dedicated to  IoT eSIM consumers exclusively			No			O


			6			SAS-SM Certification Requirements


			6.1			The bidder shall confirm that the proposed solution is SAS-SM certified 			Yes			M


			6.2			The bidder shall advise on the type of SAS-SM certification to which he applied (full certification or provisional certification) and its validity date			No			M


			6.3			The proposed solution shall be compliant with the latest version of "FS.08 - GSMA SAS Standard for Subscription Manager Roles"			No			M


			6.4			The proposed solution shall be compliant with the latest version of "FS.09 - GSMA SAS Methodology for Subscription Manager Roles"			No			M


			6.5			The proposed solution shall be compliant with the latest version of "FS.17 - Security Accreditation Scheme - Consolidated Security Requirements"			No			M


			6.6			The proposed solution shall be compliant with the latest version of "FS.18 - Security Accreditation Scheme - Consolidated Security Guidelines"			No			M


			7			Security Requirements


			7.1			Common requirements


			7.1.1			The bidder shall describe the end-to-end security of the proposed solution including physical, logical, application and key management aspects			No			M


			7.1.2			The bidder shall confirm that the hosting of MIC1's data is not done in Israel, and not accessible by any party located in Israel.			Yes			M


			7.1.3			The proposed solution shall ensure an E2E security from the exchange at Profile ordering up to the installation of the Profile on the targeted eUICC as specified by GSMA			No			M


			7.1.4			The proposed solution shall implement the PKI cryptography method for certificate exchange as per the GSMA specifications			No			M


			7.1.5			The bidder shall provide details about the CI (certificate issuer) to which he applied for certificates 			No			M


			7.1.6			The proposed solution shall implement all the security features as per GSMA specifications such as but not limited to Certification of the Entities, Remote Secure Communication, Public Key Infrastructure, BPP Security Protocol, Cryptographic Negotiation, Algorithms and Key Length, TLS Requirements, Random Number Generation, etc.			No			M


			7.1.7			The bidder shall describe the encryption methods used for storing the profile data and any other sensitive data in the DB			No			M


			7.1.8			The proposed solution shall ensure that all profiles and databases are encrypted by HSM as per GSMA specifications			No			M


			7.1.9			The bidder shall possess his own HSM to store all details of eSIM profiles			Yes			M


			7.1.10			The bidder shall describe all protocols used for external communications from security perspective			No			M


			7.1.11			The bidder  shall describe the security aspects of the user access management including but not limited to web users/roles creation and management, passwords policies, privileges management, ....			No			M


			7.1.12			The bidder shall advise if SSO (Single Sign On) is supported within the proposed solution for the authentication of the web users 			No			M


			7.1.13			The bidder shall advise if Windows Authentication (using MIC1's domain) is supported within the proposed solution for the authentication of the web users 			No			M


			7.2			General Security requirements


						Access


			7.2.1			Application should support role based access, specific privileges per user (i.e. specific access to application modules and reports)
Role-based access control (RBAC) to enforce least privilege.
Support for strong password policies and password management practices.			No			M


			7.2.2			Database should support restricted access per user or groups to data (i.e. access per field or per table, …)			No			M


			7.2.3			Bidder shall provide relevant security notes and regular patches. When alfa receives security notes and related patches from the Bidder, alfa and Bidder shall test and implement these as required in a timely manner. The process for testing and implementing security notes and related patches shall be regular and in accordance with the state of the art and industry best practice;			No			M


			7.2.4			Non-administrative users shall only be able to access front end layers, and must not have direct access to platforms located in a different zone.			No			M


			7.2.5			If an authentication attempt is successful, the user should be informed of the date and time of their last successful log-on, and any unsuccessful log-on attempts that have happened since the last successful log-on.			No			M


			7.2.6			Remote access shall be implemented in accordance with the alfa Remote Access policy.			No			M


						Antimalware / SIEM


			7.2.7			The solution shall comply with the deployment of any endpoint protection solution such as Antimalware, EDR & application whitelisting.  All nodes SHALL have appropriate anti-malware software installed and active before going live. Coordinate with IT for agents installation.			No			M


			7.2.8			The Solution should offer open and flexible integrations to connect with a wide range of information security products in essential : SIEM tool and alfa's SOC (Security Operation Center)			No			M


						API /Web


			7.2.9			Access to the application shall be authenticated using distinct user accounts for each API connected. If user level functions are provided, then each user must be authenticated			No			M


			7.2.10			•	The authorization within the API must be implemented on at least the following 3 different levels:
a) main function level:
Each main function provided by the API must ensure that the user calling the function is allowed to do so. An example of a main function is the general customer data handling function.

b) sub function level:
Each sub-function provided by the API must ensure that the user calling the function is allowed to do so. Examples of a sub function within the customer data handling main function are:
• reading customer data
• deleting customer data
• writing customer data

c) object level:
Each main and sub function has to ensure that the calling user is allowed to access the objects he attempts to. 
Within the customer data main and sub function it must be assured that the calling user can access only customer records he is allowed to.			No			M


			7.2.11			•	All external interfaces of applications shall:
a) control incoming requests syntactically and semantically before these are processed by the application. This includes comparison against expected allowed and forbidden options, field types, length/size, structures, and standards.
b) have a deterministic behavior facing incoming requests			No			M


			7.2.12			•	The API must implement a proper error handler. Stack traces and other internal information such as code snippets, filenames, or internal IP addresses shall not be disclosed to the entity calling the API.			No			M


			7.2.13			•	The documentation provided for the API must include at least the following information:
a) data flow diagrams
b) all provided functions including their expected input data described by data type, data format, range, and length
c) function behavior including error condition
d) provided output data described by data type, data format, range, and length
e) user role model			No			M


			7.2.14			•	External interfaces shall not contain services other than needed and listed in the design documentation.			No			M


			7.2.15			•	When interfaces are exposed to non-trusted networks, they shall restrict access to specified and approved IP addresses (this can be achieved through access control lists or IP whitelisting).			No			M


			7.2.16			•	The use of the HTTP PATCH method on binary data in APIs is forbidden since this would allow for the combination of the original data plus a patch which could be malicious and be missed in anti-malware checks.			No			M


			7.2.17			•	The HTTP DELETE method shall only be exposed where it is absolutely required, and may need to be made available differently for the same API depending on whether the requesting party is internal or external.			No			M


			7.2.18			•	Regarding transport:
a) Generally use TLS 1.2 or higher
b) Use TLS 1.0/TLS 1.1 only for TLS 1.2+ incompatible clients
c) Disable SSLv3 and lower			No			M


			7.2.19			•	As cipher suites providing authentication and encryption:
a) Generally use AES or Camellia 128bit with a minimum of 128bit key size
b) Use 3DES only for AES and Camellia incompatible clients
c) Disable all other ciphers (e.g. RC4, DES)
For the allowed cipher suite lists for modern, intermediate and legacy clients, see the  Cryptographic Algorithms & Key Sizes Detailed Guidance.
As encryption mode:
d) Use GCM and CBC with preference of GCM			No			M


			7.2.20			•	For hashing:
a) Generally use SHA-2 algorithms (SHA-256 recommended)
b) Use SHA-1 only for SHA-2 incompatible clients (some web browsers)
c) Disable all other hashing algorithms (e.g. MD5)			No			M


			7.2.21			•	The key exchange protocol implemented shall:
a) Generally use ephemeral DH key exchanges
b) Use at least 2048 bit Diffie-Hellmann parameter
c) Use RSA key exchange only for DHE incompatible clients or in case of DHE for performance reasons
d) Disable all other key exchanges (e.g. DH and ADH, ECDH)			No			M


			7.2.22			•	When implementing the SSL/TLS channel, the following considerations shall be taken:
a)   Disable compression.
b)   Enable secure renegotiation.
c)   Disable client initiated renegotiation.
d)   Enable session resumption.
e)   Select most secure compatible cipher based on server preference.			No			M


			7.2.23			•	API shall be developed in such a way as to be fully compliant with the latest version of 'The OWASP Guide to Building 			No			M


			7.2.24			•	Before go live, API shall be reviewed and may be scanned by the security team in order to check their security compliance.			No			M


			7.2.25			•	All APIs shall be statically tested or penetration tested by an experienced penetration testing outfit			No			M


			7.2.26				Protocol Support
SSL v2 must not be implemented or enabled.
SSL v3 must not be implemented or enabled.
TLS 1.2 must be implemented and enabled.
TLS 1.3 must be implemented, enabled, and preferred over TLS 1.2
TLS 1.1 and TLS1.0 must be avoided, and only be enabled if they are needed for interoperability reasons. If TLS 1.0 and TLS 1.1 are implemented and enabled, they must not be preferred. If both are supported, then TLS 1.1 must be preferred over TLS 1.0. 
TLS_FALLBACK_SCSV feature must be enabled. Client applications must notbe permitted to fall back to SSL v3 or lower.
TLS-level compression must notbe used.
TLS Session Resumption must have a maximum resumption period of no greater than 10 minutes. However, if TLS session resumption is not required then the capability must notbe supported or implemented.
Only secure renegotiations using the TLS Renegotiation extension (seeRFC5746) must be enabled. Insecure TLS renegotiations of any type must notbe implemented or enabled. 			No			M


			7.2.27			Cipher Suits
•	Only cipher suites with SHA256 (or above) message authentication algorithms must be used
•	NULL encryption must not be permitted, and implementations must not negotiate with cipher suites with NULL encryption.
•	RC4 encryption must no tbe used.
•	CBC must not be used. Where this is not possible, CBC must be placed below GCM cipher suites, and a risk raised against the platform.
•	EXPORT cipher suites must not be implemented or enabled.
•	Symmetrical cipher suites must be at least 128-bits in length –any symmetrical cipher suites with at least 256-bits in length must be preferred over 128-bit symmetrical cipher suites.			No			M


			7.2.28			Exchange Protocols
•	ECDHE/DHE must be prioritized over RSA  and ECDHE must be prioritized over DHE.
•	Key exchange protocols based on ECDHE protocols must not support keys that are less than 256-bits in length.
•	Key exchange protocols based on DHE or RSA protocols must not support keys that are less than 2048-bits in length.MR20ANONYMOUS key exchange must not be used.
•	PSK, DSA, ECDH, and ECDSA implementations must not support the following keys lengths:
•	PSK not less than 128-bits in length
•	DSA not less than2048-bits in length
•	Elliptic Curve not less than 256 bits in length
If implemented, these key exchange protocols must be prioritized lower than ECDHE, DHE and RSA			No			M


			7.2.29			TLS Protocol Extensions
•	Implementations must notuse the Truncated HMAC extension			No			M


			7.2.30				Digital Certificates

•	The Digital certificate name must match the domain name, or the IP address of internal-only host where the domain name cannot be used. The Digital certificate must be within the validity period.
•	The Digital certificate must be signed under a Trusted Root CA.
•	The Digital certificate and all intermediate CAs in the certificate chain must use SHA2 hash–certificates with a hash of SHA1 or below must not be permitted.
•	The Digital certificate key must be at least 2048-bits in length (if RSA), or at least 256 bits in length (if Elliptic Curve).
•	Internal-use digital certificates must be issued and signed by alfa CA. Use of self-signed certificates must be restricted and risk assessed per use-case.			No			M


			7.2.31			Other TLS Considerations
•	Known SSL/TLS/DTLS implementation vulnerabilities mustbe patched.
•	Published web services must not contain a mixture of TLS-protected and non-TLS-protected content (mixed content) on the same page–all service content must be protected by TLS.
•	Generating inherently weak cryptographic keys must not be permitted.			No			M


						Data Integrity & Input Controls


			7.2.32			Performance of all remote operation and maintenance tasks SHALL be supported via encrypted protocols (e.g. ssh, ssl).			No			M


			7.2.33			All operations that modify data (e.g. update, delete, insert) shall ensure that no intermediate stage in the operation that can lead to data integrity problems. Either the operation is fully completed or fully incomplete.			No			M


			7.2.34			All processes that receive data input (both manual and automated) shall control and validate input data in terms of formatting, length and syntax.			No			M


						Data Security & Integrity


			7.2.35			There SHALL be measures to safeguard against user error and fraud (i.e. an application to check the validity of data entered and/or received from other applications, for example, according to any imported data format or range values or input validation).			No			M


			7.2.36			sensitive data SHALL NOT be stored anywhere where it could put it at risk (i.e. caching), and SHALL be encrypted with an approved algorithm (128-bit or higher) whilst stored or transmitted on public networks (for example, encrypt certain database attributes via the application). All used encryption methods and algorithms SHALL conform to standards and use the latest versions of cryptographic libraries.			No			M


						Encryption


			7.2.37			Encryption shall be used in all communications / interactions between systems, especially if the communication is through web access. Web based access shall always be used through HTTPs. 			Yes			M


						General


			7.2.38			The Bidder shall commit to refrain from offering any product SW or  equipment which can cause security threat or information leakage that jeopardizes MIC1 network security. 			Yes			M


			7.2.39			The Bidder should commit to improve solution / systems information security weaknesses whenever needed or highlighted by MIC1 information security team. 			Yes			M


			7.2.40			Bidders should outline their incident response plan and how they will communicate security incidents			No			M


						Hardening Features    


			7.2.41			Production systems shall not use the same environment as stage, testing, development or pre-production systems. Each environment must have a dedicated purpose.			No			M


			7.2.42			The individual components of the system (such as web server, operating system, database, routers, switches, Load balancers, etc..) shall be hardened according to security best practices. ( CIS, NIST baselines or approved bidder hardening standard)
If in doubt, please engage with the Security team to help determine the hardening requirements.			No			M


			7.2.43			A description of the hardening settings shall be provided in detail.
The Security team shall be engaged to validate the settings. 
Validation may also be done via a grey-box security test (penetration test).			No			M


			7.2.44			Software packages, applications and services that are not required shall be deactivated or removed from the system.			No			M


			7.2.45			Unused interfaces and protocols shall be disabled.			No			M


			7.2.46			System accounts shall be configured to prevent interactive login sessions.			No			M


			7.2.47			Authentication information to systems shall be transmitted over an encrypted protocol. Clear-text authentication is not allowed.			No			M


			7.2.48			Externally reachable interfaces shall have all node discovery protocols disabled.			No			M


						Logging and Monitoring 


			7.2.49			The system SHALL be able to set maximum size of audit logs. When the file gets full, it SHALL either switch to a second file or overwrite itself.			No			M


			7.2.50			A configurable automated process SHALL be implemented to send log files or defined logged event to a security log server			No			M


			7.2.51			The system SHOULD provide the capability to:
a. Select events that took place within a specific range of dates and times
b. Select combinations of events
c. Select events where a specific user used a particular privilege
d. Print a list of all possible access privileges			No			M


			7.2.52			All system modifications SHALL be logged including the modified components and the user who performed the modifications.			No			M


			7.2.53			The solution shall allow generation of: Audit trails and logging of user access and activities.
			No			M


			7.2.54			Solution and storage shall be sized to host history logs for at least 1 year back.			No			M


			7.2.55			The system SHALL provide the means to detect and alarm unauthorized or improper use of the system.			No			M


			7.2.56			The following events shall be logged at each level:
a) successful logins (log-in and out)
b) failed login attempts
c) privilege escalation attempts (e.g. switch user on privileged accounts)
d) rejected connections
e) violations of access restrictions
f) manipulation attempts (e.g. shutdown of the system, modification of system time)
g) creation or modification of user accounts
h) access to the security logs
i) attempts to modify the security policy
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.57			For each logged event the following details SHALL be provided: time, date, type of event, IP-address, Workstation ID / MSISDN, User ID
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.58			The system shall be able to define specific log requirements for critical systems, files or folders.			No			M


			7.2.59			Read-only access to the logging system and data shall be restricted to specific privileged accounts or user profiles.			No			M


			7.2.60			The log system shall provide the capability to:
a) select events that took place within a specific time range.
b) select combinations of events.
c) select events where a specific user used a particular privilege.
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


						Network Elements


			7.2.61			Access services (e.g. SSH, HTTPS, RPC) shall be exclusively bound to the interface they are going to be serving. and NOT to all interfaces			No			M


			7.2.62			Ports allowed for a particular service use shall not be reused for other purposes without explicitly being detailed in the design documentation.			No			M


			7.2.63			The network element shall be configured to automatically terminate administrative sessions after a predefined inactivity timeout.			No			M


						Network Services


			7.2.64			All data traffic coming from the Internet or other untrusted networks shall terminate in a reverse proxy which may validate and pass the request on to application servers. This reverse proxy physically separates trusted and untrusted interfaces.			No			M


			7.2.65			Data traffic between layers shall be separated by firewalls.			No			M


			7.2.66			Services using dynamic ports or port ranges shall be filtered with security devices and only allowed by exception when going towards external zones.			No			M


			7.2.67			Firewall rules and similar traffic filters shall not include the ‘ANY’ value for SOURCE or DESTINATION, instead either a host or subnet shall be given.  			No			M


			7.2.68			Firewall rules and similar traffic filters shall not include the ‘ANY’ value for ports. A valid port number or port range shall be given for all required rules.			No			M


			7.2.69			Bidirectional traffic shall be detailed in separate firewall access rules (i.e. one rule for each traffic flow direction).			No			M


						Operating System & Platform Configuration


			7.2.70			Following the general security principle that all unnecessary protocols & services should be disabled, the following services SHALL be specifically disabled:
Telnet, Finger, Chargen, Echo, HTTP, BOOTP, TFTP, Ident (RFC 1413), Configuration auto-loading service, IP multicast routing, IP source routing			No			M


			7.2.71			The use of a trustworthy community allowing access to parts of a system without authentication SHALL NOT be used (e.g. under Unix: the use of .rhosts and .shosts).			No			M


			7.2.72			The following SHALL apply to interface specific protocols for infrastructure and networking devices:
a. will not perform proxy ARP
b. will not respond to IP ICMP Redirects (ICMP Type 5)
c. will not respond to Echo Requests (ICMP Type 8) to broadcast addresses (“directed broadcasts”)
d. will not respond to ICMP Mask Request
			No			M


			7.2.73			The Bidder shall change default errors / messages and configuration.			No			M


			7.2.74			All service accounts SHALL be securely configured to prevent their use for interactive login (e.g. no shell in Unix / service logon in Windows).			No			M


			7.2.75			When permitted by the operating system, all service accounts SHALL be securely configured to lock down processes to particular directories required for execution (e.g. jailed/chroot in unix).			No			M


			7.2.76			In the particular case of services such as SSH that need to be used for SFTP, the server SHALL prevent interactive logins with any valid account.			No			M


			7.2.77			Access Control Lists (ACLs) or similar local security controls SHALL be used on interfaces to restrict access to only specified and approved IP addresses and SHALL be configured to accept traffic on required ports.			No			M


			7.2.78			All components SHOULD use the latest version of software. All security patches available for that software SHALL be applied.			No			M


			7.2.79			If a system is modified or updated all relevant operating system security patches and application security patches SHALL be applied.			No			M


			7.2.80			Security patches SHALL be tested prior to deploying in a development environment. This will avoid any potential problems when deploying in the production environment.			No			M


						Password Policy


			7.2.81			The provided application should run without the need of root (unix) and / or admin (win) privileges.			No			M


			7.2.82			All system access shall be granted on the principles of least privilege and need to know.			No			M


			7.2.83			Each user account shall be protected with a strong password (or other secret information known only to the user).
Systems are configured to
a) allow users to select and change their own passwords and include a confirmation procedure to allow for input errors;
b) enforce the use of passwords which are compliant with the agreed password policies; and
c) where technically feasible, reject previously used weak passwords, e.g. by checking against dictionaries and simple modifications of dictionary words and passwords
			No			M


			7.2.84			Initial passwords (e.g. those assigned during the creation or reset of a user account) must only be valid until the user’s first session, and the system should then force the initial password to be changed.			No			M


			7.2.85			Passwords and encrypted passwords shall not be written to any locations that are accessible to non-administrative users.			No			M


			7.2.86			The following password controls shall be enforced by the system:
a) a minimum length of 12 characters 
b) contain at least 3 of each of the following: upper case letters, lower case letters, numbers and special characters 
c) if technically feasible, the system shall detect and disallow simple passwords (such as, P@ssWord12345 and dictionary words) 
d) the password shall not be identical to the username of the account
e) the password shall be different from the last 3 used passwords
f) the password shall not contain more than 2 successive identical characters.
g) that password validation is case sensitive
h) a maximum password age of 90 days
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.87			The use of hard-coded passwords (e.g. in source code) is forbidden.			Yes			M


			7.2.88			The system shall force the user to enter their current password as well as their new password when carrying out a password change.			No			M


			7.2.89			Passwords shall be stored in a securely hashed form. Only algorithms specifically designed for password storage shall be used (e.g. bcrypt or PBKDF2).			No			M


			7.2.90			After a maximum of 5 sequential failed login attempts, the user account shall be automatically locked for a defined period (at least 30 minutes). The action shall be documented in a log file as a critical event.			No			M


			7.2.91			Authenticated sessions must have a maximum duration of 12 hours, and must expire after the session has been inactive for a maximum of 60 minutes			No			M


						Patch Management


			7.2.92			All system components shall be installed with or updated to the latest stable version with all security patches applied.			No			M


						Platform Design


			7.2.93			Platforms deployed exclusively for internal use must be located in an internal only backend, and under no circumstances shall they be located in DMZs or public frontends.			No			M


			7.2.94			Proxies shall hold no customer data, and shall have no direct access to customer databases.			No			M


			7.2.95			Platform design must be compliant with the  alfa security zoning standard.(ex: Web server should be located in a DMZ Vlan, Database srv in a data Vlan,…)
If in doubt, please engage with the Security team to help determine a compliant architecture.			No			M


						Privacy and Confidentiality


			7.2.96			Production data SHALL NOT be used in development, testing and training environments. If production data is used in development, testing or training environments, it MUST be sanitized to remove / obscure alfa confidential information, as well as any customer personal data.			No			M


			7.2.97			All security sensitive information and especially personal data SHALL be stored encrypted or with the appropriate protection mechanisms over public networks e.g. Internet. The transmission of this data SHALL be done in secure way (e.g. via encrypted protocol such as SSL, IPSEC, SSH, etc.).			No			M


			7.2.98			All external interfaces of applications (APIs) SHALL:
a. be tested regularly to check their integrity 
b. have a default process for all multiple choices and/or tests/jumps
c. control syntactically and semantically the incoming requests before processing by the application
d. have a deterministic behavior facing an arrival of a message at the level of the application
e. prevent the implementation of a buffer overflow
			No			M


			7.2.99			All web applications SHALL be developed in such a way as to be fully compliant with the latest version of The OWASP Guide to Building Secure Web Applications			No			M


			7.2.100			All web applications, especially externally visible applications, SHALL be tested following the latest version of the OWASP Testing Guide.			No			M


			7.2.101			All web applications that manage credit card data SHALL be compliant with the PCI DSS standard [PCI].			No			M


			7.2.102			"Controls SHALL be in place to protect the authentication, authorization and accounting mechanisms used by the application to:
a. Authenticate a user "
b. Determine what resources the user is authorized to access                                                                    
c. Recognize an already authenticated user
d. Store persistent information during user’s session			No			M


			7.2.103			Information SHALL be provided on what controls are in place to protect the mechanisms from security risks such as session hijacking, brute forcing of session keys, session key re-use, cookie theft, cross-site scripting, tampering of values used in session persistency.			No			M


			7.2.104			The webserver SHALL validate, on the server side, all data input by users, and reject all input for which one or more of the following is true:
a. not formatted as expected
b. contains incorrect syntax
c. not a valid data string
d.  contains parameters or characters with invalid values
e. falls outside the expected bounds (e.g., length, range)
f. contains a numeric value that would cause a routine or calculation in the application to divide any number by zero
g. contains any parameters the source of which cannot be validated by the user’s session token
h. can induce a buffer overflow
i. contains HTML or Script
j. contains special characters, meta code, or meta-characters that have not been encoded (if encoding is allowed)
k. contains direct SQL queries
l. contains any other type of unexpected content or invalid parameters
			No			M


			7.2.105			The error web pages SHALL be configured so that no information about the server, operating system or other type of data is revealed. It is RECOMMENDED to use a standard error web page.			No			M


						Project Documentation


			7.2.106			Project documentation shall be prepared and delivered including:
a) An explanation of the system architecture 
b) A list of platforms and versions used (e.g. hardware, operating system, middleware, applications and databases)
c) Details about interfaces and protocols with other systems/applications
d) Communication matrix and a topology map describing the connections.
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.107			Documentation regarding the security architecture shall be created and shall contain:
a) Available security mechanisms at different layers (application, network and database level)
b) Details of how sensitive data is protected when transmitted within the system
c) Security mechanisms used to protect connections between the system and external networks
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.108			Documentation about user profiling and management shall be created and shall include:
a) User account management processes (including request, approval, creation, deletion, permissions changes)
b) Details about the user accounts repository
c) Description of the user profiles in use and the corresponding business use cases
d) Details about accounts that are not attributed to individuals (e.g. 'root' or 'administrator')
e) All implemented authentication and authorization mechanisms (e.g. single-sign-on, two-factor solutions, certificates)
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.109			If a system is modified or changed significantly then documentation shall be updated accordingly.			No			M


			7.2.110			The Bidder shall mention the security standards adopted/followed in designing the proposed solution and  describe security checking and audits performed on the designed solution prior to putting it on the market.			No			M


			7.2.111			The Bidder should specify if it has acquired the ISO27001 certification or any other equivalent security certification, and submit with the Offer a copy of such certificate.			No			M


						Right to request additional security measure


			7.2.112			If alfa Cybersecurity team determines that due to unforeseen circumstances in a dynamic environment that other measures are required to provide adequate security based on an assessed risk or vulnerability, Bidder may also be required to implement additional security precautions. 			No			M


						System Design & Documentation


			7.2.113			As-built documentation SHOULD include:
a. an explanation of the system architecture
b. use cases (both positive and negative use cases) related to proposed user profiles, and operational task using these profiles
c. list the standard platforms (e.g. hardware, OS, middleware, applications and databases)
d. the interfaces with other systems/applications and protocols
e. all installed & uninstalled components or applications
f. all bidder related Operations & Maintenance Procedures and roles
g. all remote maintenance procedures
h. all implemented and available authentication and authorization mechanisms (regardless if the features / functions are enabled / disabled or used / unused)
i. an approved communication matrix (e.g. services, ports, source/destination etc.) with firewall settings and a topology map describing the connections.
j. the security mechanisms, available to secure the system against unauthorized use, manipulation or disclosure of information (on application, platform, database level, etc.).
k. details of how personal or sensitive data is protected against manipulation, misuse or disclosure within the system
l. all additional classes of data / information (install packages, backup files, etc.) which are handled or stored by the system
m. an exhaustive list of all the installed security patches and modifications. The document SHALL be maintained and provided on each system update or on alfa’s request
n. network infrastructure and architecture of the system
o. the security mechanisms used to protect connections to public or external networks (e.g. firewalls, tunnelling)
p. for each user profile a description of the password parameters and how they SHALL be configured (e.g. forced minimum password length, maximum password lifetime, screen lock timeout, maximum number of failed login attempts, password complexity)
q. an explanation of how log files are archived in a trustworthy way for a configurable time			No			M


			7.2.114			The Management Network SHALL be logically separated and SHALL be physically separated from the data network.			No			M


			7.2.115			Interfaces/protocols SHALL provide encryption and authentication, to commercial best-practice standards, where the interfaces are exposed outside the security domain and for administrative access. Applications placed in the DMZ, in front of external open networks like the Internet, SHALL run in a restricted environment (e.g. chroot under Unix).			No			M


						System Networking


			7.2.116			The network element shall be configured to generate an alert for each failed SNMP authentication attempt.			No			M


			7.2.117			Networking devices shall:
a) not perform proxy ARP requests
b) not respond to ICMP redirects (ICMP type 5)
c) not respond to ICMP echo requests (ICMP type 8) to broadcast addresses
d) not respond to ICMP mask requests
In case of partial compliance, state the non-compliant point(s) from the above.			No			M


			7.2.118			It SHALL NOT be possible from one network, to route to another network via the device or network element other than that required for standard operation			No			M


			7.2.119			External interfaces SHALL NOT contain services other than those listed and agreed in the design documentation			No			M


			7.2.120			In respect of communication flows and rules for filtering traffic on Firewalls and other security filters - the ‘ANY’ value SHALL NOT be used for SOURCE or DESTINATION, either a host or subnet SHALL be given as SOURCE or DESTINATION. If ‘ANY’ is used it will be dealt with on a case by case basis.			No			M


			7.2.121			The ‘ANY’ value SHALL NOT be used for ports. A valid port number or port range SHALL be given for all required rules. Ports SHALL always be matched with services and data about this SHALL be included in the design documentation.			No			M


						Vulnerability/compliance


			7.2.122			The Bidder shall accept that MIC1 runs a vulnerability scan on the proposed solution prior to issuing the acceptance and in case any vulnerability is found, the Bidder undertakes to take the necessary actions to remedy such vulnerability within 15 days from its notification.  			No			M


			7.2.123			The bidder shall confirm that no sensitive data / subscriber’s data will be hosted on the platform hosted on the public cloud			Yes			M


			7.2.124			In case of "Server as a Service" cloud component is offered the bidder should configure all the servers to forward logs to MIC1 SIEM solution.			No			M


			7.2.125			Bidder should engage with a Trusted Cloud Provider. A reputable cloud service provider with a strong track record in security and compliance should be chosen. 			No			M


			7.2.126			Bidders must demonstrate compliance with relevant regulatory requirements and industry standards (e.g., GDPR, HIPAA,...) and should be ensured by implementing appropriate security controls and adhering to best practices for data protection and privacy.			No			M


			7.2.127			Bidders should provide documentation outlining their compliance approach, including relevant audit reports or certifications			No			M


			7.2.128			All cloud services, platforms, and infrastructure components should be kept up to date by the bidder and the latest security patches installed to mitigate any vulnerabilities and security risks.			No			M


			7.2.129			Bidder should make sure that data should be encrypted both in transit and at rest. Transport Layer Security (TLS) should be used for securing data in transit, and encryption services should be employed for data at rest.			No			M


			7.2.130			bidder must implement multi-factor authentication for all eSIM account access and profile management activities			No			M


			7.2.131			all sensitive data exchanged between Alfa and eSIM bidder should be encrypted during transmission and storage. This includes eSIM profiles, authentication credentials, cryptographic keys, and any other confidential information			Yes			M


			7.2.132			The eSIM bidder should have ISO/IEC 27001 certification, demonstrating their commitment to implementing and maintaining an information security management system (ISMS) based on international standards.			No			M


			7.2.133			Secure key management practices should be used to protect cryptographic keys used in eSIM provisioning and authentication processes. This includes using hardware security modules (HSMs) to securely store and manage keys			No			M


			7.2.134			The bidder shall provide a low level description of the SIM cards security 			No			M


			7.2.135			The bidder declares that he is certificated by EMV co and provide a copy of the certificate and its scope			No			M


			7.2.136			The bidder must hold a valid GSMA Certificate for eSIM			Yes			M


			7.2.137			The bidder must also provide documentation demonstrating compliance with the GSMA's technical specifications for eSIM and security requirements			No			M


			7.2.138			The proposed solution shall ensure an E2E security from the exchange at Profile ordering up to the installation of the Profile on the targeted eUICC as specified by GSMA			No			M


			7.2.139			Profiles should be encrypted using a transport key (transport key stored in HSM). Profiles  then should be re-encrypted at time of download with suitable key for target eUICC			No			M


			7.2.140			The proposed solution shall ensure that all communication established with the eUICC is performed through the strongest level of security based on the latest secure channel protocols, as specified by GSMA			No			M


						Key Exchange Process


			7.2.141			The bidder must provide a comprehensive description of the transport key exchange process, outlining each step clearly			No			M


			7.2.142			The bidder shall make sure that the transport key exchange is conducted securely with respect to 3 different custodians			No			M


			7.3			Information Analytics requirements


			7.3.1			Cloud solution can be discussed, as long as the bidder took all necessary security measures to protect data and communication methods			No			M


			7.3.2			API middleware could be required from the bidder, based on the proposed architecture.			No			M


			7.3.3			The bidder must not access customers profiles and must not able to modify any entry			No			M


			7.3.4			Must identify if contacts can be stored on eUICC			No			M


			7.3.5			ALFA must have a copy of the profile downloaded on the users eUICC			Yes			M


			7.3.6			FTP CDRs generated from the platform into our servers			Yes			M


			8			Validation Requirements


						Testing and quality assurance


			8.1			The bidder shall perform validation operation on the eSIM solution. These validation operations shall cover all the aspect and features of the provided solution.			No			M


			8.2			The bidder shall provide the validation and integration strategy to MIC1 30 working days before executing the validation. The validation shall be fulfilled before delivering the product to MIC1. The integration strategy shall include a rollback procedure.			No			M


			8.3			The bidder shall provide the validation tests plan and tests book to MIC1 30 working days before executing the validation operations.			No			M


			8.4			The validation operations shall be done in an environment similar to MIC1 network. The validation shall be fulfilled before delivering the solution to MIC1.			No			M


			8.5			The bidder shall provide all the installation procedures and rollbacks. The bidder shall validate all the installation procedures and rollbacks before delivering the solution to MIC1.			No			M


			8.6			Acceptance Report: Bidder shall deliver an Acceptance Report detailing the execution phase of tests, reporting all remaining issues and defects.			No			M


			8.7			The bidder shall make validation operations on the entire solution based on MIC1 network architecture and business requirements. These tests should cover the following aspects:


			8.7.1			Installation and fallback procedures 			No			M


			8.7.2			Platform integration			No			M


			8.7.3			Backup and restore procedures			No			M


			8.7.4			Commissioning tests			No			M


			8.7.5			IOT tests with MIC1 environment			No			M


			8.7.6			Service tests cases covering the entire scope of all the provided services			No			M


			8.7.7			Testing all the features and exposed network capabilities to external applications. All the APIs should be validated.			No			M


			8.7.8			Testing of all the provided tools (Ex: management interface, ...)			No			M


			8.7.9			CDRs validation			No			M


			8.7.10			 Fault and error cases 			No			M


			8.7.11			Performance, SNMP alarms and load tests			No			M


			8.7.12			Redundancy tests: network and hardware			No			M


			8.8			The bidder shall provide a technical support on MIC1 site during the validation operation and acceptance tests done by MIC1 on the provided eSIM solution. The bidder shall prepare the platform, configuration and environment in order to let MIC1 teams perform the testing.			No			M


			9			Statistics & Performance Requirements


						Reports & Statistics Integration into Datawarehouse


			9.1			The bidder shall describe the data model available in his solution and data that can be extracted. A detailed documentation of the solution to be provided.			No			M


			9.2			The bidder shall provide conditions to identify and distinguish eSIM series and eSIM features			No			M


			9.3			MIC1 shall specify the needed DR's structure and output from the platform . It's on the bidder to implement requested flows in a structured format.			No			M


			9.4			The bidder shall provide the ability to extract to Datawarehouse at any time any data available in the system and found needed			No			M


			9.5			MIC1 shall be able to specify File naming convention and distribution frequency 			No			M


			9.6			The bidder shall specify the protocols supported for DRs distribution(I.e. sftp )			No			M


						Quality and Performance


			9.7			The bidder shall provide the list of raw counters supported by the proposed solution along with all related info (e.g., description, type (peg, gauge, pdf, etc.), length (e.g., 32-bits, 64-bits), indexing (indexing method if valid), etc. Related documentations shall be communicated			No			M


			9.8			The bidder shall provide the list of recommended KPIs, KQIs and QoEs used for monitoring that could be measured by the system, along with their description, formulas and recommended thresholds. Related documentations shall be communicated			No			M


			9.9			The bidder shall provide a northbound interface where the supported performance counters and indicators can be transferred to external systems in near real time (e.g., every 15 min, hour, 6 hours)			No			M


			9.10			The bidder shall specify the format used for saving PM files and reports and provide sample files			No			M


			9.11			The system shall indicate/describe/support the integration of counters/KPIs/KQIs/QoE and PM files with external systems (e.g., existing PMS tool); the bidder shall indicate the type of interfaces available for integration and support the integration process			No			M


			9.12			The bidder shall specify the counters' refresh interval (e.g. 60 seconds)			No			M


			9.13			The Tendering Party shall include a list of predefined reports covering the major KPIs that will be monitored for the implementation of the proposed solution			No			M


			9.14			The solution shall support the export capability to multiple formats, including and not limited to : Excel, pdf, Word, csv, txt.			No			M


			9.15			The solution shall support the scheduling of automatic reports and sending them by email to defined users in pdf and  excel format.			No			M


						Fraud


			9.16			The solution must allow the generation of a customer actions report that includes at least the following fields: MSISDN, date and time, ICCID, eUICC, device type (IMEI), action performed (such as download, delete, or redownload), transaction ID, transaction status (failed or successful), and the corresponding failure reason.			No			M


			9.17			The solution must allow the generation of a report related to agent transactions, which should include at least the following fields: agent ID, agent name, pool or sub pool, ICCID, MSISDN, date and time, eUICC, action performed (such as download, delete, or redownload...), transaction ID, transaction status, and the failure reason			No			M


			9.18			The user must be able to access the above reports through a GUI.			No			M


			9.19			The user must be able to search and filter the reports using at least: custom date ranges, agent ID, MSISDN,ICCID and transaction type (download,delete…)			No			M


			9.20			All above reports shall be at least exported to excel,csv,pdf…			No			M


			9.21			Customers should not be able to redownload a profile that is not deleted or to use an eSIM voucher across multiple devices.			No			M


			9.22			Solution should allow the possibility to set a limit for eSIM redownload.			No			M


			9.23			The solution shall include measures to prevent account takeover during eSIM download. Bidder shall describe how these measures will be achieved.			No			M


			9.24			The solution shall provide analytics and monitoring capabilities to detect unusual download patterns (such as rapid consecutive attempts...) Bidder shall explain how this will be achieved.			No			M


			10			Other Business Requirements


			10.1			Logistics Requirements


						General Requirements


			10.1.1			The bidder shall send the form of the electrical profile			No			M


			10.1.2			The bidder shall deliver the test cards/vouchers to the Client within a maximum period of one (1) week starting from the date of receiving the electrical profile 			No			M


			10.1.3			Bidder shall provide training for 4 people on Java card, General overview on OTA, Value added services on Products,
Test equipment, SIM CARDS personalization and Java Tools for free excluding tickets and accommodation			No			M


			10.1.4			In case of defective eSIM cards, the Bidder shall replace all defective items free of charge, within 10 working days
after MIC1's claim			Yes			M


			10.1.5			The Supplier guarantees that the Products’ software, which means any and all program or software (including firmware) embedded in the Products, are under warranty  for a period of twelve (12) months from the date of delivery of the Products, compliant to the relevant agreed written specifications			Yes			M


			10.1.6			Before delivery of the Products, the Bidder shall take all necessary precautions beforehand to protect Products and keep them undamaged. The Bidder shall be liable for any damage whatsoever caused. The risk of loss, damage or destruction of the Products shall then pass to MIC1 as soon as the Cards are delivered 			Yes			M


			10.1.7			Bidder confirms that he is certificated by SAS, EAL4+ and EMV co, and his production physical and IT network environment are compliant with the corresponding SAS requirements and other security rules and policies. Production site is complying with the highest security standards and are audited every year by regulatory bodies from governmental and telecom activity sectors			Yes			M


			10.1.8			Bidder confirms that input and output files will be transmitted encrypted over SFTP			Yes			M


			10.1.9			Bidder should follow alfa's Input file format/template to generate the relevant Output and OTA files:                                                    ********* Header Description ** file : FMLXXXXX.INP*********
Customer: XXX
Quantity: X
Type: PLUG-IN
Profile: XX.0
Card memory: XXK
Card phase: 2+
Card voltage: 3V
ADN1: 250
ADN2: 150
SMS memory: 40SMS
Pin 1:
Graph_ref:X.0
*
Batch: XXXXX
Transport_key:XXX
Transport_KAppli:XXX
************* Input variables       **********
Var_in_list:
IMSI: XXXXXXXXXXXXXXX
SER_NB:XXXXXXXXXXXXXXXXXX
**********  output ************************
Var_Out: IMSI/ICCID/PIN2/PUK1/PUK2/KI/Code_ADM/
*****************  fin   ******************			Yes			M


			10.1.10			Bidder to invite the operator for a site visit			No			M


			10.1.11			International and local Sim/eSIM manufacturers should be in business for at least 5 years and should provide a list of references			No			M


			10.1.12			The bidder shall provide a template of the QR codes input/output file			No			M


			10.1.13			The vouchers/eSIM card should have a special reference/serial number and MIC1 ICCID different from the QR code in order to manage their related stock on the relevant stock management application			Yes			M


			10.1.14			The proposed solution shall allow the MSISDN to become unsuspended and active once QR code is read by the device (some MSISDNs might be pre-activated but suspended)			No			M


			10.1.15			The bidder shall define the SIM identifier in his new solution, knowing that MIC1’s ICCID International identifier is currently 8996101 and specific ranges of IMSIs			Yes			M


			10.1.16			The bidder shall provide all the eSIM capabilities of the normal physical SIM			No			M


						Physical Vouchers (plastic)


			10.1.17			The Supplier shall deliver the e-proof of the SIM card and its corresponding packs to the Client within a maximum period of one (1) week starting from the date of receiving the artwork CD or files transmission			No			M


			10.1.18			Bidder shall take out and maintain with a reputable insurance company, an insurance policy, relating to: liability insurance covering the bidder personnel and to cover damage or destruction during transportation
			Yes			M


			10.1.19			Every Half Sized eSIM card shall be a unique unit			Yes			M


			10.1.20			Material should be PVC “high temperature”			No			M


			10.1.21			Laser printing of 4 lines of data
1- PIN1 Back side: 4 digits Format: XXXX
2- PUK1 Back side: 8 digits Format: XXXX XXXX
3- Code Bar of the ICCID (code 128) 12 digit
4- ICCID on the Chip
5- Covered QR on the Chip			Yes			M


			10.1.22			Cards shall be first packaged in cardboard boxes and then in wooden boxes, which protect them against dust and humidity.			No			M


			10.1.23			Boxes in the package shall contain 500 Products inserted serially. Outer box contains 2500 cards (5 packages).
The outer box label shall specify the first serial and the last serial of the cards placed in the four boxes			No			M


			10.1.24			BAP Trial cards need to be produced by machine and not manually			Yes			M


			10.1.25			Standard lead-time for delivery of Trial Cards upon successful completion of the Client requirements is 2 weeks			No			M


			10.1.26			Bidder to provide the software needed for testing the Products 			Yes			M


			10.1.27			Testing cards, readers and software are free of charge			Yes			M


			10.1.28			The final delivery (to Beirut International Airport) for half sized eSIM cards on plastic shall be done by the Supplier within a maximum period of three (3) weeks after written acceptance of the signed PO sent by fax or email and the related input files			No			M


			10.1.29			Each eSIM card should be sealed in a nylon bag and the QR code should be covered by a black area for security reason			Yes			M


						Digital Vouchers (eVouchers)


			10.1.30			The bidder shall provide details and diagrams related to the vouchers inventory management. The inventory management module should be provided by the bidder and managed by MIC1 Logistics team.			No			M


			10.1.31			The bidder should be able to send the QR codes’ files via a secured channel and MIC1 team should have the possibility to upload the QR codes in the QR code Management module (QRMM). 			Yes			M


			10.1.32			The bidder to advise regarding the Output files parameters that should be included in the QRMM			No			M


			10.1.33			The Bidder shall be liable for any damage whatsoever caused. The risk of loss, damage or destruction of the files shall then pass to MIC1 as soon as the data is delivered 			Yes			M


			10.1.34			The vendor shall provide the output file format that includes QRs and all relevant data like ICCID, IMSI,.... To note that the QR code output file is different from ICCID/IMSI output file as mentioned in the general requirements section			Yes			M


			10.1.35			System should create logs for each QR code download per pool, that is per Alfa Store or per Dealers  and per user name while showing date and time			Yes			M


			10.1.36			The bidder shall list the info that will be displayed on the vouchers that will be printed, sent by mail, or other channel. The bidder shall advise about all the info/content of the eVoucher and on the required info to be displayed on MIC1's delivery channels			No			M


			10.1.37			The system should have main pool and sub pools to allow the transfer of QRs for agents usage			Yes			M


			10.1.38			Once used, the QR code history should be kept in the archive section in case the client requests it again 			Yes			M


			10.1.39			Any QR code/ICCID is to be used once. However the QR code can de downloaded as will be defined by MIC1 => to be kept as parameter			Yes			M


			10.1.40			The proposed solution shall allow below for the user management:
• User management to consist of basic features: user creation, user modification, user deletion and user consultation.
• The upload file management is designed to insert data in the POS GUI database from the output file.
• Simply upload the output file and a backend process checks if the file is not duplicated as well as the profiles. If the upload file is ok, the insertion in the database is done in a transparent and smooth manner.
			Yes			M


			10.1.41			Bidder to charge MIC1 a profile once regardless how many times it will be re-downloaded			Yes			M


			10.1.42			System should allow the possibility of moving a set of QR codes from 1 type to another based on need/demand			No			M


			10.1.43			QRMM should allow MIC1 to manage the inventory through one or different pools called warehouses:


			10.1.43.1			QRMM should be linked directly to the MIC1 Billing system, Online application, CRM & Cashier			No			O


			10.1.43.2			QRMM should include all recipients MIC1 currently have and create them as “Warehouses”: Dealers, Alfa stores and PoPs. It should allow also the creation of new “warehouses/recipients” based on market needs and distribution policy. 			No			O


			10.1.43.3			QRMM should allow the creation of several sub-pool or sub warehouses as per MIC1's needs : Pools for internal sales (Alfa Stores),
Pools for authorized dealers and their franchisees			No			O


			10.1.43.4			Rules on each pool will be set as per MIC1's need and different pools can have different rules			No			O


			10.1.43.5			QRMM should allow MIC1 to transfer the eSIM serial numbers to different warehouses and/or keep them in the main pool.			No			O


			10.1.43.6			MIC1 to define the admin rights of this module: loading files, creating warehouses, creating users,  providing accesses…			No			O


			10.1.43.7			MIC1 to define which fields in the QRMM, can be editable or No, to minimize the human errors. The bidder should provide a list of all fields to MIC1 to define exceptions.			No			O


			10.1.43.8			MIC1 has different uses of the eSIM: 1- Plain eSIM for the profile swap or new postpaid lines. 2- Prepaid eSIM: includes several types => MIC1 should be allowed to create products under each pool/warehouse			No			O


			10.1.44			Plain eSIM reservation and generation of QR codes:  


			10.1.44.1			The QRMM POS GUI should offer a simple and efficient use for temporary eSIM reservation. This step  will guarantee that 1 profile will not be reserved by more than 1 user at the same time. The profile remains “reserved” until final ‘use”.                                                                                                                      • Start with the login.
• New reservation. 
• The booking starts with a temporary reservation that guarantees that this profile is reserved only for this sales agent until the end of the sales process. 
• In case the client changed his mind, the QR and related serial returns to circulation.
• After contract verification and sales finalization on various systems, the customer QR code status becomes “used” and  the eSIM activation is allowed. 
• In case of cancellation or human error even after finishing the process, the application should allow us to return the QR & serial to the pool (Revoke process).
• The coded QR replaces the classic SIM, the POS GUI generates the document with the PUK PIN code the ICCID and the QR code. This document can be printed (agreement template) on site and downloaded in PDF format. This PDF format will be sent by email to the customer.
			No			O


			10.1.45			Prepaid eSIM reservation and generation of QR codes:  


			10.1.45.1			For the time being MIC1 activates the prepaid cards prior the delivery and keep them suspended on the HLR. At the purchase, the agent removes the suspension through alfa’s online application, this process is being adopted in order to avoid load on provisioning". Same process of the Plain eSIM reservation and generation respecting the below rules that MIC1 can set:  
- Shelf life per batch of QR codes, where once reached, system should put the QR code on hold
- System to notify MIC1 72 hours in advance about each batch expiry
- System to allow MIC1 either to cancel the expired batched or to extend their shelf life
- System to allow setting a shelf life as "null" for internal sales at Alfa Stores
			No			M


			10.1.45.2			QRMM should include a reporting tool that: 
- Allows MIC1 dedicated team to view all profiles: total, available, in-use, reserved, cancelled...
- Allows MIC1 to extract number of QR codes re-downloaded by end users, their related MSISDNs and number of trials
- Allows MIC1 to view number of transactions made during a period we can set: From date X to date Y
- Allows keeping all transactions history for an indefinite date
- Shows a performance dashboard: number of transactions and related time for efficient download per distribution channel
- Creates graphs to show demand on profiles per type for a given period where we can set: From date X to date Y
- Allows MIC1 to set a ceiling for QR code re-download for users (a parameter that can be changed by MIC1)			No			O


			10.1.45.3			QRMM should allow users to extract the below reports: 
• Total number of eSIM.
• Total number of “reserved” eSIM.
• Total number of “used” eSIM per warehouse.
• Total number of “available/idle” eSIM (total and per warehouse). 
• The login to provide the date and time on which the sales agent connects to the POS GUI.
• To provide the date and time of the sales operation, the agent managing the sale (user) and the ICCID of the sold eSIM. 
• To provide date and time of the sale’s cancellation, the agent who cancelled (user), the sale and ICCID.
• Reports parameters: agent, point of sale (warehouse), date of sale and/or window of sale and the action either reservation and/or cancellation of sale. 
• All reports (inventory, reservations, sales, cancellation, remaining inventory) should be exported in excel format.
• An EOD file should be exported each day detailing the sales and replacement to be imported to AX (File details to be shared as AX requirements)
• To provide the date, time and username of the retrieved QR code operation.
			No			O


			10.1.46			Bidder should indicate how they will treat/manage the actual number of active and inactive eSIMs inventory.			No			M


			10.2			Customer Care & Sales Requirements


			10.2.1			System should be linked directly to the billing system CRM, cashier, Distributor cashier, OA & AX			No			O


			10.2.2			System should support both, virtual ESIM cards: 


			10.2.2.1			Possibility to print and/or send QR code automatically by email upon execution 			No			M


			10.2.2.2			QR code should be delivered as encrypted and requires OTP to be displayed			No			M


			10.2.2.3			OTP to be send on a chosen MSISDN (alfa, touch, in addition to an international MSISDN)			No			M


			10.2.2.4			OTP should be delivered either through WhatsApp or SMS (based on customer preferences)			No			M


			10.2.2.5			The system should allow re-printing/email/WhatsApp/SMS  latest QR code			No			M


			10.2.2.6			ESIM details (QR code and IMSI number) should be kept archived in cased requested later on.			No			M


			10.2.3			System should be compatible with our mobile app and website for automatic ESIM issuance, replacement & modification upon customer demand without any manual intervention from alfa agents side and based on a predefined customers profiles.			No			O


			10.2.4			System should support New line online selling and based in predefined criteria set by alfa			No			O


			10.2.5			System should support Single warehouse stock management and integration with AX: 


			10.2.5.1			All stores will be sharing the same warehouse			No			O


			10.2.5.2			Used ESIMs should be removed in real time from the stock and based on its reason code execution			No			O


			10.2.5.3			Stock availability should be displayed in real time			No			O


			10.2.6			System should support ESIM booking for a predefined number of days when it should be auto-released in case not used after this period or manually during this period.			No			O


			10.2.7			ESIM interface should be linked with our inhouse application (Online Activation) in real time to prevent duplication			No			O


			10.2.8			Reporting: System should allow auto and manual reporting: 


			10.2.8.1			Retrieve ESIM usage based (not limited to) the following criteria: date (from/to), Time (from/to), user (single and/or many) , location (single and/or many), MSISDN, reason code (single and/or many), IMSI #, Primary account number, fees,…			No			O


			10.2.8.2			Stock availability in real time (by location: single and/or many)			No			O


			10.2.8.3			Total number of “reserved” eSIM.			No			O


			10.2.8.4			Total number of “used” eSIM per warehouse/location.			No			O


			10.2.8.5			Total number of “available/idle” eSIM (total and per warehouse). 			No			O


			10.2.8.6			The login to provide the date and time on which the sales agent connects to the POS GUI.			No			O


			10.2.8.7			To provide the date and time of the sales operation, the agent managing the sale (user) and the ICCID of the sold eSIM. 			No			O


			10.2.8.8			To provide date and time of the sale’s cancellation, the agent who cancelled (user), the sale and ICCID.			No			O


			10.2.8.9			Reports parameters: agent, point of sale (warehouse), date of sale and/or agent name and the action either reservation and/or cancellation of sale. 			No			O


			10.2.8.10			All reports (inventory, reservations, sales, cancellation, remaining inventory) should be exported in excel and PDF formats.			No			O


			10.2.8.11			An EOD file should be exported each day detailing the sales and replacement to be imported to AX (File details to be shared as AX requirements)			No			O


			10.2.8.12			To provide the date, time and username of the old ESIM code retrieved operation.			No			O


			10.2.8.13			E-sim should be identified and implemented in Alfa systems and reports.			No			O


			10.3			Branding Requirements


						Physical Vouchers (Plastic card)


			10.3.1			Provide a real sample of the eSIM card to Alfa's premises for creating the design & content. 			Yes			M


			10.3.2			Full card design to fit Alfa's guidelines including but not limited to: logos, colors, fonts, sizes, buttons, borders, text alignment, backgrounds.			Yes			M


			10.3.2.1			Bidder to repeat the work (free of charge) for any reported complaint related to a bad quality of service (wrong specs, wrong color etc…)			Yes			M


			10.3.2.2			Bidder should provide an e-proof / color proof of every item he is willing to print for Alfa's approval prior kicking off the production. If the colors / info are wrong, supplier needs to provide us with a new e-proof.			Yes			M


			10.3.2.3			Bidder should provide a High-res sample after e-proof approval for Alfa's approval prior kicking off the production. If the colors / info are wrong, bidder needs to provide us with a new sample.			Yes			M


						Digital voucher (eVoucher)


			10.3.3			Bidder should a real sample of the eSIM  voucher preview/display  to Alfa's premises for creating the design & content.(if any)			Yes			M


			10.3.4			eSIM  voucher customization to fit Alfa's guidelines including but not limited to: logos, colors, fonts, sizes, icons , borders, text alignment, backgrounds.			Yes			M


			10.3.5			Bidder to provide a final sample of the eSIM voucher prior implementation,  If the colors / info are wrong, supplier needs to apply the needed changes free of charge,  and provide us with a new sample.			Yes			M


			No prices even Free of Charge (FoC) term shall be mentioned in the technical offer envelope whatsoever.





This document is the property of Mobile Interim Company 1 S.A.L., it cannot be diffused externally without the prior approval of the management	
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Electrical Profile

Profile: ALFA - USIM - 64K -PIN1 Disabled/HPPLMNO5

Generation Date: 21/11/19
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1 CARD INFORMATION

Country Lebanon

Customer IALfa Lebanon (Customer)

Profile Name IALFA - USIM - 64K -14052012-PIN1 Disabled/HPPLMNO5-RS
Customer Reference [USIM

Networks USIM (3G),

2 CARD's FILE STRUCTURE

2.1 Legend

MF: Master File

DF: Dedicated File

ADF: Application Dedicated File

TR: Transparent

LF: Linear Fix

LK: Link

CY: Cyclic

Ext ACC: Extended Access Restrictions
OP: Operation Parameters
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2.2 Object List(MF,ADF,DF,EF)

FID Type  |Size ~ Description 2G AC ARR Ref Ext ACC OP1 Path
N R LT [ 5 2 I LS
220D 0 LE 13x4=52 IsC FEFSEE 2F06 03 11 3F00

220F 0 LE 8x2=16 KEY FEESEF 2F06 05 11 3F00

2207 0 LE 19x4=76 NativeAppl 05F555 2F06 09 91 3F00

7FDEa 0 DF 1150 TOOLKIT OF55FF 2F06 01 11 3F00

JE4E 0 DF 1455 ADF USIM OF55FF 2F06 01 11 3F00

7F10 0 DF 29839 TELECOM OF55FF 2F06 01 11 3F00

TE20 0 DF 617 GSM OF55FF 2F06 01 11 3F00

220B 0 LE 82x2=164 KEY Versions FFESEF 2F06 08 11 3F00

2FE2 2 TR 10 IccId 0FF555 2F06 13 51 3F00

2F00 30 LE 32x1=32 DIR 05F555 2F06 09 11 3F00

2F05 5 TR 16 PL 01F555 2F06 10 49 3F00

220C 0 LEF 18x1=18 Ki FEESEF 2F06 08 11 3F00

6F02 0 LF 49x0=0 APPLET 55F555 2F06 OA 11 3F00->7FDE
6F01 0 LEF 32x0=0 PACKAGE 55F555 2F06 OA 11 3F00->7FDE
6F03 0 LF 46x0=0 MENU ITEMS 55F555 2F06 OA 11 3F00->7FDE
13co 0 TR 430 EF Alfa Mobile [15F555 2F06 OB 51 3F00->7FDE

Config
6F42 0 TR 5 Counter EF 6F42 |55F555 2F06 OA 51 3F00->7FDE
6F43 0 TR 5 Counter EF 6F43 |55F555 2F06 OA 11 3F00->7FDE
6F00 0 LEF 16x3=48 CDKEYS FEESEF 2F06 08 11 3F00->7FDE
6FFF 0 CY 8x12=96 VM STATUS 00FF55 2F06 OC 11 3F00->7FDE
6F30 0 LE 50x3=150 DDL TAR 55F555 2F06 OA 11 3F00->7FDE
6F5F 0 TR 256 Display And 55F555 2F06 OA 51 3F00->7FDE
Refresh
2205 0 LE 13x4=52 PIN FEESEF 2F06 03 11 3F00->7F4F
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6F07 7 TR 9 IMSI 15F555 6F06 02 49 3F00->7F4F
6F7E 11 TR 11 LOCI 11F555 6F06 03 49 3F00->7F4F
6F73 12 TR 14 PS LOCI 11F555 6F06 03 49 3F00->7F4F
6FAD 3 TR 4 IAD 05F555 6F06 01 49 3F00->7F4F
6F78 6 TR 2 IACC 15F555 6F06 02 49 3F00->7F4F
6FC4 0 TR 256 NETPAR 11F555 6F06 03 51 3F00->7F4F
6F05 2 TR 32 LI 01F555 6F06 04 51 3F00->7F4F
6F38 4 TR 9 UST 15F555 6F06 02 51 3F00->7F4F
6F08 8 TR 33 KEYS 11F555 6F06 03 51 3F00->7F4F
6F09 9 TR 33 KEYSPS 11F555 6F06 03 51 3F00->7F4F
6F5B 15 TR 6 START-HFN 11F555 6F06 03 51 3F00->7F4F
6F5C 16 TR 3 THRESHOLD 15F555 6F06 02 51 3F00->7F4F
6F3E 0 TR 4 GID1 15F555 6F06 02 49 3F00->7F4F
6F3F 0 TR 4 GID2 15F555 6F06 02 49 3F00->7F4F
S5F3B 0 DF 50 GSM-ACCESS OF55FF 6F06 05 11 3F00->7F4F
6F60 10 TR 40 PLMNwWACT 11F555 6F06 03 51 3F00->7F4F
6F61 17 TR 150 OPLMNwWACT 15F555 6F06 02 51 3F00->7F4F
6F62 19 TR 5 HPLMNwACT 15F555 6F06 02 51 3F00->7F4F
6F31 18 TR 1 HPPLMN 15F555 6F06 02 49 3F00->7F4F
6F46 0 TR 17 SPN 05F555 6F06 01 49 3F00->7F4F
6FB7 1 LE 4x1=4 ECC 05F555 6F06 01 11 3F00->7F4F
6FC3 0 TR 4 HiddenKey 11F555 6F06 03 51 3F00->7F4F
6F40 0 LE 28x3=84 IMSISDN 11F555 6F06 03 09 3F00->7F4F
6F4E 0 LE 13x10=130 EXT5 11F555 6F06 03 11 3F00->7F4F
6F49 0 LE 28x15=420 SDN 15F555 6F06 02 09 3F00->7F4F
6F4F 22 LE 15x5=75 CCP2 11F555 6F06 03 11 3F00->7F4F
6F80 20 CY 40x10=400 ICI 11FF55 6F06 06 31 3F00->7F4F
6F82 0 CY 3x1=3 ICT 121F55 6F06 07 31 3F00->7F4F
6F81 21 CY 39x10=390 OCI 11FF55 6F06 06 31 3F00->7F4F
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6F83 0 CY 3x1=3 OCT 121F55 6F06 07 31 3F00->7F4F
6F3C 0 LE 176x40=7040 |SMS 11F555 6F06 03 09 3F00->7F4F
6F43 0 TR 2 SMS-S 11F555 6F06 03 49 3F00->7F4F
6F42 0 LE 42%2=84 SMS-P 11F555 6F06 03 09 3F00->7F4F
6F45 0 TR 40 CBMI 11F555 6F06 03 49 3F00->7F4F
6FDO 0 TR 23 MMSICP 15F555 6F06 02 49 3F00->7F4F
6FD2 0 TR 23 MMSUCP 12F555 6F06 08 49 3F00->7F4F
6FD1 0 LE 13x1=13 MMSUP 11F555 6F06 03 09 3F00->7F4F
6FCE 0 LE 4x1=4 MMSN 11F555 6F06 03 09 3F00->7F4F
6F3B 0 LE 28x10=280 E'DN 12F555 6F06 08 09 3F00->7F4F
6F56 5 TR 1 EST 12F555 6F06 08 51 3F00->7F4F
6F48 14 TR 2 CBMID 15F555 6F06 02 49 3F00->7F4F
6F4B 0 LE 13x5=65 EXT2 12F555 6F06 08 09 3F00->7F4F
6FFC 0 TR 18 K FFFSFF 6F06 09 51 3F00->7F4F
6FFD 0 TR 104 OPC FFFSFF 6F06 09 49 3F00->7F4F
6FFE 0 LE 6x33=198 SON FEFSFF 6F06 09 11 3F00->7F4F
6F69 0 TR 12 DELTA FEFEFSFF 6F06 09 51 3F00->7F4F
6F1F 0 TR 6 IAUT CNTR 55F555 6F06 0OA C9 3F00->7F4F
6F54 0 TR 32 SUME 55F555 6F06 02 49 3F00->7F10
SF3A 0 DF 28935 PHONEBOOK OF55FF 6F06 03 11 3F00->7F10
6F3A 0 LK 0 IADN 11F522 6F06 06 31 3F00->7F10
6F40 0 LK 0 MSISDN 11F555 6F06 04 31 3F00->7F10
6F49 0 LK 0 SDN 15F555 6F06 05 31 3F00->7F10
6F3B 0 LK 0 FDN 12F555 6F06 07 31 3F00->7F10
6F44 0 CY 28x10=280 LND 11FF55 6F06 08 11 3F00->7F10
6F3C 0 LK 0 SMS 11F555 6F06 04 31 3F00->7F10
6F43 0 LK 0 SMS-S 11F555 6F06 04 31 3F00->7F10
6F42 0 LK 0 SMS-P 11F555 6F06 04 31 3F00->7F10
6F4A 0 LK 0 EXT1 11F555 6F06 04 31 3F00->7F10
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6F4B 0 LK 0 EXT2 12F555 6F06 07 31 3F00->7F10
6F38 0 TR 11 SST 15F555 2F06 OB 51 3F00->7F20
6E07 0 LK 0 IMSI 15F515 2F06 0D 31 3F00->7F20
6F7E 0 LK 0 LOCI 11F515 2F06 OE 31 3F00->7F20
6FAD 0 LK 0 IAD 05F555 2F06 09 31 3F00->7F20
6F78 0 LK 0 IACC 15F555 2F06 OB 31 3F00->7F20
6FAE 0 TR 1 Phase 05F555 2F06 09 51 3F00->7F20
6F74 0 TR 16 BCCH 11F555 2F06 OF 51 3F00->7F20
6F05 0 LK 0 LP 01F555 2F06 10 31 3F00->7F20
6F20 0 LK 0 Kc 11F555 2F06 OF 31 3F00->7F20
6F3E 0 LK 0 GID1 15F555 2F06 OB 31 3F00->7F20
6F3F 0 LK 0 GID2 15F555 2F06 0B 31 3F00->7F20
6F54 0 LK 0 SUME 55F555 2F06 OA 31 3F00->7F20
6F7B 0 LK 0 FPLMN 11F555 2F06 OF 31 3F00->7F20
6F30 0 TR 87 PLMNsel 11F555 2F06 OF 11 3F00->7F20
6F31 0 LK 0 HPPLMN 15F555 2F06 OB 31 3F00->7F20
6F52 0 LK 0 GPRS Kc 11F555 2F06 OF 31 3F00->7F20
6F53 0 LK 0 GPRS LOCI 11F555 2F06 OF 31 3F00->7F20
6F1F 0 LK 0 IAuth Counter 55F555 2F06 OA 31 3F00->7F20
6F39 0 CY 3x10=30 ACM 121F55 2F06 11 11 3F00->7F20
6E37 0 TR 3 IACMmax 12F555 2F06 12 11 3F00->7F20
6F41 0 TR 5 PUCT 12F555 2F06 12 11 3F00->7F20
6F46 0 LK 0 SPN 05F555 2F06 09 31 3F00->7F20
6F45 0 LK 0 CBMI 11F555 2F06 OF 31 3F00->7F20
6F48 0 LK 0 CBMID 15F555 2F06 0B 31 3F00->7F20
6EFDO 0 LK 0 MMSICP 15F555 2F06 OB 31 3F00->7F20
6FD1 0 LK 0 MMSUP 11F555 2F06 OF 31 3F00->7F20
6FCE 0 LK 0 MMSN 11F555 2F06 OF 31 3F00->7F20
6FD2 0 LK 0 MMSUCP 12F555 2F06 12 31 3F00->7F20
6FFD 0 LK 0 OPC FFESEF 2F06 08 31 3F00->7F20
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4F20 1 TR 9 Kc 11F555 6F06 03 49 3F00->7F4F-
>5F3B

4F52 2 TR 9 GPRS Kc 11F555 6F06 03 49 3F00->7F4F-
>5F3B

4F3A 2 LF 30x254=7620 |ADN 11F555 6F06 04 09 3F00->7F10-
>5F3A

4F00 3 LF 30x146=4380 |ADN 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F02 9 LF 15x254=3810 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4FQ07 14 LF 15x146=2190 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F06 13 LF 20x254=5080 |EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F08 15 LF 20x146=2920 |EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F09 4 LF 2x254=508 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F01 8 LF 2x146=292 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F30 0 LF 44x2=88 PBR 15F555 6F06 05 11 3F00->7F10-
>5F3A

4F4A 6 LE 13x4=52 EXT1 11F555 6F06 04 09 3F00->7F10-
>5F3A

4F3D 7 LF 15x5=75 CCP1 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F26 5 LE 4x254=1016 GRP 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F03 10 LF 4x146=584 GRP 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F4C 1 LE 24x4=96 GAS 11F555 6F06 04 11 3F00->7F10-
>5F3A
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2.2.1 MF Directory Content

EID

Size

Descn tion

2G AC

ARR Ref

Ext ACC OP1

220D 0 LE 13x4=52 IsC FEFSFF 2F06 03 11 3F00
220F 0 LE 8x2=16 KEY FFFSFF 2F06 05 11 3F00
2207 0 LE 19x4=76 NativeAppl 05F555 2F06 09 91 3F00
TFDE 0 DF 1150 TOOLKIT OF55FF 2F06 01 11 3F00
TF4F 0 DE' 11455 ADEF USIM OF55FF 2F06 01 11 3F00
7F10 0 DF 29839 TELECOM OF55FF 2F06 01 11 3F00
TF20 0 DF 617 GSM OF55FF 2F06 01 11 3F00
220B 0 LE 82x2=164 KEY Versions FEFSFF 2F06 08 11 3F00
2FE2 2 TR 10 IccId OFF555 2F06 13 51 3F00
2F00 3 LE 32x1=32 DIR 05F555 2F06 09 11 3F00
2F05 5 TR 16 PL 01F555 2F06 10 49 3F00
220C 0 LE 18x1=18 Ki FFFSFF 2F06 08 11 3F00
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2.2.1.1 Interpreted File Contents

2.2.1.1.1 EF ARR

Identifier 2F06
Name IARR
Structure LE
FileSize 48x19=912
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 02
EF ARR 2F06
ARR # 02
Record Name |Data Data Interpretation Length(
# lbytes)
1 IARR1 [8CO2A0E89000800107A406 |INS=E8,CLA=AO0:Always | Read / 48
83010A950108FFFFFFFFFF [Search,Update Binary, Update
FEFFFFFFFFFFFEFFFFFFFEE |Record, Erase Binary,Write
FEFFFFFFFFFFFFFFFFFFFE Binary, Write Record, Append
FEFFFFEFE Record:ADM 1
2 ARR2 [800101900080011EA40683 |Read / Search:Always | Update 48
010A9501088401D4A40683 Binary, Update Record, Erase
010A950108FFFFFFFFFFFF [Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FFFFFFEFF File,Activate File:ADM 1 |
INS=D4:ADM 1
3 IARR3 80011B9700800104A40683 |Read / Search,Update Binary, 48
010A950108FFFFFFFFFFFF [Update Record, Erase
FFFFFFFFFFFFFFFFFFFFFF Binary, Deactivate File,Activate
FFFFFFFFFFFFFFFFFFFFFFE [File:Never | Write Binary, Write
FEFFFFEE Record, Append Record:ADM 1
4 ARR4 [800101A40683010A950108 [Read / Search:ADM 1 48
FEFFFFFFFFFFFFFFEFFFEEE
FEFFFFFFFFFFFFFFEFFFEEE
FEFFFFFFFFFFFFFFFFEFEFEE
FEFFFFEFE
5 IARR5 [80011B9700800104A40683 [Read / Search,Update Binary, 48
010A950108FFFFFFFFFFFF [Update Record, Erase
FFFFFFFFFFFFFFEFFFFFFFE |Binary, Deactivate File,Activate
FFFFFFFFFFFFFFFFFFFFEFE [File:Never | Write Binary, Write
FEFFFFEFE Record, Append Record:ADM 1
6 IARR6 [B001019000FFFFFFFFFFFF [Read / Search:Always 48
FEFFFFFFFFFFFEFFFEFFFEFEE
FEFFFFFFFFFFFFFFFFEFFEE
FEFFFFFFFFFFFFFFFFEFFEE
FEFFEFFEE
7 IARR7 [8001019000800104A40683 [Read / Search:Always | Write 48
010A950108FFFFFFFFFFFF [Binary, Write Record, Append
FFFFFFFFFFFFFFFFFFFFFF [Record:ADM 1
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FEFFFFFFFEFFFEFFEFFEEEE
FEFEFFFEE

IARRS8

80011B9700800104A40683
010A950108FFFFFFFFFFFF
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search,Update Binary,
Update Record, Erase
Binary,Deactivate File,Activate
File:Never | Write Binary, Write
Record, Append Record:ADM 1

IARR9

800101900080011EA40683
010A950108FFFFFFFFFFFF
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search:Always | Update
Binary, Update Record, Erase
Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

10

IARR10

80011FA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEFE

Read / Search,Update Binary,
Update Record, Erase
Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

11

IARR11

800101A406830101950108
80011EA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search:PIN1 Appl 1 |
Update Binary, Update Record,
Erase Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

12

IARR12

8401329700800103900080
0118A40683010A950108FF
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFEFFFEE

INS=32:Never | Read /
Search,Update Binary, Update
Record, Erase Binary:Always |
Deactivate File,Activate
File:ADM 1

48

13

IARR13

800111A406830101950108
80010EA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFEE

Read / Search,Activate File:PIN1
Appl 1 | Update Binary, Update
Record, Erase Binary,Write
Binary, Write Record, Append
Record, Deactivate File:ADM 1

48

14

IARR14

800113A406830101950108
80010CA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFEE

Read / Search,Update Binary,
Update Record, Erase
Binary,Activate File:PIN1 Appl 1
Write Binary, Write Record,
Append Record,Deactivate
File:ADM 1

48

15

IARR15

800103A406830101950108
80011CA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFEFFFEFE

Read / Search,Update Binary,
Update Record, Erase Binary:PIN1
Appl 1 | Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

16

IARR1 6

8001019000800102A40683
010195010880011CA40683
010A950108FFFFFFFFEFEFFFE
FEFFFFFFFFFFFFFFFEFFEEE
FEFFEFFEFE

Read / Search:Always | Update
Binary, Update Record, Erase
Binary:PIN1 Appl 1 | Write
Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

17

IARR17

840132A406830101950108
800101A406830101950108
800102A406830181950108
800118A40683010A950108
L S

INS=32:PIN1 Appl 1 | Read /
Search:PIN1 Appl 1 | Update
Binary, Update Record, Erase
Binary:PIN2 Appl 1 | Deactivate
File,Activate File:ADM 1

18

IARR18

800101A406830101950108
800102A406830181950108

Read / Search:PIN1 Appl 1 |
Update Binary, Update Record,
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80011CA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Erase Binary:PIN2 Appl 1 | Write
Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

19 ARR19 [8001019000800102970080 Read / Search:Always | Update 48
011CA40683010A950108FF Binary, Update Record, Erase
FFFFFFFFFFFFFFFFFFFFFE Binary:Never | Write Binary,
FEFFFFFFFFFFFFFFFFFFEFE Write Record, Append
FFEFFFFEF Record, Deactivate File,Activate

File:ADM 1

2.2.1.1.2 EF KEY Version

Identifier 220B

Name KEY Versions

Structure LF

FileSize 82x2=164

Update Activity Low

2G Access Condition |FFESEFE

READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition [2F06 08
EF ARR 2F06
ARR # 08
Record# |Data Length
1 OlES6F42FFFFFFFFFFFFFFFFFFFFFFEFFFEFFEFFEFE 30
FEFFFFFFFFFFEFFFC36C
2 O2EAGFA3FFFFFFFFFFFFFFFFFFFFFFFFFEFFEFFEE |30
FFFFFFEFFEFFFEFFFC36C
Key Types|PES
Key Name |Enabled |Algorithm Length [Valuation \Value
Kic Yes Triple DES in outer- (16 Computed Later
CBC mode using two
different keys

Kid Yes Triple DES in outer- |16 Computed Later
CBC mode using two
different keys

Kik [No Triple DES in outer- (24 Fixed By Profile |00000000000000
CBC mode using three 00000000000000
different keys 00000000000000

000000
Key Types|PES
Key Name |Enabled |Algorithm Length [Valuation \Value
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Kic

Yes

Triple DES in outer-
CBC mode using three
different keys

16

Computed Later

Kid

Yes

Triple DES in outer-
CBC mode using three
different keys

16

Computed Later

Kik

No

Triple DES in outer-
CBC mode using three
different keys

24

Fixed By Profile

00000000000000
00000000000000
00000000000000
000000
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2.2.1.2 Raw File Contents

EFI1SC
Identifier 220D
Name IsC
Structure LF
FileSize 13x4=52
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 03
EF ARR 2F06
ARR # 03
Record# |[Data Length
i i —
EF NativeAppl
Identifier 2207
Name NativeAppl
Structure LF
FileSize 19x4=76
Update Activity Low
2G Access Condition |[05F555
READ ALW
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09
Record# [Data Length
1 OCFFFFFFFFFFFFFFFFFFFFFFFF000000003F00 19
2 07A00000000300000000000000000000007FDE 19
3 07A00000000900010000000000000000003F00 19
4 OCAOO0O000Q00871002FFFFFFFF89000000007F4F 19

EF KEY Versions

Identifier

220B

Name

KEY Versions
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Structure LF

FileSize 82x2=164

Update Activity Low

2G Access Condition |FFESFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE |NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Record# |Data Length

1 01lES56F42FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFE (30

FFFFFFFFFFFFFFFC36C
2 02EAGF43FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFF (30
FFFFFFFFFFFFFFFC36C

EF Iccld

Identifier 2FE2

Name IccId

Structure TR

FileSize 10

Update Activity Low

2G Access Condition |0FF555
READ IALW
UPDATE NEV
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 13
EF ARR 2F06
ARR # 13

Data

EF DIR

Identifier 2F00

Name DIR

Structure LF

FileSize 32x1=32

Update Activity Low

2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
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3G Access Condition

2F06 09

EF ARR

2F06

ARR #

09

Record# |Data

Length

61144F0CAO000O000871002FFFFFFFF89500455534 |32
94DFFFFFFFFFFFFFFFFFFEFF

EF PL

Identifier 2F05

Name PL

Structure TR

FileSize 16

Update Activity Low

2G Access Condition |[01F555
READ ALW
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 10
EF ARR 2F06
ARR # 10

Data

656E667264656974FFFFFFFFFFFFFFEF

EF Ki

Identifier 220C

Name Ki

Structure LF

FileSize 18x1=18

Update Activity Low

2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE |NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Record# [Data

1

Length
0
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2.2.2 TOOLKIT Directory Content

Description ARR Ref Ext ACC OP1
7FDE 0 DF 1150 TOOLKIT 0F55FF 2F06 01 11 3F00
6F02 0 LF 49x0=0 IAPPLET 55F555 2F06 OA 11 3F00->7FDE
oF01 0 LE 32x0=0 PACKAGE 55F555 2F06 OA 11 3F00->7FDE
6F03 0 LF 46x0=0 MENU ITEMS 55F555 2F06 OA 11 3F00->7FDE
13CO0 0 TR 430 EF Alfa Mobile 15F555 2F06 OB 51 3F00->7FDE
Config
oF42 0 TR 5 Counter EF 6F42 |55F555 2F06 OA 51 3F00->7FDE
6F43 0 TR 5 Counter EF 6F43 |55F555 2F06 OA 11 3F00->7FDE
6F00 0 LF 16x3=48 CDKEYS FFFS5FF 2F06 08 11 3F00->7FDE
OFFF 0 CY 8x12=96 VM STATUS O0FF55 2F06 0OC 11 3F00->7FDE
6F30 0 LE 50x3=150 DDL TAR 55F555 2F06 OA 11 3F00->7FDE
oF5F 0 TR 256 Display And 55F555 2F06 OA 51 3F00->7FDE
Refresh
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2.2.2.1 Interpreted File Contents

MCC Document Generator page 17









2.2.2.2 Raw File Contents

EF EF Alfa Mobile Config

Identifier 13C0

Name EF Alfa Mobile Config

Structure TR

FileSize 430

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Data

636B3EO1

01FFO0008007E0C16010D53494D2050686F6E65626
FO6F6B020950686F6E65626F6F6B030853656E6420
534D5304053C4E65773E05083C5365617263683E0
60443616C6C070644656C657465080B4672656520
4D656D6F7279090C456E746572204E756D6265720
A0652656E616D650B063C4E6578743E0C063C4261

EF Counter EF 6F42

Identifier 6F42

Name Counter EF 6F42

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [2F06 0A
EF ARR 2F06
ARR # 0A

Data

0000000000

EF Counter EF 6F43
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Identifier 6F43
Name Counter EF 6F43
Structure TR
FileSize 5
Update Activity Low
2G Access Condition |[55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 0A
EF ARR 2F06
ARR # 0A
Data
0000000000
EF CDKEYS
Identifier 6F00
Name CDKEYS
Structure LF
FileSize 16x3=48
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08
Record# [Data Length
1 TE6DS5A58379ERB020941242FDB3AF146B 16
2 0000000000000000000000000000O0OO0OO 16
3 00000000000000000000000000000000 16

EF Display And Refresh

Identifier 6F5F
Name Display And Refresh
Structure TR
FileSize 256
Update Activity Low
2G Access Condition |55F555
READ ADM 1
UPDATE ADM 1
INVALIDATE ADM 1
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REHABILITATE |ADM 1

3G Access Condition |2F06 OA

EF ARR 2F06
ARR # 0A
Data
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2.2.3 ADF USIM Directory Content

EID \Slze Description 2G AC ARR Ref Ext ACC OP1

X 2 O 5 R S 2 R

2205 0 LF 13x4=52 PIN FFFS5FF 2F06 03 11 3F00->7F4F
6F07 7 TR 9 IMSI 15F555 6F06 02 49 3F00->7F4F
6FTE 11 TR 11 LOCI 11F555 6F06 03 49 3F00->7F4F
6F73 12 TR 14 PS LOCI 11F555 6F06 03 49 3F00->7F4F
6FAD 3 TR 4 AD 05F555 6F06 01 49 3F00->7F4F
6F78 6 TR 2 IACC 15F555 6F06 02 49 3F00->7F4F
6FC4 0 TR 256 NETPAR 11F555 6F06 03 51 3F00->7F4F
6F05 2 TR 32 LI 01F555 6F06 04 51 3F00->7F4F
6F38 4 TR 9 UST 15F555 6F06 02 51 3F00->7F4F
6F08 8 TR 33 KEYS 11F555 6F06 03 51 3F00->7F4F
6F09 9 TR 33 KEYSPS 11F555 6F06 03 51 3F00->7F4F
6F5B 15 TR 6 START-HFN 11F555 6F06 03 51 3F00->7F4F
6F5C 16 TR 3 THRESHOLD 15F555 6F06 02 51 3F00->7F4F
6F3E 0 TR 4 GID1 15F555 6F06 02 49 3F00->7F4F
6F3F 0 TR 4 GID2 15F555 6F06 02 49 3F00->7F4F
S5F3B 0 DF 50 GSM-ACCESS OF55FF 6F06 05 11 3F00->7F4F
6F60 10 TR 40 PLMNwWACT 11F555 6F06 03 51 3F00->7F4F
6F61 17 TR 150 OPLMNWACT 15F555 6F06 02 51 3F00->7F4F
6F62 19 TR 5 HPLMNWACT 15F555 6F06 02 51 3F00->7F4F
6F31 18 TR 1 HPPLMN 15F555 6F06 02 49 3F00->7F4F
6F46 0 TR 17 SPN 05F555 6F06 01 49 3F00->7F4F
6FB7 1 LF 4x1=4 ECC 05F555 6F06 01 11 3F00->7F4F
6FC3 0 TR 4 HiddenKey 11F555 6F06 03 51 3F00->7F4F
6F40 0 LF 28x3=84 MSTISDN 11F555 6F06 03 09 3F00->7F4F
6F4E 0 LF 13x10=130 EXT5 11F555 6F06 03 11 3F00->7F4F
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6F49 0 LE 28x15=420 SDN 15F555 6F06 02 09 3F00->7F4F
6F4F 22 LE 15x5=75 CCP2 11F555 6F06 03 11 3F00->7F4F
6F80 20 CY 40x10=400 ICI 11FF55 6F06 06 31 3F00->7F4F
6F82 0 CY 3x1=3 ICT 121F55 6F06 07 31 3F00->7F4F
6F81 21 CY 39x10=390 OCI 11FF55 6F06 06 31 3F00->7F4F
6F83 0 CY 3x1=3 OCT 121F55 6F06 07 31 3F00->7F4F
6F3C 0 LE 176x40=7040 |SMS 11F555 6F06 03 09 3F00->7F4F
6F43 0 TR 2 SMS-S 11F555 6F06 03 49 3F00->7F4F
6F42 0 LE 42x2=84 SMS-P 11F555 6F06 03 09 3F00->7F4F
6F45 0 TR 40 CBMI 11F555 6F06 03 49 3F00->7F4F
6FDO 0 TR 23 MMSICP 15F555 6F06 02 49 3F00->7F4F
6FD2 0 TR 23 MMSUCP 12F555 6F06 08 49 3F00->7F4F
6FD1 0 LE 13x1=13 MMSUP 11F555 6F06 03 09 3F00->7F4F
6FCE 0 LE 4x1=4 MMSN 11F555 6F06 03 09 3F00->7F4F
6F3B 0 LE 28x10=280 FDN 12F555 6F06 08 09 3F00->7F4F
6F56 5 TR 1 EST 12F555 6F06 08 51 3F00->7F4F
6F48 14 TR 2 CBMID 15F555 6F06 02 49 3F00->7F4F
6F4B 0 LE 13x5=65 EXT2 12F555 6F06 08 09 3F00->7F4F
6FFC 0 TR 18 K FEFSFF 6F06 09 51 3F00->7F4F
6FFD 0 TR 104 OPC FEFEFSFF 6F06 09 49 3F00->7F4F
6FFE 0 LE 6x33=198 SON FEFSFF 6F06 09 11 3F00->7F4F
6F69 0 TR 12 DELTA FEFEFSFF 6F06 09 51 3F00->7F4F
6F1F 0 TR 6 AUT CNTR 55F555 6F06 OA CO 3F00->7F4F
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2.2.3.1 Interpreted File Contents

2.23.1.1 EF ARR

Identifier 6F06
Name IARR
Structure LE
FileSize 48x10=480
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 01
EF ARR 6F06
ARR # 01
Record Name |Data Data Interpretation Length(
# lbytes)
1 ARR1 [800101900080011EA40683 [Read / Search:Always | Update 48
010A950108FFFFFFFFFFFF Binary, Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FFFFFFFF File,Activate File:ADM 1
2 ARR2 [800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
80011EA40683010A950108 [Update Binary, Update Record,
FEFFFFFFFFFFFFFFFFFFFFE [Erase Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFEE [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
3 IARR3 800103A406830101950108 |Read / Search,Update Binary, 48
80011CA40683010A950108 [Update Record, Erase Binary:PIN1
FFFFFFFFFFFFFFFFFFFFFF Rppl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFEFF [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
4 ARR4 [8001019000800102240683 |Read / Search:Always | Update 48
010195010880011CA40683 [Binary, Update Record, Erase
010A950108FFFFFFFFFFFF |Binary:PIN1 Appl 1 | Write
FFFFFFFFFFFFFFFFFFFFEFF Binary, Write Record, Append
FFEFEFFEF Record, Deactivate File,Activate
File:ADM 1
5 IARR5 [8CO2A0E89000800107A406 |INS=E8,CLA=AO:Always | Read / 48
83010A950108FFFFFFFFFF |Search,Update Binary, Update
FEFFFFFFFFFFFFFFFFFFEFE |Record, Erase Binary,Write
FFFFFFFFFFFFFFFFFFFFEFE |Binary, Write Record, Append
FEFFFFEFE Record:ADM 1
6 ARR6 [8401329700800103A40683 |[INS=32:Never | Read / 48
0101950108800118A40683 [Search,Update Binary, Update
010A950108FFFFFFFFFFFF [Record, Erase Binary:PIN1 Appl 1
FFFFFFFFFFFFEFFFFFFFEFFF || Deactivate File,Activate
FEFFEFFEE File:ADM 1
7 IARR7 [840132A406830101950108 [INS=32:PIN1 Appl 1 | Read / 48
800101A406830101950108 [Search:PIN1 Appl 1 | Update
800102A406830181950108 [Binary, Update Record, Erase
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800118A40683010A950108 [Binary:PIN2 Appl 1 | Deactivate
FFFFFFEFFE File,Activate File:ADM 1
8 IARR8 [800101A406830101950108 |Read / Search:PIN1 Appl 1 | 48
800102A406830181950108 [Update Binary, Update Record,
80011CA40683010A950108 [Erase Binary:PIN2 Appl 1 | Write
FEFFFFFFFFFFFFFFFFFFEE |Binary, Write Record, Append
FFEFEFFEF Record, Deactivate File,Activate
File:ADM 1
9 ARR9 [80011B9700800104A40683 [Read / Search,Update Binary, 48
010AS50108FFFFFFFFFFFF [Update Record, Erase
FEFFFFFFFFFFFFEFFFFFFEFE |Binary, Deactivate File,Activate
FEFFFFEFFFFFFFFEFFFFFFEE [File:Never | Write Binary, Write
FFFEFFFEF Record, Append Record:ADM 1
10 ARR10 [80011FA40683010A950108 [Read / Search,Update Binary, 48
FFFFFFFFFFFFFFFFFFFEFFF [Update Record, Erase
FEFFFFFFFFFFFFFFFFFFFF Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFEE |Record, Append Record,Deactivate
FEFFFFEF File,Activate File:ADM 1
2.2.3.1.2 EF UST
Identifier 6F38
Name UST
Structure TR
FileSize 9
Update Activity Low
2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 02
EF ARR 6F06
ARR # 02
Data
8E6BLF9C230E480000
Hex Value
8E6BLF9C230E480000
Service # |Service Name Available
1 Local Phone Book false
2 Fixed Dialling Numbers (FDN) true
3 Extension 2 true
4 Service Dialling Numbers (SDN) true
5 Extension3 false
9 Barred Dialling Numbers (BDN) false
7 Extension4 false
8 Outgoing Call Information (OCI and OCT) true
9 Incoming Call Information (ICI and ICT) true
10 Short Message Storage (SMS) true
11 Short Message Status Reports (SMSR) false
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12 Short Message Service Parameters (SMSP) true
13 Advice of Charge (AoC) false
14 Capability Configuration Parameters (CCP) true
15 Cell Broadcast Message Identifier true
16 Cell Broadcast Message Identifier Ranges false
17 Group Identifier Level 1 true
18 Group Identifier Level 2 true
19 Service Provider Name true
20 User controlled PLMN selector with Access Technology true
21 MSTISDN true
22 Image (IMG) false
23 Support of Localised Service Areas (SoLSA) false
24 Enhanced Multi-Level Precedence and Pre-emption Service false
25 Automatic Answer for eMLPP false
26 REU false
27 GSM Access true
28 Data download via SMS-PP true
29 Data download via SMS-CB true
30 Call Control by USIM false
31 MO-SMS Control by USIM false
32 RUN AT COMMAND command true
33 shall be set to '1l' true
34 Enabled Services Table true
35 IAPN Control List (ACL) false
36 Depersonalisation Control Keys false
37 Co-operative Network List false
38 GSM security context true
39 CPBCCH Information false
40 Investigation Scan false
41 ME < E false
42 Operator controlled PLMN selector with Access Technology |[true
43 HPLMN selector with Access Technology true
44 Extension 5 true
45 PLMN Network Name false
46 Operator PLMN List false
47 Mailbox Dialling Numbers false
48 Message Waiting Indication Status false
49 Call Forwarding Indication Status false
50 Reserved and shall be ignored false
51 Service Provider Display Information false
52 Multimedia Messaging Service (MMS) true
53 Extension 8 false
54 Call control on GPRS by USIM false
55 MMS User Connectivity Parameters true
56 Network's indication of alerting in the MS (NIA) false
57 VGCS Group Identifier List (EFVGCS and EFVGCSS) false
58 VBS Group Identifier List (EFVBS and EFVBSS) false
59 Pseudonym false
60 User Controlled PLMN selector for WLAN access false
61 Operator Controlled PLMN selector for WLAN access false
62 User controlled WSID list false
63 Operator controlled WSID list false
64 VGCS security false
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65 IVBS security false
66 WLAN Reauthentication Identity false
67 Multimedia Messages Storage false
68 Generic Bootstrapping Architecture (GBA) false
69 MBMS security false
70 Data download via USSD and USSD application mode false
71 Equivalent HPLMN false
72 Additional TERMINAL PROFILE after UICC activation false
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2.2.3.2 Raw File Contents

EF PIN
Identifier 2205
Name PIN
Structure LEF
FileSize 13x4=52
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 03
EF ARR 2F06
ARR # 03
Record# [Data Length
1 30303030 4
2 0
3 0
4 0
EF IMSI
Identifier 6F07
Name IMSI
Structure TR
FileSize 9
Update Activity Low
2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02
Data
0lF1FFFFFFFFFFFEFFF
EF LOCI
Identifier 6F7E
Name LOCI
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Structure TR

FileSize 11

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |[6F06 03

EF ARR 6F06
ARR # 03
Data

FFFFFFFFOOF1100000FFO01

EF PS LOCI

Identifier 6F73

Name PS LOCI

Structure TR

FileSize 14

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFOOF1100000FFO01

EF AD

Identifier 6FAD

Name AD

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 01
EF ARR 6F06
ARR # 01
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Data

00000002

EF ACC

Identifier 6F78

Name IACC

Structure TR

FileSize 2

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

EF NETPAR

Identifier 6FC4

Name NETPAR

Structure TR

FileSize 256

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE
0 O O O O 1 O O O O 1 1 O O O O 1
O O O O 1 O O O O 1 1 O O O 0 1 1
O O O O 1 O O O O 1 1 O O O 0 1 1
FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE
FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE

FEFFFEFEFFE
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EFLI

Identifier 6F05

Name LI

Structure TR

FileSize 32

Update Activity Low

2G Access Condition |01F555
READ IALW
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 04
EF ARR 6F06
ARR # 04

Data

FFFFFFFFFFFFFFFFFFFEFFFFFFFFFEFFEFFFFFFEFEFEE
FFFFFFEFFFFFFFFFFFFEFEFEFEE

EF KEYS

Identifier 6F08

Name KEYS

Structure TR

FileSize 33

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

O7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
FEFFFFFFFFFFFFFFEFFEFFEEE

EF KEYSPS

Identifier 6F09

Name KEYSPS

Structure TR

FileSize 33

Update Activity Low

2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03
Data

O7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE

FEFEFFFFFFFFFEFFEFFEFFEEE

EF START-HEN

Identifier 6F5B

Name START-HFN

Structure TR

FileSize 6

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FOOOOO0OF00000

EF THRESHOLD

Identifier 6F5C

Name THRESHOLD

Structure TR

FileSize 3

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FFEFFFF
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EF GID1

Identifier 6F3E

Name GID1

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFFFF

EF GID2

Identifier 6F3F

Name GID2

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFFFF

EF FPLMN

Identifier 6F7B

Name FPLMN

Structure TR

Update Activity Low
2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03
Data

EF PLMNwWACT

Identifier 6F60

Name PLMNwWACT

Structure TR

FileSize 40

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFOOOOFFFFFFOOOOFFFFFFOOOOFFFEFEFFOOOOF
FFFFFOOOOFFFFFFOOOOFFFFFFOOOOFFEFEFEE0000

EF OPLMNwWACT

Identifier 6F61

Name OPLMNWACT

Structure TR

FileSize 150

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
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INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 02
EF ARR 6F06

ARR # 02
Data

808014F8

24F010000082F001808002F810808014F72080801
4F677808024F610808006F210808022F810808022
F210808062F210808014F930808026F010808015F
520808032F403808042F010808006F520808002F2
108080130061808006F320808032F230808032F01
0808012F603808002F461808082F610808002F610

EF HPLMNwWACT

Identifier 6F62

Name HPLMNwWACT

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFF0000

EF HPPLMN

Identifier 6F31

Name HPPLMN

Structure TR

FileSize 1

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02
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Data

05

EF SPN

Identifier 6F46

Name SPN

Structure TR

FileSize 17

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 01
EF ARR 6F06
ARR # 01

Data

00616C6661FFFFFFFFFFFFFFFFFFFFFFFF

EF ECC
Identifier 6FB7
Name ECC
Structure LF
FileSize 4x1=4
Update Activity Low
2G Access Condition |[05F555
READ ALW
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 01
EF ARR 6F06
ARR # 01
Record# [Data Length
1 FEFFFFFF 4 |
EF HiddenKey
Identifier 6FC3
Name HiddenKey
Structure TR
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FileSize 4
Update Activity Low
2G Access Condition |11F555

READ CHV 1

UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 03

EF ARR 6F06

ARR # 03
Data
FEFFFFFF
EF EXTS
Identifier 6F4E
Name EXTS5
Structure LF
FileSize 13x10=130
Update Activity Low
2G Access Condition |11F555

READ CHV 1

UPDATE CHV 1

INVALIDATE ADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 03

EF ARR 6F06

ARR # 03
Record# [Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
2 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
3 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
4 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
5 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
6 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
7 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
8 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
9 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
10 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
EF ICI
Identifier 6F80
Name ICI
Structure CcY
FileSize 40x10=400
Update Activity Low
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2G Access Condition |11FF55
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 06
EF ARR 6F06
ARR # 06

Record# |Data

Length

1 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
2 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000000FFFF
3 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
4 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFEFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
5 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
6 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
7 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
8 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
9 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
10 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
EF OCI
Identifier 6F81
Name OCI
Structure CY
FileSize 39x10=390
Update Activity Low
2G Access Condition |11FF55
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 06
EF ARR 6F06
ARR # 06

Length

Record# |Data
1

FEFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFEFEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFFE

39

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFEFFFEFFFEEFEE

39

MCC Document Generator page 37









FFFFFFFFFFFFFFFFFFFFEFFEFFFO0000000FFFF

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FFFFFFFFFFFFFFFFFFFFFFFFFOOO000000FFFEE

39

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFEFE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FFFFFFFFFFFFFFFFFFFFFFFFFOOO000000FFFEE

39

FEFFFFFFFFFFEFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO000000FFFEE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO0000000FFFEFE

39

FEFFFFFFFFFFEFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO0000000FFFEE

39

10

FEFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFE

39

EF SMS-S

Identifier

6F43

Name

SMS-S

Structure

TR

FileSize

2

Update Activity Low

2G Access

Condition [11F555

READ

CHV 1

UPDATE CHV 1

INVALIDATE ADM 1

REHABI

LITATE |ADM 1

3G Access

Condition |6F06 03

EF ARR

6F06

ARR #

03

Data

FEFE

EF SMS-P

Identifier

6F42

Name

SMS-P

Structure

LE

FileSize

42x2=84

Update Activity Low

2G Access

Condition |11F555

READ

CHV 1

UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access

Condition |6F06 03
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EF ARR

6F06

ARR #

03

Record# [Data

Length

C5

FEFFFFFFFFFFFFFFFFFFFFFFFFFFELIFFFFFFFEEEE (42
FEFFFFFFFFFFF06916931848888FFFFFFFEFFEF0000

EF CBMI

Identifier 6F45

Name CBMI

Structure TR

FileSize 40

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03

Data

FEFFFFEFFFFFFFFFFFFFFFFFFFFFFEFFEFFEFFEEEE
FEFEFFFEFFFEFFFFFFFFFFFFFFFFEFFEFFEFFEFEFEEE

EF MMSICP

Identifier 6FDO

Name MMSICP

Structure TR

FileSize 23

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

AB158001FE8100831C200021002300240019001A0

01B0OO
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EF MMSUCP

Identifier 6FD2
Name MMSUCP
Structure TR
FileSize 23
Update Activity Low
2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 08
EF ARR 6F06
ARR # 08
Data
AB158001FE8100831C200021002300240019001A0
01BO0OO
EF MMSUP
Identifier 6FD1
Name MMSUP
Structure LF
FileSize 13x1=13
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03
Record# |Data Length
1 8001FF81008206148106811081 13
EF MMSN
Identifier 6FCE
Name MMSN
Structure LF
FileSize 4x1=4
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1

MCC Document Generator page 40









INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 03
EF ARR 6F06

ARR # 03
Record# |Data Length
1 000001FF 4
EFEST
Identifier 6F56
Name EST
Structure TR
FileSize 1
Update Activity Low
2G Access Condition |12F555

READ CHV 1

UPDATE CHV 2

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition [6F06 08

EF ARR 6F06

ARR # 08
Data
00
EF CBMID
Identifier 6F48
Name CBMID
Structure TR
FileSize 2
Update Activity Low
2G Access Condition |15F555

READ CHV 1

UPDATE ADM 1

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 02

EF ARR 6F06

ARR # 02
Data
FEFF
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EF EXT2

Identifier 6F4B
Name EXT2
Structure LF
FileSize 13x5=65
Update Activity Low
2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 08
EF ARR 6F06
ARR # 08
Record# |Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
2 OOFFFFFFFFFFFFFFFFFFFFFEFF 13
3 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
4 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
5 OOFFFFFFFFFFFFFFFFFFFFFEFF 13
EF K
Identifier 6FFC
Name K
Structure TR
FileSize 18
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV

REHABILITATE |NEV

3G Access Condition |[6F06 09

EF ARR 6F06
ARR # 09
Data
EF OPC
Identifier 6FFD
Name OPC
Structure TR
FileSize 104
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Update Activity

Low

2G Access Condition

FEFSFF

READ

NEV

UPDATE NEV

INVALIDATE NEV

REHABI

LITATE |NEV

3G Access

Condition |6F06 09

EF ARR

6F06

ARR #

09

Data

EF SON

Identifier

6FFE

Name

SON

Structure

LE

FileSize

6x33=198

Update Activity Low

2G Access

Condition |[FFEFS5FF

READ

NEV

UPDATE NEV

INVALIDATE NEV

REHABI

LITATE |NEV

3G Access

Condition |6F06 09

EF ARR

6F06

ARR #

09

Record#

Data

Length

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

QO J[o| OB W|INE

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

(e} Kol Kol Ko} Ko)] Ko} Hoa) Nex) Ho)) Horl Ko} Ko} o] Ko} He) Nex} Her) Horl Ho)) o)} Ko
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22 000000000000 6
23 000000000000 6
24 000000000000 6
25 000000000000 6
26 000000000000 6
277 000000000000 6
28 000000000000 6
29 000000000000 6
30 000000000000 6
31 000000000000 6
32 000000000000 6
33 OOFFFFFFFFFF 6
EF DELTA
Identifier 6F69
Name DELTA
Structure TR
FileSize 12
Update Activity Low
2G Access Condition |[FFFSFF

READ NEV

UPDATE NEV

INVALIDATE NEV

REHABILITATE |NEV
3G Access Condition |[6F06 09

EF ARR 6F06

ARR # 09
Data

FEFFFFFEFFFEOFFFEFFFFFFEQ

EF AUT CNTR

Identifier 6F1F

Name AUT CNTR

Structure TR

FileSize 6

Update Activity Low

2G Access Condition |55F555
READ ADM 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 0A
EF ARR 6F06
ARR # 0A

IData
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FFFFEFFFFI9CF
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2.2.4 TELECOM Directory Content

FID Size Description 2G AC ARR Ref Ext ACC OP1

N O o 3 I 275 S S L R

6F54 0 TR 32 SUME 55F555 6F06 02 49 3F00->7F10
SF3A 0 DF 28935 PHONEBOOK OF55FF 6F06 03 11 3F00->7F10
6F3A 0 LK 0 IADN 11F522 6F06 06 31 3F00->7F10
6F40 0 LK 0 MSISDN 11F555 6F06 04 31 3F00->7F10
6F49 0 LK 0 SDN 15F555 6F06 05 31 3F00->7F10
6F3B 0 LK 0 DN 12F555 6F06 07 31 3F00->7F10
6F44 0 CY 28x10=280 LND 11FF55 6F06 08 11 3F00->7F10
6F3C 0 LK 0 SMS 11F555 6F06 04 31 3F00->7F10
6F43 0 LK 0 SMS-S 11F555 6F06 04 31 3F00->7F10
6F42 0 LK 0 SMS-P 11F555 6F06 04 31 3F00->7F10
6F4A 0 LK 0 EXT1 11F555 6F06 04 31 3F00->7F10
6F4B 0 LK 0 EXT2 12F555 6F06 07 31 3F00->7F10
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2.2.4.1 Interpreted File Contents

2.24.1.1 EF ARR

Identifier 6F06
Name IARR
Structure LF
FileSize 48x8=384
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 01
EF ARR 6F06
ARR # 01
Record Name |Data Data Interpretation Length(
# lbytes)
1 ARR1 [800101900080011EA40683 [Read / Search:Always | Update 48
010A950108FFFFFFFFEFFFF Binary, Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FEFFFFEF File,Activate File:ADM 1
2 ARR2 |[80011FA40683010A950108 |Read / Search,Update Binary, 48
FFFFFFFFFFFFFFFFFFFEFFF [Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFEE [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
3 ARR3 [8C02A0E89000800107A406 |[INS=E8,CLA=A0:Always | Read / 48
83010A950108FFFFFFFFFF [Search,Update Binary, Update
FEFFFFFFFFFFFFFFFFFFFFF Record, Erase Binary,Write
FFFFFFFFFFFFFFFFFFFFEFF Binary, Write Record, Append
FEFFFFFEE Record:ADM 1
4 ARR4 [800103A406830101950108 |Read / Search,Update Binary, 48
80011CA40683010A950108 [Update Record, Erase Binary:PIN1
FFFFFFFFFFFFFFFFFFFFFE Rppl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFEFF [Record, Append Record, Deactivate
FEFFFFEFE File,Activate File:ADM 1
5 ARR5 |[800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
80011EA40683010A950108 |[Update Binary, Update Record,
FFFFFFFFFFFFFFFFFFFFEFF [Erase Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FEFFFFFE File,Activate File:ADM 1
6 ARR6 [800103A406830101950108 [Read / Search,Update Binary, 48
800104A40683010A950108 [Update Record, Erase Binary:PIN1
800118A406830181950108 |Appl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFFE |Record, Append Record:ADM 1 |
FFEFFFFEF Deactivate File,Activate
File:PIN2 Appl 1
7 ARR7 [800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
800102A406830181950108 [Update Binary, Update Record,
80011CA40683010A950108 [Erase Binary:PIN2 Appl 1 | Write
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FEFFFFFFFEFFFEFFEFFEEEE
FEFEFFFEE

Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

IARR8

8401329700800103A40683
0101950108800118A40683
010A950108FFFFFFFFFFFEF
FEFFFFFFFFFFFFFFFFFFEE
FFFFFFFF

INS=32:Never | Read /

Search, Update Binary, Update
Record, Erase Binary:PIN1 Appl 1
Deactivate File,Activate
File:ADM 1

48
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2.2.4.2 Raw File Contents

EF SUME

Identifier 6F54

Name SUME

Structure TR

FileSize 32

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

0505416C66612BFFFFFFFFFFFFFFFFFFFFFFFFFEF
FEFFFFEFFEFFFEFFFFFFFEFEFEE

EF ADN

Identifier 6F3A

Name IADN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[11F522
READ CHV 1
UPDATE CHV 1
INVALIDATE CHV 2
REHABILITATE |[CHV 2

3G Access Condition [6F06 06
EF ARR 6F06
ARR # 06

Refers to

3F00->7F10->5F3A->4F3A

EF MSISDN

Identifier 6F40
Name [MSISDN
Structure LK
FileSize 0
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Update Activity Low

2G Access Condition |[11F555

READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |6F06 04

EF ARR 6F06
ARR # 04
Refers to

3F00->7F4F->6F40

EF SDN

Identifier 6F49

Name SDN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 05
EF ARR 6F06
ARR # 05

Refers to

3F00->7F4F->6F49

EF FDN

Identifier 6F3B

Name FDN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 07
EF ARR 6F06
ARR # 07

Refers to
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[3F00->7F4F->6F3B

EF SMS

Identifier 6F3C

Name SMS

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 04
EF ARR 6F06
ARR # 04

Refers to

3F00->7F4F->6F3C

EF SMS-S

Identifier 6F43

Name SMS-S

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 04
EF ARR 6F06
ARR # 04

Refers to

3F00->7F4F->6F43

EF SMS-P

Identifier 6F42
Name SMS-P
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 04
EF ARR 6F06
ARR # 04
Refers to
3F00->7F4F->6F42
EF EXT1
Identifier 6F4A
Name EXT1
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 04
EF ARR 6F06
ARR # 04
Refers to

3F00->7F10->5F3A->4F4A

EF EXT2

Identifier 6F4B

Name EXT2

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 07
EF ARR 6F06
ARR # 07

Refers to

3F00->7F4F->6F4B
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2.2.5 GSM Directory Content

Description ARR Ref Ext ACC OP1

7F20 0 DF 617 GSM OF55FF 2F06 01 11 3F00

6F38 0 TR 11 SST 15F555 2F06 OB 51 3F00->7F20
oFQ07 0 LK 0 IMST 15F515 2F06 0D 31 3F00->7F20
6F7E 0 LK 0 LOCI 11F515 2F06 OE 31 3F00->7F20
6FAD 0 LK 0 AD 05F555 2F06 09 31 3F00->7F20
oF78 0 LK 0 IACC 15F555 2F06 0B 31 3F00->7F20
6FAE 0 TR 1 Phase 05F555 2F06 09 51 3F00->7F20
6F74 0 TR 16 BCCH 11F555 2F06 OF 51 3F00->7F20
6F05 0 LK 0 LP 01F555 2F06 10 31 3F00->7F20
6F20 0 LK 0 Kc 11F555 2F06 OF 31 3F00->7F20
oF3E 0 LK 0 GID1 15F555 2F06 0B 31 3F00->7F20
6F3F 0 LK 0 GID2 15F555 2F06 OB 31 3F00->7F20
oF54 0 LK 0 SUME 55F555 2F06 OA 31 3F00->7F20
6F7B 0 LK 0 FPLMN 11F555 2F06 OF 31 3F00->7F20
6F30 0 TR 87 PLMNsel 11F555 2F06 OF 11 3F00->7F20
6F31 0 LK 0 HPPLMN 15F555 2F06 OB 31 3F00->7F20
6F52 0 LK 0 GPRS Kc 11F555 2F06 OF 31 3F00->7F20
6F53 0 LK 0 GPRS LOCI 11F555 2F06 OF 31 3F00->7F20
oF1F 0 LK 0 Auth Counter 55F555 2F06 0OA 31 3F00->7F20
6F39 0 CY 3x10=30 ACM 121F55 2F06 11 11 3F00->7F20
oF37 0 TR 3 IJACMma x 12F555 2F06 12 11 3F00->7F20
oF41 0 TR 5 PUCT 12F555 2F06 12 11 3F00->7F20
6F46 0 LK 0 SPN 05F555 2F06 09 31 3F00->7F20
oF45 0 LK 0 CBMI 11F555 2F06 OF 31 3F00->7F20
6F48 0 LK 0 CBMID 15F555 2F06 OB 31 3F00->7F20
6FDO 0 LK 0 MMSICP 15F555 2F06 0B 31 3F00->7F20
6FD1 0 LK 0 MMSUP 11F555 2F06 OF 31 3F00->7F20
6FCE 0 LK 0 MMSN 11F555 2F06 OF 31 3F00->7F20
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6FD2

(@)

LK 0 MMSUCP 12F555 2F06 12 31 3F00->7F20

6FFD

(@)

LK 0 OPC FEFSFF 2F06 08 31 3F00->7F20
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2.2.5.1 Interpreted File Contents

2.25.1.1 EF SST

Identifier 6F38

Name SST

Structure TR

FileSize 11

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Data

FF33FFFFOF003F03000C0OC

Hex Value

FE33FFFFOF003F03000C0C00000033

Service # |Service Name Allocated |Activated |
1 CHV1 disable function true true
2 Abbreviated Dialling Numbers (ADN) true true
3 Fixed Dialling Numbers (FDN) true true
4 Short Message Storage (SMS) true true
5 Advice of Charge (AoC) true true
6 Capability Configuration Parameters (CCP) false false
7 PLMN selector true true
8 RFU false false
9 MSTSDN true true
10 Extensionl true true
11 Extension? true true
12 SMS Parameters true true
13 Last Number Dialled (LND) true true
14 Cell Broadcast Message Identifier true true
15 Group Identifier Level 1 true true
16 Group Identifier Level 2 true true
17 Service Provider Name true true
18 Service Dialling Numbers (SDN) true true
19 Extension3 false false
20 RFU false false
21 IVGCS Group Identifier List (EFVGCS and EFVGCSS) false false
22 VBS Group Identifier List (EFVBS and EFVBSS) false false
23 enhanced Multi-Level Precedence and Pre-emption false false
Service

24 Automatic Answer for eMLPP false false
25 Data download via SMS-CB true true
26 Data download via SMS-PP true true
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27 Menu selection true true
28 Call control false false
29 Proactive SIM true true
30 Cell Broadcast Message Identifier Ranges false false
31 Barred Dialling Numbers (BDN) false false
32 Extension4 false false
33 De-personalization Control Keys false false
34 Co-operative Network List false false
35 Short Message Status Reports false false
36 Network's indication of alerting in the MS false false
37 Mobile Originated Short Message control by SIM false false
38 GPRS true true
39 Image (IMG) false false
40 SoLSA (Support of Local Service Area) false false
41 USSD string data object supported in Call Control [false false
42 RUN AT COMMAND command true true
43 User controlled PLMN Selector with Access false false
Technology
44 Operator controlled PLMN Selector with Access false false
Technology
45 HPLMN Selector with Access Technology false false
46 CPBCCH Information false false
47 Investigation Scan false false
48 Extended Capability Configuration Parameters false false
49 MexE false false
50 Reserved and shall be ignored false false
51 PLMN Network Name false false
52 Operator PLMN List false false
53 Mailbox Dialling Numbers false false
54 Message Waiting Indication Status false false
55 Call Forwarding Indication Status false false
56 Service Provider Display Information false false
57 Multimedia Messaging Service (MMS) true true
58 Extension 8 false false
59 MMS User Connectivity Parameters true true
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2.2.5.2 Raw File Contents

EF IMSI
Identifier 6F07
Name IMSI
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |15F515
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |[CHV 1
3G Access Condition |2F06 0D
EF ARR 2F06
ARR # 0D
Refers to
3F00->7F4F->6F07
EF LOCI
Identifier 6F7E
Name LOCI
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F515
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |[CHV 1
3G Access Condition |2F06 OE
EF ARR 2F06
ARR # OE
Refers to
3F00->7F4F->6F7E
EF AD
Identifier 6FAD
Name AD
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |[05F555
READ ALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [2F06 09
EF ARR 2F06
ARR # 09

Refers to

3F00->7F4F->6FAD

EF ACC

Identifier 6F78

Name IACC

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F78

EF Phase

Identifier 6FAE

Name Phase

Structure TR

FileSize 1

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09

Data

03
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EF BCCH

Identifier 6F74
Name BCCH
Structure TR
FileSize 16
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Data

FFFFFFFFFFFFFFFFEFFFEFFFEFFEFFEFEEE

EFLP

Identifier 6F05

Name LP

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[01F555
READ ALW
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 10
EF ARR 2F06
ARR # 10

Refers to

3F00->2F05

EF Kc

Identifier 6F20

Name Kc

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
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READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

1

REHABILITATE

IADM

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # 0F
Refers to

3F00->7F4F->5F3B->4F20

EF GID1

Identifier 6F3E

Name GID1

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F3E

EF GID2

Identifier 6F3F

Name GID2

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F3F
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EF SUME

Identifier 6F54
Name SUME
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 0A
EF ARR 2F06
ARR # 0A
Refers to

3F00->7F10->6F54

EF FPLMN

Identifier 6F7B

Name FPLMN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F7B

EF PLMNsel

Identifier 6F30

Name PLMNsel

Structure TR

FileSize 87

Update Activity Low

2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |2F06 OF

EF ARR 2F06
ARR # OF
Data

24F01082F00102F81014F72014F67724F61006F21
022F81022F21062F21014F93026F01015F52032F4
0342F01006F52002F21013006106F32032F23032F
01012F60302F46182F61002F61014F850FFFFFFEFFE
FFFFFFFFFF

EF HPPLMN

Identifier 6F31

Name HPPLMN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F31

EF GPRS Kc

Identifier 6F52

Name GPRS Kc

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
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Refers to

3F00->7F4F->5F3B->4F52

EF GPRS LOCI

Identifier 6F53

Name GPRS LOCI

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F73

EF Auth Counter

Identifier 6F1F

Name Auth Counter

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0A
EF ARR 2F06
ARR # 0A

Refers to

3F00->7F4F->6F1F

EF ACMmax

Identifier 6F37

Name ACMmax

Structure TR

FileSize 3
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Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Data

000000

EF PUCT

Identifier 6F41

Name PUCT

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Data

FEFFFF0000

EF SPN

Identifier 6F46

Name SPN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09

Refers to
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[3F00->7F4F->6F46

EF CBMI

Identifier 6F45

Name CBMI

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F45

EF CBMID

Identifier 6F48

Name CBMID

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F48

EF MMSICP

Identifier 6FDO
Name MMSICP
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 0B
EF ARR 2F06
ARR # 0B
Refers to
3F00->7F4F->6FDO
EF MMSUP
Identifier 6FD1
Name MMSUP
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Refers to
3F00->7F4F->6FD1
EF MMSN
Identifier 6FCE
Name MMSN
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Refers to

3F00->7F4F->6FCE
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EF MMSUCP

Identifier 6FD2

Name MMSUCP

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Refers to

3F00->7F4F->6FD2

EF OPC

Identifier 6FFD

Name OPC

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Refers to

3F00->7F4F->6FFD
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2.2.6 GSM-ACCESS Directory Content

Description ARR Ref Ext ACC OP1
5F3B 0 DF 50 GSM-ACCESS 0F55FF 6F06 05 11 3F00->7F4F
4720 1 TR 9 Kc 11F555 oF06 03 49 3F00->7F4F-
>5F3B
4F52 2 TR 9 GPRS Kc 11F555 oF06 03 49 3F00->7F4F-
>5F3B
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2.2.6.1 Interpreted File Contents
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2.2.6.2 Raw File Contents

EF Kc

Identifier 4F20

Name Kc

Structure TR

FileSize 9

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFFFO7

EF GPRS Kc

Identifier 4F52

Name GPRS Kc

Structure TR

FileSize 9

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFFFO7
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2.2.7 PHONEBOOK Directory Content

Description ARR Ref Ext ACC OP1

5F3A 0 DF 28935 PHONEBOOK 0F55FF 6F06 03 11 3F00->7F10

4F3A 2 LE 30x254=7620 |ADN 11F555 6F06 04 09 3F00->7F10-
>5F3A

4700 3 LE 30x146=4380 |ADN 11F555 oF06 04 11 3F00->7F10-
>5F3A

4702 9 LE 15x254=3810 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4707 14 LEF 15x146=2190 |ANR 11F555 oF06 04 11 3F00->7F10-
>5F3A

4F06 13 LE 20x254=5080 [EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4708 15 LE 20x146=2920 [EMAIL 11F555 oF06 04 11 3F00->7F10-
>5F3A

4709 4 LE 2x254=508 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4701 8 LEF 2x146=292 PBC 11F555 oF06 04 11 3F00->7F10-
>5F3A

4F30 0 LE 44x2=88 PBR 15F555 6F06 05 11 3F00->7F10-
>5F3A

4F4A [ LEF 13x4=52 EXT1 11F555 oF06 04 09 3F00->7F10-
>5F3A

4F3D 7 LE 15x5=75 CCP1 11F555 o6F06 04 11 3F00->7F10-
>5F3A

4F26 5 LEF 4x254=1016 GRP 11F555 oF06 04 11 3F00->7F10-
>5F3A

4703 10 LE 4x146=584 GRP 11F555 o6F06 04 11 3F00->7F10-
>5F3A

4F4C 1 LE 24x4=96 GAS 11F555 oF06 04 11 3F00->7F10-
>5F3A
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2.2.7.1 Interpreted File Contents
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2.2.7.2 Raw File Contents

EF PBR

Identifier 4F30

Name PBR

Structure LEF

FileSize 44x2=88

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 05
EF ARR 6F06
ARR # 05

Record# |Data
1

Length

IA819CO0034F3A02C4034F0209CA034F060DC6034F2 |44
605C5034F0904AA0FC8034F4C01CB034F3D07C203

4F4A06
2 IAB19C0034F0003C4034F070ECAO34F080FC6034F0 (44
30AC5034F0108AA0FC8034F4C01CB0O34F3D07C203
4F4A06
EF EXT1
Identifier 4F4N
Name EXT1
Structure LF
FileSize 13x4=52
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 04
EF ARR 6F06
ARR # 04
Record# [Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
2 OOFFFFFFFFFFFFFFFFFFFEFFEFFE 13
3 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
4 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
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3 Applets

Package Name

Alfa Mobile Lebanon
Extended Phonebook
Applet [Version: 1.0.3]

Package AID

IA00000007702076011100300
00000049

Package Size

Package Dependencies

Class Name AlfaMobileExtendedPhoneb
ook

Class AID A00000007702076011100301
00000049

Instance AID A000000077020760110000FE

00004900

Application Privileges

Access Domain

Priority FF
Max Timer 00
Max Channels 00
Menu Entries 01
Menu Entries Parameter 0000

Port Address

Min Security Level
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4 Applications

Application Name Application AID Application Size
Mobile Security
Management
Java Card
GSM
Data Download Management
USIM
5 Codes
Codes Initializ [Modifia |[Enabled|Disablin|Nb of [Remaini[Valuation |[Numeric [Hex Value|Unblockin
ed ble a_ false ng false g Codes
allowed |present |present
jation  [ation
Issuer [Yes Yes Yes Yes 10 10 Computed ISC/ADM
Secret Later 1
Code 1
SIM Yes Yes Yes Yes 3 3 Computed PUK 2
user's Later
second
PIN code
Local Yes Yes Yes Yes 3 3 Computed PUK 2
PIN 1 Later
Local Yes Yes Yes Yes 10 10 Computed ISC/ADM
Unblocki Later 1
ng Key
(PUK) 1
Global (Yes Yes Yes Yes 10 10 Computed ISC/ADM
Unblocki Later 1
ng Key
(PUK) 1
SIM Yes Yes No No 3 3 Fixed By 30303030
user's Profile
first
PIN code
Global ([Yes Yes No No 3 3 Fixed By 30303030
PIN 1 Profile
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6 Locks on the Card

lLock Name Group Offset \Value
vV CRY 1 04 00
vV Ad 1 08 00
vV Tp 1 09 00
IV FEATURE 1 0B 01
vV IO CMS 1 0A 53
[V SC MAPPING 1 0D 01
Vv CPU SECURITIES |1 OF 8B
IV ACTIVATION 2 15 6B
'V BEHAVIOUR 2 16 44
V BEHAVIOUR 2 2 17 0A
'V BEHAVIOUR 5 2 19 00
'V BEHAVIOUR 6 2 10 00
[V SECCON 2 1E 00
IV DCS 1 03 EE
'V BEHAVIOUR 4 2 13 08
V RES 2 18 08
vV AUT 1 ocC EO
IV LOAD 1 06 00
V EAC 1 07 CO
V RGA 1 02 30
V BEHAVIOUR 3 2 1F 12
V. TRAN 1 05 FE
vV TAl 2 1A 00
vV fmt 1 00 FE
/ Memory Usage
Used E2PROM Memory

MF 44581

TOOLKIT 1166

ADFEF USIM 11471

TELECOM 29855

GSM 633

Applets 9223
Total Used E2PROM Memory 96929
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Matrix Facilitator Guidance


						RFT Compliance Matrix			Reference Number 			SF-CF-25


									Owner			PRO


									Revision Code 			5.1


									Implementation Date			August-24











			The following should be considered, while filling the RFT Compliance Matrix:


			Every Offer shall contain a clear reference to the supporting documentation within the Bidder’s provided set of technical documentation. The reference must indicate explicitly the document title, page and section.


			* “Fully Compliant”, when the Bidder fully complies with the requirements or fully agrees to the related statement, along with a clear explanation in both cases, in addition to the related reference to the supporting documentation when applicable.


			* “Partially Compliant”, when the Bidder partially complies with the requirements or partially agrees to the related statement, along with a clear explanation in both cases for the compliance limits and / or agreement limitation, in addition to the related reference to the supporting documentation when applicable.


			* “Non Compliant”, where the Bidder does not comply with the requirements or does not agree to the related statement, along with a clear explanation in both cases for the non-compliance / limitation, and with the related reference to the supporting documentation when applicable.


			* "Noted" when a statement is not a requirement but is only for information purposes. "Noted" will be accepted as meaning that the Bidder has read and understood the information.  "Noted" is not accepted when a "Compliant" or "Non-Compliant" is the proper response.


			In cases of doubt, during the evaluation of the Offer by MIC1 as provided for in article 12 hereunder, any "Noted" statement shall be considered as "Compliant" for the purpose of such evaluation, and for PO / contract purposes as the Offer to the RFT will form an integral part of any potential PO / contract signed with the Bidder.





			The Compliance Matrix will be analyzed by MIC1 in detail and the compliance statements will be used within the RFT assessment model.





			In case the Offer states “Compliant” to a MIC1 requirement and the analysis of the solution shows that there is no full compliance, such statement will be assessed as “Non-Compliant” and an additional penalty will be applied.





			In case the Offer states “Compliant” to a MIC1 requirement while not specifying any reference, such statement will be assessed as “Non-Compliant” and an additional penalty will be applied.





			For any item that is not supported and / or for which no quote exists in the Commercial/Financial Offer, the price penalty is computed by taking the highest price amongst other Bidders.





			For any clause that is marked by “K”, within the Compliance Matrix, it means the clause/item is a “Killer” point. Any partial or non- compliance to a “Killer” point, leads to a complete disqualification from the RFT process.


			If at any stage during the evaluation of the Compliance Matrix it becomes obvious to MIC1, that the solution offered by the Bidder substantially deviates from the requirements as defined in this RFT, such Offer will be disqualified at MIC1 sole discretion with immediate effect.
































This document is the property of Mobile Interim Company 1 S.A.L., it cannot be diffused externally without the prior approval of the management	






General Requirements


						RFT Compliance Matrix												Reference Number 			SF-CF-25


																		Owner			PRO


																		Revision Code 			5.1


																		Implementation Date			August-24








			Project Name: 			eSIM New Solution


			Reference Number:			531-25





			RFT Article (Part Number or Title)			Requirements (Description)			Killer			Fully Compliant			Partially Compliant			Non-Compliant			Reference
(Specify document & page nbr, Provide explanation)


			Article 4			Conditions for the Participation of the Eligible Bidders  


			4.1			1-	Bidders shall meet the following conditions, declared in accordance with the required documents in the First section of this Article mentioned below as (First: Envelope No. (1) Administrative Documents and Transactions):


						a-    That there is no proven violation, by the bidders, of professional ethics generally accepted and stipulated in the relevant provisions, if any;


						b-    Bidders have the legal capacity to enter into the procurement contract;


						c-     Bidders have fulfilled their obligations to pay taxes and social security contributions; 


						d-    Bidders have not been convicted, neither their directors nor employees involved with the procurement process, by a court decision of any criminal offence - even if the verdict can still be appealed - related to their professional conduct or the making of false statements or misrepresentations as to their qualifications to enter into a procurement contract, or corrupting a public procurement or a contract awarding process, or have not been otherwise disqualified pursuant to administrative suspension or debarment proceedings, or have been in a situation of exclusion from participation in public procurements;


						e-    Bidders are not the subject of legal proceedings for insolvency or bankruptcy, or were declared bankrupt by a court of law; 


						f-      Bidders have not been convicted by a court decision - even if the verdict can still be appealed - of usury or money laundering; 


						g-    Bidders have not participated in the decision-making process of the contracting authority or have any conflict of interest, or any material interest linking them to any of the decision makers; 


						h-    Any other conditions set forth by the contracting authority in the tender documents that are commensurate with the required works; 


						i-      Certificate from the Ministry of Economy proving compliance with the provisions of the Law on Boycott of Israel (added by Law No. 309, dated April 19, 2023). (K)			K


						j-      Declaration of the economic beneficiaries (according to Law No. 309, dated April 19, 2023).


						Bidders commit to applying existing laws that protect employee rights and well-being, and abide by national regulations and UN principles that prohibit employment of children or individuals under the age of 18 


						Bidders apply highest road safety rules while performing business activities with Alfa and are willing to cooperate with Alfa to implement reforms and improvements on road safety practices if needed


			4.2			2-    The bid must be submitted clearly and unequivocally without any deletion, alteration, or modification.


			4.3			3-    The bidders state in their offer that they have reviewed the Tender document and its complementary documents and have obtained a copy. They accept and undertake to adhere to all the conditions outlined therein without any reservations or exceptions. The bidder submits their offer on this basis and affixes financial stamps worth fifty thousand Lebanese pounds covering all the documents.


			4.4			4-    Any bid containing reservations or exceptions is rejected.


			4.5			5-    The bidder mentions in their offer a clear address and place of residence for prompt communication.


			Administrative Documents and Transactions 			First: Envelope No. (1) Administrative Documents and Transactions 


						A-	General Conditions:


						1-    Undertaking Letter (Declaration), according to the attached form, signed and stamped by the bidder, this Undertaking includes the bidder's confirmation of their commitment to the price and the validity of the offer. A financial stamp of 1,000,000 LBP is affixed.


						2-    Commercial Circular specifying the authorized signatory of the bidder and a sample of their signature.


						3-    Legal Authorization: If the offer is signed by someone other than the person authorized to sign according to the commercial circular, it must be notarized by a notary public.


						4-    Police Record of the Authorized Signatory or his “legal representative”, not exceeding three months from the bid opening date.


						5-    Partnership Contract legalized by a notary public if required.


						6-    Registration Certificate before the Directorate of Value Added Tax, if applicable, or a certificate of non-registration if not subject to it. In the latter case, the bidder commits to their bid price even if they become registered for VAT during the execution period.


						7-    Registration Certificate issued by the Ministry of Finance – Department of Revenue.


						8-    Certificate issued by the Ministry of Finance proving the bidder's compliance with tax obligations.


						9-    Clearance Certificate from the National Social Security Fund “comprehensive or valid for participation in public tenders and bids” valid on the date of the bid opening session, stating that the bidder has paid all his subscriptions (the bidder must be registered before the National Social Security Fund and any statement mentioning the phrase “unregistered institution” will be rejected). 


						10-  Certificate issued by the Municipality, proving full payment of municipal fees by the bidder, issued by the municipality within its jurisdiction based on the commercial registration certificate.


						11-  Comprehensive Certificate issued by the Commercial Register showing founders, members, contributors, or partners, authorized signatories, the manager, capital, the bidder's activity, and ongoing liabilities.


						12-  Certificate issued by the relevant authorities proving that the bidder is not in a state of bankruptcy.


						13-  Certificate issued by the relevant authorities proving that the bidder is not in a state of judicial liquidation.


						14-  Bid bond as required in the specific Tender document of the procurement project, in accordance with Articles 34 and 36 of the Public Procurement Law. (K)
In case the supplier did not commit to his offer and refused to proceed with contract signature or scope of work execution, within the approved upon validity period of the offer, the bid bond will be confiscated.
If the bid bond was delivered to the bidder, and a performance bond has been submitted, and in case of offer cancelation by the bidder within the approved upon validity period of the offer or after contract signature or PO issuance,  MIC1 has the right to apply the penalties clause and to seize up to 20% of the performance bond.			K


						15-  Declaration from the Bidder identifying the economic beneficiary/beneficiaries according to Form M18 issued by the Ministry of Finance (any natural person who owns or effectively controls the ultimate outcome of the activity practiced by the bidder, either directly or indirectly, whether the bidder is a natural person or a legal entity.)


						16-  Copies of Identification Cards (ID/Passport) for the economic beneficiary/beneficiaries.


						17-  Copies of Identification Cards (ID/Passport) for each person representing the bidder (those acting on behalf of the bidder in their relationship with the contracting authority: legal representative, representative of the legal entity, or authorized signatory).


						18-  Integrity Declaration Document signed by the bidder in accordance with the prescribed format 


			Miscellaneous			The bidder shall declare any relative relations with any Alfa employee up to the 4th degree under Clause 30 of the PPL, for MIC1 to be able to assess the existing of any potential conflict of interests which may lead to deprive the bidder from participating to the tender under the risk of disqualification.


						The bidder or any of his employees, partners, agents, contributors, consultants, or their relatives shall declare any relationships that may lead to a conflict of interest in the subject of this contract.


			Special Conditions			B-    Special Conditions Regarding the Subject of the Contract:


			Financial Qualifications			1-    Financial Qualifications (To be determined based on the size and nature of the contract). 





			Technical/Professional Qualifications			2-    Technical/Professional Qualifications (To be determined based on the nature of the contract): 


						1-    Certificate from the Chamber of Commerce, Industry, and Agriculture confirming that the bidder is engaged in the activities related to the subject of the contract, valid as of the date of the bidding session and valid for participation in public tenders.


						2-    Clearance certificate from the Order of Engineers…


						3-    Clearance certificate from the Contractors Syndicate…


						4-    ISO certificate.


						5-    Five Certificates of good execution and completion for similar projects in terms of size and type.


						6-    Technical proposal according to the required specifications in the appendix (1) of the RFT.


						7-    Declaration of site inspection by the bidder, denying any unfamiliarity, according to the attached model.


			Participation of a foreign bidder			C-	 In case of the participation of a foreign bidder, the bidder must comply with one of the following conditions:


						1-    is part of a coalition that includes at least one Lebanese company that meets the conditions required by the specific Tender document of the procurement project.


						2-    The personal presence of the legal representative of the company to participate in the procurement proceedings (not mandatory).


						3-    Has an authorized agent or representative in Lebanon responsible for signing the contract on its behalf.


						In addition to the above conditions, the foreign bidder must submit the following:


						1-    Certificate registration of the company or certificate of establishment issued by the relevant authorities in their country.


						2-    Certificate from the Lebanese Ministry of Economy and Trade confirming compliance with the provisions of the Law on Israel Boycott. (K)			K


						3-    The required certificates according to paragraph (First) above, according to the laws of the country where the bidder is located, provided that these certificates are authenticated according to the regulations of the competent authorities.


						For certificates issued without an expiration date, the  validity date of each certificate is determined according to its nature, not exceeding six months from the date of the bid opening session.


			Information Security Specifications			Information Security Specifications
Issuing Department to determine whether all or part of this Article is applicable to their specific RFT 


						The Bidder shall commit to refrain from offering any product / equipment which can cause security threat or information leakage that jeopardizes MIC1 network security. (K)			K


						The Bidder shall accept that MIC1 runs a vulnerability scan on the proposed solution prior to issuing the acceptance and in case any vulnerability is found, the Bidder undertakes to take the necessary actions to remedy such vulnerability within _____________________ days from its notification. (K)			K


						The Bidder shall mention the security standards adopted/followed in designing the proposed solution. 	


						The Bidder should specify if it has acquired the ISO27001 certification or any other equivalent security certification and submit with the Offer a copy of such certificate.


						The Bidder shall not hard code passwords in the proposed solution. (K)			K


						The provided application should run without the need of root (unix) and / or admin (win) privileges.


						Source code of proposed application should be owned by MIC1. 


						System shall allow generation of user, operator as well as alarms logs. (K)			K


						Solution and storage shall be sized to host history logs for at least 1 year back.


						The Bidder should submit a data flow diagram and schema of the solution architecture.


						In case of online payment, the Bidder shall use encryption. (K)  			K


						The Bidder shall harden systems servers / storage before being published online, and describe hardening aspects applied on each type.


						The Bidder shall describe security checking and audits performed on the designed solution prior to putting it on the market.


						The Bidder shall change default errors / messages and configuration.


						Application should support role-based access, specific privileges per user (i.e specific access to application modules and reports)


						Database should support restricted access per user or groups to data (i.e access per field or per table, …)


						Encryption shall be used in all communications / interactions between systems, especially if the communication is through web access. Web based access shall always be used through HTTP+SSL. (K)			K


						Each user shall have only one account / profile to access data.


						Least-privileges should always be specified on nodes / applications.


						Pseudocode flow chart shall be provided by the Bidders.


						The Bidder should commit to improve solution / systems information security weaknesses whenever needed or highlighted by MIC1 information security team. (K)			K


			Health, Safety and Environmental Specifications			To ensure that the proposed products and services bidders are compliant with HSE culture, bidders should state basic HSE specifications and compliance information: 


						Bidder shall provide the product’s specifications that have an environmental impact (power consumption, gas emissions, etc…)


						Bidder shall provide the product specifications that contribute into preserving the environment (made of recycled material, ozone friendly, low volatile organic compounds, etc…)


						Bidder shall provide the product’s specifications that contribute towards the health and safety of the users (ergonomic design, safety features, etc)


							Bidder shall state the safety measures being followed by personnel performing the work on Alfa’s sites (ISO45001 certification, specific best practices, etc…). 


						Bidder shall provide the product’s life cycle data if available.
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			RFT Article (Part Number or Title)			Requirements (Description)			Killer			Fully Compliant			Partially Compliant			Non-Compliant			Reference
(Specify document & page nbr, Provide explanation)


			1			General Requirements


			1.1			Common Requirements


			1.1.1			The bidder shall provide an executive summary of the key technical, service and commercial issues related to the project.			No


			1.1.2			The bidder shall provide a Technical, Business and environmental product specifications for the proposed eSIM solution 			No


			1.1.3			A user manual for all the tools delivered by the bidder shall be delivered. 			No


			1.1.4			High Level Design: the bidder shall provide a detailed HLD document explaining:
- The logical, functional and physical architecture of the solution
- Each module with diagrams
- Describing of the solution and the included features
- Presenting the physical description
- Any other issue…			No


			1.1.5			Low Level Design: The bidder shall deliver a Low Level Design for the solution and details on all the interfaces and how it should be integrated into MIC1’s networks. Including architecture diagrams.			No


			1.1.6			User Manuel: the bidder shall provide a detailed and complete user manual for the solution (Including all the modules and tools delivered with the solution). The user manual shall contain detailed description for all the parameters and configurations that could be done on the proposed solution and for all the provided features.			No


			1.1.7			The bidder shall provide a detailed eSIM solution description and for each feature provided within the proposed solution.			No


			1.1.8			The bidder shall provide a detailed project implementation plan for the proposed solution.			No


			1.1.9			The bidder's proposed solution and planning shall provide MIC1 the possibility to go live 2 calendar months after purchase order. In case of delay in the delivery, a penalty of 1% per day of delay shall be deducted from the total amount for a maximum of 30% 			Yes


			1.2			Solution description and information


			1.2.1			The bidder shall provide a high level description of the major hardware components included in the proposed solution			No


			1.2.2			The bidder shall provide the end of support date of the proposed eSIM solution and features			No


			1.2.3			The bidder shall describe in details the hardware architecture of the proposed eSIM solution			No


			1.2.4			The bidder shall state the number of normal versions released per year			No


			1.3			References


			1.3.1			The bidder shall provide a customer reference list (regional and international) for the proposed eSIM platform for Consumer and provided features
 This list should indicate clearly which references are commercial references, contracts or current trials. The dates of commercial deployments or deployment targets for contracts should be specified.			No


			1.3.2			The bidder shall provide additional relevant referential information (including details such as number of served subscribers, number of nodes, implemented features, etc) regarding commercial live networks worldwide that use the proposed eSIM solution for Consumer			No


			1.3.3			The bidder shall provide details of its Research and Development Teams affected to the creation and evolution of the eSIM product and associated systems (e.g. OSS, Backup restore, ...), with particular reference to the dedicated resources (e.g. number of dedicated engineers and labs, location...)			No


			1.3.4			The bidder shall share at least 5 Telco. mobile references, where his solution is deployed and operational, with project implementation start up date, completion date, go live date, current operational release, supported use cases (consumer primary devices, secondary devices, consumer IoT, etc.) and official certificate			Yes


			1.3.5			The bidder shall provide details about the support team skills and qualifications.			M


			1.4			Training


			1.4.1			The bidder shall provide technical trainings for MIC1's engineers.			Yes


			1.4.2			Training activities provided by the bidder shall be supported with:
• Training material
• Pre-launch hands-on sessions on the deployed equipment before it is put in production use 
• Software simulation or remote virtual access to the Bidder lab facility (the latter is preferred)			No


			1.4.3			Training courses shall be delivered in in English language			No


			1.4.4			Training shall be delivered before the formal production launch of the platform and the acceptance tests.			No


			1.4.5			Course documentation shall be distributed to all participants; electronic format for the course documentation is highly preferred by MIC1; product manuals for all products covered in the course are to be provided in electronic format.			No


			1.4.6			The bidder shall provide all needed equipment’s and software’s as materials to fulfill the training objectives.			No


			1.4.7			5 (five) VAS Engineering & Operations specialists to be trained on:
Platform architecture, capabilities, equipment hardware and software, dimensioning criteria and guidelines, configuration, services and features, Administration Interface, protocol interfaces , OSS interfaces and integration, performance and monitoring.			No


			1.4.8			The bidder shall specify the duration and location of the training.			No


			1.4.9			The training must be delivered face-to-face, either at the operator’s premises or at the supplier’s premises			No


			1.4.10			If the training is conducted abroad (at the supplier’s premises), the bidder shall cover all travel and related expenses within the submitted quotation.			No


			1.4.11			The bidder shall specify the qualifications of the trainers and their certifications.			No


			1.4.12			The bidder should quote and list the training catalog for the offered components in the solution with full description and details of each course.			No


			1.5			Test Bed Requirements


			1.5.1			The bidder shall offer within the solution a test bed			No


			1.5.2			The bidder shall provide a test platform that has the same features and capabilities (but with the minimum capacity) as the real live platform. This platform shall be integrated with MIC1 network to achieve the same functionality available on live environment			No


			1.5.3			All the changes, rules and policies shall be developed and tested on the test eSIM platform before being moved to the live platform.			No


			1.5.4			All the third party applications shall be integrated with the test platform, for testing, before being integrated on the live platform. 			No


			1.5.5			It shall be possible to import and export configurations between the tests platform and the live platform without any impact on the running services.			No


			1.5.6			It shall be possible to back up the running configurations on the live platform and make a fallback in case the new updated service runs wrong.			No


			1.5.7			The bidder shall present a clear business process allowing MIC1 to put configurations into live on the eSIM solution and retire configurations in a secure manner. (Move configurations from the development and test platform to the live platform).			No


			1.5.8			Any future upgrade on the solution shall be done on the test platform and tested before installing it on the live platform. 			No


			1.5.9			The test bed shall have all the features available on the platform, even if not purchased for the live scope. The purpose is to be able to test these features on test bed before ordering them for live deployment.			No


			1.6			Technical Customer Support Requirements


			1.6.1			Bidder shall provide portal access with different privilege levels to enable logging and tracking support tickets including but not limited to queries related clients cases, devices compatibilities, problems etc…			No


			1.6.2			The solution should include a reporting tool to generate different kinds of  reports including and not limited to existing profiles ,  the historical transactions per profile etc.... Bidder shall list all available out of the box reports with related details 			No


			1.6.3			
Bidder shall notify MIC1 by email about all minor and major changes as well as incidents that will have an impact on the solution and portal. Details in notification shall  include the below information as a minimum:
Change description   
Affected Environment
Change Classification
Change Type 
 Site in which the change will be done 
Work Description
Fallback Description
Service Impacted
Change window START date
Change window END date
Customer Actions Required (Validation/System Changes)
			No


			2			Service Requirements


			2.1			Basic features


			2.1.1			The eSIM solution shall support as basic feature consumer use cases on primary devices via physical voucher (plastic)			Yes


			2.1.2			The bidder shall provide and quote separately dynamic and adaptive eSIM profile generation/download based on:


			2.1.2.1			Device capabilities (4G/5G/ etc.)			No


			2.1.2.2			eUICC capabilities (consumer / consumer IoT)			No


			2.1.3			The bidder shall provide and quote separately digital voucher/eVoucher management system for eSIM profile activation on consumer devices			No


			2.2			Optional features


			2.2.1			The bidder shall provide and quote as optional the Discovery Service (SM-DS)


			2.2.1.1			Integration with Root GSMA SM-DS			No


			2.2.1.2			Alternative SM-DS			No


			2.2.2			The bidder shall provide and quote as optional the activation through carrier app


			2.2.2.1			Standalone mobile app			No


			2.2.2.2			Embedded within MNO selfcare app			No


			2.2.3			The bidder shall provide and quote as optional eKYC solution to on-board new eSIM users digitally			No


			2.2.4			The bidder shall provide and quote as optional the generic QR code for onboarding new comers (at airport, etc.)			No


			2.2.5			The bidder shall provide and quote as optional the Consumer IoT use cases			No


			2.2.6			The bidder shall provide and quote as optional one service layer in charge of the full orchestration and  provisioning of MNO systems (HLR, BSS, etc.) facilitating the onboarding of new devices and services and reducing TTM as much as possible			No


			2.2.7			The bidder shall provide and quote as optional 5 test devices with embedded SIM to perform the E2E validation and acceptance			No


			2.2.8			The bidder shall provide and quote separately a test bed that has the same features and capabilities (but with the minimum capacity) as the real live platform			No


			2.3			Service requirements


			2.3.1			The features offered should have the latest commercial release deployed by the bidder. In the negative case (not possible to offer the latest release), an explanation should be offered. This is a killer point.			No


			2.3.2			The bidder should state the release of the feature (basic or optional) offered, and its compliance with the corresponding GSMA specs. This is a killer point. 			No


			2.3.3			The bidder should state any deviation from the GSMA specs for each feature. The document describing the deviation from GSMA specs will be binding to the bidder and any other deviation discovered during execution will be subject to a penalty of (procurement to state the penalty here)….			Yes


			2.4			Dimensioning requirements


			2.4.1			The bidder shall explain all possible licensing models and provide the corresponding quotation for each model 			No


			2.4.2			The bidder shall quote for 100K profile provisioning and download in terms of software configuration and licenses for eSIM solution			No


			2.4.3			The bidder shall explain the licenses expansion strategy per step of 100K profile provisioning and download on eSIM platform and provide the corresponding quotation and timeline			No


			2.4.4			The bidder shall dimension and provide different quotations for a HW capacity of:


			2.4.4.1			100K profile provisioning and download			No


			2.4.4.2			500K profile provisioning and download			No


			2.4.4.3			1M profile provisioning and download			No


			2.4.4.4			5M profile provisioning and download			No


			2.4.4.5			100M profile provisioning and download			No


			2.4.5			the bidder shall explain in details the hardware expansion strategy per step of 100K profile provisioning and download and provide the corresponding quotations and timeline			No


			2.4.6			The system shall be scalable in hardware and design to adapt to expected growth. It shall be possible to expand the solution further by simple addition of systems and licenses and not by completely swapping the equipment			No


			2.4.7			The bidder shall mention the HW limit/capacity for the quoted system 			No


			2.5			Quotation


			2.5.1			The bidder shall list all integration points for the proposed platform with MIC1 network (Core, OSS/BSS, provisioning system, charging/billing system, etc.) and quote it separately


			2.5.1.1			Core integration while noting that MIC1's Core network is supplied by Ericsson			No


			2.5.1.2			OSS/BSS integration while noting that MIC1's billing system is Single View supplied by Intec			No


			2.5.1.3			Integration with provisioning system while noting that MIC1's provisioning is Tertio supplied by Evolving Systems			No


			2.5.1.4			Charging system while noting that current MIC1's Charging system is supplied currently by Ericsson and soon by Huawei			No


			2.5.1.5			Any other integration point not listed above			No


			2.5.2			The bidder should provide quotation for each integration between each two components asked in the RFP			No


			2.5.3			The bidder shall quote the features, licenses and integration services needed for each integration point separately			No


			2.5.4			The bidder should provide the timeline for the integration works needed for each integration point separately			No


			2.5.5			The bidder shall quote and provide the timeline for each of the features listed as optional separately. The quotation should include the cost of all HW, SW, licenses, features, integrations, and services needed			No


			2.5.6			The bidder shall quote and provide the timeline for the features listed as basic. The quotation should include the cost of all HW, SW, licenses, features, integrations, and services needed			No


			2.5.7			The bidder shall quote separately and in details the features, licenses, HW expansions and integration services needed for each integration on MIC1 network nodes if such nodes are supplied by the bidder himself (Core, OSS/BSS, provisioning system, charging/billing system, etc.)  in order to support eSIM technology			No


			2.5.8			The bidder shall provide quotation for 145K eSIM profiles creation and download on consumer primary devices			No


			2.5.9			The bidder shall provide quotation for additional profiles per step of 10K dynamic and adaptive profiles creation and download on any device (consumer primary, consumer secondary, consumer IoT, etc.) 			No


			2.5.10			MIC1 shall be able to mix and match between components (SM-DP+, SM-DS, voucher server, eIM, etc.) from different vendors			Yes


			2.6			Service delivery


			2.6.1			The bidder shall provide MIC1 a project plan detailing all the steps and durations for the implementation of the proposed eSIM solution including the activities that should be performed by third parties. This shall clearly present for MIC1 the readiness of the entire solution. In addition, the bidder shall provide a responsibility matrix associated to the entire solution project plan.			No


			2.6.2			The bidder shall commit to deliver the solution according to the project plan.			No


			2.6.3			The bidder shall provide the scope of the work to be performed by each of the third parties that contribute to the realization of the solution.   			No


			2.7			Proof of Concept


			2.7.1			Upon Project Award, the winning bidder shall make a Proof of Concept (PoC) of the proposed eSIM solution for Consumer within MIC1 network and environment			No


			2.7.2			Upon Project Award, the winning bidder shall make a Proof of Concept (PoC) of the proposed eSIM solution for Consumer IoT within MIC1 network and environment			No


			2.8			Electrical profile requirements


						General Requirements


			2.8.1			The electrical profile of the eSIM shall be as per the attached current profile: 			No


			2.8.2			The bidder shall provide a document describing the electrical profile of the proposed eSIM			No


			2.8.3			The bidder shall take into consideration that the user must be able to store/update up to 400 contacts on the SIM card			No


						Applets requirements


			2.8.4			The bidder shall advise if any proprietary applet will be pre-loaded on the SIM cards. If yes, the bidder is asked to provide details about the applet and the reason for it.			No


						Roadmap


			2.8.5			The bidder shall present the evolution roadmap of the proposed eSIM.			No


			2.8.6			The bidder shall provide information on the position of the proposed eSIM within the standards landscape.			No


			2.8.7			The bidder shall provide for the proposed eSIM a roadmap for at least the next three years 			No


			2.8.8			The bidder shall state the planned compliance with all upcoming 3GPP specification releases for the next 5 years			No


			2.8.9			The bidder shall state the planned compliance with all upcoming ETSI specification releases for the next 5 years			No


			2.8.10			The bidder shall state the planned compliance with all upcoming Global Platform specification releases for the next 5 years			No


			2.8.11			The bidder shall commit to upgrade OS/HW/SW version of the proposed SIM cards once released with no extra charges			No


			2.8.12			The bidder shall inform MIC1 whenever a new eSIM product is released			No


						A4 and OTA transport keys requirements


			2.8.13			Following transport key algorithms shall be available:


			2.8.13.1			DES in CBC mode			No


			2.8.13.2			DES in ECB mode			No


			2.8.13.3			3DES in CBC mode			No


			2.8.13.4			3DES in ECB mode			No


			2.8.13.5			AES			No


			2.8.14			Transport keys shall be stored in HSM on bidder's side			No


			2.8.15			No one shall have access to the transport keys on bidder's side			No


			2.8.16			The bidder shall provide a secure tool to define any new transport key			No


			2.8.17			The bidder shall describe the transport key exchange process 			No


			2.8.18			The bidder shall make sure that  the transport keys exchange is done without compromising them to any single person from MIC1 and bidder side			No


			2.8.19			The bidder shall abide with MIC1 following process for the definition of a new transport key:
 Any new key  should be divided into three parts. 
Key parts will be defined by 3 different custodians from MIC1 side 
Key parts should be loaded in the secure tool provided by the bidder (key parts should be hidden once entered) 
The tool shall generate a file including the keys
The file should be pgp encrypted then sent to the bidder to load it from his side on HSM			No


						OTA XML files requirements


			2.8.20			The bidder shall provide OTA content and security XML files as per the attached format along with .OUT file			No


			2.8.21			XML files shall be transferred to MIC1 servers through a secure protocol sFTP 			No


			2.8.22			The bidder shall provide an XML for the card profile to be loaded on MIC1 OTA platform as per the attached format			No


						Third party applets


			2.8.23			The bidder shall anytime provide support to MIC1 for loading a third party applets via OTA with no extra charges  assuming that no licensing, testing, qualification & integration fees are imposed by the third party supplier			No


			2.8.24			The bidder shall allow to pre-load any third party applet with no extra charges assuming that no licensing, testing, qualification & integration fees are imposed by the third party supplier (BAP process to precede production phase)			No


			2.8.25			The bidder shall confirm that warranty on hardware and software shall not be affected even when a third party applet is installed on the proposed SIM cards as long as no issue related and/or caused by third party applet is encountered			No


						Features & technology support


			2.8.26			The bidder shall list all features supported by the proposed eSIM			No


			2.8.27			The proposed eSIM shall support proactive commands			No


			2.8.28			The proposed eSIM shall support 2G technology			No


			2.8.29			The proposed eSIM shall support 3G technology			No


			2.8.30			The proposed eSIM shall support LTE technology			No


			2.8.31			The proposed eSIM shall support 5G technology			No


			2.8.32			The proposed eSIM shall include all roaming files (such as but not limited to PLMNsel, OPLMNwact, etc.)			No


						Testing & Validation


			2.8.33			The bidder shall be ready to participate in testing when requested.			No


			2.8.34			The bidder shall have reactive technical support to support the operator in finding adapted solutions.			No


			2.8.35			The bidder shall describe the way its technical support team is organized. 			No


			2.8.36			The bidder shall commit to provide support in modifying the electrical profile if required (i.e. file content such as SPN, FPLMN, etc.) and testing the changes through BAP process			No


			3			Technical Requirements


			3.1			Common requirements


			3.1.1			Project Management & Implementation:
The bidder shall demonstrate his ability to manage the integration of an eSIM solution with all services in an operator environment and cope to any customization needed. Thus, the bidder is asked to provide MIC1 with details about the following project management points: 
• Methodology applied
• Resource requirements
• Implementation and migration strategy
• Quality Assurance
• Issue resolution and escalation methods
• Timely decision making
• Concept of risk management and budget follow up
• Describe the mix between permanent and contract employees for such a project			No


			3.1.2			Proven track record: the bidder shall provide relevant lessons learned from previous experience and include: 
• A practical understanding of successful integration as a process 
• An understanding of MIC1’s business
• The particular requirements:
   - Recommendations for the structure and resources needed from MIC1
   - Potential bottlenecks
   - Alternative solutions			No


			3.1.3			The bidder shall provide an introduction to the company (turnover, net income, number of employees, worldwide coverage, offices in the Middle East region, other).			No


			3.1.4			The bidder shall provide references for similar type of projects and experience concerning the implementation of the proposed solution (time scale, project team size necessary, main problems encountered, other).			No


			3.1.5			The bidder shall present the evolution roadmap of the proposed solution.			No


			3.1.6			The bidder shall provide all equipment, items and tools needed to fully integrate the eSIM solution in MIC1 network including passive and active devices (ex: cables, connectors, racks, switches, power units, firewalls…)			No


			3.1.7			The bidder shall provide any missing equipment or item (passive or active) noticed during the integration and implementation phase of the proposed eSIM solution in MIC1 network (even after the BoM agreement). 			Yes


			3.1.8			The bidder shall provide all the customizations needed by MIC1, on the protocol and API interfaces, in order to integrate with MIC1 network elements.			No


			3.1.9			The bidder shall provide a detailed quotation for a redundant eSIM solution that provides the same functions and capabilities as the live eSIM solution. In case the main platform is down or un-reachable the backup platform shall take the traffic transparently. The bidder shall explain in details this redundant solution and explain whether it’s a hot standby solution or load balancing solution			No


			3.1.10			The bidder shall state clearly all the Technical and Business prerequisites needed to implement the proposed solution.			Yes


			3.1.11			the bidder shall assist in testing all features provided within the solution once supported by MIC1 environment without any additional cost			No


			3.2			Maintenance requirements


			3.2.1			The bidder shall explain in details the provided maintenance service and support for faults respecting a predefined Service Level Agreement			No


			3.2.2			The bidder shall explain the provided maintenance service based on maintenance packages.			No


			3.2.3			The bidder shall detail the comprehensive on call & on-site (if applicable) maintenance, support, assistance, guidance, problem identification and problem resolution based on service level agreements regarding:
 - Proactive & reactive maintenance, risk identification, problem identification and problem resolution
 - Third party integration and multi-vendor issue resolution
 - Flexible maintenance & service delivery plan implementation
 - The bidder shall provide On-site information and comprehensive access & assistance.			No


			3.2.4			The bidder shall describe the available training courses, workshops and other suitable knowledge transfer measures.			No


			3.2.5			Support shall be provided on a 24x7 basis 			Yes


			3.2.6			Support shall be provided with the following SLAs:


			3.2.7			       critical : response time within 1 h our with resolution time within 6 hrs 
       Medium: response time within 2 hours  with resolution time within 12 hrs 
       Low: response time within 6 hours  with resolution time within 3 days			No


			3.2.8			Web portal shall allow designated CSP users to query on the status of a given ICCID, MSISDN…			No


			3.2.9			The web portal shall provide a profile centric view and the status of a specific eSIM profile. It shall be possible to determine which eSIM profile is attached to a certain eUICC, and the eSIM profiles associated to a specific eUICC			No


			3.2.10			Bidder shall assign a dedicated support team or technical account manager to assist with implementation, troubleshooting, and ongoing support 			No


			3.2.11			Bidder shall detail the escalation procedures for unresolved issues, including the hierarchy of escalation contacts within his organization 			No


			3.2.12			Bidder shall provide the steps involved in the problem resolution process, including how issues are reported, tracked, prioritized, and resolved, as well as any post-resolution follow-up procedures.			No


			3.2.13			Bidder shall describe the training programs and documentation that he will provide  to ensure that MIC1 is adequately trained in using and managing , providing level 1 support for the eSIM solution			No


			3.3			High level requirements


						Capacity and Scalability


			3.3.1			The bidder shall provide the capacity of all interfaces associated with the Remote
Provisioning and Management of the eUICC			No


						Performance


			3.3.2			The bidder shall provide details about the proposed solution performance			No


						Availability


			3.3.3			The bidder shall state the system availability of its product, in the following terms:
1- Percentage of time the service is available (ex: 99.999%)
2- the maximum downtime due to a scheduled maintenance
3- the maximum downtime due to an automatic restart or unplanned maintenance			No


			3.3.4			The bidder shall explain the provided redundancy solution in terms of HW and SW.			No


			3.3.5			The bidder shall explain how the redundancy mechanism works in case of system failure.			No


			3.3.6			The bidder shall explain in details the backup and restore procedure that the eSIM solution supports 
All the data present in the platform shall be backed up			No


			3.3.7			The bidder shall explain how the system will be completely restored from the backup solution, and how long takes the restore for each component in the solution			No


			3.3.8			The bidder shall advise if the database restore preserves logical integrity and coherence of data.			No


						Flexibility 


			3.3.9			The bidder shall describe in details the ability to do customization, software management, and version management for the proposed solution if required by MIC1			No


						Maintainability


			3.3.10			The bidder shall advise if the proposed solution is modular (component based architecture), and if each component is maintainable separately with the following:
• Code quality  in terms of standards and parameterization
• Documentation
• Maintenance
• Training			No


						Geo-Redundancy


			3.3.11			The bidder shall provide two fully redundant solutions to be installed in two different geo location sites. Each site should be configured with high-availability.			No


						Security


			3.3.12			The security concepts are to be clearly detailed, and have to include: 
• Management of user profiles
• The encryption methods for the database and any external communication especially web-based
• The encryption methods on the transport layer
• The encryption methods on the application level
• Authentication mechanisms
			No


			3.4			eUICC and eSIM profile interoperability & adaptability requirements


			3.4.1			The bidder shall provide details about the interoperability of the proposed solution with the major eUICC providers			No


			3.4.2			The bidder shall provide references for the eUICC providers with whom the proposed solution was tested			No


			3.4.3			The bidder shall state the platform's compliance with loading SIM profiles as defined in ISIM and USIM 3GPP specs			No


			3.4.4			The proposed solution shall support the loading of all SIM files (MF, EF, etc…) and applets			No


			3.4.5			The proposed solution must have the capacity to adapt the eSIM profile from 4G to 5G 			No


			3.4.6			The proposed solution must have the ability to dynamically adapt the eSIM profile to the demands of the subscription or device at the time of the eSIM download


			3.4.7			The proposed solution must be able to do Customization of any Metadata or profile elements of eSIM Profile Dynamically			No


			3.4.8			The proposed eSIM profiles must be compliant to the latest version of TCA eUICC Profile Package: Interoperable Format Technical Specification			No


			3.5			Technical interfaces and procedures


						General requirements


			3.5.1			The bidder shall provide a high level technical description of the proposed eSIM solution detailing all the functional entities of the solution			No


			3.5.2			The bidder shall provide a technical description of all the interfaces used in the proposed eSIM solution			No


			3.5.3			The bidder shall provide technical description for the integration with MIC1 Core network (HLR, HSS, AUC, GGSN, SGSN, MME, …) 			No


			3.5.4			The bidder shall list all the pre-requisite features that need to be supported by MIC1's core for integration			No


			3.5.5			The bidder shall provide technical description and requirements for the integration with MIC1 SMS-C if needed			No


			3.5.6			The bidder shall advise on the Connectivity parameters (for example SMSC address) required by the eUICC to open a communication channel (for example SMS, HTTPs) on a dedicated network.			No


			3.5.7			The bidder shall provide technical description and requirements for the integration with MIC1 billing system.			No


			3.5.8			The bidder shall provide technical description and requirements for the integration with MIC1 other BSS (i.e. provisioning, mediation, ...) systems (i.e. APIs exposed on the platform to reserve/release a profile, check profiles inventory and other inventories, ....)			No


			3.5.9			The bidder shall provide technical details and requirements related to the electrical profile (e-USIM, 4G/LTE, 5G ...)			No


			3.5.10			The bidder shall provide technical description for the statistics and reporting interface			No


			3.5.11			The bidder shall provide technical description for the Administration GUI  to check the profile inventory, investigate performance and troubleshoot the overall eSIM platform performance, ..			No


			3.5.12			The bidder shall provide technical description and details about the Customer Care GUI to request/release profiles for customers, generate/manage physical and digital vouchers, ... 			No


			3.5.13			The bidder shall explain if the eSIM solution supports a northbound interface for alarms and supervision on the system hardware and software. Please explain this interface.			No


			3.5.14			The bidder shall advise if the proposed platform supports communication with external nodes through customizable APIs 			No


			3.5.15			The bidder shall advise list and provide documentation for all inbound and outbound APIs exposed by the proposed platform to be invoked by other systems (ES2+, etc.)			No


			3.5.16			The bidder shall advise if internet and VPN accesses are needed			No


						Provisioning


			3.5.17			The bidder shall describe the proposed provisioning flows including steps when MIC1 shall  provision eUICC in its backend (HLR, HSS…). Below options to be described:			No


			3.5.17.1			provision after contract finish and payment (BSS to define the selected ICCID )			No


			3.5.17.2			provision during download preparation( eSIM solution provides the selected ICCID to OSS/BSS ) 			No


			3.5.17.3			provision at release Profile i.e. when the profile is downloaded and shall be activated			No


			3.5.17.4			provision when a profile is deleted or removed			No


			3.5.17.5			provision when a switch profile is done 			No


			3.5.17.6			The proposed platform shall support communication with external nodes through customizable APIs 			No


			3.6			SIM profiles & Subscription types


			3.6.1			For consumer use cases, the bidder shall describe the flow of loading SIM profiles for each method of profile download (Activation Code, Root/Alternative SM-DS, Default SM-DP+, ...) in the below cases:


			3.6.1.1			When SIM profiles are ordered with "RELEASED" state 			No


			3.6.1.2			When SIM profiles are ordered with “AVAILABLE” state 			No


			3.6.1.3			For other SIM profile states			No


			3.6.2			For "Default SM-DP+" download method, the bidder shall provide details about how the SM-DP+ address is pre-configured in the LPA			No


			3.6.3			The bidder shall describe the process of defining new subscription types/bundles and linking them to the profiles			No


			3.6.4			The bidder shall describe the mapping between subscription types defined on the proposed platform and the operator customer segments (prepaid/postpaid)			No


			3.7			Reporting & Statistics


			3.7.1			The bidder shall explain the reporting and statistic interface provided by the solution. (i.e. active eSIMs, their history, their related profile, etc.)			No


			3.8			Vouchers management


			3.8.1			The bidder shall provide details and diagrams for the process of vouchers (activation codes) generation for the below options:


			3.8.1.1			Physical vouchers printed on plastic			No


			3.8.1.2			Digital voucher or e-voucher			No


			3.8.2			The bidder shall provide details and diagrams related to the vouchers inventory management of:


			3.8.2.1			Physical vouchers			No


			3.8.2.2			Digital vouchers - eVouchers			No


			3.8.3			The proposed solution shall cater for the printing of profile voucher with QR code and ICCID			No


			3.8.4			For physical vouchers, the bidder may produce the plastic cards using one of the following options:			Yes


			3.8.4.1			Own plant, which is SAS certified;			No


			3.8.4.2			Third-party printing facility, which is SAS certified. The bidder must have a teaming or joint venture agreement with this facility;			No


			3.8.4.3			Third-party printing facility, which is not SAS certified. In this case, the bidder must submit, in addition to the teaming or joint venture agreement, a Secure Printing Service Agreement along with supporting documentation to demonstrate equivalent security controls that will be applied between them.			No


			3.8.5			The proposed solution shall allow the creation and addition of a field “voucher serial number” that should be printed on the voucher in a sequential manner			No


			3.8.6			The proposed solution shall cater for QR code protection, that is, voucher should be folded &/or sealed to hide it			No


			3.8.7			The proposed solution shall allow entity in charge of printing the profile vouchers to create QR codes and various fields needed for output files generation			No


			3.9			Network Architecture Requirements


			3.9.1			The bidder shall describe the difference between USIM and eSIM from Core Network point of view			No


			3.9.2			The bidder shall describe the difference between USIM and eSIM from AuC point of view			No


			3.9.3			The bidder shall provide technical description for the integration with MIC1 Core network (HLR, HSS, AUC, GGSN, SGSN, MME, SMS-C …) 			No


			3.9.4			The bidder shall provide technical description and requirements for the integration with IMS network (if applicable)			No


			3.9.5			The bidder shall list all the pre-requisite features that need to be supported by MIC1's Core for integration			No


			3.9.6			The bidder shall list all the pre-requisite features that need to be supported by MIC1's IMS Core for integration of all requested use cases (SIM forking, One-Number feature, etc.)			No


			3.9.7			The eSIM solution should be interoperable with MIC1 Core network (Ericsson CS and PS Core nodes)			No


			3.9.8			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			No


			3.9.9			The bidder shall advise if any security measurements should be taken on MIC1's Core network (SGSN, GGSN, ...)			No


			3.9.10			The eSIM solution should support VoLTE technology			No


			3.9.11			The bidder shall provide eSIM architecture (Consumer model) along with its connections & interfaces with MIC1 Core network			No


			3.9.12			The bidder shall provide a detailed explanation of the eUICC Authentication			No


			3.9.13			The bidder shall clarify the eUICC Authentication procedure used on IMS network.			No


			3.9.14			The bidder shall provide a detailed explanation of the eSIM Authentication			No


			3.9.15			The bidder shall provide detailed eSIM Authentication call flows.			No


			3.9.16			the bidder shall provide detailed Apple device Authentication Call flows.			No


			3.9.17			The bidder shall provide all the eSIM capabilities over the normal physical SIM			No


			3.9.18			The bidder shall provide reference of the entitlement server integration with Ericsson Core network.			No


			3.9.19			The bidder shall provide a high level technical description of the proposed eSIM solution detailing all the functional entities of the solution.			No


			3.9.20			The bidder shall advise on the Connectivity parameters (for example SMS-C address) required by the eUICC to open a communication channel (for example SMS, HTTPs) on a dedicated network.			No


			3.9.21			The bidder shall describe how the device will connect to MIC1 network, in order to load the SIM profile including call flows with detailed message.			No


			3.9.22			The bidder shall provide references for eSIM implementation in Ericsson Core network (2G/3G/4G/5G) and IMS network. Specify the SW release version 			No


			3.9.23			The bidder shall provide a technical description of all the interfaces and protocols used in the proposed eSIM solution			No


			3.9.24			The bidder shall describe how the device will connect to MIC1 network, in order to load the SIM Card profile			No


			3.9.25			The bidder shall provide which Algorithms are used: AES, 3GPP AKA, COMP128, SHA, RSA			No


			3.9.26			The bidder shall confirm that all Algorithms are available: DES, 3DES and AES.			No


			3.9.27			The bidder shall provide a detailed description of the A4 Algorithm used for the encryption of the Subscriber Authentication Key (Ki)			No


			3.9.28			The bidder shall advise on the length of the A4 Key.
Length of AES A4 key can be 16, 24 or 32 bytes (128, 192 & 256 bits)			No


			3.9.29			Ki in the output file shall be encrypted with the transport key			No


			3.9.30			OPc shall be computed within eUICC. OP itself should be stored within the eUICC			No


			3.9.31			ri and ci should be according to the 3GPP standards TS 33.102, 31.102, 33.106			No


			3.9.32			The bidder shall provide the function set used when generating quintets for a subscriber. Is it the SAGEs MILENAGE standard function set?			No


			3.9.33			The bidder should support EPS AKA (according to 3GPP standards 3GPP TS 33.401), IMS AKA, GAA / GBA (3GPP TS 33.220) and SIP digest Authentication standards which are the Authentication methods supported in MIC1 HLR/HSS/ARPF 			Yes


			3.9.34			For 5G, bidder should support 5G AKA and EAP AKA Authentication standards which are the Authentication methods supported in MIC1 HLR/HSS/ARPF			Yes


			3.9.35			The bidder shall provide eSIM memory architecture specification			No


			3.9.36			The bidder shall provide eSIM feature specification document			No


			3.9.37			The bidder shall confirm the possibility to include the STK functionality (provide Value Added Services and interactive menus directly to the subscriber device through the eSIM)			No


			3.9.38			The bidder shall provide references for eSIM Provisioning platform for Consumer Model with Ericsson Core 			No


			3.9.39			The bidder shall provide references for eSIM Provisioning and Authentication for all devices (apple, android, etc.), using Ericsson Platform. 			No


			3.9.40			The eSIM solution should be compatible with a variety of device manufacturers, including popular smartphone brands, IoT device manufacturers, and other connected devices. It should support the necessary interfaces, profiles, and specifications to ensure proper functioning and provisioning of eSIMs in devices from different manufacturers.			No


			3.9.41			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of eSIM for Consumer model			No


			3.9.42			The eSIM solution should adhere to relevant industry standards and protocols, such as GSMA SGP.02, ETSI TS 103 383, and ISO 7816, ensuring compatibility and interoperability across the ecosystem. It should support the required security measures, Authentication mechanisms, and encryption standards necessary for secure communication and data exchange between different components and entities.			No


			3.9.43			The bidder should specify the device management capabilities (remote device monitoring, troubleshooting, policy enforcement, remote lock, SIM swap prevention, SIM lifecycle management…)			No


			3.9.44			The bidder should provide the reporting and analytics capabilities (data on device usage,…)			No


			3.9.45			For eSIM provisioning, CSP would need an eSIM Server to generate the SIM info including ICCID which can be downloaded and provisioned in the CSP network by IT or through Entitlement server. For this MIC1 HLR and HSS follow the GSMA TS.43 standard.			No


			3.9.46			The bidder shall advise if any future modification on the eSIM (RFM or RAM) will be performed by MIC1's OTA platform			No


			4			Consumer Use Case Requirements


			4.1			Technical requirements


						Common requirements


			4.1.1			The bidder shall describe the architecture of the platform proposed to support remote provisioning of embedded SIM cards for Consumer			No


			4.1.2			The bidder shall describe the modules of the proposed platform to support remote provisioning of embedded SIM cards for Consumer			No


			4.1.3			The bidder shall describe the protocols and interfaces of the proposed platform to support remote provisioning of embedded SIM cards for Consumer			No


			4.1.4			The bidder shall describe and provide diagrams/flowcharts for the different flows / use cases related to remote provisioning of embedded SIM cards for consumer			No


			4.1.4.1			Profile ordering			No


			4.1.4.2			Profile loading			No


			4.1.4.3			Profile Management (download, activation, MSISDN handling / binding, etc...) 			No


			4.1.4.4			Platform Management			No


			4.1.4.5			Any other use cases not listed above			No


			4.1.5			The bidder shall describe and provide diagram/flowcharts for the different profile download methods:			No


			4.1.5.1			Default SM-DP+			No


			4.1.5.2			Activation Codes (physical or digital)			No


			4.1.5.3			Discovery Server (root / alternative SM-DS)			No


			4.1.5.4			Standalone carrier app			No


			4.1.5.5			Embedded within MNO selfcare app			No


			4.1.5.6			Any other download method not listed above			No


						Solution interoperability


			4.1.6			The proposed SM-DP+ component shall allow to download MNO profile to eUICC from different EUMs			No


			4.1.7			The proposed SM-DP+ component shall be ready to integrate with entitlement / websheet server from different suppliers through standard interfac2s without any additional cost 			No


			4.1.8			The proposed SM-DP+ component shall be ready to integrate with eIM for consumer IoT use cases from different suppliers without any additional cost			No


						Technical interfaces


			4.1.9			The bidder shall confirm that ES2+ interface (between SMDP+ and MIC1 OSS/BSS) is compliant with GSMA latest standards			No


			4.1.10			The bidder shall describe the variations with the GSMA ES2+ standards in case it is not fully compliant			No


			4.1.11			The bidder shall provide technical description for the interface with MIC1 provisioning system for the case of Consumer			No


			4.1.12			The proposed SM-DP+ must support below interfaces:


			4.1.12.1			ES8+ for the communication with the eUICC			No


			4.1.12.2			ES9+ for the communication with the LPD			No


			4.1.12.3			ES12 for the communication with SM-DS			No


						GSMA standards requirements


			4.1.13			The proposed solution shall be compliant with the latest release of the GSMA specifications for the remote provisioning of embedded SIM cards for consumer ( SGP.22 Technical Specification V3.1, SGP.21 Architecture Specification V3.1, etc.) 			No


			4.1.14			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of embedded SIM cards for consumer and its drawbacks on the interoperability of the solution with different OEMs 			No


			4.1.15			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			No


						Roadmap


			4.1.16			The bidder shall provide information on the position of the proposed eSIM solution components within the standards landscape.			No


			4.1.17			The bidder shall provide for the proposed eSIM Solution a roadmap for at least the next three years for Consumer use cases. For each planned new release the bidder shall describe both software functionalities and hardware capacity improvements. Expected Last time to buy (LTB) and End of Support (EoS) dates for the proposed platform (both HW and SW) must be clearly indicated. If any feature included in the roadmap has hardware dependencies, they must be clearly indicated. 			No


			4.1.18			The bidder shall state the planned compliance with all upcoming GSMA specification releases for Consumer for the next 5 years			No


			4.1.19			The bidder shall provide an overview of the long term evolution plans of the proposed eSIM platform product for the next 5 years with a particular focus on software features and capacity steps, highlighting any known correlation and/or constraint between hardware and software upgrades.			No


			4.2			Business requirements


			4.2.1			Bidder's solution shall allow Alfa to have an e-SIM profile agnostic to device type provided that the device is e-SIM enabled.			Yes


			4.2.2			In case an eSIM is activated on a defined profile, the bidder shall advise if same profile can be scanned by another device at the same time			No


			4.2.3			The solution shall support primary device eSIM activation using Alfa portal. Below activation scenarios are expected but not limited to:
- For an Alfa user with existing Alfa line and for a new Alfa user, bidder solution shall allow activation of eSIM whether in store or remotely without the need to visit Alfa stores physically.
- Alfa user shall be able to activate eSIM through physical printed support or digital support such as website, Alfa mobile application, dedicated application, etc. Bidder to specify supported channels for e SIM activation.
- For an existing Alfa user and a new user, solution shall allow the purchase of a subscription for the device, the reception of a voucher, the scanning of the voucher and then the profile purchased is downloaded via Wi-Fi on the device with real-time profile activation.
The bidder shall include all best practices for primary device eSIM activation for existing and new Alfa users.			No


			4.2.4			eSIM shall allow new Alfa user who doesn’t have already a mobile line to scan the eSIM code and subscribe to Alfa line. Example: At the airport, user can find a poster with QR code, once scanned, user can download profile and activate eSIM on his device. Bidder to specify and list available solutions and use cases			No


			4.2.5			User with e SIM device shall be able to receive OTP activation code for e SIM on a local or International line.			No


			4.2.6			For a new user without Alfa line, eSIM solution shall be able to send OTP activation code for e SIM by mail or any other mean. Bidder to specify possible means.			No


			4.2.7			The bidder shall describe the selling process of postpaid and prepaid lines. I.e.: to list the identifiers (ICCID, IMSI, SIM barcode, QR..) and clarify the below
       • Ability to get all the info related to the client
       • Sell prepaid line using barcode, SIM card number and QR code or any relevant field related to eSIM
       • Ability to take photo of the client
       • Identity card or legal documents to be uploaded
       • Ability to upload signed document
       • Ability to show the device type upon entering the QR code			No


			4.2.8			Currently, the process is by filling the info on the online application (internally developed) by providing a new SIM card number, photo, documents and info signed by the user. Alfa has to approve the new line in order to activate it. The proposed solution shall be able to apply same process of activation for prepaid and postpaid subscriptions for eSIMs.			No


			4.2.9			The bidder shall advise if the current applicable ceiling on physical SIM can be applied on eSIM such as example below and advise if a user can have a ceiling combining e SIM and SIM: 
Customer is allowed to acquire a total of 8 lines as per below rule: 
      • Direct Sales: 8 prepaid voice or data lines per user if purchased from direct sales: Alfa Stores and or POP
      • Indirect Sales: 2 prepaid voice and 2 data lines per user if purchased from indirect sales: online POSs, distributor own shops and/ or Franchisee stores
      • Total Line purchased from Direct and Indirect Sales cannot exceed the 8 lines per customer			No


			4.2.10			Bidder's solution shall allow e SIM payment related to the purchase of the SIM profile(s), whether prepaid or postpaid to be reflected on our billing system			Yes


			4.2.11			Bidder's solution shall allow any release or cancellation of a SIM profile to be reflected on our billing system			Yes


			4.2.12			Bidder solution shall allow any eSIM Profile Swapping to be reflected on our billing system			Yes


			4.2.13			Currently, the process of migrating a line from prepaid to postpaid and vice versa with SIM devices shall be the same for eSIM devices			No


			4.2.14			The proposed solution shall be able to switch eSIM devices by keeping same MSISDN and same customer information			No


			4.2.15			SIM Swap from SIM to eSIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from SIM to e-SIM when changing his device from Android or Samsung SIM device to Apple eSIM device or vice versa from Apple to Samsung or Android eSIM device.
o	Case 2: user should be able to switch from SIM to e-SIM when changing his device from Google/Android SIM to Google/Android eSIM device, Samsung SIM device to Samsung eSIM device or when changing his device from Apple SIM device to Apple eSIM device.
o	Case 3: user should be able to switch from SIM to e-SIM when changing his device from any SIM enabled device to an eSIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			No


			4.2.16			SIM Swap from eSIM to SIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from eSIM to SIM when changing his device from Android or Samsung eSIM device to Apple SIM device or vice versa from Apple eSIM device to Samsung or Android SIM device.
o	Case 2: user should be able to switch from eSIM to SIM when changing his device from Google/Android eSIM to Google/Android SIM device, Samsung eSIM device to Samsung SIM device or when changing his device from Apple eSIM device to Apple SIM device.
o	Case 3: user should be able to switch from eSIM to SIM when changing his device from any eSIM enabled device to a SIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			No


			4.2.17			SIM Swap from eSIM to eSIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from eSIM to eSIM when changing his device from Android or Samsung eSIM device to Apple eSIM device or vice versa from Apple eSIM device to Samsung or Android eSIM device.
o	Case 2: user should be able to switch from eSIM to eSIM when changing his device from Google/Android eSIM to Google/Android eSIM device, Samsung eSIM device to Samsung eSIM device or when changing his device from Apple eSIM device to Apple eSIM device.
o	Case 3: user should be able to switch from eSIM to eSIM when changing his device from any eSIM enabled device to another eSIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			No


			4.2.18			The proposed solution shall be able to add multiple MSISDN on same e-sim device and same customer information			No


			4.2.19			The bidder shall advise if the customer will be able to switch carrier, i.e. National roaming in Lebanon. How it will be configured? Any restriction?			No


			4.2.20			For security reason, user should receive a confirmation code when downloading a eSIM profile, once code is entered, eSIM is validated			No


			4.2.21			Existing Alfa user shall be able to generate new eSIM when needed such as changing device whether from same vendor or different vendor or SIM swap from physical SIM to e SIM			No


			4.2.22			Bidder shall specify applicable uses cases such as but not limited to:
Ability for Alfa to define data packages, discounts, bonuses, voice plans, etc. dedicated to eSIM consumers with primary devices exclusively			No


			4.2.23			Bidder solution shall allow extraction of e SIM report including (and not limited to the following): Count of sold eSIM on daily/weekly/monthly basis, end of day count (new sold SIMs+ actual), type of sold eSIM: prepaid/postpaid, user information for owner of eSIM, eSIM provider, profile of eSIM: active/inactive, type of device/handset used with eSIM, etc. similar to information extracted for physical SIM. Bidder to specify available fields.			No


			5			Consumer IoT Use Case Requirements


			5.1			Technical requirements


						General requirements


			5.1.1			The proposed solution shall support remote provisioning of embedded SIMs for consumer IoT.			No


			5.1.2			The bidder shall provide a GSMA Statement of Compliance listing all relevant GSMA specifications that the solution complies with, specifying any areas of variance and/or partial compliance and including detailed roadmaps in case of future compliance for part of these specifications.			No


			5.1.3			The bidder shall provide a full solution design and documentation of the proposed solution supporting Remote provisioning of embedded SIMs for consumer IoT, taking into account architectural, functional and technological aspects and referencing the GSMA release baseline.			No


			5.1.4			The bidder is requested to send the full list of supported protocols and applications. 			No


			5.1.5			The bidder shall describe the architecture of the platform proposed to support remote provisioning of embedded SIM cards for consumer IoT			No


			5.1.6			The bidder shall describe the modules of the proposed platform to support remote provisioning of embedded SIM cards for consumer IoT			No


			5.1.7			The bidder shall advise on the possible entities responsible of each module in the architecture. Example: who's the entity responsible of eIM module in the proposed architecture? Etc.			No


			5.1.8			The bidder shall describe the protocols and interfaces of the proposed platform to support remote provisioning of embedded SIM cards for consumer IoT			No


			5.1.9			The bidder shall describe and provide diagrams/flowcharts for all the functions supported on the interfaces offered by the solution.			No


						Interfaces


			5.1.10			The proposed solution must support below interfaces:


			5.1.10.1			ES9+' to provide a secure transport for the delivery of the Bound Profile Package between the SM-DP+ and the eIM			No


			5.1.10.2			ES11’ interface that allows the eIM to retrieve Event Records for the respective eUICC			No


			5.1.10.3			ESipa interface between an eIM and an IPA used to trigger a Profile download at the
IPA			No


			5.1.10.4			ESep interface between the eIM and the eUICC used to transfer
eUICC Packages for PSMO and eCO			No


						eIM component


			5.1.11			The bidder shall offer within its solution an eIM module and quote it separately			No


			5.1.12			The bidder shall advise if the eIM component must be certified by GSMA, If yes, bidder must confirm that the eIM he will be providing is already certified or if he is working on getting certification.			No


			5.1.13			The bidder shall provide technical description of the eIM module including all the integration points between eIM and other modules and stating to which degree it is compliant to the GSMA current standards providing its roadmap against the evolution of GSMA standards for consumer IoT use cases			No


			5.1.14			The proposed solution shall support standard interfaces for the communication involving eIM module			No


			5.1.15			The proposed eIM module shall fulfill all the functional and security requirements in the GSMA specifications for the remote provisioning of embedded SIM cards for consumer IoT			No


						Solution Interoperability


			5.1.16			The bidder shall confirm that the proposed solution supports Profile Interoperability where a profile on MIC1 SM-DP+ can be downloaded to any eUICC via its linked eIM (can be any eIM from any OEM not necessarily MIC1's eIM).			No


			5.1.17			The bidder shall confirm that the proposed solution is able to integrate with eIMs from different OEMs not only his eIM			No


			5.1.18			The proposed eIM component shall manage eUICC from different EUMs			No


			5.1.19			The proposed eIM component shall integrate with SM-DP+s from different suppliers through standard interfaces without any additional cost			No


			5.1.20			The proposed solution shall allow to download MNO profile to eUICC in IOT devices from different EUMs			No


						Business Processes


			5.1.21			The bidder shall describe what are the common business processes currently being and/or will adopted by the OEMs and the MNOs to have an end-to-end solution for remote provisioning of embedded SIMs on consumer IoT devices.			No


			5.1.22			The bidder shall explain how the agreement will be done between the OEM and the local operator			No


			5.1.23			The bidder shall describe its role in helping MIC1 to gain new business.			No


						GSMA standards requirements


			5.1.24			The proposed solution shall be compliant with the latest release of the GSMA specifications for the remote provisioning of embedded SIM cards for consumer IoT(eSIM IoT Architecture and Requirement Specification SGP.31 V1.1,eSIM IoT Technical Specification SGP.32 V1.0.1, etc.) 			No


			5.1.25			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of embedded SIM cards for consumer IoT and its drawbacks on the interoperability of the solution with different OEMs 			No


			5.1.26			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			No


						Procedures


						Profile Download


			5.1.27			The proposed solution shall support below procedures for downloading a profile on the eUICC embedded within the IoT device:


			5.1.27.1			Profile Download Triggered by eIM with Activation Code			No


			5.1.27.2			eIM Initiated Direct Profile Download with SM-DS			No


			5.1.27.3			eIM Assisted Profile Download Triggered by eIM with Activation Code			No


			5.1.27.4			Profile Download with Default SM-DP+			No


			5.1.27.5			eIM Assisted Profile Download Triggered by eIM with SM-DS			No


						PSMO


			5.1.28			The proposed solution shall support below PSMO (profile state management operations)


			5.1.28.1			Profile State Management by the eIM  (enabling, disabling, delete)			No


			5.1.28.2			Automatic Profile enabling of an IPA initiated Profile download from Default SM-DP+			No


						eCO


			5.1.29			The proposed solution shall support below eCO (eIM configuration operations)


			5.1.29.1			Add eIM Configuration Data via IPA			No


			5.1.29.2			Update of eIM Configuration Data			No


			5.1.29.3			eIM Configuration via eIM			No


			5.1.29.4			Complete Removal of eIM Configuration Data from the eUICC			No


						eIM and IPA Communication


			5.1.30			The proposed solution shall support eIM Package Retrieval procedure which is used by the IPA to retrieve any pending eIM Package from the eIM			No


			5.1.31			The proposed solution shall support eIM Package Injection procedure which is used by the eIM to inject eIM Package to the IPA			No


						Secure Connection between eIM and IPA


			5.1.32			The protocol  between the eIM and the IPA used for conveying an eIM Package shall provide at least the integrity and the confidentiality of messages.			No


			5.1.33			Following protocols must be supported:


			5.1.33.1			HTTP over TCP with TLS security			No


			5.1.33.2			CoAP over UDP with DTLS security			No


						LwM2M


			5.1.34			The proposed solution shall support LwM2M implementation of the ESipa for the communication between eIM and IPA. Bidder to quote this implementation separately			No


			5.1.35			The bidder shall advise which LwM2M version is supported			No


			5.1.36			LwM2M 1.1 shall be at least supported			No


						MQTT


			5.1.37			The proposed solution shall support MQTT implementation of the ESipa for the communication between eIM and IPA. Bidder to quote this implementation separately			No


			5.1.38			The bidder shall advise which MQTT version is supported			No


			5.1.39			MQTT 5.0 shall be at least supported			No


			5.2			Business requirements


			5.2.1			For IoT devices, the proposed solution shall allow Alfa to overwrite the profile downloaded on an IoT device without the need for external parties or platform. Example: For a smart meter that comes from abroad with a downloaded profile, Alfa should be able to replace this profile			No


			5.2.2			Consumer IOT devices such as smart meters for instance should be able to download a local profile without the need to have them connected to another device that already has an active profile as long as user has Internet connection			No


			5.2.3			The proposed solution shall allow Alfa to have eSIM Profile Download for IOT use case, to enable/disable IOT eSIM, to delete IOT eSIM, to perform IOT eSIM transfer.			No


			5.2.4			The solution shall support IOT eSIM device activation using Alfa portal. Below customer scenario is expected:
User purchases a subscription for the device, user receives a voucher, scans the voucher and the profile purchased is downloaded via Wi-Fi on the device with real-time profile activation. The vendor shall include all best practices for primary device eSIM activation.			No


			5.2.5			Bulk ESIM activation shall be allowed, in particular for IOT consumers e SIM			No


			5.2.6			Bidder shall specify applicable uses cases such as but not limited to:
Ability for Alfa to define data packages, discounts, bonuses, voice plans, etc. dedicated to  IoT eSIM consumers exclusively			No


			6			SAS-SM Certification Requirements


			6.1			The bidder shall confirm that the proposed solution is SAS-SM certified 			Yes


			6.2			The bidder shall advise on the type of SAS-SM certification to which he applied (full certification or provisional certification) and its validity date			No


			6.3			The proposed solution shall be compliant with the latest version of "FS.08 - GSMA SAS Standard for Subscription Manager Roles"			No


			6.4			The proposed solution shall be compliant with the latest version of "FS.09 - GSMA SAS Methodology for Subscription Manager Roles"			No


			6.5			The proposed solution shall be compliant with the latest version of "FS.17 - Security Accreditation Scheme - Consolidated Security Requirements"			No


			6.6			The proposed solution shall be compliant with the latest version of "FS.18 - Security Accreditation Scheme - Consolidated Security Guidelines"			No


			7			Security Requirements


			7.1			Common requirements


			7.1.1			The bidder shall describe the end-to-end security of the proposed solution including physical, logical, application and key management aspects


			7.1.2			The bidder shall confirm that the hosting of MIC1's data is not done in Israel, and not accessible by any party located in Israel.			Yes


			7.1.3			The proposed solution shall ensure an E2E security from the exchange at Profile ordering up to the installation of the Profile on the targeted eUICC as specified by GSMA			No


			7.1.4			The proposed solution shall implement the PKI cryptography method for certificate exchange as per the GSMA specifications			No


			7.1.5			The bidder shall provide details about the CI (certificate issuer) to which he applied for certificates 			No


			7.1.6			The proposed solution shall implement all the security features as per GSMA specifications such as but not limited to Certification of the Entities, Remote Secure Communication, Public Key Infrastructure, BPP Security Protocol, Cryptographic Negotiation, Algorithms and Key Length, TLS Requirements, Random Number Generation, etc.			No


			7.1.7			The bidder shall describe the encryption methods used for storing the profile data and any other sensitive data in the DB			No


			7.1.8			The proposed solution shall ensure that all profiles and databases are encrypted by HSM as per GSMA specifications			No


			7.1.9			The bidder shall possess his own HSM to store all details of eSIM profiles			Yes


			7.1.10			The bidder shall describe all protocols used for external communications from security perspective			No


			7.1.11			The bidder  shall describe the security aspects of the user access management including but not limited to web users/roles creation and management, passwords policies, privileges management, ....			No


			7.1.12			The bidder shall advise if SSO (Single Sign On) is supported within the proposed solution for the authentication of the web users 			No


			7.1.13			The bidder shall advise if Windows Authentication (using MIC1's domain) is supported within the proposed solution for the authentication of the web users 			No


			7.2			General Security requirements


						Access


			7.2.1			Application should support role based access, specific privileges per user (i.e. specific access to application modules and reports)
Role-based access control (RBAC) to enforce least privilege.
Support for strong password policies and password management practices.			No


			7.2.2			Database should support restricted access per user or groups to data (i.e. access per field or per table, …)			No


			7.2.3			Bidder shall provide relevant security notes and regular patches. When alfa receives security notes and related patches from the Bidder, alfa and Bidder shall test and implement these as required in a timely manner. The process for testing and implementing security notes and related patches shall be regular and in accordance with the state of the art and industry best practice;			No


			7.2.4			Non-administrative users shall only be able to access front end layers, and must not have direct access to platforms located in a different zone.			No


			7.2.5			If an authentication attempt is successful, the user should be informed of the date and time of their last successful log-on, and any unsuccessful log-on attempts that have happened since the last successful log-on.			No


			7.2.6			Remote access shall be implemented in accordance with the alfa Remote Access policy.			No


						Antimalware / SIEM


			7.2.7			The solution shall comply with the deployment of any endpoint protection solution such as Antimalware, EDR & application whitelisting.  All nodes SHALL have appropriate anti-malware software installed and active before going live. Coordinate with IT for agents installation.			No


			7.2.8			The Solution should offer open and flexible integrations to connect with a wide range of information security products in essential : SIEM tool and alfa's SOC (Security Operation Center)			No


						API /Web


			7.2.9			Access to the application shall be authenticated using distinct user accounts for each API connected. If user level functions are provided, then each user must be authenticated			No


			7.2.10			•	The authorization within the API must be implemented on at least the following 3 different levels:
a) main function level:
Each main function provided by the API must ensure that the user calling the function is allowed to do so. An example of a main function is the general customer data handling function.

b) sub function level:
Each sub-function provided by the API must ensure that the user calling the function is allowed to do so. Examples of a sub function within the customer data handling main function are:
• reading customer data
• deleting customer data
• writing customer data

c) object level:
Each main and sub function has to ensure that the calling user is allowed to access the objects he attempts to. 
Within the customer data main and sub function it must be assured that the calling user can access only customer records he is allowed to.			No


			7.2.11			•	All external interfaces of applications shall:
a) control incoming requests syntactically and semantically before these are processed by the application. This includes comparison against expected allowed and forbidden options, field types, length/size, structures, and standards.
b) have a deterministic behavior facing incoming requests			No


			7.2.12			•	The API must implement a proper error handler. Stack traces and other internal information such as code snippets, filenames, or internal IP addresses shall not be disclosed to the entity calling the API.			No


			7.2.13			•	The documentation provided for the API must include at least the following information:
a) data flow diagrams
b) all provided functions including their expected input data described by data type, data format, range, and length
c) function behavior including error condition
d) provided output data described by data type, data format, range, and length
e) user role model			No


			7.2.14			•	External interfaces shall not contain services other than needed and listed in the design documentation.			No


			7.2.15			•	When interfaces are exposed to non-trusted networks, they shall restrict access to specified and approved IP addresses (this can be achieved through access control lists or IP whitelisting).			No


			7.2.16			•	The use of the HTTP PATCH method on binary data in APIs is forbidden since this would allow for the combination of the original data plus a patch which could be malicious and be missed in anti-malware checks.			No


			7.2.17			•	The HTTP DELETE method shall only be exposed where it is absolutely required, and may need to be made available differently for the same API depending on whether the requesting party is internal or external.			No


			7.2.18			•	Regarding transport:
a) Generally use TLS 1.2 or higher
b) Use TLS 1.0/TLS 1.1 only for TLS 1.2+ incompatible clients
c) Disable SSLv3 and lower			No


			7.2.19			•	As cipher suites providing authentication and encryption:
a) Generally use AES or Camellia 128bit with a minimum of 128bit key size
b) Use 3DES only for AES and Camellia incompatible clients
c) Disable all other ciphers (e.g. RC4, DES)
For the allowed cipher suite lists for modern, intermediate and legacy clients, see the  Cryptographic Algorithms & Key Sizes Detailed Guidance.
As encryption mode:
d) Use GCM and CBC with preference of GCM			No


			7.2.20			•	For hashing:
a) Generally use SHA-2 algorithms (SHA-256 recommended)
b) Use SHA-1 only for SHA-2 incompatible clients (some web browsers)
c) Disable all other hashing algorithms (e.g. MD5)			No


			7.2.21			•	The key exchange protocol implemented shall:
a) Generally use ephemeral DH key exchanges
b) Use at least 2048 bit Diffie-Hellmann parameter
c) Use RSA key exchange only for DHE incompatible clients or in case of DHE for performance reasons
d) Disable all other key exchanges (e.g. DH and ADH, ECDH)			No


			7.2.22			•	When implementing the SSL/TLS channel, the following considerations shall be taken:
a)   Disable compression.
b)   Enable secure renegotiation.
c)   Disable client initiated renegotiation.
d)   Enable session resumption.
e)   Select most secure compatible cipher based on server preference.			No


			7.2.23			•	API shall be developed in such a way as to be fully compliant with the latest version of 'The OWASP Guide to Building 			No


			7.2.24			•	Before go live, API shall be reviewed and may be scanned by the security team in order to check their security compliance.			No


			7.2.25			•	All APIs shall be statically tested or penetration tested by an experienced penetration testing outfit			No


			7.2.26				Protocol Support
SSL v2 must not be implemented or enabled.
SSL v3 must not be implemented or enabled.
TLS 1.2 must be implemented and enabled.
TLS 1.3 must be implemented, enabled, and preferred over TLS 1.2
TLS 1.1 and TLS1.0 must be avoided, and only be enabled if they are needed for interoperability reasons. If TLS 1.0 and TLS 1.1 are implemented and enabled, they must not be preferred. If both are supported, then TLS 1.1 must be preferred over TLS 1.0. 
TLS_FALLBACK_SCSV feature must be enabled. Client applications must notbe permitted to fall back to SSL v3 or lower.
TLS-level compression must notbe used.
TLS Session Resumption must have a maximum resumption period of no greater than 10 minutes. However, if TLS session resumption is not required then the capability must notbe supported or implemented.
Only secure renegotiations using the TLS Renegotiation extension (seeRFC5746) must be enabled. Insecure TLS renegotiations of any type must notbe implemented or enabled. 			No


			7.2.27			Cipher Suits
•	Only cipher suites with SHA256 (or above) message authentication algorithms must be used
•	NULL encryption must not be permitted, and implementations must not negotiate with cipher suites with NULL encryption.
•	RC4 encryption must no tbe used.
•	CBC must not be used. Where this is not possible, CBC must be placed below GCM cipher suites, and a risk raised against the platform.
•	EXPORT cipher suites must not be implemented or enabled.
•	Symmetrical cipher suites must be at least 128-bits in length –any symmetrical cipher suites with at least 256-bits in length must be preferred over 128-bit symmetrical cipher suites.			No


			7.2.28			Exchange Protocols
•	ECDHE/DHE must be prioritized over RSA  and ECDHE must be prioritized over DHE.
•	Key exchange protocols based on ECDHE protocols must not support keys that are less than 256-bits in length.
•	Key exchange protocols based on DHE or RSA protocols must not support keys that are less than 2048-bits in length.MR20ANONYMOUS key exchange must not be used.
•	PSK, DSA, ECDH, and ECDSA implementations must not support the following keys lengths:
•	PSK not less than 128-bits in length
•	DSA not less than2048-bits in length
•	Elliptic Curve not less than 256 bits in length
If implemented, these key exchange protocols must be prioritized lower than ECDHE, DHE and RSA			No


			7.2.29			TLS Protocol Extensions
•	Implementations must notuse the Truncated HMAC extension			No


			7.2.30				Digital Certificates

•	The Digital certificate name must match the domain name, or the IP address of internal-only host where the domain name cannot be used. The Digital certificate must be within the validity period.
•	The Digital certificate must be signed under a Trusted Root CA.
•	The Digital certificate and all intermediate CAs in the certificate chain must use SHA2 hash–certificates with a hash of SHA1 or below must not be permitted.
•	The Digital certificate key must be at least 2048-bits in length (if RSA), or at least 256 bits in length (if Elliptic Curve).
•	Internal-use digital certificates must be issued and signed by alfa CA. Use of self-signed certificates must be restricted and risk assessed per use-case.			No


			7.2.31			Other TLS Considerations
•	Known SSL/TLS/DTLS implementation vulnerabilities mustbe patched.
•	Published web services must not contain a mixture of TLS-protected and non-TLS-protected content (mixed content) on the same page–all service content must be protected by TLS.
•	Generating inherently weak cryptographic keys must not be permitted.			No


						Data Integrity & Input Controls


			7.2.32			Performance of all remote operation and maintenance tasks SHALL be supported via encrypted protocols (e.g. ssh, ssl).			No


			7.2.33			All operations that modify data (e.g. update, delete, insert) shall ensure that no intermediate stage in the operation that can lead to data integrity problems. Either the operation is fully completed or fully incomplete.			No


			7.2.34			All processes that receive data input (both manual and automated) shall control and validate input data in terms of formatting, length and syntax.			No


						Data Security & Integrity


			7.2.35			There SHALL be measures to safeguard against user error and fraud (i.e. an application to check the validity of data entered and/or received from other applications, for example, according to any imported data format or range values or input validation).			No


			7.2.36			sensitive data SHALL NOT be stored anywhere where it could put it at risk (i.e. caching), and SHALL be encrypted with an approved algorithm (128-bit or higher) whilst stored or transmitted on public networks (for example, encrypt certain database attributes via the application). All used encryption methods and algorithms SHALL conform to standards and use the latest versions of cryptographic libraries.			No


						Encryption


			7.2.37			Encryption shall be used in all communications / interactions between systems, especially if the communication is through web access. Web based access shall always be used through HTTPs. 			Yes


						General


			7.2.38			The Bidder shall commit to refrain from offering any product SW or  equipment which can cause security threat or information leakage that jeopardizes MIC1 network security. 			Yes


			7.2.39			The Bidder should commit to improve solution / systems information security weaknesses whenever needed or highlighted by MIC1 information security team. 			Yes


			7.2.40			Bidders should outline their incident response plan and how they will communicate security incidents			No


						Hardening Features    


			7.2.41			Production systems shall not use the same environment as stage, testing, development or pre-production systems. Each environment must have a dedicated purpose.			No


			7.2.42			The individual components of the system (such as web server, operating system, database, routers, switches, Load balancers, etc..) shall be hardened according to security best practices. ( CIS, NIST baselines or approved bidder hardening standard)
If in doubt, please engage with the Security team to help determine the hardening requirements.			No


			7.2.43			A description of the hardening settings shall be provided in detail.
The Security team shall be engaged to validate the settings. 
Validation may also be done via a grey-box security test (penetration test).			No


			7.2.44			Software packages, applications and services that are not required shall be deactivated or removed from the system.			No


			7.2.45			Unused interfaces and protocols shall be disabled.			No


			7.2.46			System accounts shall be configured to prevent interactive login sessions.			No


			7.2.47			Authentication information to systems shall be transmitted over an encrypted protocol. Clear-text authentication is not allowed.			No


			7.2.48			Externally reachable interfaces shall have all node discovery protocols disabled.			No


						Logging and Monitoring 


			7.2.49			The system SHALL be able to set maximum size of audit logs. When the file gets full, it SHALL either switch to a second file or overwrite itself.			No


			7.2.50			A configurable automated process SHALL be implemented to send log files or defined logged event to a security log server			No


			7.2.51			The system SHOULD provide the capability to:
a. Select events that took place within a specific range of dates and times
b. Select combinations of events
c. Select events where a specific user used a particular privilege
d. Print a list of all possible access privileges			No


			7.2.52			All system modifications SHALL be logged including the modified components and the user who performed the modifications.			No


			7.2.53			The solution shall allow generation of: Audit trails and logging of user access and activities.
			No


			7.2.54			Solution and storage shall be sized to host history logs for at least 1 year back.			No


			7.2.55			The system SHALL provide the means to detect and alarm unauthorized or improper use of the system.			No


			7.2.56			The following events shall be logged at each level:
a) successful logins (log-in and out)
b) failed login attempts
c) privilege escalation attempts (e.g. switch user on privileged accounts)
d) rejected connections
e) violations of access restrictions
f) manipulation attempts (e.g. shutdown of the system, modification of system time)
g) creation or modification of user accounts
h) access to the security logs
i) attempts to modify the security policy
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.57			For each logged event the following details SHALL be provided: time, date, type of event, IP-address, Workstation ID / MSISDN, User ID
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.58			The system shall be able to define specific log requirements for critical systems, files or folders.			No


			7.2.59			Read-only access to the logging system and data shall be restricted to specific privileged accounts or user profiles.			No


			7.2.60			The log system shall provide the capability to:
a) select events that took place within a specific time range.
b) select combinations of events.
c) select events where a specific user used a particular privilege.
In case of partial compliance, state the non-compliant point(s) from the above.			No


						Network Elements


			7.2.61			Access services (e.g. SSH, HTTPS, RPC) shall be exclusively bound to the interface they are going to be serving. and NOT to all interfaces			No


			7.2.62			Ports allowed for a particular service use shall not be reused for other purposes without explicitly being detailed in the design documentation.			No


			7.2.63			The network element shall be configured to automatically terminate administrative sessions after a predefined inactivity timeout.			No


						Network Services


			7.2.64			All data traffic coming from the Internet or other untrusted networks shall terminate in a reverse proxy which may validate and pass the request on to application servers. This reverse proxy physically separates trusted and untrusted interfaces.			No


			7.2.65			Data traffic between layers shall be separated by firewalls.			No


			7.2.66			Services using dynamic ports or port ranges shall be filtered with security devices and only allowed by exception when going towards external zones.			No


			7.2.67			Firewall rules and similar traffic filters shall not include the ‘ANY’ value for SOURCE or DESTINATION, instead either a host or subnet shall be given.  			No


			7.2.68			Firewall rules and similar traffic filters shall not include the ‘ANY’ value for ports. A valid port number or port range shall be given for all required rules.			No


			7.2.69			Bidirectional traffic shall be detailed in separate firewall access rules (i.e. one rule for each traffic flow direction).			No


						Operating System & Platform Configuration


			7.2.70			Following the general security principle that all unnecessary protocols & services should be disabled, the following services SHALL be specifically disabled:
Telnet, Finger, Chargen, Echo, HTTP, BOOTP, TFTP, Ident (RFC 1413), Configuration auto-loading service, IP multicast routing, IP source routing			No


			7.2.71			The use of a trustworthy community allowing access to parts of a system without authentication SHALL NOT be used (e.g. under Unix: the use of .rhosts and .shosts).			No


			7.2.72			The following SHALL apply to interface specific protocols for infrastructure and networking devices:
a. will not perform proxy ARP
b. will not respond to IP ICMP Redirects (ICMP Type 5)
c. will not respond to Echo Requests (ICMP Type 8) to broadcast addresses (“directed broadcasts”)
d. will not respond to ICMP Mask Request
			No


			7.2.73			The Bidder shall change default errors / messages and configuration.			No


			7.2.74			All service accounts SHALL be securely configured to prevent their use for interactive login (e.g. no shell in Unix / service logon in Windows).			No


			7.2.75			When permitted by the operating system, all service accounts SHALL be securely configured to lock down processes to particular directories required for execution (e.g. jailed/chroot in unix).			No


			7.2.76			In the particular case of services such as SSH that need to be used for SFTP, the server SHALL prevent interactive logins with any valid account.			No


			7.2.77			Access Control Lists (ACLs) or similar local security controls SHALL be used on interfaces to restrict access to only specified and approved IP addresses and SHALL be configured to accept traffic on required ports.			No


			7.2.78			All components SHOULD use the latest version of software. All security patches available for that software SHALL be applied.			No


			7.2.79			If a system is modified or updated all relevant operating system security patches and application security patches SHALL be applied.			No


			7.2.80			Security patches SHALL be tested prior to deploying in a development environment. This will avoid any potential problems when deploying in the production environment.			No


						Password Policy


			7.2.81			The provided application should run without the need of root (unix) and / or admin (win) privileges.			No


			7.2.82			All system access shall be granted on the principles of least privilege and need to know.			No


			7.2.83			Each user account shall be protected with a strong password (or other secret information known only to the user).
Systems are configured to
a) allow users to select and change their own passwords and include a confirmation procedure to allow for input errors;
b) enforce the use of passwords which are compliant with the agreed password policies; and
c) where technically feasible, reject previously used weak passwords, e.g. by checking against dictionaries and simple modifications of dictionary words and passwords
			No


			7.2.84			Initial passwords (e.g. those assigned during the creation or reset of a user account) must only be valid until the user’s first session, and the system should then force the initial password to be changed.			No


			7.2.85			Passwords and encrypted passwords shall not be written to any locations that are accessible to non-administrative users.			No


			7.2.86			The following password controls shall be enforced by the system:
a) a minimum length of 12 characters 
b) contain at least 3 of each of the following: upper case letters, lower case letters, numbers and special characters 
c) if technically feasible, the system shall detect and disallow simple passwords (such as, P@ssWord12345 and dictionary words) 
d) the password shall not be identical to the username of the account
e) the password shall be different from the last 3 used passwords
f) the password shall not contain more than 2 successive identical characters.
g) that password validation is case sensitive
h) a maximum password age of 90 days
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.87			The use of hard-coded passwords (e.g. in source code) is forbidden.			Yes


			7.2.88			The system shall force the user to enter their current password as well as their new password when carrying out a password change.			No


			7.2.89			Passwords shall be stored in a securely hashed form. Only algorithms specifically designed for password storage shall be used (e.g. bcrypt or PBKDF2).			No


			7.2.90			After a maximum of 5 sequential failed login attempts, the user account shall be automatically locked for a defined period (at least 30 minutes). The action shall be documented in a log file as a critical event.			No


			7.2.91			Authenticated sessions must have a maximum duration of 12 hours, and must expire after the session has been inactive for a maximum of 60 minutes			No


						Patch Management


			7.2.92			All system components shall be installed with or updated to the latest stable version with all security patches applied.			No


						Platform Design


			7.2.93			Platforms deployed exclusively for internal use must be located in an internal only backend, and under no circumstances shall they be located in DMZs or public frontends.			No


			7.2.94			Proxies shall hold no customer data, and shall have no direct access to customer databases.			No


			7.2.95			Platform design must be compliant with the  alfa security zoning standard.(ex: Web server should be located in a DMZ Vlan, Database srv in a data Vlan,…)
If in doubt, please engage with the Security team to help determine a compliant architecture.			No


						Privacy and Confidentiality


			7.2.96			Production data SHALL NOT be used in development, testing and training environments. If production data is used in development, testing or training environments, it MUST be sanitized to remove / obscure alfa confidential information, as well as any customer personal data.			No


			7.2.97			All security sensitive information and especially personal data SHALL be stored encrypted or with the appropriate protection mechanisms over public networks e.g. Internet. The transmission of this data SHALL be done in secure way (e.g. via encrypted protocol such as SSL, IPSEC, SSH, etc.).			No


			7.2.98			All external interfaces of applications (APIs) SHALL:
a. be tested regularly to check their integrity 
b. have a default process for all multiple choices and/or tests/jumps
c. control syntactically and semantically the incoming requests before processing by the application
d. have a deterministic behavior facing an arrival of a message at the level of the application
e. prevent the implementation of a buffer overflow
			No


			7.2.99			All web applications SHALL be developed in such a way as to be fully compliant with the latest version of The OWASP Guide to Building Secure Web Applications			No


			7.2.100			All web applications, especially externally visible applications, SHALL be tested following the latest version of the OWASP Testing Guide.			No


			7.2.101			All web applications that manage credit card data SHALL be compliant with the PCI DSS standard [PCI].			No


			7.2.102			"Controls SHALL be in place to protect the authentication, authorization and accounting mechanisms used by the application to:
a. Authenticate a user "
b. Determine what resources the user is authorized to access                                                                    
c. Recognize an already authenticated user
d. Store persistent information during user’s session			No


			7.2.103			Information SHALL be provided on what controls are in place to protect the mechanisms from security risks such as session hijacking, brute forcing of session keys, session key re-use, cookie theft, cross-site scripting, tampering of values used in session persistency.			No


			7.2.104			The webserver SHALL validate, on the server side, all data input by users, and reject all input for which one or more of the following is true:
a. not formatted as expected
b. contains incorrect syntax
c. not a valid data string
d.  contains parameters or characters with invalid values
e. falls outside the expected bounds (e.g., length, range)
f. contains a numeric value that would cause a routine or calculation in the application to divide any number by zero
g. contains any parameters the source of which cannot be validated by the user’s session token
h. can induce a buffer overflow
i. contains HTML or Script
j. contains special characters, meta code, or meta-characters that have not been encoded (if encoding is allowed)
k. contains direct SQL queries
l. contains any other type of unexpected content or invalid parameters
			No


			7.2.105			The error web pages SHALL be configured so that no information about the server, operating system or other type of data is revealed. It is RECOMMENDED to use a standard error web page.			No


						Project Documentation


			7.2.106			Project documentation shall be prepared and delivered including:
a) An explanation of the system architecture 
b) A list of platforms and versions used (e.g. hardware, operating system, middleware, applications and databases)
c) Details about interfaces and protocols with other systems/applications
d) Communication matrix and a topology map describing the connections.
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.107			Documentation regarding the security architecture shall be created and shall contain:
a) Available security mechanisms at different layers (application, network and database level)
b) Details of how sensitive data is protected when transmitted within the system
c) Security mechanisms used to protect connections between the system and external networks
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.108			Documentation about user profiling and management shall be created and shall include:
a) User account management processes (including request, approval, creation, deletion, permissions changes)
b) Details about the user accounts repository
c) Description of the user profiles in use and the corresponding business use cases
d) Details about accounts that are not attributed to individuals (e.g. 'root' or 'administrator')
e) All implemented authentication and authorization mechanisms (e.g. single-sign-on, two-factor solutions, certificates)
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.109			If a system is modified or changed significantly then documentation shall be updated accordingly.			No


			7.2.110			The Bidder shall mention the security standards adopted/followed in designing the proposed solution and  describe security checking and audits performed on the designed solution prior to putting it on the market.			No


			7.2.111			The Bidder should specify if it has acquired the ISO27001 certification or any other equivalent security certification, and submit with the Offer a copy of such certificate.			No


						Right to request additional security measure


			7.2.112			If alfa Cybersecurity team determines that due to unforeseen circumstances in a dynamic environment that other measures are required to provide adequate security based on an assessed risk or vulnerability, Bidder may also be required to implement additional security precautions. 			No


						System Design & Documentation


			7.2.113			As-built documentation SHOULD include:
a. an explanation of the system architecture
b. use cases (both positive and negative use cases) related to proposed user profiles, and operational task using these profiles
c. list the standard platforms (e.g. hardware, OS, middleware, applications and databases)
d. the interfaces with other systems/applications and protocols
e. all installed & uninstalled components or applications
f. all bidder related Operations & Maintenance Procedures and roles
g. all remote maintenance procedures
h. all implemented and available authentication and authorization mechanisms (regardless if the features / functions are enabled / disabled or used / unused)
i. an approved communication matrix (e.g. services, ports, source/destination etc.) with firewall settings and a topology map describing the connections.
j. the security mechanisms, available to secure the system against unauthorized use, manipulation or disclosure of information (on application, platform, database level, etc.).
k. details of how personal or sensitive data is protected against manipulation, misuse or disclosure within the system
l. all additional classes of data / information (install packages, backup files, etc.) which are handled or stored by the system
m. an exhaustive list of all the installed security patches and modifications. The document SHALL be maintained and provided on each system update or on alfa’s request
n. network infrastructure and architecture of the system
o. the security mechanisms used to protect connections to public or external networks (e.g. firewalls, tunnelling)
p. for each user profile a description of the password parameters and how they SHALL be configured (e.g. forced minimum password length, maximum password lifetime, screen lock timeout, maximum number of failed login attempts, password complexity)
q. an explanation of how log files are archived in a trustworthy way for a configurable time			No


			7.2.114			The Management Network SHALL be logically separated and SHALL be physically separated from the data network.			No


			7.2.115			Interfaces/protocols SHALL provide encryption and authentication, to commercial best-practice standards, where the interfaces are exposed outside the security domain and for administrative access. Applications placed in the DMZ, in front of external open networks like the Internet, SHALL run in a restricted environment (e.g. chroot under Unix).			No


						System Networking


			7.2.116			The network element shall be configured to generate an alert for each failed SNMP authentication attempt.			No


			7.2.117			Networking devices shall:
a) not perform proxy ARP requests
b) not respond to ICMP redirects (ICMP type 5)
c) not respond to ICMP echo requests (ICMP type 8) to broadcast addresses
d) not respond to ICMP mask requests
In case of partial compliance, state the non-compliant point(s) from the above.			No


			7.2.118			It SHALL NOT be possible from one network, to route to another network via the device or network element other than that required for standard operation			No


			7.2.119			External interfaces SHALL NOT contain services other than those listed and agreed in the design documentation			No


			7.2.120			In respect of communication flows and rules for filtering traffic on Firewalls and other security filters - the ‘ANY’ value SHALL NOT be used for SOURCE or DESTINATION, either a host or subnet SHALL be given as SOURCE or DESTINATION. If ‘ANY’ is used it will be dealt with on a case by case basis.			No


			7.2.121			The ‘ANY’ value SHALL NOT be used for ports. A valid port number or port range SHALL be given for all required rules. Ports SHALL always be matched with services and data about this SHALL be included in the design documentation.			No


						Vulnerability/compliance


			7.2.122			The Bidder shall accept that MIC1 runs a vulnerability scan on the proposed solution prior to issuing the acceptance and in case any vulnerability is found, the Bidder undertakes to take the necessary actions to remedy such vulnerability within 15 days from its notification.  			No


			7.2.123			The bidder shall confirm that no sensitive data / subscriber’s data will be hosted on the platform hosted on the public cloud			Yes


			7.2.124			In case of "Server as a Service" cloud component is offered the bidder should configure all the servers to forward logs to MIC1 SIEM solution.			No


			7.2.125			Bidder should engage with a Trusted Cloud Provider. A reputable cloud service provider with a strong track record in security and compliance should be chosen. 			No


			7.2.126			Bidders must demonstrate compliance with relevant regulatory requirements and industry standards (e.g., GDPR, HIPAA,...) and should be ensured by implementing appropriate security controls and adhering to best practices for data protection and privacy.			No


			7.2.127			Bidders should provide documentation outlining their compliance approach, including relevant audit reports or certifications			No


			7.2.128			All cloud services, platforms, and infrastructure components should be kept up to date by the bidder and the latest security patches installed to mitigate any vulnerabilities and security risks.			No


			7.2.129			Bidder should make sure that data should be encrypted both in transit and at rest. Transport Layer Security (TLS) should be used for securing data in transit, and encryption services should be employed for data at rest.			No


			7.2.130			bidder must implement multi-factor authentication for all eSIM account access and profile management activities			No


			7.2.131			all sensitive data exchanged between Alfa and eSIM bidder should be encrypted during transmission and storage. This includes eSIM profiles, authentication credentials, cryptographic keys, and any other confidential information			Yes


			7.2.132			The eSIM bidder should have ISO/IEC 27001 certification, demonstrating their commitment to implementing and maintaining an information security management system (ISMS) based on international standards.			No


			7.2.133			Secure key management practices should be used to protect cryptographic keys used in eSIM provisioning and authentication processes. This includes using hardware security modules (HSMs) to securely store and manage keys			No


			7.2.134			The bidder shall provide a low level description of the SIM cards security 			No


			7.2.135			The bidder declares that he is certificated by EMV co and provide a copy of the certificate and its scope			No


			7.2.136			The bidder must hold a valid GSMA Certificate for eSIM			Yes


			7.2.137			The bidder must also provide documentation demonstrating compliance with the GSMA's technical specifications for eSIM and security requirements			No


			7.2.138			The proposed solution shall ensure an E2E security from the exchange at Profile ordering up to the installation of the Profile on the targeted eUICC as specified by GSMA			No


			7.2.139			Profiles should be encrypted using a transport key (transport key stored in HSM). Profiles  then should be re-encrypted at time of download with suitable key for target eUICC			No


			7.2.140			The proposed solution shall ensure that all communication established with the eUICC is performed through the strongest level of security based on the latest secure channel protocols, as specified by GSMA			No


						Key Exchange Process


			7.2.141			The bidder must provide a comprehensive description of the transport key exchange process, outlining each step clearly			No


			7.2.142			The bidder shall make sure that the transport key exchange is conducted securely with respect to 3 different custodians			No


			7.3			Information Analytics requirements


			7.3.1			Cloud solution can be discussed, as long as the bidder took all necessary security measures to protect data and communication methods			No


			7.3.2			API middleware could be required from the bidder, based on the proposed architecture.			No


			7.3.3			The bidder must not access customers profiles and must not able to modify any entry			No


			7.3.4			Must identify if contacts can be stored on eUICC			No


			7.3.5			ALFA must have a copy of the profile downloaded on the users eUICC			Yes


			7.3.6			FTP CDRs generated from the platform into our servers			Yes


			8			Validation Requirements


						Testing and quality assurance


			8.1			The bidder shall perform validation operation on the eSIM solution. These validation operations shall cover all the aspect and features of the provided solution.			No


			8.2			The bidder shall provide the validation and integration strategy to MIC1 30 working days before executing the validation. The validation shall be fulfilled before delivering the product to MIC1. The integration strategy shall include a rollback procedure.			No


			8.3			The bidder shall provide the validation tests plan and tests book to MIC1 30 working days before executing the validation operations.			No


			8.4			The validation operations shall be done in an environment similar to MIC1 network. The validation shall be fulfilled before delivering the solution to MIC1.			No


			8.5			The bidder shall provide all the installation procedures and rollbacks. The bidder shall validate all the installation procedures and rollbacks before delivering the solution to MIC1.			No


			8.6			Acceptance Report: Bidder shall deliver an Acceptance Report detailing the execution phase of tests, reporting all remaining issues and defects.			No


			8.7			The bidder shall make validation operations on the entire solution based on MIC1 network architecture and business requirements. These tests should cover the following aspects:


			8.7.1			Installation and fallback procedures 			No


			8.7.2			Platform integration			No


			8.7.3			Backup and restore procedures			No


			8.7.4			Commissioning tests			No


			8.7.5			IOT tests with MIC1 environment			No


			8.7.6			Service tests cases covering the entire scope of all the provided services			No


			8.7.7			Testing all the features and exposed network capabilities to external applications. All the APIs should be validated.			No


			8.7.8			Testing of all the provided tools (Ex: management interface, ...)			No


			8.7.9			CDRs validation			No


			8.7.10			 Fault and error cases 			No


			8.7.11			Performance, SNMP alarms and load tests			No


			8.7.12			Redundancy tests: network and hardware			No


			8.8			The bidder shall provide a technical support on MIC1 site during the validation operation and acceptance tests done by MIC1 on the provided eSIM solution. The bidder shall prepare the platform, configuration and environment in order to let MIC1 teams perform the testing.			No


			9			Statistics & Performance Requirements


						Reports & Statistics Integration into Datawarehouse


			9.1			The bidder shall describe the data model available in his solution and data that can be extracted. A detailed documentation of the solution to be provided.			No


			9.2			The bidder shall provide conditions to identify and distinguish eSIM series and eSIM features			No


			9.3			MIC1 shall specify the needed DR's structure and output from the platform . It's on the bidder to implement requested flows in a structured format.			No


			9.4			The bidder shall provide the ability to extract to Datawarehouse at any time any data available in the system and found needed			No


			9.5			MIC1 shall be able to specify File naming convention and distribution frequency 			No


			9.6			The bidder shall specify the protocols supported for DRs distribution(I.e. sftp )			No


						Quality and Performance


			9.7			The bidder shall provide the list of raw counters supported by the proposed solution along with all related info (e.g., description, type (peg, gauge, pdf, etc.), length (e.g., 32-bits, 64-bits), indexing (indexing method if valid), etc. Related documentations shall be communicated			No


			9.8			The bidder shall provide the list of recommended KPIs, KQIs and QoEs used for monitoring that could be measured by the system, along with their description, formulas and recommended thresholds. Related documentations shall be communicated			No


			9.9			The bidder shall provide a northbound interface where the supported performance counters and indicators can be transferred to external systems in near real time (e.g., every 15 min, hour, 6 hours)			No


			9.10			The bidder shall specify the format used for saving PM files and reports and provide sample files			No


			9.11			The system shall indicate/describe/support the integration of counters/KPIs/KQIs/QoE and PM files with external systems (e.g., existing PMS tool); the bidder shall indicate the type of interfaces available for integration and support the integration process			No


			9.12			The bidder shall specify the counters' refresh interval (e.g. 60 seconds)			No


			9.13			The Tendering Party shall include a list of predefined reports covering the major KPIs that will be monitored for the implementation of the proposed solution			No


			9.14			The solution shall support the export capability to multiple formats, including and not limited to : Excel, pdf, Word, csv, txt.			No


			9.15			The solution shall support the scheduling of automatic reports and sending them by email to defined users in pdf and  excel format.			No


						Fraud


			9.16			The solution must allow the generation of a customer actions report that includes at least the following fields: MSISDN, date and time, ICCID, eUICC, device type (IMEI), action performed (such as download, delete, or redownload), transaction ID, transaction status (failed or successful), and the corresponding failure reason.			No


			9.17			The solution must allow the generation of a report related to agent transactions, which should include at least the following fields: agent ID, agent name, pool or sub pool, ICCID, MSISDN, date and time, eUICC, action performed (such as download, delete, or redownload...), transaction ID, transaction status, and the failure reason			No


			9.18			The user must be able to access the above reports through a GUI.			No


			9.19			The user must be able to search and filter the reports using at least: custom date ranges, agent ID, MSISDN,ICCID and transaction type (download,delete…)			No


			9.20			All above reports shall be at least exported to excel,csv,pdf…			No


			9.21			Customers should not be able to redownload a profile that is not deleted or to use an eSIM voucher across multiple devices.			No


			9.22			Solution should allow the possibility to set a limit for eSIM redownload.			No


			9.23			The solution shall include measures to prevent account takeover during eSIM download. Bidder shall describe how these measures will be achieved.			No


			9.24			The solution shall provide analytics and monitoring capabilities to detect unusual download patterns (such as rapid consecutive attempts...) Bidder shall explain how this will be achieved.			No


			10			Other Business Requirements


			10.1			Logistics Requirements


						General Requirements


			10.1.1			The bidder shall send the form of the electrical profile			No


			10.1.2			The bidder shall deliver the test cards/vouchers to the Client within a maximum period of one (1) week starting from the date of receiving the electrical profile 			No


			10.1.3			Bidder shall provide training for 4 people on Java card, General overview on OTA, Value added services on Products,
Test equipment, SIM CARDS personalization and Java Tools for free excluding tickets and accommodation			No


			10.1.4			In case of defective eSIM cards, the Bidder shall replace all defective items free of charge, within 10 working days
after MIC1's claim			Yes


			10.1.5			The Supplier guarantees that the Products’ software, which means any and all program or software (including firmware) embedded in the Products, are under warranty  for a period of twelve (12) months from the date of delivery of the Products, compliant to the relevant agreed written specifications			Yes


			10.1.6			Before delivery of the Products, the Bidder shall take all necessary precautions beforehand to protect Products and keep them undamaged. The Bidder shall be liable for any damage whatsoever caused. The risk of loss, damage or destruction of the Products shall then pass to MIC1 as soon as the Cards are delivered 			Yes


			10.1.7			Bidder confirms that he is certificated by SAS, EAL4+ and EMV co, and his production physical and IT network environment are compliant with the corresponding SAS requirements and other security rules and policies. Production site is complying with the highest security standards and are audited every year by regulatory bodies from governmental and telecom activity sectors			Yes


			10.1.8			Bidder confirms that input and output files will be transmitted encrypted over SFTP			Yes


			10.1.9			Bidder should follow alfa's Input file format/template to generate the relevant Output and OTA files:                                                    ********* Header Description ** file : FMLXXXXX.INP*********
Customer: XXX
Quantity: X
Type: PLUG-IN
Profile: XX.0
Card memory: XXK
Card phase: 2+
Card voltage: 3V
ADN1: 250
ADN2: 150
SMS memory: 40SMS
Pin 1:
Graph_ref:X.0
*
Batch: XXXXX
Transport_key:XXX
Transport_KAppli:XXX
************* Input variables       **********
Var_in_list:
IMSI: XXXXXXXXXXXXXXX
SER_NB:XXXXXXXXXXXXXXXXXX
**********  output ************************
Var_Out: IMSI/ICCID/PIN2/PUK1/PUK2/KI/Code_ADM/
*****************  fin   ******************			Yes


			10.1.10			Bidder to invite the operator for a site visit			No


			10.1.11			International and local Sim/eSIM manufacturers should be in business for at least 5 years and should provide a list of references			No


			10.1.12			The bidder shall provide a template of the QR codes input/output file			No


			10.1.13			The vouchers/eSIM card should have a special reference/serial number and MIC1 ICCID different from the QR code in order to manage their related stock on the relevant stock management application			Yes


			10.1.14			The proposed solution shall allow the MSISDN to become unsuspended and active once QR code is read by the device (some MSISDNs might be pre-activated but suspended)			No


			10.1.15			The bidder shall define the SIM identifier in his new solution, knowing that MIC1’s ICCID International identifier is currently 8996101 and specific ranges of IMSIs			Yes


			10.1.16			The bidder shall provide all the eSIM capabilities of the normal physical SIM			No


						Physical Vouchers (plastic)


			10.1.17			The Supplier shall deliver the e-proof of the SIM card and its corresponding packs to the Client within a maximum period of one (1) week starting from the date of receiving the artwork CD or files transmission			No


			10.1.18			Bidder shall take out and maintain with a reputable insurance company, an insurance policy, relating to: liability insurance covering the bidder personnel and to cover damage or destruction during transportation
			Yes


			10.1.19			Every Half Sized eSIM card shall be a unique unit			Yes


			10.1.20			Material should be PVC “high temperature”			No


			10.1.21			Laser printing of 4 lines of data
1- PIN1 Back side: 4 digits Format: XXXX
2- PUK1 Back side: 8 digits Format: XXXX XXXX
3- Code Bar of the ICCID (code 128) 12 digit
4- ICCID on the Chip
5- Covered QR on the Chip			Yes


			10.1.22			Cards shall be first packaged in cardboard boxes and then in wooden boxes, which protect them against dust and humidity.			No


			10.1.23			Boxes in the package shall contain 500 Products inserted serially. Outer box contains 2500 cards (5 packages).
The outer box label shall specify the first serial and the last serial of the cards placed in the four boxes			No


			10.1.24			BAP Trial cards need to be produced by machine and not manually			Yes


			10.1.25			Standard lead-time for delivery of Trial Cards upon successful completion of the Client requirements is 2 weeks			No


			10.1.26			Bidder to provide the software needed for testing the Products 			Yes


			10.1.27			Testing cards, readers and software are free of charge			Yes


			10.1.28			The final delivery (to Beirut International Airport) for half sized eSIM cards on plastic shall be done by the Supplier within a maximum period of three (3) weeks after written acceptance of the signed PO sent by fax or email and the related input files			No


			10.1.29			Each eSIM card should be sealed in a nylon bag and the QR code should be covered by a black area for security reason			Yes


						Digital Vouchers (eVouchers)


			10.1.30			The bidder shall provide details and diagrams related to the vouchers inventory management. The inventory management module should be provided by the bidder and managed by MIC1 Logistics team.			No


			10.1.31			The bidder should be able to send the QR codes’ files via a secured channel and MIC1 team should have the possibility to upload the QR codes in the QR code Management module (QRMM). 			Yes


			10.1.32			The bidder to advise regarding the Output files parameters that should be included in the QRMM			No


			10.1.33			The Bidder shall be liable for any damage whatsoever caused. The risk of loss, damage or destruction of the files shall then pass to MIC1 as soon as the data is delivered 			Yes


			10.1.34			The vendor shall provide the output file format that includes QRs and all relevant data like ICCID, IMSI,.... To note that the QR code output file is different from ICCID/IMSI output file as mentioned in the general requirements section			Yes


			10.1.35			System should create logs for each QR code download per pool, that is per Alfa Store or per Dealers  and per user name while showing date and time			Yes


			10.1.36			The bidder shall list the info that will be displayed on the vouchers that will be printed, sent by mail, or other channel. The bidder shall advise about all the info/content of the eVoucher and on the required info to be displayed on MIC1's delivery channels			No


			10.1.37			The system should have main pool and sub pools to allow the transfer of QRs for agents usage			Yes


			10.1.38			Once used, the QR code history should be kept in the archive section in case the client requests it again 			Yes


			10.1.39			Any QR code/ICCID is to be used once. However the QR code can de downloaded as will be defined by MIC1 => to be kept as parameter			Yes


			10.1.40			The proposed solution shall allow below for the user management:
• User management to consist of basic features: user creation, user modification, user deletion and user consultation.
• The upload file management is designed to insert data in the POS GUI database from the output file.
• Simply upload the output file and a backend process checks if the file is not duplicated as well as the profiles. If the upload file is ok, the insertion in the database is done in a transparent and smooth manner.
			Yes


			10.1.41			Bidder to charge MIC1 a profile once regardless how many times it will be re-downloaded			Yes


			10.1.42			System should allow the possibility of moving a set of QR codes from 1 type to another based on need/demand			No


			10.1.43			QRMM should allow MIC1 to manage the inventory through one or different pools called warehouses:


			10.1.43.1			QRMM should be linked directly to the MIC1 Billing system, Online application, CRM & Cashier			No


			10.1.43.2			QRMM should include all recipients MIC1 currently have and create them as “Warehouses”: Dealers, Alfa stores and PoPs. It should allow also the creation of new “warehouses/recipients” based on market needs and distribution policy. 			No


			10.1.43.3			QRMM should allow the creation of several sub-pool or sub warehouses as per MIC1's needs : Pools for internal sales (Alfa Stores),
Pools for authorized dealers and their franchisees			No


			10.1.43.4			Rules on each pool will be set as per MIC1's need and different pools can have different rules			No


			10.1.43.5			QRMM should allow MIC1 to transfer the eSIM serial numbers to different warehouses and/or keep them in the main pool.			No


			10.1.43.6			MIC1 to define the admin rights of this module: loading files, creating warehouses, creating users,  providing accesses…			No


			10.1.43.7			MIC1 to define which fields in the QRMM, can be editable or No, to minimize the human errors. The bidder should provide a list of all fields to MIC1 to define exceptions.			No


			10.1.43.8			MIC1 has different uses of the eSIM: 1- Plain eSIM for the profile swap or new postpaid lines. 2- Prepaid eSIM: includes several types => MIC1 should be allowed to create products under each pool/warehouse			No


			10.1.44			Plain eSIM reservation and generation of QR codes:  


			10.1.44.1			The QRMM POS GUI should offer a simple and efficient use for temporary eSIM reservation. This step  will guarantee that 1 profile will not be reserved by more than 1 user at the same time. The profile remains “reserved” until final ‘use”.                                                                                                                      • Start with the login.
• New reservation. 
• The booking starts with a temporary reservation that guarantees that this profile is reserved only for this sales agent until the end of the sales process. 
• In case the client changed his mind, the QR and related serial returns to circulation.
• After contract verification and sales finalization on various systems, the customer QR code status becomes “used” and  the eSIM activation is allowed. 
• In case of cancellation or human error even after finishing the process, the application should allow us to return the QR & serial to the pool (Revoke process).
• The coded QR replaces the classic SIM, the POS GUI generates the document with the PUK PIN code the ICCID and the QR code. This document can be printed (agreement template) on site and downloaded in PDF format. This PDF format will be sent by email to the customer.
			No


			10.1.45			Prepaid eSIM reservation and generation of QR codes:  


			10.1.45.1			For the time being MIC1 activates the prepaid cards prior the delivery and keep them suspended on the HLR. At the purchase, the agent removes the suspension through alfa’s online application, this process is being adopted in order to avoid load on provisioning". Same process of the Plain eSIM reservation and generation respecting the below rules that MIC1 can set:  
- Shelf life per batch of QR codes, where once reached, system should put the QR code on hold
- System to notify MIC1 72 hours in advance about each batch expiry
- System to allow MIC1 either to cancel the expired batched or to extend their shelf life
- System to allow setting a shelf life as "null" for internal sales at Alfa Stores
			No


			10.1.45.2			QRMM should include a reporting tool that: 
- Allows MIC1 dedicated team to view all profiles: total, available, in-use, reserved, cancelled...
- Allows MIC1 to extract number of QR codes re-downloaded by end users, their related MSISDNs and number of trials
- Allows MIC1 to view number of transactions made during a period we can set: From date X to date Y
- Allows keeping all transactions history for an indefinite date
- Shows a performance dashboard: number of transactions and related time for efficient download per distribution channel
- Creates graphs to show demand on profiles per type for a given period where we can set: From date X to date Y
- Allows MIC1 to set a ceiling for QR code re-download for users (a parameter that can be changed by MIC1)			No


			10.1.45.3			QRMM should allow users to extract the below reports: 
• Total number of eSIM.
• Total number of “reserved” eSIM.
• Total number of “used” eSIM per warehouse.
• Total number of “available/idle” eSIM (total and per warehouse). 
• The login to provide the date and time on which the sales agent connects to the POS GUI.
• To provide the date and time of the sales operation, the agent managing the sale (user) and the ICCID of the sold eSIM. 
• To provide date and time of the sale’s cancellation, the agent who cancelled (user), the sale and ICCID.
• Reports parameters: agent, point of sale (warehouse), date of sale and/or window of sale and the action either reservation and/or cancellation of sale. 
• All reports (inventory, reservations, sales, cancellation, remaining inventory) should be exported in excel format.
• An EOD file should be exported each day detailing the sales and replacement to be imported to AX (File details to be shared as AX requirements)
• To provide the date, time and username of the retrieved QR code operation.
			No


			10.1.46			Bidder should indicate how they will treat/manage the actual number of active and inactive eSIMs inventory.			No


			10.2			Customer Care & Sales Requirements


			10.2.1			System should be linked directly to the billing system CRM, cashier, Distributor cashier, OA & AX			No


			10.2.2			System should support both, virtual ESIM cards: 


			10.2.2.1			Possibility to print and/or send QR code automatically by email upon execution 			No


			10.2.2.2			QR code should be delivered as encrypted and requires OTP to be displayed			No


			10.2.2.3			OTP to be send on a chosen MSISDN (alfa, touch, in addition to an international MSISDN)			No


			10.2.2.4			OTP should be delivered either through WhatsApp or SMS (based on customer preferences)			No


			10.2.2.5			The system should allow re-printing/email/WhatsApp/SMS  latest QR code			No


			10.2.2.6			ESIM details (QR code and IMSI number) should be kept archived in cased requested later on.			No


			10.2.3			System should be compatible with our mobile app and website for automatic ESIM issuance, replacement & modification upon customer demand without any manual intervention from alfa agents side and based on a predefined customers profiles.			No


			10.2.4			System should support New line online selling and based in predefined criteria set by alfa			No


			10.2.5			System should support Single warehouse stock management and integration with AX: 


			10.2.5.1			All stores will be sharing the same warehouse			No


			10.2.5.2			Used ESIMs should be removed in real time from the stock and based on its reason code execution			No


			10.2.5.3			Stock availability should be displayed in real time			No


			10.2.6			System should support ESIM booking for a predefined number of days when it should be auto-released in case not used after this period or manually during this period.			No


			10.2.7			ESIM interface should be linked with our inhouse application (Online Activation) in real time to prevent duplication			No


			10.2.8			Reporting: System should allow auto and manual reporting: 


			10.2.8.1			Retrieve ESIM usage based (not limited to) the following criteria: date (from/to), Time (from/to), user (single and/or many) , location (single and/or many), MSISDN, reason code (single and/or many), IMSI #, Primary account number, fees,…			No


			10.2.8.2			Stock availability in real time (by location: single and/or many)			No


			10.2.8.3			Total number of “reserved” eSIM.			No


			10.2.8.4			Total number of “used” eSIM per warehouse/location.			No


			10.2.8.5			Total number of “available/idle” eSIM (total and per warehouse). 			No


			10.2.8.6			The login to provide the date and time on which the sales agent connects to the POS GUI.			No


			10.2.8.7			To provide the date and time of the sales operation, the agent managing the sale (user) and the ICCID of the sold eSIM. 			No


			10.2.8.8			To provide date and time of the sale’s cancellation, the agent who cancelled (user), the sale and ICCID.			No


			10.2.8.9			Reports parameters: agent, point of sale (warehouse), date of sale and/or agent name and the action either reservation and/or cancellation of sale. 			No


			10.2.8.10			All reports (inventory, reservations, sales, cancellation, remaining inventory) should be exported in excel and PDF formats.			No


			10.2.8.11			An EOD file should be exported each day detailing the sales and replacement to be imported to AX (File details to be shared as AX requirements)			No


			10.2.8.12			To provide the date, time and username of the old ESIM code retrieved operation.			No


			10.2.8.13			E-sim should be identified and implemented in Alfa systems and reports.			No


			10.3			Branding Requirements


						Physical Vouchers (Plastic card)


			10.3.1			Provide a real sample of the eSIM card to Alfa's premises for creating the design & content. 			Yes


			10.3.2			Full card design to fit Alfa's guidelines including but not limited to: logos, colors, fonts, sizes, buttons, borders, text alignment, backgrounds.			Yes


			10.3.2.1			Bidder to repeat the work (free of charge) for any reported complaint related to a bad quality of service (wrong specs, wrong color etc…)			Yes


			10.3.2.2			Bidder should provide an e-proof / color proof of every item he is willing to print for Alfa's approval prior kicking off the production. If the colors / info are wrong, supplier needs to provide us with a new e-proof.			Yes


			10.3.2.3			Bidder should provide a High-res sample after e-proof approval for Alfa's approval prior kicking off the production. If the colors / info are wrong, bidder needs to provide us with a new sample.			Yes


						Digital voucher (eVoucher)


			10.3.3			Bidder should a real sample of the eSIM  voucher preview/display  to Alfa's premises for creating the design & content.(if any)			Yes


			10.3.4			eSIM  voucher customization to fit Alfa's guidelines including but not limited to: logos, colors, fonts, sizes, icons , borders, text alignment, backgrounds.			Yes


			10.3.5			Bidder to provide a final sample of the eSIM voucher prior implementation,  If the colors / info are wrong, supplier needs to apply the needed changes free of charge,  and provide us with a new sample.			Yes


			No prices even Free of Charge (FoC) term shall be mentioned in the technical offer envelope whatsoever.





This document is the property of Mobile Interim Company 1 S.A.L., it cannot be diffused externally without the prior approval of the management	






Commercial Requirements


						RFT Compliance Matrix												Reference Number 			SF-CF-25


																		Owner			PRO


																		Revision Code 			4.0


																		Implementation Date			May-24








			Project Name: 			eSIM New Solution


			Reference Number:			531-25





			RFT Article (Part Number or Title)			Requirements (Description)			Killer			Fully Compliant			Partially Compliant			Non-Compliant			Reference
(Specify document & page nb)


			Commercial Conditions			Bidders shall submit their best and final price.


						•	MIC1 reserves the right to negotiate with the selected Bidder all or part of the Offer as MIC1 deems convenient. In other words, MIC1 has the full flexibility to buy the full scope of the Offer or certain parts of it without any impact on unit rates and discount granted. It might also select different Bidders to supply different parts of the RFT’s scope of work depending on its strategy and needs.


						A Bid Bond from the participating bidders’ bank to MIC1 with a value of 5,000 USD should be presented for participation within envelop 2. The validity of this LG should be for 208 days as of offers submission date; it will be returned to non-selected bidders.
This Bid Bond will be returned to selected bidder after submission of the Performance Bond mentioned below.
The Bid Bond is ruled by the article 34 of Public Procurement Law 244 dated 19 July 2021. It can be provided as LG from bidders’ bank or in Cash, or banker’s cheque. (K)
In case the supplier did not commit to his offer and refused to proceed with contract signature or scope of work execution, within the approved upon validity period of the offer, the bid bond will be confiscated.
If the bid bond was delivered to the bidder, and a performance bond has been submitted, and in case of offer cancelation by the bidder within the approved upon validity period of the offer or after contract signature or PO issuance, MIC1 has the right to apply the penalties clause and to seize up to 20% of the performance bond.			K


						Another mandatory Performance bond from winning bidder’ bank to MIC1 with a value of 10% of the quoted services should be presented upon tender award only within 15 days from contract start date. (K)			K


						•	The performance bond shall remain valid and effective from the date of issuance up to the contract expiry date. (K)			K


						•	The Performance Bond is ruled as by the article 35 of Public Procurement Law 244 dated 19 July, 2021. (K)			K


						•	The bidder is not allowed to introduce any new technical offer in the commercial envelop which will be considered a subject to disqualification.			K


						•	Any subcontracting scope by the bidder shall be clearly indicated in the offer. Bidders should not in any way subcontract more than 50% of the bid scope inline with Clause 30 of PPL.			K


						Special Terms: Terms of Payment:
The following payment terms should be applied:
-	30% down payment.
-	40% on delivery  45 days from invoice receipt.
-20% upon PAC (Provisional Acceptance), 45 days from invoice receipt.
-	10% on FAC, 45 days from invoice receipt.


						The offer validity period should be for 6 months as of the final date of submission of proposals			K


			Second: Envelope No. (2) Price Proposal			The commercial proposal should include the  prices for the requirements set within this RFT along with the following mandatory requirement:
•	3 years free of charge (FOC) support.
•	Years 4 and 5 to be quoted separately in the form of percentage (%) from the initial solution price. In case the bidder proposes a yearly lumpsum amount, MIC 1 has the right to apply this amount after year 5 and until the end of life of the proposed solution (Hardware and Software).			K


			Article 3: Method of Contract Awarding			The RFT requirements set within this document and its appendices will constitute part of the contract/agreement to be signed with the winning bidder upon contract/project award and will be binding for both parties.			K


			Others			In the event the Bidder submits a Joint Tender or is otherwise structured as a Consortium or Joint Venture with any other legal entity, the Bidder shall be strictly required to submit a Partnership Agreement (or equivalent Consortium/Joint Venture Agreement).
This Agreement shall constitute a mandatory administrative document and must be included within Envelope 1 of the Tender Submission. Non-submission will result in the administrative non-responsiveness of the Bid.
The submitted Agreement must be duly notarized or otherwise legally attested in accordance with the laws of its governing jurisdiction and shall explicitly stipulate, among other provisions, the purpose and scope, contribution of each party, management and governance of the agreement, repartition of profits and losses as well as a clear responsibility matrix.			K


						In addition to the aforementioned provisions, the Bidder must demonstrate that the underlying Partnership Agreement:
1.	Has been formally established and continuously active for a minimum period of 5 years prior to the Tender closing date.
2.	Has been effectively utilized to secure and implement at least 1 similar eSIM solution within a mobile network operator's environment, with a clear scope and responsibility matrix between the entities. The Bidder must provide supporting documentation evidence to substantiate this claim			K
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Electrical Profile

Profile: ALFA - USIM - 64K -PIN1 Disabled/HPPLMNO5

Generation Date: 21/11/19
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1 CARD INFORMATION

Country Lebanon

Customer IALfa Lebanon (Customer)

Profile Name IALFA - USIM - 64K -14052012-PIN1 Disabled/HPPLMNO5-RS
Customer Reference [USIM

Networks USIM (3G),

2 CARD's FILE STRUCTURE

2.1 Legend

MF: Master File

DF: Dedicated File

ADF: Application Dedicated File

TR: Transparent

LF: Linear Fix

LK: Link

CY: Cyclic

Ext ACC: Extended Access Restrictions
OP: Operation Parameters
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2.2 Object List(MF,ADF,DF,EF)

FID Type  |Size ~ Description 2G AC ARR Ref Ext ACC OP1 Path
N R LT [ 5 2 I LS
220D 0 LE 13x4=52 IsC FEFSEE 2F06 03 11 3F00

220F 0 LE 8x2=16 KEY FEESEF 2F06 05 11 3F00

2207 0 LE 19x4=76 NativeAppl 05F555 2F06 09 91 3F00

7FDEa 0 DF 1150 TOOLKIT OF55FF 2F06 01 11 3F00

JE4E 0 DF 1455 ADF USIM OF55FF 2F06 01 11 3F00

7F10 0 DF 29839 TELECOM OF55FF 2F06 01 11 3F00

TE20 0 DF 617 GSM OF55FF 2F06 01 11 3F00

220B 0 LE 82x2=164 KEY Versions FFESEF 2F06 08 11 3F00

2FE2 2 TR 10 IccId 0FF555 2F06 13 51 3F00

2F00 30 LE 32x1=32 DIR 05F555 2F06 09 11 3F00

2F05 5 TR 16 PL 01F555 2F06 10 49 3F00

220C 0 LEF 18x1=18 Ki FEESEF 2F06 08 11 3F00

6F02 0 LF 49x0=0 APPLET 55F555 2F06 OA 11 3F00->7FDE
6F01 0 LEF 32x0=0 PACKAGE 55F555 2F06 OA 11 3F00->7FDE
6F03 0 LF 46x0=0 MENU ITEMS 55F555 2F06 OA 11 3F00->7FDE
13co 0 TR 430 EF Alfa Mobile [15F555 2F06 OB 51 3F00->7FDE

Config
6F42 0 TR 5 Counter EF 6F42 |55F555 2F06 OA 51 3F00->7FDE
6F43 0 TR 5 Counter EF 6F43 |55F555 2F06 OA 11 3F00->7FDE
6F00 0 LEF 16x3=48 CDKEYS FEESEF 2F06 08 11 3F00->7FDE
6FFF 0 CY 8x12=96 VM STATUS 00FF55 2F06 OC 11 3F00->7FDE
6F30 0 LE 50x3=150 DDL TAR 55F555 2F06 OA 11 3F00->7FDE
6F5F 0 TR 256 Display And 55F555 2F06 OA 51 3F00->7FDE
Refresh
2205 0 LE 13x4=52 PIN FEESEF 2F06 03 11 3F00->7F4F
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6F07 7 TR 9 IMSI 15F555 6F06 02 49 3F00->7F4F
6F7E 11 TR 11 LOCI 11F555 6F06 03 49 3F00->7F4F
6F73 12 TR 14 PS LOCI 11F555 6F06 03 49 3F00->7F4F
6FAD 3 TR 4 IAD 05F555 6F06 01 49 3F00->7F4F
6F78 6 TR 2 IACC 15F555 6F06 02 49 3F00->7F4F
6FC4 0 TR 256 NETPAR 11F555 6F06 03 51 3F00->7F4F
6F05 2 TR 32 LI 01F555 6F06 04 51 3F00->7F4F
6F38 4 TR 9 UST 15F555 6F06 02 51 3F00->7F4F
6F08 8 TR 33 KEYS 11F555 6F06 03 51 3F00->7F4F
6F09 9 TR 33 KEYSPS 11F555 6F06 03 51 3F00->7F4F
6F5B 15 TR 6 START-HFN 11F555 6F06 03 51 3F00->7F4F
6F5C 16 TR 3 THRESHOLD 15F555 6F06 02 51 3F00->7F4F
6F3E 0 TR 4 GID1 15F555 6F06 02 49 3F00->7F4F
6F3F 0 TR 4 GID2 15F555 6F06 02 49 3F00->7F4F
S5F3B 0 DF 50 GSM-ACCESS OF55FF 6F06 05 11 3F00->7F4F
6F60 10 TR 40 PLMNwWACT 11F555 6F06 03 51 3F00->7F4F
6F61 17 TR 150 OPLMNwWACT 15F555 6F06 02 51 3F00->7F4F
6F62 19 TR 5 HPLMNwACT 15F555 6F06 02 51 3F00->7F4F
6F31 18 TR 1 HPPLMN 15F555 6F06 02 49 3F00->7F4F
6F46 0 TR 17 SPN 05F555 6F06 01 49 3F00->7F4F
6FB7 1 LE 4x1=4 ECC 05F555 6F06 01 11 3F00->7F4F
6FC3 0 TR 4 HiddenKey 11F555 6F06 03 51 3F00->7F4F
6F40 0 LE 28x3=84 IMSISDN 11F555 6F06 03 09 3F00->7F4F
6F4E 0 LE 13x10=130 EXT5 11F555 6F06 03 11 3F00->7F4F
6F49 0 LE 28x15=420 SDN 15F555 6F06 02 09 3F00->7F4F
6F4F 22 LE 15x5=75 CCP2 11F555 6F06 03 11 3F00->7F4F
6F80 20 CY 40x10=400 ICI 11FF55 6F06 06 31 3F00->7F4F
6F82 0 CY 3x1=3 ICT 121F55 6F06 07 31 3F00->7F4F
6F81 21 CY 39x10=390 OCI 11FF55 6F06 06 31 3F00->7F4F
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6F83 0 CY 3x1=3 OCT 121F55 6F06 07 31 3F00->7F4F
6F3C 0 LE 176x40=7040 |SMS 11F555 6F06 03 09 3F00->7F4F
6F43 0 TR 2 SMS-S 11F555 6F06 03 49 3F00->7F4F
6F42 0 LE 42%2=84 SMS-P 11F555 6F06 03 09 3F00->7F4F
6F45 0 TR 40 CBMI 11F555 6F06 03 49 3F00->7F4F
6FDO 0 TR 23 MMSICP 15F555 6F06 02 49 3F00->7F4F
6FD2 0 TR 23 MMSUCP 12F555 6F06 08 49 3F00->7F4F
6FD1 0 LE 13x1=13 MMSUP 11F555 6F06 03 09 3F00->7F4F
6FCE 0 LE 4x1=4 MMSN 11F555 6F06 03 09 3F00->7F4F
6F3B 0 LE 28x10=280 E'DN 12F555 6F06 08 09 3F00->7F4F
6F56 5 TR 1 EST 12F555 6F06 08 51 3F00->7F4F
6F48 14 TR 2 CBMID 15F555 6F06 02 49 3F00->7F4F
6F4B 0 LE 13x5=65 EXT2 12F555 6F06 08 09 3F00->7F4F
6FFC 0 TR 18 K FFFSFF 6F06 09 51 3F00->7F4F
6FFD 0 TR 104 OPC FFFSFF 6F06 09 49 3F00->7F4F
6FFE 0 LE 6x33=198 SON FEFSFF 6F06 09 11 3F00->7F4F
6F69 0 TR 12 DELTA FEFEFSFF 6F06 09 51 3F00->7F4F
6F1F 0 TR 6 IAUT CNTR 55F555 6F06 0OA C9 3F00->7F4F
6F54 0 TR 32 SUME 55F555 6F06 02 49 3F00->7F10
SF3A 0 DF 28935 PHONEBOOK OF55FF 6F06 03 11 3F00->7F10
6F3A 0 LK 0 IADN 11F522 6F06 06 31 3F00->7F10
6F40 0 LK 0 MSISDN 11F555 6F06 04 31 3F00->7F10
6F49 0 LK 0 SDN 15F555 6F06 05 31 3F00->7F10
6F3B 0 LK 0 FDN 12F555 6F06 07 31 3F00->7F10
6F44 0 CY 28x10=280 LND 11FF55 6F06 08 11 3F00->7F10
6F3C 0 LK 0 SMS 11F555 6F06 04 31 3F00->7F10
6F43 0 LK 0 SMS-S 11F555 6F06 04 31 3F00->7F10
6F42 0 LK 0 SMS-P 11F555 6F06 04 31 3F00->7F10
6F4A 0 LK 0 EXT1 11F555 6F06 04 31 3F00->7F10
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6F4B 0 LK 0 EXT2 12F555 6F06 07 31 3F00->7F10
6F38 0 TR 11 SST 15F555 2F06 OB 51 3F00->7F20
6E07 0 LK 0 IMSI 15F515 2F06 0D 31 3F00->7F20
6F7E 0 LK 0 LOCI 11F515 2F06 OE 31 3F00->7F20
6FAD 0 LK 0 IAD 05F555 2F06 09 31 3F00->7F20
6F78 0 LK 0 IACC 15F555 2F06 OB 31 3F00->7F20
6FAE 0 TR 1 Phase 05F555 2F06 09 51 3F00->7F20
6F74 0 TR 16 BCCH 11F555 2F06 OF 51 3F00->7F20
6F05 0 LK 0 LP 01F555 2F06 10 31 3F00->7F20
6F20 0 LK 0 Kc 11F555 2F06 OF 31 3F00->7F20
6F3E 0 LK 0 GID1 15F555 2F06 OB 31 3F00->7F20
6F3F 0 LK 0 GID2 15F555 2F06 0B 31 3F00->7F20
6F54 0 LK 0 SUME 55F555 2F06 OA 31 3F00->7F20
6F7B 0 LK 0 FPLMN 11F555 2F06 OF 31 3F00->7F20
6F30 0 TR 87 PLMNsel 11F555 2F06 OF 11 3F00->7F20
6F31 0 LK 0 HPPLMN 15F555 2F06 OB 31 3F00->7F20
6F52 0 LK 0 GPRS Kc 11F555 2F06 OF 31 3F00->7F20
6F53 0 LK 0 GPRS LOCI 11F555 2F06 OF 31 3F00->7F20
6F1F 0 LK 0 IAuth Counter 55F555 2F06 OA 31 3F00->7F20
6F39 0 CY 3x10=30 ACM 121F55 2F06 11 11 3F00->7F20
6E37 0 TR 3 IACMmax 12F555 2F06 12 11 3F00->7F20
6F41 0 TR 5 PUCT 12F555 2F06 12 11 3F00->7F20
6F46 0 LK 0 SPN 05F555 2F06 09 31 3F00->7F20
6F45 0 LK 0 CBMI 11F555 2F06 OF 31 3F00->7F20
6F48 0 LK 0 CBMID 15F555 2F06 0B 31 3F00->7F20
6EFDO 0 LK 0 MMSICP 15F555 2F06 OB 31 3F00->7F20
6FD1 0 LK 0 MMSUP 11F555 2F06 OF 31 3F00->7F20
6FCE 0 LK 0 MMSN 11F555 2F06 OF 31 3F00->7F20
6FD2 0 LK 0 MMSUCP 12F555 2F06 12 31 3F00->7F20
6FFD 0 LK 0 OPC FFESEF 2F06 08 31 3F00->7F20
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4F20 1 TR 9 Kc 11F555 6F06 03 49 3F00->7F4F-
>5F3B

4F52 2 TR 9 GPRS Kc 11F555 6F06 03 49 3F00->7F4F-
>5F3B

4F3A 2 LF 30x254=7620 |ADN 11F555 6F06 04 09 3F00->7F10-
>5F3A

4F00 3 LF 30x146=4380 |ADN 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F02 9 LF 15x254=3810 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4FQ07 14 LF 15x146=2190 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F06 13 LF 20x254=5080 |EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F08 15 LF 20x146=2920 |EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F09 4 LF 2x254=508 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F01 8 LF 2x146=292 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F30 0 LF 44x2=88 PBR 15F555 6F06 05 11 3F00->7F10-
>5F3A

4F4A 6 LE 13x4=52 EXT1 11F555 6F06 04 09 3F00->7F10-
>5F3A

4F3D 7 LF 15x5=75 CCP1 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F26 5 LE 4x254=1016 GRP 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F03 10 LF 4x146=584 GRP 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F4C 1 LE 24x4=96 GAS 11F555 6F06 04 11 3F00->7F10-
>5F3A
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2.2.1 MF Directory Content

EID

Size

Descn tion

2G AC

ARR Ref

Ext ACC OP1

220D 0 LE 13x4=52 IsC FEFSFF 2F06 03 11 3F00
220F 0 LE 8x2=16 KEY FFFSFF 2F06 05 11 3F00
2207 0 LE 19x4=76 NativeAppl 05F555 2F06 09 91 3F00
TFDE 0 DF 1150 TOOLKIT OF55FF 2F06 01 11 3F00
TF4F 0 DE' 11455 ADEF USIM OF55FF 2F06 01 11 3F00
7F10 0 DF 29839 TELECOM OF55FF 2F06 01 11 3F00
TF20 0 DF 617 GSM OF55FF 2F06 01 11 3F00
220B 0 LE 82x2=164 KEY Versions FEFSFF 2F06 08 11 3F00
2FE2 2 TR 10 IccId OFF555 2F06 13 51 3F00
2F00 3 LE 32x1=32 DIR 05F555 2F06 09 11 3F00
2F05 5 TR 16 PL 01F555 2F06 10 49 3F00
220C 0 LE 18x1=18 Ki FFFSFF 2F06 08 11 3F00
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2.2.1.1 Interpreted File Contents

2.2.1.1.1 EF ARR

Identifier 2F06
Name IARR
Structure LE
FileSize 48x19=912
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 02
EF ARR 2F06
ARR # 02
Record Name |Data Data Interpretation Length(
# lbytes)
1 IARR1 [8CO2A0E89000800107A406 |INS=E8,CLA=AO0:Always | Read / 48
83010A950108FFFFFFFFFF [Search,Update Binary, Update
FEFFFFFFFFFFFEFFFFFFFEE |Record, Erase Binary,Write
FEFFFFFFFFFFFFFFFFFFFE Binary, Write Record, Append
FEFFFFEFE Record:ADM 1
2 ARR2 [800101900080011EA40683 |Read / Search:Always | Update 48
010A9501088401D4A40683 Binary, Update Record, Erase
010A950108FFFFFFFFFFFF [Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FFFFFFEFF File,Activate File:ADM 1 |
INS=D4:ADM 1
3 IARR3 80011B9700800104A40683 |Read / Search,Update Binary, 48
010A950108FFFFFFFFFFFF [Update Record, Erase
FFFFFFFFFFFFFFFFFFFFFF Binary, Deactivate File,Activate
FFFFFFFFFFFFFFFFFFFFFFE [File:Never | Write Binary, Write
FEFFFFEE Record, Append Record:ADM 1
4 ARR4 [800101A40683010A950108 [Read / Search:ADM 1 48
FEFFFFFFFFFFFFFFEFFFEEE
FEFFFFFFFFFFFFFFEFFFEEE
FEFFFFFFFFFFFFFFFFEFEFEE
FEFFFFEFE
5 IARR5 [80011B9700800104A40683 [Read / Search,Update Binary, 48
010A950108FFFFFFFFFFFF [Update Record, Erase
FFFFFFFFFFFFFFEFFFFFFFE |Binary, Deactivate File,Activate
FFFFFFFFFFFFFFFFFFFFEFE [File:Never | Write Binary, Write
FEFFFFEFE Record, Append Record:ADM 1
6 IARR6 [B001019000FFFFFFFFFFFF [Read / Search:Always 48
FEFFFFFFFFFFFEFFFEFFFEFEE
FEFFFFFFFFFFFFFFFFEFFEE
FEFFFFFFFFFFFFFFFFEFFEE
FEFFEFFEE
7 IARR7 [8001019000800104A40683 [Read / Search:Always | Write 48
010A950108FFFFFFFFFFFF [Binary, Write Record, Append
FFFFFFFFFFFFFFFFFFFFFF [Record:ADM 1
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FEFFFFFFFEFFFEFFEFFEEEE
FEFEFFFEE

IARRS8

80011B9700800104A40683
010A950108FFFFFFFFFFFF
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search,Update Binary,
Update Record, Erase
Binary,Deactivate File,Activate
File:Never | Write Binary, Write
Record, Append Record:ADM 1

IARR9

800101900080011EA40683
010A950108FFFFFFFFFFFF
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search:Always | Update
Binary, Update Record, Erase
Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

10

IARR10

80011FA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEFE

Read / Search,Update Binary,
Update Record, Erase
Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

11

IARR11

800101A406830101950108
80011EA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search:PIN1 Appl 1 |
Update Binary, Update Record,
Erase Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

12

IARR12

8401329700800103900080
0118A40683010A950108FF
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFEFFFEE

INS=32:Never | Read /
Search,Update Binary, Update
Record, Erase Binary:Always |
Deactivate File,Activate
File:ADM 1

48

13

IARR13

800111A406830101950108
80010EA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFEE

Read / Search,Activate File:PIN1
Appl 1 | Update Binary, Update
Record, Erase Binary,Write
Binary, Write Record, Append
Record, Deactivate File:ADM 1

48

14

IARR14

800113A406830101950108
80010CA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFEE

Read / Search,Update Binary,
Update Record, Erase
Binary,Activate File:PIN1 Appl 1
Write Binary, Write Record,
Append Record,Deactivate
File:ADM 1

48

15

IARR15

800103A406830101950108
80011CA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFEFFFEFE

Read / Search,Update Binary,
Update Record, Erase Binary:PIN1
Appl 1 | Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

16

IARR1 6

8001019000800102A40683
010195010880011CA40683
010A950108FFFFFFFFEFEFFFE
FEFFFFFFFFFFFFFFFEFFEEE
FEFFEFFEFE

Read / Search:Always | Update
Binary, Update Record, Erase
Binary:PIN1 Appl 1 | Write
Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

17

IARR17

840132A406830101950108
800101A406830101950108
800102A406830181950108
800118A40683010A950108
L S

INS=32:PIN1 Appl 1 | Read /
Search:PIN1 Appl 1 | Update
Binary, Update Record, Erase
Binary:PIN2 Appl 1 | Deactivate
File,Activate File:ADM 1

18

IARR18

800101A406830101950108
800102A406830181950108

Read / Search:PIN1 Appl 1 |
Update Binary, Update Record,
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80011CA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Erase Binary:PIN2 Appl 1 | Write
Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

19 ARR19 [8001019000800102970080 Read / Search:Always | Update 48
011CA40683010A950108FF Binary, Update Record, Erase
FFFFFFFFFFFFFFFFFFFFFE Binary:Never | Write Binary,
FEFFFFFFFFFFFFFFFFFFEFE Write Record, Append
FFEFFFFEF Record, Deactivate File,Activate

File:ADM 1

2.2.1.1.2 EF KEY Version

Identifier 220B

Name KEY Versions

Structure LF

FileSize 82x2=164

Update Activity Low

2G Access Condition |FFESEFE

READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition [2F06 08
EF ARR 2F06
ARR # 08
Record# |Data Length
1 OlES6F42FFFFFFFFFFFFFFFFFFFFFFEFFFEFFEFFEFE 30
FEFFFFFFFFFFEFFFC36C
2 O2EAGFA3FFFFFFFFFFFFFFFFFFFFFFFFFEFFEFFEE |30
FFFFFFEFFEFFFEFFFC36C
Key Types|PES
Key Name |Enabled |Algorithm Length [Valuation \Value
Kic Yes Triple DES in outer- (16 Computed Later
CBC mode using two
different keys

Kid Yes Triple DES in outer- |16 Computed Later
CBC mode using two
different keys

Kik [No Triple DES in outer- (24 Fixed By Profile |00000000000000
CBC mode using three 00000000000000
different keys 00000000000000

000000
Key Types|PES
Key Name |Enabled |Algorithm Length [Valuation \Value
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Kic

Yes

Triple DES in outer-
CBC mode using three
different keys

16

Computed Later

Kid

Yes

Triple DES in outer-
CBC mode using three
different keys

16

Computed Later

Kik

No

Triple DES in outer-
CBC mode using three
different keys

24

Fixed By Profile

00000000000000
00000000000000
00000000000000
000000
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2.2.1.2 Raw File Contents

EFI1SC
Identifier 220D
Name IsC
Structure LF
FileSize 13x4=52
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 03
EF ARR 2F06
ARR # 03
Record# |[Data Length
i i —
EF NativeAppl
Identifier 2207
Name NativeAppl
Structure LF
FileSize 19x4=76
Update Activity Low
2G Access Condition |[05F555
READ ALW
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09
Record# [Data Length
1 OCFFFFFFFFFFFFFFFFFFFFFFFF000000003F00 19
2 07A00000000300000000000000000000007FDE 19
3 07A00000000900010000000000000000003F00 19
4 OCAOO0O000Q00871002FFFFFFFF89000000007F4F 19

EF KEY Versions

Identifier

220B

Name

KEY Versions
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Structure LF

FileSize 82x2=164

Update Activity Low

2G Access Condition |FFESFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE |NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Record# |Data Length

1 01lES56F42FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFE (30

FFFFFFFFFFFFFFFC36C
2 02EAGF43FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFF (30
FFFFFFFFFFFFFFFC36C

EF Iccld

Identifier 2FE2

Name IccId

Structure TR

FileSize 10

Update Activity Low

2G Access Condition |0FF555
READ IALW
UPDATE NEV
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 13
EF ARR 2F06
ARR # 13

Data

EF DIR

Identifier 2F00

Name DIR

Structure LF

FileSize 32x1=32

Update Activity Low

2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
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3G Access Condition

2F06 09

EF ARR

2F06

ARR #

09

Record# |Data

Length

61144F0CAO000O000871002FFFFFFFF89500455534 |32
94DFFFFFFFFFFFFFFFFFFEFF

EF PL

Identifier 2F05

Name PL

Structure TR

FileSize 16

Update Activity Low

2G Access Condition |[01F555
READ ALW
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 10
EF ARR 2F06
ARR # 10

Data

656E667264656974FFFFFFFFFFFFFFEF

EF Ki

Identifier 220C

Name Ki

Structure LF

FileSize 18x1=18

Update Activity Low

2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE |NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Record# [Data

1

Length
0
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2.2.2 TOOLKIT Directory Content

Description ARR Ref Ext ACC OP1
7FDE 0 DF 1150 TOOLKIT 0F55FF 2F06 01 11 3F00
6F02 0 LF 49x0=0 IAPPLET 55F555 2F06 OA 11 3F00->7FDE
oF01 0 LE 32x0=0 PACKAGE 55F555 2F06 OA 11 3F00->7FDE
6F03 0 LF 46x0=0 MENU ITEMS 55F555 2F06 OA 11 3F00->7FDE
13CO0 0 TR 430 EF Alfa Mobile 15F555 2F06 OB 51 3F00->7FDE
Config
oF42 0 TR 5 Counter EF 6F42 |55F555 2F06 OA 51 3F00->7FDE
6F43 0 TR 5 Counter EF 6F43 |55F555 2F06 OA 11 3F00->7FDE
6F00 0 LF 16x3=48 CDKEYS FFFS5FF 2F06 08 11 3F00->7FDE
OFFF 0 CY 8x12=96 VM STATUS O0FF55 2F06 0OC 11 3F00->7FDE
6F30 0 LE 50x3=150 DDL TAR 55F555 2F06 OA 11 3F00->7FDE
oF5F 0 TR 256 Display And 55F555 2F06 OA 51 3F00->7FDE
Refresh
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2.2.2.1 Interpreted File Contents
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2.2.2.2 Raw File Contents

EF EF Alfa Mobile Config

Identifier 13C0

Name EF Alfa Mobile Config

Structure TR

FileSize 430

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Data

636B3EO1

01FFO0008007E0C16010D53494D2050686F6E65626
FO6F6B020950686F6E65626F6F6B030853656E6420
534D5304053C4E65773E05083C5365617263683E0
60443616C6C070644656C657465080B4672656520
4D656D6F7279090C456E746572204E756D6265720
A0652656E616D650B063C4E6578743E0C063C4261

EF Counter EF 6F42

Identifier 6F42

Name Counter EF 6F42

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [2F06 0A
EF ARR 2F06
ARR # 0A

Data

0000000000

EF Counter EF 6F43
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Identifier 6F43
Name Counter EF 6F43
Structure TR
FileSize 5
Update Activity Low
2G Access Condition |[55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 0A
EF ARR 2F06
ARR # 0A
Data
0000000000
EF CDKEYS
Identifier 6F00
Name CDKEYS
Structure LF
FileSize 16x3=48
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08
Record# [Data Length
1 TE6DS5A58379ERB020941242FDB3AF146B 16
2 0000000000000000000000000000O0OO0OO 16
3 00000000000000000000000000000000 16

EF Display And Refresh

Identifier 6F5F
Name Display And Refresh
Structure TR
FileSize 256
Update Activity Low
2G Access Condition |55F555
READ ADM 1
UPDATE ADM 1
INVALIDATE ADM 1
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REHABILITATE |ADM 1

3G Access Condition |2F06 OA

EF ARR 2F06
ARR # 0A
Data
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2.2.3 ADF USIM Directory Content

EID \Slze Description 2G AC ARR Ref Ext ACC OP1

X 2 O 5 R S 2 R

2205 0 LF 13x4=52 PIN FFFS5FF 2F06 03 11 3F00->7F4F
6F07 7 TR 9 IMSI 15F555 6F06 02 49 3F00->7F4F
6FTE 11 TR 11 LOCI 11F555 6F06 03 49 3F00->7F4F
6F73 12 TR 14 PS LOCI 11F555 6F06 03 49 3F00->7F4F
6FAD 3 TR 4 AD 05F555 6F06 01 49 3F00->7F4F
6F78 6 TR 2 IACC 15F555 6F06 02 49 3F00->7F4F
6FC4 0 TR 256 NETPAR 11F555 6F06 03 51 3F00->7F4F
6F05 2 TR 32 LI 01F555 6F06 04 51 3F00->7F4F
6F38 4 TR 9 UST 15F555 6F06 02 51 3F00->7F4F
6F08 8 TR 33 KEYS 11F555 6F06 03 51 3F00->7F4F
6F09 9 TR 33 KEYSPS 11F555 6F06 03 51 3F00->7F4F
6F5B 15 TR 6 START-HFN 11F555 6F06 03 51 3F00->7F4F
6F5C 16 TR 3 THRESHOLD 15F555 6F06 02 51 3F00->7F4F
6F3E 0 TR 4 GID1 15F555 6F06 02 49 3F00->7F4F
6F3F 0 TR 4 GID2 15F555 6F06 02 49 3F00->7F4F
S5F3B 0 DF 50 GSM-ACCESS OF55FF 6F06 05 11 3F00->7F4F
6F60 10 TR 40 PLMNwWACT 11F555 6F06 03 51 3F00->7F4F
6F61 17 TR 150 OPLMNWACT 15F555 6F06 02 51 3F00->7F4F
6F62 19 TR 5 HPLMNWACT 15F555 6F06 02 51 3F00->7F4F
6F31 18 TR 1 HPPLMN 15F555 6F06 02 49 3F00->7F4F
6F46 0 TR 17 SPN 05F555 6F06 01 49 3F00->7F4F
6FB7 1 LF 4x1=4 ECC 05F555 6F06 01 11 3F00->7F4F
6FC3 0 TR 4 HiddenKey 11F555 6F06 03 51 3F00->7F4F
6F40 0 LF 28x3=84 MSTISDN 11F555 6F06 03 09 3F00->7F4F
6F4E 0 LF 13x10=130 EXT5 11F555 6F06 03 11 3F00->7F4F
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6F49 0 LE 28x15=420 SDN 15F555 6F06 02 09 3F00->7F4F
6F4F 22 LE 15x5=75 CCP2 11F555 6F06 03 11 3F00->7F4F
6F80 20 CY 40x10=400 ICI 11FF55 6F06 06 31 3F00->7F4F
6F82 0 CY 3x1=3 ICT 121F55 6F06 07 31 3F00->7F4F
6F81 21 CY 39x10=390 OCI 11FF55 6F06 06 31 3F00->7F4F
6F83 0 CY 3x1=3 OCT 121F55 6F06 07 31 3F00->7F4F
6F3C 0 LE 176x40=7040 |SMS 11F555 6F06 03 09 3F00->7F4F
6F43 0 TR 2 SMS-S 11F555 6F06 03 49 3F00->7F4F
6F42 0 LE 42x2=84 SMS-P 11F555 6F06 03 09 3F00->7F4F
6F45 0 TR 40 CBMI 11F555 6F06 03 49 3F00->7F4F
6FDO 0 TR 23 MMSICP 15F555 6F06 02 49 3F00->7F4F
6FD2 0 TR 23 MMSUCP 12F555 6F06 08 49 3F00->7F4F
6FD1 0 LE 13x1=13 MMSUP 11F555 6F06 03 09 3F00->7F4F
6FCE 0 LE 4x1=4 MMSN 11F555 6F06 03 09 3F00->7F4F
6F3B 0 LE 28x10=280 FDN 12F555 6F06 08 09 3F00->7F4F
6F56 5 TR 1 EST 12F555 6F06 08 51 3F00->7F4F
6F48 14 TR 2 CBMID 15F555 6F06 02 49 3F00->7F4F
6F4B 0 LE 13x5=65 EXT2 12F555 6F06 08 09 3F00->7F4F
6FFC 0 TR 18 K FEFSFF 6F06 09 51 3F00->7F4F
6FFD 0 TR 104 OPC FEFEFSFF 6F06 09 49 3F00->7F4F
6FFE 0 LE 6x33=198 SON FEFSFF 6F06 09 11 3F00->7F4F
6F69 0 TR 12 DELTA FEFEFSFF 6F06 09 51 3F00->7F4F
6F1F 0 TR 6 AUT CNTR 55F555 6F06 OA CO 3F00->7F4F
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2.2.3.1 Interpreted File Contents

2.23.1.1 EF ARR

Identifier 6F06
Name IARR
Structure LE
FileSize 48x10=480
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 01
EF ARR 6F06
ARR # 01
Record Name |Data Data Interpretation Length(
# lbytes)
1 ARR1 [800101900080011EA40683 [Read / Search:Always | Update 48
010A950108FFFFFFFFFFFF Binary, Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FFFFFFFF File,Activate File:ADM 1
2 ARR2 [800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
80011EA40683010A950108 [Update Binary, Update Record,
FEFFFFFFFFFFFFFFFFFFFFE [Erase Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFEE [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
3 IARR3 800103A406830101950108 |Read / Search,Update Binary, 48
80011CA40683010A950108 [Update Record, Erase Binary:PIN1
FFFFFFFFFFFFFFFFFFFFFF Rppl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFEFF [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
4 ARR4 [8001019000800102240683 |Read / Search:Always | Update 48
010195010880011CA40683 [Binary, Update Record, Erase
010A950108FFFFFFFFFFFF |Binary:PIN1 Appl 1 | Write
FFFFFFFFFFFFFFFFFFFFEFF Binary, Write Record, Append
FFEFEFFEF Record, Deactivate File,Activate
File:ADM 1
5 IARR5 [8CO2A0E89000800107A406 |INS=E8,CLA=AO:Always | Read / 48
83010A950108FFFFFFFFFF |Search,Update Binary, Update
FEFFFFFFFFFFFFFFFFFFEFE |Record, Erase Binary,Write
FFFFFFFFFFFFFFFFFFFFEFE |Binary, Write Record, Append
FEFFFFEFE Record:ADM 1
6 ARR6 [8401329700800103A40683 |[INS=32:Never | Read / 48
0101950108800118A40683 [Search,Update Binary, Update
010A950108FFFFFFFFFFFF [Record, Erase Binary:PIN1 Appl 1
FFFFFFFFFFFFEFFFFFFFEFFF || Deactivate File,Activate
FEFFEFFEE File:ADM 1
7 IARR7 [840132A406830101950108 [INS=32:PIN1 Appl 1 | Read / 48
800101A406830101950108 [Search:PIN1 Appl 1 | Update
800102A406830181950108 [Binary, Update Record, Erase
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800118A40683010A950108 [Binary:PIN2 Appl 1 | Deactivate
FFFFFFEFFE File,Activate File:ADM 1
8 IARR8 [800101A406830101950108 |Read / Search:PIN1 Appl 1 | 48
800102A406830181950108 [Update Binary, Update Record,
80011CA40683010A950108 [Erase Binary:PIN2 Appl 1 | Write
FEFFFFFFFFFFFFFFFFFFEE |Binary, Write Record, Append
FFEFEFFEF Record, Deactivate File,Activate
File:ADM 1
9 ARR9 [80011B9700800104A40683 [Read / Search,Update Binary, 48
010AS50108FFFFFFFFFFFF [Update Record, Erase
FEFFFFFFFFFFFFEFFFFFFEFE |Binary, Deactivate File,Activate
FEFFFFEFFFFFFFFEFFFFFFEE [File:Never | Write Binary, Write
FFFEFFFEF Record, Append Record:ADM 1
10 ARR10 [80011FA40683010A950108 [Read / Search,Update Binary, 48
FFFFFFFFFFFFFFFFFFFEFFF [Update Record, Erase
FEFFFFFFFFFFFFFFFFFFFF Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFEE |Record, Append Record,Deactivate
FEFFFFEF File,Activate File:ADM 1
2.2.3.1.2 EF UST
Identifier 6F38
Name UST
Structure TR
FileSize 9
Update Activity Low
2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 02
EF ARR 6F06
ARR # 02
Data
8E6BLF9C230E480000
Hex Value
8E6BLF9C230E480000
Service # |Service Name Available
1 Local Phone Book false
2 Fixed Dialling Numbers (FDN) true
3 Extension 2 true
4 Service Dialling Numbers (SDN) true
5 Extension3 false
9 Barred Dialling Numbers (BDN) false
7 Extension4 false
8 Outgoing Call Information (OCI and OCT) true
9 Incoming Call Information (ICI and ICT) true
10 Short Message Storage (SMS) true
11 Short Message Status Reports (SMSR) false
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12 Short Message Service Parameters (SMSP) true
13 Advice of Charge (AoC) false
14 Capability Configuration Parameters (CCP) true
15 Cell Broadcast Message Identifier true
16 Cell Broadcast Message Identifier Ranges false
17 Group Identifier Level 1 true
18 Group Identifier Level 2 true
19 Service Provider Name true
20 User controlled PLMN selector with Access Technology true
21 MSTISDN true
22 Image (IMG) false
23 Support of Localised Service Areas (SoLSA) false
24 Enhanced Multi-Level Precedence and Pre-emption Service false
25 Automatic Answer for eMLPP false
26 REU false
27 GSM Access true
28 Data download via SMS-PP true
29 Data download via SMS-CB true
30 Call Control by USIM false
31 MO-SMS Control by USIM false
32 RUN AT COMMAND command true
33 shall be set to '1l' true
34 Enabled Services Table true
35 IAPN Control List (ACL) false
36 Depersonalisation Control Keys false
37 Co-operative Network List false
38 GSM security context true
39 CPBCCH Information false
40 Investigation Scan false
41 ME < E false
42 Operator controlled PLMN selector with Access Technology |[true
43 HPLMN selector with Access Technology true
44 Extension 5 true
45 PLMN Network Name false
46 Operator PLMN List false
47 Mailbox Dialling Numbers false
48 Message Waiting Indication Status false
49 Call Forwarding Indication Status false
50 Reserved and shall be ignored false
51 Service Provider Display Information false
52 Multimedia Messaging Service (MMS) true
53 Extension 8 false
54 Call control on GPRS by USIM false
55 MMS User Connectivity Parameters true
56 Network's indication of alerting in the MS (NIA) false
57 VGCS Group Identifier List (EFVGCS and EFVGCSS) false
58 VBS Group Identifier List (EFVBS and EFVBSS) false
59 Pseudonym false
60 User Controlled PLMN selector for WLAN access false
61 Operator Controlled PLMN selector for WLAN access false
62 User controlled WSID list false
63 Operator controlled WSID list false
64 VGCS security false
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65 IVBS security false
66 WLAN Reauthentication Identity false
67 Multimedia Messages Storage false
68 Generic Bootstrapping Architecture (GBA) false
69 MBMS security false
70 Data download via USSD and USSD application mode false
71 Equivalent HPLMN false
72 Additional TERMINAL PROFILE after UICC activation false

MCC Document Generator page 26










2.2.3.2 Raw File Contents

EF PIN
Identifier 2205
Name PIN
Structure LEF
FileSize 13x4=52
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 03
EF ARR 2F06
ARR # 03
Record# [Data Length
1 30303030 4
2 0
3 0
4 0
EF IMSI
Identifier 6F07
Name IMSI
Structure TR
FileSize 9
Update Activity Low
2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02
Data
0lF1FFFFFFFFFFFEFFF
EF LOCI
Identifier 6F7E
Name LOCI
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Structure TR

FileSize 11

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |[6F06 03

EF ARR 6F06
ARR # 03
Data

FFFFFFFFOOF1100000FFO01

EF PS LOCI

Identifier 6F73

Name PS LOCI

Structure TR

FileSize 14

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFOOF1100000FFO01

EF AD

Identifier 6FAD

Name AD

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 01
EF ARR 6F06
ARR # 01
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Data

00000002

EF ACC

Identifier 6F78

Name IACC

Structure TR

FileSize 2

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

EF NETPAR

Identifier 6FC4

Name NETPAR

Structure TR

FileSize 256

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE
0 O O O O 1 O O O O 1 1 O O O O 1
O O O O 1 O O O O 1 1 O O O 0 1 1
O O O O 1 O O O O 1 1 O O O 0 1 1
FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE
FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE

FEFFFEFEFFE
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EFLI

Identifier 6F05

Name LI

Structure TR

FileSize 32

Update Activity Low

2G Access Condition |01F555
READ IALW
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 04
EF ARR 6F06
ARR # 04

Data

FFFFFFFFFFFFFFFFFFFEFFFFFFFFFEFFEFFFFFFEFEFEE
FFFFFFEFFFFFFFFFFFFEFEFEFEE

EF KEYS

Identifier 6F08

Name KEYS

Structure TR

FileSize 33

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

O7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
FEFFFFFFFFFFFFFFEFFEFFEEE

EF KEYSPS

Identifier 6F09

Name KEYSPS

Structure TR

FileSize 33

Update Activity Low

2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03
Data

O7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE

FEFEFFFFFFFFFEFFEFFEFFEEE

EF START-HEN

Identifier 6F5B

Name START-HFN

Structure TR

FileSize 6

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FOOOOO0OF00000

EF THRESHOLD

Identifier 6F5C

Name THRESHOLD

Structure TR

FileSize 3

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FFEFFFF
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EF GID1

Identifier 6F3E

Name GID1

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFFFF

EF GID2

Identifier 6F3F

Name GID2

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFFFF

EF FPLMN

Identifier 6F7B

Name FPLMN

Structure TR

Update Activity Low
2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03
Data

EF PLMNwWACT

Identifier 6F60

Name PLMNwWACT

Structure TR

FileSize 40

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFOOOOFFFFFFOOOOFFFFFFOOOOFFFEFEFFOOOOF
FFFFFOOOOFFFFFFOOOOFFFFFFOOOOFFEFEFEE0000

EF OPLMNwWACT

Identifier 6F61

Name OPLMNWACT

Structure TR

FileSize 150

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
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INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 02
EF ARR 6F06

ARR # 02
Data

808014F8

24F010000082F001808002F810808014F72080801
4F677808024F610808006F210808022F810808022
F210808062F210808014F930808026F010808015F
520808032F403808042F010808006F520808002F2
108080130061808006F320808032F230808032F01
0808012F603808002F461808082F610808002F610

EF HPLMNwWACT

Identifier 6F62

Name HPLMNwWACT

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFF0000

EF HPPLMN

Identifier 6F31

Name HPPLMN

Structure TR

FileSize 1

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02
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Data

05

EF SPN

Identifier 6F46

Name SPN

Structure TR

FileSize 17

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 01
EF ARR 6F06
ARR # 01

Data

00616C6661FFFFFFFFFFFFFFFFFFFFFFFF

EF ECC
Identifier 6FB7
Name ECC
Structure LF
FileSize 4x1=4
Update Activity Low
2G Access Condition |[05F555
READ ALW
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 01
EF ARR 6F06
ARR # 01
Record# [Data Length
1 FEFFFFFF 4 |
EF HiddenKey
Identifier 6FC3
Name HiddenKey
Structure TR
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FileSize 4
Update Activity Low
2G Access Condition |11F555

READ CHV 1

UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 03

EF ARR 6F06

ARR # 03
Data
FEFFFFFF
EF EXTS
Identifier 6F4E
Name EXTS5
Structure LF
FileSize 13x10=130
Update Activity Low
2G Access Condition |11F555

READ CHV 1

UPDATE CHV 1

INVALIDATE ADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 03

EF ARR 6F06

ARR # 03
Record# [Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
2 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
3 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
4 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
5 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
6 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
7 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
8 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
9 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
10 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
EF ICI
Identifier 6F80
Name ICI
Structure CcY
FileSize 40x10=400
Update Activity Low
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2G Access Condition |11FF55
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 06
EF ARR 6F06
ARR # 06

Record# |Data

Length

1 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
2 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000000FFFF
3 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
4 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFEFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
5 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
6 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
7 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
8 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
9 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
10 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
EF OCI
Identifier 6F81
Name OCI
Structure CY
FileSize 39x10=390
Update Activity Low
2G Access Condition |11FF55
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 06
EF ARR 6F06
ARR # 06

Length

Record# |Data
1

FEFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFEFEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFFE

39

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFEFFFEFFFEEFEE

39
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FFFFFFFFFFFFFFFFFFFFEFFEFFFO0000000FFFF

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FFFFFFFFFFFFFFFFFFFFFFFFFOOO000000FFFEE

39

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFEFE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FFFFFFFFFFFFFFFFFFFFFFFFFOOO000000FFFEE

39

FEFFFFFFFFFFEFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO000000FFFEE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO0000000FFFEFE

39

FEFFFFFFFFFFEFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO0000000FFFEE

39

10

FEFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFE

39

EF SMS-S

Identifier

6F43

Name

SMS-S

Structure

TR

FileSize

2

Update Activity Low

2G Access

Condition [11F555

READ

CHV 1

UPDATE CHV 1

INVALIDATE ADM 1

REHABI

LITATE |ADM 1

3G Access

Condition |6F06 03

EF ARR

6F06

ARR #

03

Data

FEFE

EF SMS-P

Identifier

6F42

Name

SMS-P

Structure

LE

FileSize

42x2=84

Update Activity Low

2G Access

Condition |11F555

READ

CHV 1

UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access

Condition |6F06 03
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EF ARR

6F06

ARR #

03

Record# [Data

Length

C5

FEFFFFFFFFFFFFFFFFFFFFFFFFFFELIFFFFFFFEEEE (42
FEFFFFFFFFFFF06916931848888FFFFFFFEFFEF0000

EF CBMI

Identifier 6F45

Name CBMI

Structure TR

FileSize 40

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03

Data

FEFFFFEFFFFFFFFFFFFFFFFFFFFFFEFFEFFEFFEEEE
FEFEFFFEFFFEFFFFFFFFFFFFFFFFEFFEFFEFFEFEFEEE

EF MMSICP

Identifier 6FDO

Name MMSICP

Structure TR

FileSize 23

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

AB158001FE8100831C200021002300240019001A0

01B0OO
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EF MMSUCP

Identifier 6FD2
Name MMSUCP
Structure TR
FileSize 23
Update Activity Low
2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 08
EF ARR 6F06
ARR # 08
Data
AB158001FE8100831C200021002300240019001A0
01BO0OO
EF MMSUP
Identifier 6FD1
Name MMSUP
Structure LF
FileSize 13x1=13
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03
Record# |Data Length
1 8001FF81008206148106811081 13
EF MMSN
Identifier 6FCE
Name MMSN
Structure LF
FileSize 4x1=4
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
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INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 03
EF ARR 6F06

ARR # 03
Record# |Data Length
1 000001FF 4
EFEST
Identifier 6F56
Name EST
Structure TR
FileSize 1
Update Activity Low
2G Access Condition |12F555

READ CHV 1

UPDATE CHV 2

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition [6F06 08

EF ARR 6F06

ARR # 08
Data
00
EF CBMID
Identifier 6F48
Name CBMID
Structure TR
FileSize 2
Update Activity Low
2G Access Condition |15F555

READ CHV 1

UPDATE ADM 1

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 02

EF ARR 6F06

ARR # 02
Data
FEFF
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EF EXT2

Identifier 6F4B
Name EXT2
Structure LF
FileSize 13x5=65
Update Activity Low
2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 08
EF ARR 6F06
ARR # 08
Record# |Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
2 OOFFFFFFFFFFFFFFFFFFFFFEFF 13
3 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
4 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
5 OOFFFFFFFFFFFFFFFFFFFFFEFF 13
EF K
Identifier 6FFC
Name K
Structure TR
FileSize 18
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV

REHABILITATE |NEV

3G Access Condition |[6F06 09

EF ARR 6F06
ARR # 09
Data
EF OPC
Identifier 6FFD
Name OPC
Structure TR
FileSize 104

MCC Document Generator page 42









Update Activity

Low

2G Access Condition

FEFSFF

READ

NEV

UPDATE NEV

INVALIDATE NEV

REHABI

LITATE |NEV

3G Access

Condition |6F06 09

EF ARR

6F06

ARR #

09

Data

EF SON

Identifier

6FFE

Name

SON

Structure

LE

FileSize

6x33=198

Update Activity Low

2G Access

Condition |[FFEFS5FF

READ

NEV

UPDATE NEV

INVALIDATE NEV

REHABI

LITATE |NEV

3G Access

Condition |6F06 09

EF ARR

6F06

ARR #

09

Record#

Data

Length

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

QO J[o| OB W|INE

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

(e} Kol Kol Ko} Ko)] Ko} Hoa) Nex) Ho)) Horl Ko} Ko} o] Ko} He) Nex} Her) Horl Ho)) o)} Ko
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22 000000000000 6
23 000000000000 6
24 000000000000 6
25 000000000000 6
26 000000000000 6
277 000000000000 6
28 000000000000 6
29 000000000000 6
30 000000000000 6
31 000000000000 6
32 000000000000 6
33 OOFFFFFFFFFF 6
EF DELTA
Identifier 6F69
Name DELTA
Structure TR
FileSize 12
Update Activity Low
2G Access Condition |[FFFSFF

READ NEV

UPDATE NEV

INVALIDATE NEV

REHABILITATE |NEV
3G Access Condition |[6F06 09

EF ARR 6F06

ARR # 09
Data

FEFFFFFEFFFEOFFFEFFFFFFEQ

EF AUT CNTR

Identifier 6F1F

Name AUT CNTR

Structure TR

FileSize 6

Update Activity Low

2G Access Condition |55F555
READ ADM 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 0A
EF ARR 6F06
ARR # 0A

IData
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2.2.4 TELECOM Directory Content

FID Size Description 2G AC ARR Ref Ext ACC OP1

N O o 3 I 275 S S L R

6F54 0 TR 32 SUME 55F555 6F06 02 49 3F00->7F10
SF3A 0 DF 28935 PHONEBOOK OF55FF 6F06 03 11 3F00->7F10
6F3A 0 LK 0 IADN 11F522 6F06 06 31 3F00->7F10
6F40 0 LK 0 MSISDN 11F555 6F06 04 31 3F00->7F10
6F49 0 LK 0 SDN 15F555 6F06 05 31 3F00->7F10
6F3B 0 LK 0 DN 12F555 6F06 07 31 3F00->7F10
6F44 0 CY 28x10=280 LND 11FF55 6F06 08 11 3F00->7F10
6F3C 0 LK 0 SMS 11F555 6F06 04 31 3F00->7F10
6F43 0 LK 0 SMS-S 11F555 6F06 04 31 3F00->7F10
6F42 0 LK 0 SMS-P 11F555 6F06 04 31 3F00->7F10
6F4A 0 LK 0 EXT1 11F555 6F06 04 31 3F00->7F10
6F4B 0 LK 0 EXT2 12F555 6F06 07 31 3F00->7F10
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2.2.4.1 Interpreted File Contents

2.24.1.1 EF ARR

Identifier 6F06
Name IARR
Structure LF
FileSize 48x8=384
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 01
EF ARR 6F06
ARR # 01
Record Name |Data Data Interpretation Length(
# lbytes)
1 ARR1 [800101900080011EA40683 [Read / Search:Always | Update 48
010A950108FFFFFFFFEFFFF Binary, Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FEFFFFEF File,Activate File:ADM 1
2 ARR2 |[80011FA40683010A950108 |Read / Search,Update Binary, 48
FFFFFFFFFFFFFFFFFFFEFFF [Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFEE [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
3 ARR3 [8C02A0E89000800107A406 |[INS=E8,CLA=A0:Always | Read / 48
83010A950108FFFFFFFFFF [Search,Update Binary, Update
FEFFFFFFFFFFFFFFFFFFFFF Record, Erase Binary,Write
FFFFFFFFFFFFFFFFFFFFEFF Binary, Write Record, Append
FEFFFFFEE Record:ADM 1
4 ARR4 [800103A406830101950108 |Read / Search,Update Binary, 48
80011CA40683010A950108 [Update Record, Erase Binary:PIN1
FFFFFFFFFFFFFFFFFFFFFE Rppl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFEFF [Record, Append Record, Deactivate
FEFFFFEFE File,Activate File:ADM 1
5 ARR5 |[800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
80011EA40683010A950108 |[Update Binary, Update Record,
FFFFFFFFFFFFFFFFFFFFEFF [Erase Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FEFFFFFE File,Activate File:ADM 1
6 ARR6 [800103A406830101950108 [Read / Search,Update Binary, 48
800104A40683010A950108 [Update Record, Erase Binary:PIN1
800118A406830181950108 |Appl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFFE |Record, Append Record:ADM 1 |
FFEFFFFEF Deactivate File,Activate
File:PIN2 Appl 1
7 ARR7 [800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
800102A406830181950108 [Update Binary, Update Record,
80011CA40683010A950108 [Erase Binary:PIN2 Appl 1 | Write
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FEFFFFFFFEFFFEFFEFFEEEE
FEFEFFFEE

Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

IARR8

8401329700800103A40683
0101950108800118A40683
010A950108FFFFFFFFFFFEF
FEFFFFFFFFFFFFFFFFFFEE
FFFFFFFF

INS=32:Never | Read /

Search, Update Binary, Update
Record, Erase Binary:PIN1 Appl 1
Deactivate File,Activate
File:ADM 1

48
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2.2.4.2 Raw File Contents

EF SUME

Identifier 6F54

Name SUME

Structure TR

FileSize 32

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

0505416C66612BFFFFFFFFFFFFFFFFFFFFFFFFFEF
FEFFFFEFFEFFFEFFFFFFFEFEFEE

EF ADN

Identifier 6F3A

Name IADN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[11F522
READ CHV 1
UPDATE CHV 1
INVALIDATE CHV 2
REHABILITATE |[CHV 2

3G Access Condition [6F06 06
EF ARR 6F06
ARR # 06

Refers to

3F00->7F10->5F3A->4F3A

EF MSISDN

Identifier 6F40
Name [MSISDN
Structure LK
FileSize 0
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Update Activity Low

2G Access Condition |[11F555

READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |6F06 04

EF ARR 6F06
ARR # 04
Refers to

3F00->7F4F->6F40

EF SDN

Identifier 6F49

Name SDN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 05
EF ARR 6F06
ARR # 05

Refers to

3F00->7F4F->6F49

EF FDN

Identifier 6F3B

Name FDN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 07
EF ARR 6F06
ARR # 07

Refers to
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[3F00->7F4F->6F3B

EF SMS

Identifier 6F3C

Name SMS

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 04
EF ARR 6F06
ARR # 04

Refers to

3F00->7F4F->6F3C

EF SMS-S

Identifier 6F43

Name SMS-S

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 04
EF ARR 6F06
ARR # 04

Refers to

3F00->7F4F->6F43

EF SMS-P

Identifier 6F42
Name SMS-P
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 04
EF ARR 6F06
ARR # 04
Refers to
3F00->7F4F->6F42
EF EXT1
Identifier 6F4A
Name EXT1
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 04
EF ARR 6F06
ARR # 04
Refers to

3F00->7F10->5F3A->4F4A

EF EXT2

Identifier 6F4B

Name EXT2

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 07
EF ARR 6F06
ARR # 07

Refers to

3F00->7F4F->6F4B
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2.2.5 GSM Directory Content

Description ARR Ref Ext ACC OP1

7F20 0 DF 617 GSM OF55FF 2F06 01 11 3F00

6F38 0 TR 11 SST 15F555 2F06 OB 51 3F00->7F20
oFQ07 0 LK 0 IMST 15F515 2F06 0D 31 3F00->7F20
6F7E 0 LK 0 LOCI 11F515 2F06 OE 31 3F00->7F20
6FAD 0 LK 0 AD 05F555 2F06 09 31 3F00->7F20
oF78 0 LK 0 IACC 15F555 2F06 0B 31 3F00->7F20
6FAE 0 TR 1 Phase 05F555 2F06 09 51 3F00->7F20
6F74 0 TR 16 BCCH 11F555 2F06 OF 51 3F00->7F20
6F05 0 LK 0 LP 01F555 2F06 10 31 3F00->7F20
6F20 0 LK 0 Kc 11F555 2F06 OF 31 3F00->7F20
oF3E 0 LK 0 GID1 15F555 2F06 0B 31 3F00->7F20
6F3F 0 LK 0 GID2 15F555 2F06 OB 31 3F00->7F20
oF54 0 LK 0 SUME 55F555 2F06 OA 31 3F00->7F20
6F7B 0 LK 0 FPLMN 11F555 2F06 OF 31 3F00->7F20
6F30 0 TR 87 PLMNsel 11F555 2F06 OF 11 3F00->7F20
6F31 0 LK 0 HPPLMN 15F555 2F06 OB 31 3F00->7F20
6F52 0 LK 0 GPRS Kc 11F555 2F06 OF 31 3F00->7F20
6F53 0 LK 0 GPRS LOCI 11F555 2F06 OF 31 3F00->7F20
oF1F 0 LK 0 Auth Counter 55F555 2F06 0OA 31 3F00->7F20
6F39 0 CY 3x10=30 ACM 121F55 2F06 11 11 3F00->7F20
oF37 0 TR 3 IJACMma x 12F555 2F06 12 11 3F00->7F20
oF41 0 TR 5 PUCT 12F555 2F06 12 11 3F00->7F20
6F46 0 LK 0 SPN 05F555 2F06 09 31 3F00->7F20
oF45 0 LK 0 CBMI 11F555 2F06 OF 31 3F00->7F20
6F48 0 LK 0 CBMID 15F555 2F06 OB 31 3F00->7F20
6FDO 0 LK 0 MMSICP 15F555 2F06 0B 31 3F00->7F20
6FD1 0 LK 0 MMSUP 11F555 2F06 OF 31 3F00->7F20
6FCE 0 LK 0 MMSN 11F555 2F06 OF 31 3F00->7F20
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6FD2

(@)

LK 0 MMSUCP 12F555 2F06 12 31 3F00->7F20

6FFD

(@)

LK 0 OPC FEFSFF 2F06 08 31 3F00->7F20
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2.2.5.1 Interpreted File Contents

2.25.1.1 EF SST

Identifier 6F38

Name SST

Structure TR

FileSize 11

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Data

FF33FFFFOF003F03000C0OC

Hex Value

FE33FFFFOF003F03000C0C00000033

Service # |Service Name Allocated |Activated |
1 CHV1 disable function true true
2 Abbreviated Dialling Numbers (ADN) true true
3 Fixed Dialling Numbers (FDN) true true
4 Short Message Storage (SMS) true true
5 Advice of Charge (AoC) true true
6 Capability Configuration Parameters (CCP) false false
7 PLMN selector true true
8 RFU false false
9 MSTSDN true true
10 Extensionl true true
11 Extension? true true
12 SMS Parameters true true
13 Last Number Dialled (LND) true true
14 Cell Broadcast Message Identifier true true
15 Group Identifier Level 1 true true
16 Group Identifier Level 2 true true
17 Service Provider Name true true
18 Service Dialling Numbers (SDN) true true
19 Extension3 false false
20 RFU false false
21 IVGCS Group Identifier List (EFVGCS and EFVGCSS) false false
22 VBS Group Identifier List (EFVBS and EFVBSS) false false
23 enhanced Multi-Level Precedence and Pre-emption false false
Service

24 Automatic Answer for eMLPP false false
25 Data download via SMS-CB true true
26 Data download via SMS-PP true true
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27 Menu selection true true
28 Call control false false
29 Proactive SIM true true
30 Cell Broadcast Message Identifier Ranges false false
31 Barred Dialling Numbers (BDN) false false
32 Extension4 false false
33 De-personalization Control Keys false false
34 Co-operative Network List false false
35 Short Message Status Reports false false
36 Network's indication of alerting in the MS false false
37 Mobile Originated Short Message control by SIM false false
38 GPRS true true
39 Image (IMG) false false
40 SoLSA (Support of Local Service Area) false false
41 USSD string data object supported in Call Control [false false
42 RUN AT COMMAND command true true
43 User controlled PLMN Selector with Access false false
Technology
44 Operator controlled PLMN Selector with Access false false
Technology
45 HPLMN Selector with Access Technology false false
46 CPBCCH Information false false
47 Investigation Scan false false
48 Extended Capability Configuration Parameters false false
49 MexE false false
50 Reserved and shall be ignored false false
51 PLMN Network Name false false
52 Operator PLMN List false false
53 Mailbox Dialling Numbers false false
54 Message Waiting Indication Status false false
55 Call Forwarding Indication Status false false
56 Service Provider Display Information false false
57 Multimedia Messaging Service (MMS) true true
58 Extension 8 false false
59 MMS User Connectivity Parameters true true
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2.2.5.2 Raw File Contents

EF IMSI
Identifier 6F07
Name IMSI
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |15F515
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |[CHV 1
3G Access Condition |2F06 0D
EF ARR 2F06
ARR # 0D
Refers to
3F00->7F4F->6F07
EF LOCI
Identifier 6F7E
Name LOCI
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F515
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |[CHV 1
3G Access Condition |2F06 OE
EF ARR 2F06
ARR # OE
Refers to
3F00->7F4F->6F7E
EF AD
Identifier 6FAD
Name AD
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |[05F555
READ ALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [2F06 09
EF ARR 2F06
ARR # 09

Refers to

3F00->7F4F->6FAD

EF ACC

Identifier 6F78

Name IACC

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F78

EF Phase

Identifier 6FAE

Name Phase

Structure TR

FileSize 1

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09

Data

03
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EF BCCH

Identifier 6F74
Name BCCH
Structure TR
FileSize 16
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Data

FFFFFFFFFFFFFFFFEFFFEFFFEFFEFFEFEEE

EFLP

Identifier 6F05

Name LP

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[01F555
READ ALW
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 10
EF ARR 2F06
ARR # 10

Refers to

3F00->2F05

EF Kc

Identifier 6F20

Name Kc

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
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READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

1

REHABILITATE

IADM

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # 0F
Refers to

3F00->7F4F->5F3B->4F20

EF GID1

Identifier 6F3E

Name GID1

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F3E

EF GID2

Identifier 6F3F

Name GID2

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F3F
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EF SUME

Identifier 6F54
Name SUME
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 0A
EF ARR 2F06
ARR # 0A
Refers to

3F00->7F10->6F54

EF FPLMN

Identifier 6F7B

Name FPLMN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F7B

EF PLMNsel

Identifier 6F30

Name PLMNsel

Structure TR

FileSize 87

Update Activity Low

2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |2F06 OF

EF ARR 2F06
ARR # OF
Data

24F01082F00102F81014F72014F67724F61006F21
022F81022F21062F21014F93026F01015F52032F4
0342F01006F52002F21013006106F32032F23032F
01012F60302F46182F61002F61014F850FFFFFFEFFE
FFFFFFFFFF

EF HPPLMN

Identifier 6F31

Name HPPLMN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F31

EF GPRS Kc

Identifier 6F52

Name GPRS Kc

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
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Refers to

3F00->7F4F->5F3B->4F52

EF GPRS LOCI

Identifier 6F53

Name GPRS LOCI

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F73

EF Auth Counter

Identifier 6F1F

Name Auth Counter

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0A
EF ARR 2F06
ARR # 0A

Refers to

3F00->7F4F->6F1F

EF ACMmax

Identifier 6F37

Name ACMmax

Structure TR

FileSize 3
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Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Data

000000

EF PUCT

Identifier 6F41

Name PUCT

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Data

FEFFFF0000

EF SPN

Identifier 6F46

Name SPN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09

Refers to
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[3F00->7F4F->6F46

EF CBMI

Identifier 6F45

Name CBMI

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F45

EF CBMID

Identifier 6F48

Name CBMID

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F48

EF MMSICP

Identifier 6FDO
Name MMSICP
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 0B
EF ARR 2F06
ARR # 0B
Refers to
3F00->7F4F->6FDO
EF MMSUP
Identifier 6FD1
Name MMSUP
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Refers to
3F00->7F4F->6FD1
EF MMSN
Identifier 6FCE
Name MMSN
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Refers to

3F00->7F4F->6FCE
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EF MMSUCP

Identifier 6FD2

Name MMSUCP

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Refers to

3F00->7F4F->6FD2

EF OPC

Identifier 6FFD

Name OPC

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Refers to

3F00->7F4F->6FFD
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2.2.6 GSM-ACCESS Directory Content

Description ARR Ref Ext ACC OP1
5F3B 0 DF 50 GSM-ACCESS 0F55FF 6F06 05 11 3F00->7F4F
4720 1 TR 9 Kc 11F555 oF06 03 49 3F00->7F4F-
>5F3B
4F52 2 TR 9 GPRS Kc 11F555 oF06 03 49 3F00->7F4F-
>5F3B
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2.2.6.1 Interpreted File Contents
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2.2.6.2 Raw File Contents

EF Kc

Identifier 4F20

Name Kc

Structure TR

FileSize 9

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFFFO7

EF GPRS Kc

Identifier 4F52

Name GPRS Kc

Structure TR

FileSize 9

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFFFO7
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2.2.7 PHONEBOOK Directory Content

Description ARR Ref Ext ACC OP1

5F3A 0 DF 28935 PHONEBOOK 0F55FF 6F06 03 11 3F00->7F10

4F3A 2 LE 30x254=7620 |ADN 11F555 6F06 04 09 3F00->7F10-
>5F3A

4700 3 LE 30x146=4380 |ADN 11F555 oF06 04 11 3F00->7F10-
>5F3A

4702 9 LE 15x254=3810 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4707 14 LEF 15x146=2190 |ANR 11F555 oF06 04 11 3F00->7F10-
>5F3A

4F06 13 LE 20x254=5080 [EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4708 15 LE 20x146=2920 [EMAIL 11F555 oF06 04 11 3F00->7F10-
>5F3A

4709 4 LE 2x254=508 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4701 8 LEF 2x146=292 PBC 11F555 oF06 04 11 3F00->7F10-
>5F3A

4F30 0 LE 44x2=88 PBR 15F555 6F06 05 11 3F00->7F10-
>5F3A

4F4A [ LEF 13x4=52 EXT1 11F555 oF06 04 09 3F00->7F10-
>5F3A

4F3D 7 LE 15x5=75 CCP1 11F555 o6F06 04 11 3F00->7F10-
>5F3A

4F26 5 LEF 4x254=1016 GRP 11F555 oF06 04 11 3F00->7F10-
>5F3A

4703 10 LE 4x146=584 GRP 11F555 o6F06 04 11 3F00->7F10-
>5F3A

4F4C 1 LE 24x4=96 GAS 11F555 oF06 04 11 3F00->7F10-
>5F3A
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2.2.7.1 Interpreted File Contents
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2.2.7.2 Raw File Contents

EF PBR

Identifier 4F30

Name PBR

Structure LEF

FileSize 44x2=88

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 05
EF ARR 6F06
ARR # 05

Record# |Data
1

Length

IA819CO0034F3A02C4034F0209CA034F060DC6034F2 |44
605C5034F0904AA0FC8034F4C01CB034F3D07C203

4F4A06
2 IAB19C0034F0003C4034F070ECAO34F080FC6034F0 (44
30AC5034F0108AA0FC8034F4C01CB0O34F3D07C203
4F4A06
EF EXT1
Identifier 4F4N
Name EXT1
Structure LF
FileSize 13x4=52
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 04
EF ARR 6F06
ARR # 04
Record# [Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
2 OOFFFFFFFFFFFFFFFFFFFEFFEFFE 13
3 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
4 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13

MCC Document Generator page 73









3 Applets

Package Name

Alfa Mobile Lebanon
Extended Phonebook
Applet [Version: 1.0.3]

Package AID

IA00000007702076011100300
00000049

Package Size

Package Dependencies

Class Name AlfaMobileExtendedPhoneb
ook

Class AID A00000007702076011100301
00000049

Instance AID A000000077020760110000FE

00004900

Application Privileges

Access Domain

Priority FF
Max Timer 00
Max Channels 00
Menu Entries 01
Menu Entries Parameter 0000

Port Address

Min Security Level
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4 Applications

Application Name Application AID Application Size
Mobile Security
Management
Java Card
GSM
Data Download Management
USIM
5 Codes
Codes Initializ [Modifia |[Enabled|Disablin|Nb of [Remaini[Valuation |[Numeric [Hex Value|Unblockin
ed ble a_ false ng false g Codes
allowed |present |present
jation  [ation
Issuer [Yes Yes Yes Yes 10 10 Computed ISC/ADM
Secret Later 1
Code 1
SIM Yes Yes Yes Yes 3 3 Computed PUK 2
user's Later
second
PIN code
Local Yes Yes Yes Yes 3 3 Computed PUK 2
PIN 1 Later
Local Yes Yes Yes Yes 10 10 Computed ISC/ADM
Unblocki Later 1
ng Key
(PUK) 1
Global (Yes Yes Yes Yes 10 10 Computed ISC/ADM
Unblocki Later 1
ng Key
(PUK) 1
SIM Yes Yes No No 3 3 Fixed By 30303030
user's Profile
first
PIN code
Global ([Yes Yes No No 3 3 Fixed By 30303030
PIN 1 Profile
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6 Locks on the Card

lLock Name Group Offset \Value
vV CRY 1 04 00
vV Ad 1 08 00
vV Tp 1 09 00
IV FEATURE 1 0B 01
vV IO CMS 1 0A 53
[V SC MAPPING 1 0D 01
Vv CPU SECURITIES |1 OF 8B
IV ACTIVATION 2 15 6B
'V BEHAVIOUR 2 16 44
V BEHAVIOUR 2 2 17 0A
'V BEHAVIOUR 5 2 19 00
'V BEHAVIOUR 6 2 10 00
[V SECCON 2 1E 00
IV DCS 1 03 EE
'V BEHAVIOUR 4 2 13 08
V RES 2 18 08
vV AUT 1 ocC EO
IV LOAD 1 06 00
V EAC 1 07 CO
V RGA 1 02 30
V BEHAVIOUR 3 2 1F 12
V. TRAN 1 05 FE
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Grade of Compliance Range


						RFT Scoring Sheet																								Reference Number 						SF-CF-87


																														Owner						PRO/PMO


																														Revision Code 						3.0


																														Implementation Date						May-24





			Grade of Compliance range from 0 to 10:





			2        : Fully compliant


			1          : Partially compliant


			0          : Not compliant


			K         : Disqualification 








			* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on 
the requirements defined as Killers, will mandate immediate disqualification for bidders.





			Technical Score			40%


			Commercial Score			60%


			Combined Score			100%


			M / O Field															Meaning


			M: Mandatory															The Tendering party must reply to the required information or technical/functional feature, which shall be considered as relevant requirement for MIC1.


			O: Optional															The Tendering party must reply to the technical/functional feature, which has to be considered as an additional but not essential requirement for MIC1.


			Info: Information															This item is for information. This information shall be used in other requirements in the RFP.








			Killer Field															Meaning


			Killer or No															In case the value of this field is “Killer”, vendor must be fully compliant to the corresponding requirement otherwise he will be disqualified from the tender. 














			Important Notes


			All items marked as mandatory (“M”) in RFP compliance matrix, whether considered basic or optional in the bidder’s product package, and is marked as compliant or partially compliant by the bidder in the technical SoC response (Statements of Compliance), are considered as implicitly included in the offered solution, if not explicitly stated otherwise in the bidder’s answer. Hence, if an item is missing from the BoM, and is marked as mandatory in MIC1’s RFP requirements, it is considered as included as part of the basic SW.


			The licenses’ items stated in the bidder’s BoM are considered as fully comprehensive of the needed licenses requested in this RFP, i.e. if any license item is missing from the BoM and is needed to fulfil MIC1’s requested number of throughput/subscribers/applications requirements, then it should be considered as included in the bidder’s response and MIC1 will not be charged for them. 


			No prices even Free of Charge (FoC) term shall be mentioned in the technical offer envelope whatsoever.





This document is the property of Mobile Interim Company 1 S.A.L., it cannot be diffused externally without the prior approval of the management
	






Calculation


						Scoring sheet
eSIM RFT																								Reference Number 						SF-CF-87


																														Owner						PRO/PMO


																														Revision Code 						3.0			3.0


																														Implementation Date						May-24			May-24





			Project Name			eSIM New Solution





			Article			Mandatory Requirements			Weight / 100			Supplier 1


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			Supplier 2


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements			Supplier 3


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements			Supplier 4


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			Supplier 5


Mira Fares: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			Supplier 1
Final			Supplier 2
Final			Supplier 3
Final			Supplier 4
Final			Supplier 5
Final


			1			General Requirements			2.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			2			Service Requirements			20.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			3			Technical Requirements			15.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			4			Consumer Requirements			25.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			6			SAS-SM Certification Requirements			3.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			7			Security Requirements			15.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			8			Validation Requirements			5.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			9			Statistics & performance Requirements			5.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			10			Other Business Requirements			10.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


									100.0																		0.0			0.0			0.0			0.0			0.0








			Article			Optional Requirements			Weight / 100			Supplier 1


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			Supplier 2


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements			Supplier 3


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements			


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
									Supplier 4


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements									Supplier 5


Mira Fares: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements			


MIC1: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			


Mira Fares: Grade of Compliance:

K: disqualification

0: Not compliant

+5: Partially compliant
+10: Completely compliant
+15: Compliant with additional value, not initially included in the requirements
			Supplier 1
Final			Supplier 2
Final			Supplier 3
Final			Supplier 4
Final			Supplier 5
Final


			1			General Requirements			3.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			2			Service Requirements			24.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			3			Technical Requirements			3.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			5			Consumer IoT Requirements			52.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


			10			Other Business Requirements			18.0			0			0			0			0			0			0.0			0.0			0.0			0.0			0.0


									100.0																		0.0			0.0			0.0			0.0			0.0





						Total Grade																					Supplier 1
Final			Supplier 2
Final			Supplier 3
Final			Supplier 4
Final			Supplier 5
Final


						Mandatory Requirements			75																		0.0			0.0			0.0			0.0			0.0


						Optional Requirements			25																		0.0			0.0			0.0			0.0			0.0


						Final Grade			100																		0.0			0.0			0.0			0.0			0.0

















General Requirements


						Scoring sheet
eSIM RFT																		Reference Number 						SF-CF-87


																								Owner						PRO/PMO


																								Revision Code 						3.0			3.0


																								Implementation Date						May-24			May-24





			Project Name			eSIM New Solution





			Article			Requirements			M / O			Weight			Killer			Responsible entity / entities			Vendor1			Vendor2			Vendor3			Vendor4			Vendor5


			1			General Requirements


			1.1			Common Requirements


			1.1.1			The bidder shall provide an executive summary of the key technical, service and commercial issues related to the project.			M			75			No			Network Services


			1.1.2			The bidder shall provide a Technical, Business and environmental product specifications for the proposed eSIM solution 			M			75			No			Network Services


			1.1.3			A user manual for all the tools delivered by the bidder shall be delivered. 			M			75			No			Network Services


			1.1.4			High Level Design: the bidder shall provide a detailed HLD document explaining:
- The logical, functional and physical architecture of the solution
- Each module with diagrams
- Describing of the solution and the included features
- Presenting the physical description
- Any other issue…			M			75			No			Network Services


			1.1.5			Low Level Design: The bidder shall deliver a Low Level Design for the solution and details on all the interfaces and how it should be integrated into MIC1’s networks. Including architecture diagrams.			M			100			No			Network Services


			1.1.6			User Manuel: the bidder shall provide a detailed and complete user manual for the solution (Including all the modules and tools delivered with the solution). The user manual shall contain detailed description for all the parameters and configurations that could be done on the proposed solution and for all the provided features.			M			75			No			Network Services


			1.1.7			The bidder shall provide a detailed eSIM solution description and for each feature provided within the proposed solution.			M			100			No			Network Services


			1.1.8			The bidder shall provide a detailed project implementation plan for the proposed solution.			M			100			No			Network Services


			1.1.9			The bidder's proposed solution and planning shall provide MIC1 the possibility to go live 2 calendar months after purchase order. In case of delay in the delivery, a penalty of 1% per day of delay shall be deducted from the total amount for a maximum of 30% 			M			100			Yes			Network Services


			1.2			Solution description and information


			1.2.1			The bidder shall provide a high level description of the major hardware components included in the proposed solution			M			100			No			Network Services


			1.2.2			The bidder shall provide the end of support date of the proposed eSIM solution and features			M			100			No			Network Services


			1.2.3			The bidder shall describe in details the hardware architecture of the proposed eSIM solution			M			100			No			Network Services


			1.2.4			The bidder shall state the number of normal versions released per year			M			75			No			Network Services


			1.3			References


			1.3.1			The bidder shall provide a customer reference list (regional and international) for the proposed eSIM platform for Consumer and provided features
 This list should indicate clearly which references are commercial references, contracts or current trials. The dates of commercial deployments or deployment targets for contracts should be specified.			M			100			No			Network Services


			1.3.2			The bidder shall provide additional relevant referential information (including details such as number of served subscribers, number of nodes, implemented features, etc) regarding commercial live networks worldwide that use the proposed eSIM solution for Consumer			M			75			No			Network Services


			1.3.3			The bidder shall provide details of its Research and Development Teams affected to the creation and evolution of the eSIM product and associated systems (e.g. OSS, Backup restore, ...), with particular reference to the dedicated resources (e.g. number of dedicated engineers and labs, location...)			M			75			No			Network Services


			1.3.4			The bidder shall share at least 5 Telco. mobile references, where his solution is deployed and operational, with project implementation start up date, completion date, go live date, current operational release, supported use cases (consumer primary devices, secondary devices, consumer IoT, etc.) and official certificate			M			100			Yes			Network Services


			1.3.5			The bidder shall provide details about the support team skills and qualifications.			M			75			No			Network Services


			1.4			Training


			1.4.1			The bidder shall provide technical trainings for MIC1's engineers.			M			100			Yes			Network Services


			1.4.2			Training activities provided by the bidder shall be supported with:
• Training material
• Pre-launch hands-on sessions on the deployed equipment before it is put in production use 
• Software simulation or remote virtual access to the Bidder lab facility (the latter is preferred)			M			100			No			Network Services


			1.4.3			Training courses shall be delivered in in English language			M			100			No			Network Services


			1.4.4			Training shall be delivered before the formal production launch of the platform and the acceptance tests.			M			75			No			Network Services


			1.4.5			Course documentation shall be distributed to all participants; electronic format for the course documentation is highly preferred by MIC1; product manuals for all products covered in the course are to be provided in electronic format.			M			75			No			Network Services


			1.4.6			The bidder shall provide all needed equipment’s and software’s as materials to fulfill the training objectives.			M			75			No			Network Services


			1.4.7			5 (five) VAS Engineering & Operations specialists to be trained on:
Platform architecture, capabilities, equipment hardware and software, dimensioning criteria and guidelines, configuration, services and features, Administration Interface, protocol interfaces , OSS interfaces and integration, performance and monitoring.			M			100			No			Network Services


			1.4.8			The bidder shall specify the duration and location of the training.			M			100			No			Network Services


			1.4.9			The training must be delivered face-to-face, either at the operator’s premises or at the supplier’s premises			M			100			No			Network Services


			1.4.10			If the training is conducted abroad (at the supplier’s premises), the bidder shall cover all travel and related expenses within the submitted quotation.			M			100			No			Network Services


			1.4.11			The bidder shall specify the qualifications of the trainers and their certifications.			M			100			No			Network Services


			1.4.12			The bidder should quote and list the training catalog for the offered components in the solution with full description and details of each course.			M			100			No			Network Services


			1.5			Test Bed Requirements


			1.5.1			The bidder shall offer within the solution a test bed			O			50			No			Network Services


			1.5.2			The bidder shall provide a test platform that has the same features and capabilities (but with the minimum capacity) as the real live platform. This platform shall be integrated with MIC1 network to achieve the same functionality available on live environment			O			50			No			Network Services


			1.5.3			All the changes, rules and policies shall be developed and tested on the test eSIM platform before being moved to the live platform.			O			50			No			Network Services


			1.5.4			All the third party applications shall be integrated with the test platform, for testing, before being integrated on the live platform. 			O			50			No			Network Services


			1.5.5			It shall be possible to import and export configurations between the tests platform and the live platform without any impact on the running services.			O			50			No			Network Services


			1.5.6			It shall be possible to back up the running configurations on the live platform and make a fallback in case the new updated service runs wrong.			O			50			No			Network Services


			1.5.7			The bidder shall present a clear business process allowing MIC1 to put configurations into live on the eSIM solution and retire configurations in a secure manner. (Move configurations from the development and test platform to the live platform).			O			50			No			Network Services


			1.5.8			Any future upgrade on the solution shall be done on the test platform and tested before installing it on the live platform. 			O			50			No			Network Services


			1.5.9			The test bed shall have all the features available on the platform, even if not purchased for the live scope. The purpose is to be able to test these features on test bed before ordering them for live deployment.			O			50			No			Network Services


			1.6			Technical Customer Support Requirements


			1.6.1			Bidder shall provide portal access with different privildege levels to enable logging and tracking support tickets including but not limited to queries related clients cases, devices compatibilities, problems etc…			M			100			No			Technical Customer Support


			1.6.2			The solution should include a reporting tool to generate different kinds of  reports including and not limited to existing profiles ,  the historical transactions per profile etc.... Bidder shall list all available out of the box reports with related details 			M			100			No			Technical Customer Support


			1.6.3			Bidder shall notify MIC1 by email about all minor and major changes as well as incidents that will have an impact on the solution and portal. Details in notification shall  include the below information as a minimum:
Change description   
Affected Environment
Change Classification
Change Type 
 Site in which the change will be done 
Work Description
Fallback Description
Service Impacted
Change window START date
Change window END date
Customer Actions Required (Validation/System Changes)			M			75			No			Technical Customer Support





						Mandatory Requirements


						Common Requirements			15												0			0			0			0			0


						Solution description and information			20												0			0			0			0			0


						References			30												0			0			0			0			0


						Training			20												0			0			0			0			0


						Technical Customer Support Requirements			15												0			0			0			0			0


						Total Grade per vendor (over 100) for General Requirements (M)			100												0			0			0			0			0


						Optional Requirements


						Test Bed Requirements			100												0			0			0			0			0


						Total Grade per vendor (over 100) for General Requirements (O)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.





This document is the property of ORASCOM TELECOM LEBANON S.A.L. and cannot be diffused externally without the prior approval of the management	
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						Scoring sheet
eSIM RFT																		Reference Number 						SF-CF-87


																								Owner						PRO/PMO


																								Revision Code 						3.0			3.0


																								Implementation Date						May-24			May-24





			Project Name			eSIM New Solution





			Article			Requirements			M / O			Weight			Killer			Responsible entity / entities			Vendor1			Vendor2			Vendor3			Vendor4			Vendor5


			2			Service Requirements


			2.1			Basic features


			2.1.1			The eSIM solution shall support as basic feature consumer use cases on primary devices via physical voucher (plastic)			M			100			Yes			Network Services + Marketing


			2.1.2			The bidder shall provide and quote separately dynamic and adaptive eSIM profile generation/download based on:


			2.1.2.1			Device capabilties (4G/5G/ etc.)			M			75			No			Network Services


			2.1.2.2			eUICC capabilities (consumer / consumer IoT)			M			75			No			Network Services


			2.1.3			The bidder shall provide and quote separately digital voucher/eVoucher management system for eSIM profile activation on consumer devices			M			100			No			Network Services + Marketing


			2.2			Optional features


			2.2.1			The bidder shall provide and quote as optional the Discovery Service (SM-DS)


			2.2.1.1			Integration with Root GSMA SM-DS			O			75			No			Network Services


			2.2.1.2			Alternative SM-DS			O			50			No			Network Services


			2.2.2			The bidder shall provide and quote as optional the activation through carrier app


			2.2.2.1			Standalone mobile app			O			50			No			Network Services + Marketing 


			2.2.2.2			Embedded within MNO selfcare app			O			50			No			Network Services + Marketing


			2.2.3			The bidder shall provide and quote as optional eKYC solution to on-board new eSIM users digitally			O			50			No			Network Services


			2.2.4			The bidder shall provide and quote as optional the generic QR code for onboarding new comers (at airport, etc.)			O			50			No			Network Services + Marketing


			2.2.5			The bidder shall provide and quote as optional the Consumer IoT use cases			O			75			No			Network Services + Marketing


			2.2.6			The bidder shall provide and quote as optional one service layer in charge of the full orchestration and  provisioning of MNO systems (HLR, BSS, etc.) facilitating the onboarding of new devices and services and reducing TTM as much as possible			O			25			No			Network Services


			2.2.7			The bidder shall provide and quote as optional 5 test devices with embedded SIM to perform the E2E validation and acceptance			O			75			No			Network Services


			2.2.8			The bidder shall provide and quote separately a test bed that has the same features and capabilities (but with the minimum capacity) as the real live platform			O			50			No			Network Services


			2.3			Service requirements


			2.3.1			The features offered should have the latest commercial release deployed by the bidder. In the negative case (not possible to offer the latest release), an explanation should be offered. This is a killer point.			M			100			No			Network Services


			2.3.2			The bidder should state the release of the feature (basic or optional) offered, and its compliance with the corresponding GSMA specs. This is a killer point. 			M			100			No			Network Services


			2.3.3			The bidder should state any deviation from the GSMA specs for each feature. The document describing the deviation from GSMA specs will be binding to the bidder and any other deviation discovered during execution will be subject to a penalty of (procurement to state the penalty here)….			M			100			Yes			Network Services


			2.4			Dimensioning requirements


			2.4.1			The bidder shall explain all possible licensing models and provide the corresponding quotation for each model 			M			100			No			Network Services


			2.4.2			The bidder shall quote for 100K profile provisioning and download in terms of software configuration and licenses for eSIM solution			M			100			No			Network Services


			2.4.3			The bidder shall explain the licenses expansion strategy per step of 100K profile provisioning and download on eSIM platform and provide the corresponding quotation and timeline			M			100			No			Network Services


			2.4.4			The bidder shall dimension and provide different quotations for a HW capacity of:


			2.4.4.1			100K profile provisioning and download			M			100			No			Network Services


			2.4.4.2			500K profile provisioning and download			M			75			No			Network Services


			2.4.4.3			1M profile provisioning and download			M			50			No			Network Services


			2.4.4.4			5M profile provisioning and download			M			25			No			Network Services


			2.4.4.5			100M profile provisioning and download			M			25			No			Network Services


			2.4.5			the bidder shall explain in details the hardware expansion strategy per step of 100K profile provisioning and download and provide the corresponding quotations and timeline			M			75			No			Network Services


			2.4.6			The system shall be scalable in hardware and design to adapt to expected growth. It shall be possible to expand the solution further by simple addition of systems and licenses and not by completely swapping the equipment			M			100			No			Network Services


			2.4.7			The bidder shall mention the HW limit/capacity for the quoted system 			M			100			No			Network Services


			2.5			Quotation


			2.5.1			The bidder shall list all integration points for the proposed platform with MIC1 network (Core, OSS/BSS, provisioning system, charging/billing system, etc.) and quote it separately


			2.5.1.1			Core integration while noting that MIC1's Core network is supplied by Ericsson			M			100			No			Network Services


			2.5.1.2			OSS/BSS integration while noting that MIC1's billing system is SingleView supplied by Intec			M			100			No			Network Services


			2.5.1.3			Integration with provisioning system while noting that MIC1's provisioning is Tertio supplied by Evolving Systems			M			100			No			Network Services


			2.5.1.4			Charging system while noting that current MIC1's Charging system is supplied currently by Ericsson and soon by Huawei			M			50			No			Network Services


			2.5.1.5			Any other integration point not listed above			M			75			No			Network Services


			2.5.2			The bidder should provide quotation for each integration between each two components asked in the RFP			M			100			No			Network Services


			2.5.3			The bidder shall quote the features, licenses and integration services needed for each integration point separately			M			100			No			Network Services


			2.5.4			The bidder should provide the timeline for the integration works needed for each integration point separately			M			75			No			Network Services


			2.5.5			The bidder shall quote and provide the timeline for each of the features listed as optional separately. The quotation should include the cost of all HW, SW, licenses, features, integrations, and services needed			M			75			No			Network Services


			2.5.6			The bidder shall quote and provide the timeline for the features listed as basic. The quotation should include the cost of all HW, SW, licenses, features, integrations, and services needed			M			75			No			Network Services


			2.5.7			The bidder shall quote separately and in details the features, licenses, HW expansions and integration services needed for each integration on MIC1 network nodes if such nodes are supplied by the bidder himself (Core, OSS/BSS, provisioning system, charging/billing system, etc.)  in order to support eSIM technology			M			75			No			Network Services


			2.5.8			The bidder shall provide quotation for 145K eSIM profiles creation and download on consumer primary devices			M			100			No			Network Services


			2.5.9			The bidder shall provide quotation for additional profiles per step of 10K dynamic and adaptive profiles creation and download on any device (consumer primary, consumer secondary, consumer IoT, etc.) 			M			75			No			Network Services


			2.5.10			MIC1 shall be able to mix and match between components (SM-DP+, SM-DS, voucher server, eIM, etc.) from different vendors			M			100			Yes			Network Services


			2.6			Service delivery


			2.6.1			The bidder shall provide MIC1 a project plan detailing all the steps and durations for the implementation of the proposed eSIM solution including the activities that should be performed by third parties. This shall clearly present for MIC1 the readiness of the entire solution. In addition, the bidder shall provide a responsibility matrix associated to the entire solution project plan.			M			100			No			Network Services


			2.6.2			The bidder shall commit to deliver the solution according to the project plan.			M			100			No			Network Services


			2.6.3			The bidder shall provide the scope of the work to be performed by each of the third parties that contribute to the realization of the solution.   			M			100			No			Network Services


			2.7			Proof of Concept


			2.7.1			Upon Project Award, the winning bidder shall make a Proof of Concept (PoC) of the proposed eSIM solution for Consumer within MIC1 network and environment			O			25			No			Network Services


			2.7.2			Upon Project Award, the winning bidder shall make a Proof of Concept (PoC) of the proposed eSIM solution for Consumer IoT within MIC1 network and environment			O			25			No			Network Services


			2.8			Electrical profile requirements


						General Requirements


			2.8.1			The electrical profile of the eSIM shall be as per the attached current profile: 			M			100			No			Network Services


			2.8.2			The bidder shall provide a document describing the electrical profile of the proposed eSIM			M			100			No			Network Services


			2.8.3			The bidder shall take into consideration that the user must be able to store/update up to 400 contacts on the SIM card			M			100			No			Network Services


						Applets requirements


			2.8.4			The bidder shall advise if any proprietary applet will be pre-loaded on the SIM cards. If yes, the bidder is asked to provide details about the applet and the reason for it.			M			100			No			Network Services


						Roadmap


			2.8.5			The bidder shall present the evolution roadmap of the proposed eSIM.			M			100			No			Network Services


			2.8.6			The bidder shall provide information on the position of the proposed eSIM within the standards landscape.			M			100			No			Network Services


			2.8.7			The bidder shall provide for the proposed eSIM a roadmap for at least the next three years 			M			75			No			Network Services


			2.8.8			The bidder shall state the planned compliance with all upcoming 3GPP specification releases for the next 5 years			M			75			No			Network Services


			2.8.9			The bidder shall state the planned compliance with all upcoming ETSI specification releases for the next 5 years			M			50			No			Network Services


			2.8.10			The bidder shall state the planned compliance with all upcoming GlobalPlatform specification releases for the next 5 years			M			50			No			Network Services


			2.8.11			The bidder shall commit to upgrade OS/HW/SW version of the proposed SIM cards once released with no extra charges			M			100			No			Network Services


			2.8.12			The bidder shall inform MIC1 whenver a new eSIM product is released			M			50			No			Network Services


						A4 and OTA transport keys requirements


			2.8.13			Following transport key algorithms shall be available:


			2.8.13.1			DES in CBC mode			M			25			No			Network Services


			2.8.13.2			DES in ECB mode			M			25			No			Network Services


			2.8.13.3			3DES in CBC mode			M			100			No			Network Services


			2.8.13.4			3DES in ECB mode			M			100			No			Network Services


			2.8.13.5			AES			M			100			No			Network Services


			2.8.14			Transport keys shall be stored in HSM on bidder's side			M			100			No			Network Services


			2.8.15			No one shall have access to the transport keys on bidder's side			M			100			No			Network Services


			2.8.16			The bidder shall provide a secure tool to define any new transport key			M			100			No			Network Services


			2.8.17			The bidder shall describe the transport key exchange process 			M			100			No			Network Services


			2.8.18			The bidder shall make sure that  the transport keys exchange is done without compromising them to any single person from MIC1 and bidder side			M			100			No			Network Services


			2.8.19			The bidder shall abide with MIC1 following process for the definition of a new transport key:
 Any new key  should be divided into three parts. 
Key parts will be defined by 3 different custodians from MIC1 side 
Key parts should be loaded in the secure tool provided by the bidder (key parts should be hidden once entered) 
The tool shall generate a file including the keys
The file should be pgp encrypted then sent to the bidder to load it from his side on HSM			M			100			No			Network Services


						OTA XML files requirements


			2.8.20			The bidder shall provide OTA content and security XML files as per the attached format along with .OUT file			M			100			No			Network Services


			2.8.21			XML files shall be transfered to MIC1 servers through a secure protocol sFTP 			M			100			No			Network Services


			2.8.22			The bidder shall provide an XML for the card profile to be loaded on MIC1 OTA platform as per the attached format			M			100			No			Network Services


						Third party applets


			2.8.23			The bidder shall anytime provide support to MIC1 for loading a third party applets via OTA with no extra charges  assuming that no licensing, testing, qualification & integration fees are emposed by the third party supplier			M			75			No			Network Services


			2.8.24			The bidder shall allow to pre-load any third party applet with no extra charges assuming that no licensing, testing, qualification & integration fees are emposed by the third party supplier (BAP process to precede production phase)			M			75			No			Network Services


			2.8.25			The bidder shall confirm that warranty on hardware and software shall not be affected even when a third party applet is installed on the proposed SIM cards as long as no issue related and/or caused by third party applet is encountered			M			75			No			Network Services


						Features & technology support


			2.8.26			The bidder shall list all features supported by the proposed eSIM			M			100			No			Network Services


			2.8.27			The proposed eSIM shall support proactive commands			M			100			No			Network Services


			2.8.28			The proposed eSIM shall support 2G technology			M			75			No			Network Services


			2.8.29			The proposed eSIM shall support 3G technology			M			100			No			Network Services


			2.8.30			The proposed eSIM shall support LTE technology			M			100			No			Network Services


			2.8.31			The proposed eSIM shall support 5G technology			O			75			No			Network Services


			2.8.32			The proposed eSIM shall include all roaming files (such as but not limited to PLMNsel, OPLMNwact, etc.)			M			100			No			Network Services


						Testing & Validation


			2.8.33			The bidder shall be ready to participate in testing when requested.			M			100			No			Network Services


			2.8.34			The bidder shall have reactive technical support to support the operator in finding adapted solutions.			M			100			No			Network Services


			2.8.35			The bidder shall describe the way its technical support team is organized. 			M			50			No			Network Services


			2.8.36			The bidder shall commit to provide support in modifying the electrical profile if required (i.e. file content such as SPN, FPLMN, etc.) and testing the changes through BAP process			M			100			No			Network Services





						Mandatory Requirements


						Basic features			25												0			0			0			0			0


						Service requirements			10												0			0			0			0			0


						Dimensioning requirements			20												0			0			0			0			0


						Quotation			15												0			0			0			0			0


						Service delivery			15												0			0			0			0			0


						Electrical profile requirements			15												0			0			0			0			0


						Total Grade per vendor (over 100) for Service Requirements (M)			100												0			0			0			0			0


						Optional Requirements


						Optional features			85												0			0			0			0			0


						Proof of Concept			10												0			0			0			0			0


						The proposed eSIM shall support 5G technology			5												0			0			0			0			0


						Total Grade per vendor (over 100) for Service Requirements (O)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			Article			Requirements			M / O			Weight			Killer			Responsible entity / entities			Vendor1			Vendor2			Vendor3			Vendor4			Vendor5


			3			Technical Requirements


			3.1			Common requirements


			3.1.1			Project Management & Implementation:
The bidder shall demonstrate his ability to manage the integration of an eSIM solution with all services in an operator environment and cope to any customization needed. Thus, the bidder is asked to provide MIC1 with details about the following project management points: 
• Methodology applied
• Resource requirements
• Implementation and migration strategy
• Quality Assurance
• Issue resolution and escalation methods
• Timely decision making
• Concept of risk management and budget follow up
• Describe the mix between permanent and contract employees for such a project			M			75			No			Network Services


			3.1.2			Proven track record: the bidder shall provide relevant lessons learned from previous experience and include: 
• A practical understanding of successful integration as a process 
• An understanding of MIC1’s business
• The particular requirements:
   - Recommendations for the structure and resources needed from MIC1
   - Potential bottlenecks
   - Alternative solutions			M			50			No			Network Services


			3.1.3			The bidder shall provide an introduction to the company (turnover, net income, number of employees, worldwide coverage, offices in the Middle East region, other).			M			50			No			Network Services


			3.1.4			The bidder shall provide references for similar type of projects and experience concerning the implementation of the proposed solution (time scale, project team size necessary, main problems encountered, other).			M			100			No			Network Services


			3.1.5			The bidder shall present the evolution roadmap of the proposed solution.			M			100			No			Network Services


			3.1.6			The bidder shall provide all equipments, items and tools needed to fully integrate the eSIM solution in MIC1 network including passive and active devices (ex: cables, connectors, racks, switches, power units, firewalls…)			M			100			No			Network Services


			3.1.7			The bidder shall provide any missing equipment or item (passive or active) noticed during the integration and implementation phase of the proposed eSIM solution in MIC1 network (even after the BoM agreement). 			M			100			Yes			Network Services


			3.1.8			The bidder shall provide all the customizations needed by MIC1, on the protocol and API interfaces, in order to integrate with MIC1 network elements.			M			100			No			Network Services


			3.1.9			The bidder shall provide a detailed quotation for a redundant eSIM solution that provides the same functions and capabilities as the live eSIM solution. In case the main platform is down or un-reachable the backup platform shall take the traffic transparently. The bidder shall explain in details this redundant solution and explain whether it’s a hot standby solution or load balancing solution			M			100			No			Network Services


			3.1.10			The bidder shall state clearly all the Technical and Business prerequisites needed to implement the proposed solution.			M			100			Yes			Network Services


			3.1.11			the bidder shall assist in testing all features provided within the solution once supported by MIC1 environment without any additional cost			M			100			No			Network Services


			3.2			Maintenance requirements


			3.2.1			The bidder shall explain in details the provided maintenance service and support for faults respecting a predefined Service Level Agreement			M			100			No			Network Services


			3.2.2			The bidder shall explain the provided maintenance service based on maintenance packages.			M			100			No			Network Services


			3.2.3			The bidder shall detail the comprehensive on call & on-site (if applicable) maintenance, support, assistance, guidance, problem identification and problem resolution based on service level agreements regarding:
 - Proactive & reactive maintenance, risk identification, problem identification and problem resolution
 - Third party integration and multi-vendor issue resolution
 - Flexible maintenance & service delivery plan implementation
 - The bidder shall provide On-site information and comprehensive access & assistance.			M			100			No			Network Services


			3.2.4			The bidder shall describe the available training courses, workshops and other suitable knowledge transfer measures.			M			100			No			Network Services


			3.2.5			Support shall be provided on a 24x7 basis 			M			100			Yes			Technical Customer Support  


			3.2.6			Support shall be provided with the following SLAs:


			3.2.7			       critical : response time within 1 h our with resolution time within 6 hrs 
       Medium: response time within 2 hours  with resolution time within 12 hrs 
       Low: response time within 6 hours  with resolution time within 3 days			M			100			No			Technical Customer Support  


			3.2.8			Web portal shall allow designated CSP users to query on the status of a given ICCID, MSISDN…			M			100			No			Technical Customer Support  


			3.2.9			The web portal shall provide a profile centric view and the status of a specific eSIM profile. It shall be possible to determine which eSIM profile is attached to a certain eUICC, and the eSIM profiles associated to a specific eUICC			M			100			No			Technical Customer Support  


			3.2.10			Bidder shall assign a dedicated support team or technical account manager to assist with implementation, troubleshooting, and ongoing support 			M			100			No			Technical Customer Support  


			3.2.11			Bidder shall detail the escalation procedures for unresolved issues, including the hierarchy of escalation contacts within his organization 			M			75			No			Technical Customer Support  


			3.2.12			Bidder shall provide the steps involved in the problem resolution process, including how issues are reported, tracked, prioritized, and resolved, as well as any post-resolution follow-up procedures.			M			75			No			Technical Customer Support  


			3.2.13			Bidder shall describe the training programs and documentation that he will provide  to ensure that MIC1 is adequately trained in using and managing , providing level 1 support for the eSIM solution			M			75			No			Technical Customer Support  


			3.3			High level requirements


						Capacity and Scalability


			3.3.1			The bidder shall provide the capacity of all interfaces associated with the Remote
Provisioning and Management of the eUICC			M			75			No			Network Services


						Performance


			3.3.2			The bidder shall provide details about the proposed solution performance			M			100			No			Network Services


						Availability


			3.3.3			The bidder shall state the system availability of its product, in the following terms:
1- Percentage of time the service is available (ex: 99.999%)
2- the maximum downtime due to a scheduled maintenance
3- the maximum downtime due to an automatic restart or unplanned maintenance			M			100			No			Network Services


			3.3.4			The bidder shall explain the provided redundancy solution in terms of HW and SW.			M			75			No			Network Services


			3.3.5			The bidder shall explain how the redundancy mechanism works in case of system failure.			M			75			No			Network Services


			3.3.6			The bidder shall explain in details the backup and restore procedure that the eSIM solution supports 
All the data present in the platform shall be backed up			M			50			No			Network Services


			3.3.7			The bidder shall explain how the system will be completely restored from the backup solution, and how long takes the restore for each component in the solution			M			50			No			Network Services


			3.3.8			The bidder shall advise if the database restore preserves logical integrity and coherence of data.			M			75			No			Network Services


						Flexibility 


			3.3.9			The bidder shall describe in details the ability to do customization, software management, and version management for the proposed solution if required by MIC1			M			100			No			Network Services


						Maintainability


			3.3.10			The bidder shall advise if the proposed solution is modular (component based architecture), and if each component is maintainable separately with the following:
• Code quality  in terms of standards and parameterization
• Documentation
• Maintenance
• Training			M			100			No			Network Services


						Geo-Redundancy


			3.3.11			The bidder shall provide two fully redundant solutions to be installed in two different geo location sites. Each site should be configured with high-availability.			O			50			No			Network Services


						Security


			3.3.12			The security concepts are to be clearly detailed, and have to include: 
• Management of user profiles
• The encryption methods for the database and any external communication especially web-based
• The encryption methods on the transport layer
• The encryption methods on the application level
• Authentication mechanisms			M			100			No			Network Services


			3.4			eUICC and eSIM profile interoperability & adaptability requirements


			3.4.1			The bidder shall provide details about the interoperability of the proposed solution with the major eUICC providers			M			100			No			Network Services


			3.4.2			The bidder shall provide references for the eUICC providers with whom the proposed solution was tested			M			100			No			Network Services


			3.4.3			The bidder shall state the platform's compliance with loading SIM profiles as defined in ISIM and USIM 3GPP specs			M			100			No			Network Services


			3.4.4			The proposed solution shall support the loading of all SIM files (MF, EF, etc…) and applets			M			100			No			Network Services


			3.4.5			The proposed solution must have the capacity to adapt the eSIM profile from 4G to 5G 			M			100			No			Network Services


			3.4.6			The proposed solution must have the ability to dynamically adapt the eSIM profile to the demands of the subscription or device at the time of the eSIM download			M			100			No			Network Services


			3.4.7			The proposed solution must be able to do Customization of any Metadata or profile elements of eSIM Profile Dynamically			M			100			No			Network Services


			3.4.8			The proposed eSIM profiles must be compliant to the latest version of TCA eUICC Profile Package: Interoperable Format Technical Specification			M			100			No			Network Services


			3.5			Technical interfaces and procedures


						General requirements


			3.5.1			The bidder shall provide a high level technical description of the proposed eSIM solution detailing all the functional entities of the solution 			M			100			No			Network Services


			3.5.2			The bidder shall provide a technical description of all the interfaces used in the proposed eSIM solution			M			100			No			Network Services


			3.5.3			The bidder shall provide technical description for the integration with MIC1 Core network (HLR, HSS, AUC, GGSN, SGSN, MME, …) 			M			100			No			Network Services


			3.5.4			The bidder shall list all the pre-requisite features that need to be supported by MIC1's core for integration			M			100			No			Network Services


			3.5.5			The bidder shall provide technical description and requirements for the integration with MIC1 SMS-C if needed			M			50			No			Network Services


			3.5.6			The bidder shall advise on the Connectivity parameters (for example SMSC address) required by the eUICC to open a communication channel (for example SMS, HTTPs) on a dedicated network.			M			50			No			Network Services


			3.5.7			The bidder shall provide technical description and requirements for the integration with MIC1 billing system.			M			75			No			Network Services


			3.5.8			The bidder shall provide technical description and requirements for the integration with MIC1 other BSS (i.e. provisioning, mediation, ...) systems (i.e. APIs exposed on the platform to reserve/release a profile, check profiles inventory and other inventories, ....)			M			75			No			Network Services


			3.5.9			The bidder shall provide technical details and requirements related to the electrical profile (e-USIM, 4G/LTE, 5G ...)			M			100			No			Network Services


			3.5.10			The bidder shall provide technical description for the statistics and reporting interface			M			100			No			Network Services


			3.5.11			The bidder shall provide technical description for the Administration GUI  to check the profile inventory, investigate performance and troubleshoot the overall eSIM platform performance, …			M			75			No			Network Services


			3.5.12			The bidder shall provide technical description and details about the Customer Care GUI to request/release profiles for customers, generate/manage physical and digital vouchers, …			M			75			No			Network Services


			3.5.13			The bidder shall explain if the eSIM solution supports a northbound interface for alarms and supervision on the system hardware and software. Please explain this interface.			M			50			No			Network Services


			3.5.14			The bidder shall advise if the proposed platform supports communication with external nodes through customizable APIs 			M			50			No			Network Services


			3.5.15			The bidder shall advise list and provide documentation for all inbound and outbound APIs exposed by the proposed platform to be invoked by other systems (ES2+, etc.)			M			50			No			Network Services


			3.5.16			The bidder shall advise if internet and VPN accesses are needed			M			50			No			Network Services


						Provisioning


			3.5.17			The bidder shall describe the proposed provisioning flows including steps when MIC1 shall  provision eUICC in its backend (HLR, HSS…). Below options to be described:			M			100			No			F&M


			3.5.17.1			provision after contract finish and payment (BSS to define the selected ICCID )			M			100			No			F&M


			3.5.17.2			provision during download preparation( eSIM solution provides the selected ICCID to OSS/BSS ) 			M			100			No			F&M


			3.5.17.3			provision at release Profile i.e. when the profile is downloaded and shall be activated			M			100			No			F&M


			3.5.17.4			provision when a profile is deleted or removed			M			100			No			F&M


			3.5.17.5			provision when a switch profile is done 			M			100			No			F&M


			3.5.18			The proposed platform shall support communication with external nodes through customizable APIs 			M			100			No			F&M


			3.6			SIM profiles & Subscription types


			3.6.1			For consumer use cases, the bidder shall describe the flow of loading SIM profiles for each method of profile download (Activation Code, Root/Alternative SM-DS, Default SM-DP+, ...) in the below cases:


			3.6.1.1			When SIM profiles are ordered with "RELEASED" state 			M			75			No			Network Services


			3.6.1.2			When SIM profiles are ordered with “AVAILABLE” state 			M			75			No			Network Services


			3.6.1.3			For other SIM profile states			M			75			No			Network Services


			3.6.2			For "Default SM-DP+" download method, the bidder shall provide details about how the SM-DP+ address is pre-configured in the LPA			M			75			No			Network Services


			3.6.3			The bidder shall describe the process of defining new subscription types/bundles and linking them to the profiles			M			25			No			Network Services


			3.6.4			The bidder shall describe the mapping between subscription types defined on the proposed platform and the operator customer segments (prepaid/postpaid)			M			25			No			Network Services


			3.7			Reporting & Statistics


			3.7.1			The bidder shall explain the reporting and statistic interface provided by the solution. (i.e. active eSIMs, their history, their related profile, etc.)			M			100			No			Network Services


			3.8			Vouchers management


			3.8.1			The bidder shall provide details and diagrams for the process of vouchers (activation codes) generation for the below options:


			3.8.1.1			Physical vouchers printed on plastic			M			100			No			Network Services


			3.8.1.2			Digital voucher or e-voucher			M			100			No			Network Services


			3.8.2			The bidder shall provide details and diagrams related to the vouchers inventory management of:


			3.8.2.1			Physical vouchers			M			100			No			Network Services


			3.8.2.2			Digital vouchers - eVouchers			M			100			No			Network Services


			3.8.3			The proposed solution shall cater for the printing of profile voucher with QR code and ICCID			M			75			No			Network Services


			3.8.4			For physical vouchers, the bidder may produce the plastic cards using one of the following options:			M			100			Yes			Network Services


			3.8.4.1			Own plant, which is SAS certified;			M			100			No			Network Services


			3.8.4.2			Third-party printing facility, which is SAS certified. The bidder must have a teaming or joint venture agreement with this facility;			M			100			No			Network Services


			3.8.4.3			Third-party printing facility, which is not SAS certified. In this case, the bidder must submit, in addition to the teaming or joint venture agreement, a Secure Printing Service Agreement along with supporting documentation to demonstrate equivalent security controls that will be applied between them.			M			100			No			Network Services


			3.8.5			The proposed solution shall allow the creation and addition of a field “voucher serial number” that should be printed on the voucher in a sequential manner			M			50			No			Network Services


			3.8.6			The proposed solution shall cater for QR code protection, that is, voucher should be folded &/or sealed to hide it			M			50			No			Network Services


			3.8.7			The proposed solution shall allow entity in charge of printing the profile vouchers to create QR codes and various fields needed for output files generation			M			50			No			Network Services


			3.9			Network Architecture Requirements


			3.9.1			The bidder shall describe the difference between USIM and eSIM from Core Network point of view			M			100			No			NAC


			3.9.2			The bidder shall describe the difference between USIM and eSIM from AuC point of view			M			100			No			NAC


			3.9.3			The bidder shall provide technical description for the integration with MIC1 Core network (HLR, HSS, AUC, GGSN, SGSN, MME, SMS-C …) 			M			100			No			NAC


			3.9.4			The bidder shall provide technical description and requirements for the integration with IMS network (if applicable)			M			100			No			NAC


			3.9.5			The bidder shall list all the pre-requisite features that need to be supported by MIC1's Core for integration			M			100			No			NAC


			3.9.6			The bidder shall list all the pre-requisite features that need to be supported by MIC1's IMS Core for integration of all requested use cases (SIM forking, One-Number feature, etc.)			M			100			No			NAC


			3.9.7			The eSIM solution should be interoperable with MIC1 Core network (Ericsson CS and PS Core nodes)			M			100			No			NAC


			3.9.8			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			M			100			No			NAC


			3.9.9			The bidder shall advise if any security measurements should be taken on MIC1's Core network (SGSN, GGSN, ...)			M			100			No			NAC


			3.9.10			The eSIM solution should support VoLTE technology			M			100			No			NAC


			3.9.11			The bidder shall provide eSIM architecture (Consumer model) along with its connections & interfaces with MIC1 Core network			M			100			No			NAC


			3.9.12			The bidder shall provide a detailed explanation of the eUICC Authentication			M			100			No			NAC


			3.9.13			The bidder shall clarify the eUICC Authentication procedure used on IMS network.			M			100			No			NAC


			3.9.14			The bidder shall provide a detailed explanation of the eSIM Authentication			M			100			No			NAC


			3.9.15			The bidder shall provide detailed eSIM Authentication call flows.			M			100			No			NAC


			3.9.16			the bidder shall provide detailed Apple device Authentication Call flows.			M			100			No			NAC


			3.9.17			The bidder shall provide all the eSIM capabilities over the normal physical SIM			M			100			No			NAC


			3.9.18			The bidder shall provide reference of the entitlement server integration with Ericsson Core network.			M			100			No			NAC


			3.9.19			The bidder shall provide a high level technical description of the proposed eSIM solution detailing all the functional entities of the solution.			M			100			No			NAC


			3.9.20			The bidder shall advise on the Connectivity parameters (for example SMS-C address) required by the eUICC to open a communication channel (for example SMS, HTTPs) on a dedicated network.			M			100			No			NAC


			3.9.21			The bidder shall describe how the device will connect to MIC1 network, in order to load the SIM profile including call flows with detailed message.			M			100			No			NAC


			3.9.22			The bidder shall provide references for eSIM implementation in Ericsson Core network (2G/3G/4G/5G) and IMS network. Specify the SW release version 			M			100			No			NAC


			3.9.23			The bidder shall provide a technical description of all the interfaces and protocols used in the proposed eSIM solution			M			100			No			NAC


			3.9.24			The bidder shall describe how the device will connect to MIC1 network, in order to load the SIM Card profile			M			100			No			NAC


			3.9.25			The bidder shall provide which Algorithms are used: AES, 3GPP AKA, COMP128, SHA, RSA			M			100			No			NAC


			3.9.26			The bidder shall confirm that all Algorithms are available: DES, 3DES and AES.			M			100			No			NAC


			3.9.27			The bidder shall provide a detailed description of the A4 Algorithm used for the encryption of the Subscriber Authentication Key (Ki)			M			100			No			NAC


			3.9.28			The bidder shall advise on the length of the A4 Key.
Length of AES A4 key can be 16, 24 or 32 bytes (128, 192 & 256 bits)			M			100			No			NAC


			3.9.29			Ki in the output file shall be encrypted with the transport key			M			100			No			NAC


			3.9.30			OPc shall be computed within eUICC. OP itself should be stored within the eUICC			M			100			No			NAC


			3.9.31			ri and ci should be according to the 3GPP standards TS 33.102, 31.102, 33.106			M			100			No			NAC


			3.9.32			The bidder shall provide the function set used when generating quintets for a subscriber. Is it the SAGEs MILENAGE standard function set?			M			100			No			NAC


			3.9.33			The bidder should support EPS AKA (according to 3GPP standards 3GPP TS 33.401), IMS AKA, GAA / GBA (3GPP TS 33.220) and SIP digest Authentication standards which are the Authentication methods supported in MIC1 HLR/HSS/ARPF 			M			100			Yes			NAC


			3.9.34			For 5G, bidder should support 5G AKA and EAP AKA Authentication standards which are the Authentication methods supported in MIC1 HLR/HSS/ARPF			M			100			Yes			NAC


			3.9.35			The bidder shall provide eSIM memory architecture specification			M			100			No			NAC


			3.9.36			The bidder shall provide eSIM feature specification document			M			100			No			NAC


			3.9.37			The bidder shall confirm the possibility to include the STK functionality (provide Value Added Services and interactive menus directly to the subscriber device through the eSIM)			M			100			No			NAC


			3.9.38			The bidder shall provide references for eSIM Provisioning platform for Consumer Model with Ericsson Core 			M			100			No			NAC


			3.9.39			The bidder shall provide references for eSIM Provisioning and Authentication for all devices (apple, android, etc.), using Ericsson Platform. 			M			100			No			NAC


			3.9.40			The eSIM solution should be compatible with a variety of device manufacturers, including popular smartphone brands, IoT device manufacturers, and other connected devices. It should support the necessary interfaces, profiles, and specifications to ensure proper functioning and provisioning of eSIMs in devices from different manufacturers.			M			100			No			NAC


			3.9.41			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of eSIM for Consumer model			M			100			No			NAC


			3.9.42			The eSIM solution should adhere to relevant industry standards and protocols, such as GSMA SGP.02, ETSI TS 103 383, and ISO 7816, ensuring compatibility and interoperability across the ecosystem. It should support the required security measures, Authentication mechanisms, and encryption standards necessary for secure communication and data exchange between different components and entities.			M			100			No			NAC


			3.9.43			The bidder should specify the device management capabilities (remote device monitoring, troubleshooting, policy enforcement, remote lock, SIM swap prevention, SIM lifecycle management…)			M			100			No			NAC


			3.9.44			The bidder should provide the reporting and analytics capabilities (data on device usage,…)			M			100			No			NAC


			3.9.45			For eSIM provisioning, CSP would need an eSIM Server to generate the SIM info including ICCID which can be downloaded and provisioned in the CSP network by IT or through Entitlement server. For this MIC1 HLR and HSS follow the GSMA TS.43 standard.			M			100			No			NAC


			3.9.46			The bidder shall advise if any future modification on the eSIM (RFM or RAM) will be performed by MIC1's OTA platform			M			100			No			NAC





						Mandatory Requirements


						Common requirements			10												0			0			0			0			0


						Maintenance requirements			5												0			0			0			0			0


						High level requirements			10												0			0			0			0			0


						eUICC and eSIM profile interoperability & adaptability requirements			15												0			0			0			0			0


						Technical interfaces and procedures			15												0			0			0			0			0


						SIM profiles & Subscription types			10												0			0			0			0			0


						Reporting & Statistics			5												0			0			0			0			0


						Vouchers management			10												0			0			0			0			0


						Network Architecture Requirements			10												0			0			0			0			0


						Total Grade per vendor (over 100) for Technical Requirements (M)			90												0			0			0			0			0


						Optional Requirements


						Geo-Redundancy			100												0			0			0			0			0


						Total Grade per vendor (over 100) for Technical Requirements (O)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			Project Name			eSIM New Solution





			Article			Requirements			M / O			Weight			Killer			Responsible entity / entities			Vendor1			Vendor2			Vendor3			Vendor4			Vendor5


			4			Consumer Use Case Requirements


			4.1			Technical requirements


						Common requirements


			4.1.1			The bidder shall describe the architecture of the platform proposed to support remote provisioning of embedded SIM cards for Consumer			M			100			No			Network Services


			4.1.2			The bidder shall describe the modules of the proposed platform to support remote provisioning of embedded SIM cards for Consumer			M			100			No			Network Services


			4.1.3			The bidder shall describe the protocols and interfaces of the proposed platform to support remote provisioning of embedded SIM cards for Consumer			M			100			No			Network Services


			4.1.4			The bidder shall describe and provide diagrams/flowcharts for the different flows / use cases related to remote provisioning of embedded SIM cards for consumer


			4.1.4.1			Profile ordering			M			100			No			Network Services


			4.1.4.2			Profile loading			M			100			No			Network Services


			4.1.4.3			Profile Management (download, activation, MSISDN handling / binding, etc...) 			M			100			No			Network Services


			4.1.4.4			Platform Management			M			100			No			Network Services


			4.1.4.5			Any other use cases not listed above			M			75			No			Network Services


			4.1.5			The bidder shall describe and provide diagram/flowcharts for the different profile download methods:


			4.1.5.1			Default SM-DP+			M			75			No			Network Services


			4.1.5.2			Activation Codes (physical or digital)			M			100			No			Network Services


			4.1.5.3			Discovery Server (root / alternative SM-DS)			M			75			No			Network Services


			4.1.5.4			Standalone carrier app			M			75			No			Network Services


			4.1.5.5			Embedded within MNO selfcare app			M			75			No			Network Services


			4.1.5.6			Any other download method not listed above			M			75			No			Network Services


						Solution interoperability


			4.1.6			The proposed SM-DP+ component shall allow to download MNO profile to eUICC from different EUMs			M			100			No			Network Services


			4.1.7			The proposed SM-DP+ component shall be ready to integrate with entitlement / websheet server from different suppliers through standard interfac2s without any additional cost 			M			100			Yes			Network Services


			4.1.8			The proposed SM-DP+ component shall be ready to integrate with eIM for consumer IoT use cases from different suppliers without any additional cost			M			100			Yes			Network Services


						Technical interfaces


			4.1.9			The bidder shall confirm that ES2+ interface (between SMDP+ and MIC1 OSS/BSS) is compliant with GSMA latest standards			M			100			No			Network Services


			4.1.10			The bidder shall describe the variations with the GSMA ES2+ standards in case it is not fully compliant			M			100			No			Network Services


			4.1.11			The bidder shall provide technical description for the interface with MIC1 provisioning system for the case of Consumer			M			100			No			Network Services


			4.1.12			The proposed SM-DP+ must support below interfaces:


			4.1.12.1			ES8+ for the communication with the eUICC			M			100			No			Network Services


			4.1.12.2			ES9+ for the communication with the LPD			M			100			No			Network Services


			4.1.12.3			ES12 for the communication with SM-DS			M			75			No			Network Services


						GSMA standards requirements


			4.1.13			The proposed solution shall be compliant with the latest release of the GSMA specifications for the remote provisioning of embedded SIM cards for consumer ( SGP.22 Technical Specification V3.1, SGP.21 Architecture Specification V3.1, etc.) 			M			100			No			Network Services


			4.1.14			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of embedded SIM cards for consumer and its drawbacks on the interoperability of the solution with different OEMs 			M			100			No			Network Services


			4.1.15			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			M			100			No			Network Services


						Roadmap


			4.1.16			The bidder shall provide information on the position of the proposed eSIM solution components within the standards landscape.			M			100			No			Network Services


			4.1.17			The bidder shall provide for the proposed eSIM Solution a roadmap for at least the next three years for Consumer use cases. For each planned new release the bidder shall describe both software functionalities and hardware capacity improvements. Expected Last time to buy (LTB) and End of Support (EoS) dates for the proposed platform (both HW and SW) must be clearly indicated. If any feature included in the roadmap has hardware dependencies, they must be clearly indicated. 			M			100			No			Network Services


			4.1.18			The bidder shall state the planned compliance with all upcoming GSMA specification releases for Consumer for the next 5 years			M			100			No			Network Services


			4.1.19			The bidder shall provide an overview of the long term evolution plans of the proposed eSIM platform product for the next 5 years with a particular focus on software features and capacity steps, highlighting any known correlation and/or constraint between hardware and software upgrades.			M			100			No			Network Services


			4.2			Business requirements


			4.2.1			Bidder's solution shall allow Alfa to have an e-SIM profile agnostic to device type provided that the device is e-SIM enabled.			M			100			Yes			Marketing / Development & Production


			4.2.2			In case an eSIM is activated on a defined profile, the bidder shall advise if same profile can be scanned by another device at the same time			M			100			No			Marketing / Development & Production


			4.2.3			The solution shall support primary device eSIM activation using Alfa portal. Below activation scenarios are expected but not limited to:
- For an Alfa user with existing Alfa line and for a new Alfa user, bidder solution shall allow activation of eSIM whether in store or remotely without the need to visit Alfa stores physically.
- Alfa user shall be able to activate eSIM through physical printed support or digital support such as website, Alfa mobile application, dedicated application, etc. Bidder to specify supported channels for e SIM activation.
- For an existing Alfa user and a new user, solution shall allow the purchase of a subscription for the device, the reception of a voucher, the scanning of the voucher and then the profile purchased is downloaded via Wi-Fi on the device with real-time profile activation.
The bidder shall include all best practices for primary device eSIM activation for existing and new Alfa users.			M			75			No			Marketing / Development & Production


			4.2.4			eSIM shall allow new Alfa user who doesn’t have already a mobile line to scan the eSIM code and subscribe to Alfa line. Example: At the airport, user can find a poster with QR code, once scanned, user can download profile and activate eSIM on his device. Bidder to specify and list available solutions and use cases			M			75			No			Marketing / Development & Production


			4.2.5			User with e SIM device shall be able to receive OTP activation code for e SIM on a local or International line.			M			75			No			Marketing / Development & Production


			4.2.6			For a new user without Alfa line, eSIM solution shall be able to send OTP activation code for e SIM by mail or any other mean. Bidder to specify possible means.			M			75			No			Marketing / Development & Production


			4.2.7			The bidder shall describe the selling process of postpaid and prepaid lines. I.e.: to list the identifiers (ICCID, IMSI, SIM barcode, QR..) and clarify the below
       • Ability to get all the info related to the client
       • Sell prepaid line using barcode, SIM card number and QR code or any relevant field related to eSIM
       • Ability to take photo of the client
       • Identity card or legal documents to be uploaded
       • Ability to upload signed document
       • Ability to show the device type upon entering the QR code			M			100			No			Marketing / Development & Production


			4.2.8			Currently, the process is by filling the info on the online application (internally developed) by providing a new SIM card number, photo, documents and info signed by the user. Alfa has to approve the new line in order to activate it. The proposed solution shall be able to apply same process of activation for prepaid and postpaid subscriptions for eSIMs.			M			100			No			Marketing / Development & Production


			4.2.9			The bidder shall advise if the current applicable ceiling on physical SIM can be applied on eSIM such as example below and adive if a user can have a ceiling combining e SIM and SIM: 
Customer is allowed to acquire a total of 8 lines as per below rule: 
      • Direct Sales: 8 prepaid voice or data lines per user if purchased from direct sales: Alfa Stores and or POP
      • Indirect Sales: 2 prepaid voice and 2 data lines per user if purchased from indirect sales: online POSs, distributor own shops and/ or Franchisee stores
      • Total Line purchased from Direct and Indirect Sales cannot exceed the 8 lines per customer			M			100			No			Marketing / Development & Production


			4.2.10			Bidder's solution shall allow e SIM payment related to the purchase of the SIM profile(s), whether prepaid or postpaid to be reflected on our billing system			M			100			Yes			Marketing / Development & Production


			4.2.11			Bidder's solution shall allow any release or cancellation of a SIM profile to be reflected on our billing system			M			100			Yes			Marketing / Development & Production


			4.2.12			Bidder solution shall allow any eSIM Profile Swapping to be reflected on our billing system			M			100			Yes			Marketing / Development & Production


			4.2.13			Currently, the process of migrating a line from prepaid to postpaid and vice versa with SIM devices shall be the same for eSIM devices			M			100			No			Marketing / Development & Production


			4.2.14			The proposed solution shall be able to switch eSIM devices by keeping same MSISDN and same customer information			M			100			No			Marketing / Development & Production


			4.2.15			SIM Swap from SIM to eSIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from SIM to e-SIM when changing his device from Android or Samsung SIM device to Apple eSIM device or vice versa from Apple to Samsung or Android eSIM device.
o	Case 2: user should be able to switch from SIM to e-SIM when changing his device from Google/Android SIM to Google/Android eSIM device, Samsung SIM device to Samsung eSIM device or when changing his device from Apple SIM device to Apple eSIM device.
o	Case 3: user should be able to switch from SIM to e-SIM when changing his device from any SIM enabled device to an eSIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			M			75			No			Marketing / Development & Production


			4.2.16			SIM Swap from eSIM to SIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from eSIM to SIM when changing his device from Android or Samsung eSIM device to Apple SIM device or vice versa from Apple eSIM device to Samsung or Android SIM device.
o	Case 2: user should be able to switch from eSIM to SIM when changing his device from Google/Android eSIM to Google/Android SIM device, Samsung eSIM device to Samsung SIM device or when changing his device from Apple eSIM device to Apple SIM device.
o	Case 3: user should be able to switch from eSIM to SIM when changing his device from any eSIM enabled device to a SIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			M			75			No			Marketing / Development & Production


			4.2.17			SIM Swap from eSIM to eSIM independently from user eSIM enabled device such as but not limited to below cases:
o	Case 1: user should be able to switch from eSIM to eSIM when changing his device from Android or Samsung eSIM device to Apple eSIM device or vice versa from Apple eSIM device to Samsung or Android eSIM device.
o	Case 2: user should be able to switch from eSIM to eSIM when changing his device from Google/Android eSIM to Google/Android eSIM device, Samsung eSIM device to Samsung eSIM device or when changing his device from Apple eSIM device to Apple eSIM device.
o	Case 3: user should be able to switch from eSIM to eSIM when changing his device from any eSIM enabled device to another eSIM enabled device
Bidder to advise for each case applicable scenarios and expected customer experience by mentioning in which case an entitlement server is needed to enhance/change customer experience and how.			M			75			No			Marketing / Development & Production


			4.2.18			The proposed solution shall be able to add multiple MSISDN on same e-sim device and same customer information			M			100			No			Marketing / Development & Production


			4.2.19			The bidder shall advise if the customer will be able to switch carrier, i.e. National roaming in Lebanon. How it will be configured? Any restriction?			M			100			No			Marketing / Development & Production


			4.2.20			For security reason, user should receive a confirmation code when downloading a eSIM profile, once code is entered, eSIM is validated			M			100			No			Marketing / Development & Production


			4.2.21			Existing Alfa user shall be able to generate new eSIM when needed such as changing device whether from same vendor or different vendor or SIM swap from physical SIM to e SIM			M			100			No			Marketing / Development & Production


			4.2.22			Bidder shall specify applicable uses cases such as but not limited to:
Ability for Alfa to define data packages, discounts, bonuses, voice plans, etc. dedicated to eSIM consumers with primary devices exclusively			M			75			No			Marketing / Development & Production


			4.2.23			Bidder solution shall allow extraction of e SIM report including (and not limited to the following): Count of sold eSIM on daily/weekly/monthly basis, end of day count (new sold SIMs+ actual), type of sold eSIM: prepaid/postpaid, user information for owner of eSIM, eSIM provider, profile of eSIM: active/inactive, type of device/handset used with eSIM, etc. similar to information extracted for physical SIM. Bidder to specify available fields.			M			75			No			Marketing / Development & Production





						Mandatory Requirements


						Technical requirements			60												0			0			0			0			0


						Business requirements			40												0			0			0			0			0


						Total Grade per vendor (over 100) for Consumer Requirements (M)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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Consumer IoT Requirements


						Scoring sheet
eSIM RFT																		Reference Number 						SF-CF-87


																								Owner						PRO/PMO


																								Revision Code 						3.0			3.0


																								Implementation Date						May-24			May-24





			Project Name			eSIM New Solution








			Article			Requirements			M / O			Weight			Killer			Responsible entity / entities			Vendor1			Vendor2			Vendor3			Vendor4			Vendor5


			5			Consumer IoT Use Case Requirements


			5.1			Technical requirements


						General requirements


			5.1.1			The proposed solution shall support remote provisioning of embedded SIMs for consumer IoT.			O			75			No			Network Services


			5.1.2			The bidder shall provide a GSMA Statement of Compliance listing all relevant GSMA specifications that the solution complies with, specifying any areas of variance and/or partial compliance and including detailed roadmaps in case of future compliance for part of these specifications.			O			75			No			Network Services


			5.1.3			The bidder shall provide a full solution design and documentation of the proposed solution supporting Remote provisioning of embedded SIMs for consumer IoT, taking into account architectural, functional and technological aspects and referencing the GSMA release baseline.			O			75			No			Network Services


			5.1.4			The bidder is requested to send the full list of supported protocols and applications. 			O			50			No			Network Services


			5.1.5			The bidder shall describe the architecture of the platform proposed to support remote provisioning of embedded SIM cards for consumer IoT 			O			75			No			Network Services


			5.1.6			The bidder shall describe the modules of the proposed platform to support remote provisioning of embedded SIM cards for consumer IoT			O			50			No			Network Services


			5.1.7			The bidder shall advise on the possible entities responsible of each module in the architecture. Example: who's the entity responsible of eIM module in the proposed architecture? Etc.			O			50			No			Network Services


			5.1.8			The bidder shall describe the protocols and interfaces of the proposed platform to support remote provisioning of embedded SIM cards for consumer IoT			O			75			No			Network Services


			5.1.9			The bidder shall describe and provide diagrams/flowcharts for all the functions supported on the interfaces offered by the solution.			O			75			No			Network Services


						Interfaces


			5.1.10			The proposed solution must support below interfaces:


			5.1.10.1			ES9+' to provide a secure transport for the delivery of the Bound Profile Package between the SM-DP+ and the eIM			O			50			No			Network Services


			5.1.10.2			ES11’ interface that allows the eIM to retrieve Event Records for the respective eUICC			O			50			No			Network Services


			5.1.10.3			ESipa interface between an eIM and an IPA used to trigger a Profile download at the
IPA			O			50			No			Network Services


			5.1.10.4			ESep interface between the eIM and the eUICC used to transfer
eUICC Packages for PSMO and eCO			O			50			No			Network Services


						eIM component


			5.1.11			The bidder shall offer within its solution an eIM module and quote it separetely			O			50			No			Network Services


			5.1.12			The bidder shall provide technical description of the eIM module including all the integration points between eIM and other modules and stating to which degree it is compliant to the GSMA current standards providing its roadmap against the evolution of GSMA standards for consumer IoT use cases			O			25			No			Network Services


			5.1.13			The bidder shall provide technical description of the eIM module including all the integration points between eIM and other modules and stating to which degree it is compliant to the GSMA current standards providing its roadmap against the evolution of GSMA standards for consumer IoT use cases			O			25			No			Network Services


			5.1.14			The proposed solution shall support standard interfaces for the communication involving eIM module			O			50			No			Network Services


			5.1.15			The proposed eIM module shall fulfill all the functional and security requirements in the GSMA specifications for the remote provisioning of embedded SIM cards for consumer IoT			O			100			No			Network Services


						Solution Interoperability


			5.1.16			The bidder shall confirm that the proposed solution supports Profile Interoperability where a profile on MIC1 SM-DP+ can be downloaded to any eUICC via its linked eIM (can be any eIM from any OEM not necessarily MIC1's eIM).			O			75			No			Network Services


			5.1.17			The bidder shall confirm that the proposed solution is able to integrate with eIMs from different OEMs not only his eIM through standard interfaces without any additional cost			O			75			No			Network Services


			5.1.18			The proposed eIM component shall manage eUICC from different EUMs			O			75			No			Network Services


			5.1.19			The proposed eIM component shall integrate with SM-DP+s from different suppliers through standard interfaces without any additional cost			O			75			No			Network Services


			5.1.20			The proposed solution shall allow to download MNO profile to eUICC in IOT devices from different EUMs			O			75			No			Network Services


						Business Processes


			5.1.21			The bidder shall describe what are the common business processes currently being and/or will adopted by the OEMs and the MNOs to have an end-to-end solution for remote provisioning of embedded SIMs on consumer IoT devices.			O			50			No			Network Services


			5.1.22			The bidder shall explain how the agreement will be done between the OEM and the local operator			O			25			No			Network Services


			5.1.23			The bidder shall describe its role in helping MIC1 to gain new business.			O			25			No			Network Services


						GSMA standards requirements


			5.1.24			The proposed solution shall be compliant with the latest release of the GSMA specifications for the remote provisioning of embedded SIM cards for consumer IoT(eSIM IoT Architecture and Requirement Specification SGP.31 V1.1,eSIM IoT Techncial Specification SGP.32 V1.0.1, etc.) 			O			75			No			Network Services


			5.1.25			The bidder shall clearly describe any deviation from the GSMA specifications / standards for the remote provisioning of embedded SIM cards for consumer IoT and its drawbacks on the interoperability of the solution with different OEMs 			O			75			No			Network Services


			5.1.26			The bidder shall advise if any proprietary protocol is being used within the proposed solution. If yes, the bidder to provide details and protocol specs.			O			75			No			Network Services


						Procedures


						Profile Download


			5.1.27			The proposed solution shall support below procedures for downloading a profile on the eUICC embedded within the IoT device:


			5.1.27.1			Profile Download Triggered by eIM with Activation Code			O			50			No			Network Services


			5.1.27.2			eIM Initiated Direct Profile Download with SM-DS			O			50			No			Network Services


			5.1.27.3			eIM Assisted Profile Download Triggered by eIM with Activation Code			O			50			No			Network Services


			5.1.27.4			Profile Download with Default SM-DP+			O			50			No			Network Services


			5.1.27.5			eIM Assisted Profile Download Triggered by eIM with SM-DS			O			50			No			Network Services


						PSMO


			5.1.28			The proposed solution shall support below PSMO (profile state management operations)


			5.1.28.1			Profile State Management by the eIM  (enabling, disabling, delete)			O			50			No			Network Services


			5.1.28.2			Automatic Profile enabling of an IPA initiated Profile download from Default SM-DP+			O			50			No			Network Services


						eCO


			5.1.29			The proposed solution shall support below eCO (eIM configuration operations)


			5.1.29.1			Add eIM Configuration Data via IPA			O			50			No			Network Services


			5.1.29.2			Update of eIM Configuration Data			O			50			No			Network Services


			5.1.29.3			eIM Configuration via eIM			O			50			No			Network Services


			5.1.29.4			Complete Removal of eIM Configuration Data from the eUICC			O			25			No			Network Services


						eIM and IPA Communication


			5.1.30			The proposed solution shall support eIM Package Retrieval procedure which is used by the IPA to retrieve any pending eIM Package from the eIM			O			50			No			Network Services


			5.1.31			The proposed solution shall support eIM Package Injection procedure which is used by the eIM to inject eIM Package to the IPA			O			50			No			Network Services


						Secure Connection between eIM and IPA


			5.1.32			The protocol  between the eIM and the IPA used for conveying an eIM Package shall provide at least the integrity and the confidentiality of messages.			O			75			No			Network Services


			5.1.33			Following protocols must be supported:


			5.1.33.1			HTTP over TCP with TLS security			O			50			No			Network Services


			5.1.33.2			CoAP over UDP with DTLS security			O			50			No			Network Services


						LwM2M


			5.1.34			The proposed solution shall support LwM2M implementation of the ESipa for the communication between eIM and IPA. Bidder to quote this implementation separately			O			25			No			Network Services


			5.1.35			The bidder shall advise which LwM2M version is supported			O			25			No			Network Services


			5.1.36			LwM2M 1.1 shall be at least supported			O			25			No			Network Services


						MQTT


			5.1.37			The proposed solution shall support MQTT implementation of the ESipa for the communication between eIM and IPA. Bidder to quote this implementation separately			O			25			No			Network Services


			5.1.38			The bidder shall advise which MQTT version is supported			O			25			No			Network Services


			5.1.39			MQTT 5.0 shall be at least supported			O			25			No			Network Services


			5.2			Business requirements


			5.2.1			For IoT devices, the proposed solution shall allow Alfa to overwrite the profile downloaded on an IoT device without the need for external parties or platform. Example: For a smart meter that comes from abroad with a downloaded profile, Alfa should be able to replace this profile			O			100			No			Marketing / Development & Production


			5.2.2			Consumer IOT devices such as smart meters for instance should be able to download a local profile without the need to have them connected to another device that already has an active profile as long as user has Internet connection			O			75			No			Marketing / Development & Production


			5.2.3			The proposed solution shall allow Alfa to have eSIM Profile Download for IOT use case, to enable/disable IOT eSIM, to delete IOT eSIM, to perform IOT eSIM transfer.			O			75			No			Marketing / Development & Production


			5.2.4			The solution shall support IOT eSIM device activation using Alfa portal. Below customer scenario is expected:
User purchases a subscription for the device, user receives a voucher, scans the voucher and the profile purchased is downloaded via Wi-Fi on the device with real-time profile activation. The vendor shall include all best practices for primary device eSIM activation.			O			75			No			Marketing / Development & Production


			5.2.5			Bulk Esim activation shall be allowed, in particular for IOT consumers e SIM			O			75			No			Marketing / Development & Production


			5.2.6			Bidder shall specify applicable uses cases such as but not limited to:
Ability for Alfa to define data packages, discounts, bonuses, voice plans, etc. dedicated to  IoT eSIM consumers exclusively			O			50			No			Marketing / Development & Production





						Optional Requirements


						General requirements			10												0			0			0			0			0


						Interfaces			10												0			0			0			0			0


						eIM component			5												0			0			0			0			0


						Solution Interoperability			10												0			0			0			0			0


						Business Processes			5												0			0			0			0			0


						GSMA standards requirements			10												0			0			0			0			0


						Procedures			10												0			0			0			0			0


						eIM and IPA Communication			10												0			0			0			0			0


						LwM2M			5												0			0			0			0			0


						MQTT			5												0			0			0			0			0


						Business requirements			20												0			0			0			0			0


						Total Grade per vendor (over 100) for Consumer IoT Requirements (O)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			6			SAS-SM Certification Requirements


			6.1			The bidder shall confirm that the proposed solution is SAS-SM certified 			M			100			Yes			Network Services


			6.2			The bidder shall advise on the type of SAS-SM certification to which he applied (full certification or provisional certification) and its validity date			M			75			No			Network Services


			6.3			The proposed solution shall be compliant with the latest version of "FS.08 - GSMA SAS Standard for Subscription Manager Roles"			M			75			No			Network Services


			6.4			The proposed solution shall be compliant with the latest version of "FS.09 - GSMA SAS Methodology for Subscription Manager Roles"			M			75			No			Network Services


			6.5			The proposed solution shall be compliant with the latest version of "FS.17 - Security Accreditation Scheme - Consolidated Security Requirements"			M			75			No			Network Services


			6.6			The proposed solution shall be compliant with the latest version of "FS.18 - Security Accreditation Scheme - Consolidated Security Guidelines"			M			75			No			Network Services


						Total Grade per vendor for SAS-SM Certification Requirements (Over 100) (M)															0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			7			Security Requirements


			8.1			Common requirements


			7.1.1			The bidder shall describe the end-to-end security of the proposed solution including physical, logical, application and key management aspects			M			100			No			Network Services


			7.1.2			The bidder shall confirm that the hosting of MIC1's data is not done in Israel, and not accessible by any party located in Israel.			M			100			Yes			Network Services


			7.1.3			The proposed solution shall ensure an E2E security from the exchange at Profile ordering up to the installation of the Profile on the targeted eUICC as specified by GSMA			M			100			No			Network Services


			7.1.4			The proposed solution shall implement the PKI cryptography method for certificate exchange as per the GSMA specifications			M			75			No			Network Services


			7.1.5			The bidder shall provide details about the CI (certificate issuer) to which he applied for certificates 			M			50			No			Network Services


			7.1.6			The proposed solution shall implement all the security features as per GSMA specifications such as but not limited to Certification of the Entities, Remote Secure Communication, Public Key Infrastructure, BPP Security Protocol, Cryptographic Negotiation, Algorithms and Key Length, TLS Requirements, Random Number Generation, etc.			M			100			No			Network Services


			7.1.7			The bidder shall describe the encryption methods used for storing the profile data and any other sensitive data in the DB			M			75			No			Network Services


			7.1.8			The proposed solution shall ensure that all profiles and databases are encrypted by HSM as per GSMA specifications			M			100			No			Network Services


			7.1.9			The bidder shall possess his own HSM to store all details of eSIM profiles			M			100			Yes			Network Services


			7.1.10			The bidder shall describe all protocols used for external communications from security perspective			M			75			No			Network Services


			7.1.11			The bidder  shall describe the security aspects of the user access management including but not limited to web users/roles creation and management, passwords policies, privileges management, ....			M			75			No			Network Services


			7.1.12			The bidder shall advise if SSO (Single Sign On) is supported within the proposed solution for the authentication of the web users 			M			25			No			Network Services


			7.1.13			The bidder shall advise if Windows Authentication (using MIC1's domain) is supported within the proposed solution for the authentication of the web users 			M			25			No			Network Services


			7.2			General Security requirements


						Access


			7.2.1			Application should support role based access, specific privileges per user (i.e specific access to application modules and reports)
Role-based access control (RBAC) to enforce least privilege.
Support for strong password policies and password management practices.			M			100			No			Information Security


			7.2.2			Database should support restricted access per user or groups to data (i.e access per field or per table, …)			M			100			No			Information Security


			7.2.3			Bidder shall provide relevant security notes and regular patches. When alfa receives security notes and related patches from the Bidder, alfa and Bidder shall test and implement these as required in a timely manner. The process for testing and implementing security notes and related patches shall be regular and in accordance with the state of the art and industry best practice;			M			100			No			Information Security


			7.2.4			Non-administrative users shall only be able to access front end layers, and must not have direct access to platforms located in a different zone.			M			100			No			Information Security


			7.2.5			If an authentication attempt is successful, the user should be informed of the date and time of their last successful log-on, and any unsuccessful log-on attempts that have happened since the last successful log-on.			M			100			No			Information Security


			7.2.6			Remote access shall be implemented in accordance with the alfa Remote Access policy.			M			100			No			Information Security


						Antimalware / SIEM


			7.2.7			The solution shall comply with the deployment of any endpoint protection solution such as Antimalware, EDR & application whitelisting.  All nodes SHALL have appropriate anti-malware software installed and active before going live. Coordinate with IT for agents installation.			M			100			No			Information Security


			7.2.8			The Solution should offer open and flexible integrations to connect with a wide range of information security products in essential : SIEM tool and alfa's SOC (Security Operation Center)			M			100			No			Information Security


						API /Web


			7.2.9			Access to the application shall be authenticated using distinct user accounts for each API connected. If user level functions are provided, then each user must be authenticated			M			100			No			Information Security


			7.2.10			•	The authorization within the API must be implemented on at least the following 3 different levels:
a) main function level:
Each main function provided by the API must ensure that the user calling the function is allowed to do so. An example of a main function is the general customer data handling function.

b) sub function level:
Each sub-function provided by the API must ensure that the user calling the function is allowed to do so. Examples of a sub function within the customer data handling main function are:
• reading customer data
• deleting customer data
• writing customer data

c) object level:
Each main and sub function has to ensure that the calling user is allowed to access the objects he attempts to. 
Within the customer data main and sub function it must be assured that the calling user can access only customer records he is allowed to.			M			100			No			Information Security


			7.2.11			•	All external interfaces of applications shall:
a) control incoming requests syntactically and semantically before these are processed by the application. This includes comparison against expected allowed and forbidden options, field types, length/size, structures, and standards.
b) have a deterministic behavior facing incoming requests			M			100			No			Information Security


			7.2.12			•	The API must implement a proper error handler. Stack traces and other internal information such as code snippets, filenames, or internal IP addresses shall not be disclosed to the entity calling the API.			M			100			No			Information Security


			7.2.13			•	The documentation provided for the API must include at least the following information:
a) data flow diagrams
b) all provided functions including their expected input data described by data type, data format, range, and length
c) function behaviour including error condition
d) provided output data described by data type, data format, range, and length
e) user role model			M			100			No			Information Security


			7.2.14			•	External interfaces shall not contain services other than needed and listed in the design documentation.			M			100			No			Information Security


			7.2.15			•	When interfaces are exposed to non-trusted networks, they shall restrict access to specified and approved IP addresses (this can be achieved through access control lists or IP whitelisting).			M			100			No			Information Security


			7.2.16			•	The use of the HTTP PATCH method on binary data in APIs is forbidden since this would allow for the combination of the original data plus a patch which could be malicious and be missed in anti-malware checks.			M			100			No			Information Security


			7.2.17			•	The HTTP DELETE method shall only be exposed where it is absolutely required, and may need to be made available differently for the same API depending on whether the requesting party is internal or external.			M			100			No			Information Security


			7.2.18			•	Regarding transport:
a) Generally use TLS 1.2 or higher
b) Use TLS 1.0/TLS 1.1 only for TLS 1.2+ incompatible clients
c) Disable SSLv3 and lower			M			100			No			Information Security


			7.2.19			•	As cipher suites providing authentication and encryption:
a) Generally use AES or Camellia 128bit with a minimum of 128bit key size
b) Use 3DES only for AES and Camellia incompatible clients
c) Disable all other ciphers (e.g. RC4, DES)
For the allowed cipher suite lists for modern, intermediate and legacy clients, see the  Cryptographic Algorithms & Key Sizes Detailed Guidance.
As encryption mode:
d) Use GCM and CBC with preference of GCM			M			100			No			Information Security


			7.2.20			•	For hashing:
a) Generally use SHA-2 algorithms (SHA-256 recommended)
b) Use SHA-1 only for SHA-2 incompatible clients (some web browsers)
c) Disable all other hashing algorithms (e.g. MD5)			M			100			No			Information Security


			7.2.21			•	The key exchange protocol implemented shall:
a) Generally use ephemeral DH key exchanges
b) Use at least 2048 bit Diffie-Hellmann parameter
c) Use RSA key exchange only for DHE incompatible clients or in case of DHE for performance reasons
d) Disable all other key exchanges (e.g. DH and ADH, ECDH)			M			100			No			Information Security


			7.2.22			•	When implementing the SSL/TLS channel, the following considerations shall be taken:
a)   Disable compression.
b)   Enable secure renegotiation.
c)   Disable client initiated renegotiation.
d)   Enable session resumption.
e)   Select most secure compatible cipher based on server preference.			M			100			No			Information Security


			7.2.23			•	API shall be developed in such a way as to be fully compliant with the latest version of 'The OWASP Guide to Building 			M			100			No			Information Security


			7.2.24			•	Before go live, API shall be reviewed and may be scanned by the security team in order to check their security compliance.			M			100			No			Information Security


			7.2.25			•	All APIs shall be statically tested or penetration tested by an experienced penetration testing outfit			M			100			No			Information Security


			7.2.26				Protocol Support
SSL v2 must not be implemented or enabled.
SSL v3 must not be implemented or enabled.
TLS 1.2 must be implemented and enabled.
TLS 1.3 must be implemented, enabled, and preferred over TLS 1.2
TLS 1.1 and TLS1.0 must be avoided, and only be enabled if they are needed for interoperability reasons. If TLS 1.0 and TLS 1.1 are implemented and enabled, they must not be preferred. If both are supported, then TLS 1.1 must be preferred over TLS 1.0. 
TLS_FALLBACK_SCSV feature mustbe enabled. Client applications must notbe permitted to fall back to SSL v3 or lower.
TLS-level compression must notbe used.
TLS Session Resumption musthave a maximum resumption period of no greater than 10 minutes. However, if TLS session resumption is not required then the capability must notbe supported or implemented.
Only secure renegotiations using the TLS Renegotiation extension (seeRFC5746) mustbe enabled. Insecure TLS renegotiations of any type must notbe implemented or enabled. 			M			100			No			Information Security


			7.2.27			Cipher Suits
•	Only cipher suites with SHA256 (or above) message authentication algorithms mustbe used
•	NULL encryption must not be permitted, and implementations must not negotiate with cipher suites with NULL encryption.
•	RC4 encryption must no tbe used.
•	CBC must not be used. Where this is not possible, CBC must be placed below GCM cipher suites, and a risk raised against the platform.
•	EXPORT cipher suites must not be implemented or enabled.
•	Symmetrical cipher suites must be at least 128-bits in length –any symmetrical cipher suites with at least 256-bits in length must be preferred over 128-bit symmetrical cipher suites.			M			100			No			Information Security


			7.2.28			Exchange Protocols
•	ECDHE/DHE must be prioritised over RSA  and ECDHE must be prioritised over DHE.
•	Key exchange protocols based on ECDHE protocols must not support keys that are less than 256-bits in length.
•	Key exchange protocols based on DHE or RSA protocols must not support keys that are less than 2048-bits in length.MR20ANONYMOUS key exchange must not be used.
•	PSK, DSA, ECDH, and ECDSA implementations must not support the following keys lengths:
•	PSK not less than 128-bits in length
•	DSA not less than2048-bits in length
•	Elliptic Curve not less than 256 bits in length
If implemented, these key exchange protocols must be prioritised lower than ECDHE, DHE and RSA			M			100			No			Information Security


			7.2.29			TLS Protocol Extensions
•	Implementations must notuse the Truncated HMAC extension			M			100			No			Information Security


			7.2.30				Digital Certificates

•	The Digital certificate name must match the domain name, or the IP address of internal-only host where the domain name cannot be used. The Digital certificate must be within the validity period.
•	The Digital certificate must be signed under a Trusted Root CA.
•	The Digital certificate and all intermediate CAs in the certificate chain must use SHA2 hash–certificates with a hash of SHA1 or below must not be permitted.
•	The Digital certificate key must be at least 2048-bits in length (if RSA), or at least 256 bits in length (if Elliptic Curve).
•	Internal-use digital certificates must be issued and signed by alfa CA. Use of self-signed certificates must be restricted and risk assessed per use-case.			M			100			No			Information Security


			7.2.31			Other TLS Considerations
•	Known SSL/TLS/DTLS implementation vulnerabilities mustbe patched.
•	Published web services must notcontain a mixture of TLS-protected and non-TLS-protected content (mixed content) on the same page–all service content must be protected by TLS.
•	Generating inherently weak cryptographic keys must not be permitted.			M			100			No			Information Security


						Data Integrity & Input Controls


			7.2.32			Performance of all remote operation and maintenance tasks SHALL be supported via encrypted protocols (e.g. ssh, ssl).			M			100			No			Information Security


			7.2.33			All operations that modify data (e.g. update, delete, insert) shall ensure that no intermediate stage in the operation that can lead to data integrity problems. Either the operation is fully completed or fully incomplete.			M			100			No			Information Security


			7.2.34			All processes that receive data input (both manual and automated) shall control and validate input data in terms of formatting, length and syntax.			M			100			No			Information Security


						Data Security & Integrity						100


			7.2.35			There SHALL be measures to safeguard against user error and fraud (i.e. an application to check the validity of data entered and/or received from other applications, for example, according to any imported data format or range values or input validation).			M			100			No			Information Security


			7.2.36			sensitive data SHALL NOT be stored anywhere where it could put it at risk (i.e. caching), and SHALL be encrypted with an approved algorithm (128-bit or higher) whilst stored or transmitted on public networks (for example, encrypt certain database attributes via the application). All used encryption methods and algorithms SHALL conform to standards and use the latest versions of cryptographic libraries.			M			100			No			Information Security


						Encryption


			7.2.37			Encryption shall be used in all communications / interactions between systems, especially if the communication is through web access. Web based access shall always be used through HTTPs. 			M			100			Yes			Information Security


						General


			7.2.38			The Bidder shall commit to refrain from offering any product SW or  equipment which can cause security threat or information leakage that jeopardizes MIC1 network security. 			M			100			Yes			Information Security


			7.2.39			The Bidder should commit to improve solution / systems information security weaknesses whenever needed or highlighted by MIC1 information security team. 			M			100			Yes			Information Security


			7.2.40			Bidders should outline their incident response plan and how they will communicate security incidents			M			100			No			Information Security


						Hardening Features    


			7.2.41			Production systems shall not use the same environment as stage, testing, development or pre-production systems. Each environment must have a dedicated purpose.			M			100			No			Information Security


			7.2.42			The individual components of the system (such as web server, operating system, database, routers, switches, Load balancers, etc..) shall be hardened according to security best practices. ( CIS, NIST baselines or approved bidder hardening standard)
If in doubt, please engage with the Security team to help determine the hardening requirements.			M			100			No			Information Security


			7.2.43			A description of the hardening settings shall be provided in detail.
The Security team shall be engaged to validate the settings. 
Validation may also be done via a grey-box security test (penetration test).			M			100			No			Information Security


			7.2.44			Software packages, applications and services that are not required shall be deactivated or removed from the system.			M			100			No			Information Security


			7.2.45			Unused interfaces and protocols shall be disabled.			M			100			No			Information Security


			7.2.46			System accounts shall be configured to prevent interactive login sessions.			M			100			No			Information Security


			7.2.47			Authentication information to systems shall be transmitted over an encrypted protocol. Clear-text authentication is not allowed.			M			100			No			Information Security


			7.2.48			Externally reachable interfaces shall have all node discovery protocols disabled.			M			100			No			Information Security


						Logging and Monitoring 


			7.2.49			The system SHALL be able to set maximum size of audit logs. When the file gets full, it SHALL either switch to a second file or overwrite itself.			M			100			No			Information Security


			7.2.50			A configurable automated process SHALL be implemented to send log files or defined logged event to a security log server			M			100			No			Information Security


			7.2.51			The system SHOULD provide the capability to:
a. Select events that took place within a specific range of dates and times
b. Select combinations of events
c. Select events where a specific user used a particular privilege
d. Print a list of all possible access privileges			M			100			No			Information Security


			7.2.52			All system modifications SHALL be logged including the modified components and the user who performed the modifications.			M			100			No			Information Security


			7.2.53			The solution shall allow generation of: Audit trails and logging of user access and activities.
			M			100			No			Information Security


			7.2.54			Solution and storage shall be sized to host history logs for at least 1 year back.			M			100			No			Information Security


			7.2.55			The system SHALL provide the means to detect and alarm unauthorised or improper use of the system.			M			100			No			Information Security


			7.2.56			The following events shall be logged at each level:
a) successful logins (log-in and out)
b) failed login attempts
c) privilege escalation attempts (e.g. switch user on privileged accounts)
d) rejected connections
e) violations of access restrictions
f) manipulation attempts (e.g. shutdown of the system, modification of system time)
g) creation or modification of user accounts
h) access to the security logs
i) attempts to modify the security policy
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.57			For each logged event the following details SHALL be provided: time, date, type of event, IP-address, Workstation ID / MSISDN, User ID
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.58			The system shall be able to define specific log requirements for critical systems, files or folders.			M			100			No			Information Security


			7.2.59			Read-only access to the logging system and data shall be restricted to specific privileged accounts or user profiles.			M			100			No			Information Security


			7.2.60			The log system shall provide the capability to:
a) select events that took place within a specific time range.
b) select combinations of events.
c) select events where a specific user used a particular privilege.
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


						Network Elements


			7.2.61			Access services (e.g. SSH, HTTPS, RPC) shall be exclusively bound to the interface they are going to be serving. and NOT to all interfaces			M			100			No			Information Security


			7.2.62			Ports allowed for a particular service use shall not be reused for other purposes without explicitly being detailed in the design documentation.			M			100			No			Information Security


			7.2.63			The network element shall be configured to automatically terminate administrative sessions after a predefined inactivity timeout.			M			100			No			Information Security


						Network Services


			7.2.64			All data traffic coming from the Internet or other untrusted networks shall terminate in a reverse proxy which may validate and pass the request on to application servers. This reverse proxy physically separates trusted and untrusted interfaces.			M			100			No			Information Security


			7.2.65			Data traffic between layers shall be separated by firewalls.			M			100			No			Information Security


			7.2.66			Services using dynamic ports or port ranges shall be filtered with security devices and only allowed by exception when going towards external zones.			M			100			No			Information Security


			7.2.67			Firewall rules and similar traffic filters shall not include the ‘ANY’ value for SOURCE or DESTINATION, instead either a host or subnet shall be given.  			M			100			No			Information Security


			7.2.68			Firewall rules and similar traffic filters shall not include the ‘ANY’ value for ports. A valid port number or port range shall be given for all required rules.			M			100			No			Information Security


			7.2.69			Bidirectional traffic shall be detailed in separate firewall access rules (i.e. one rule for each traffic flow direction).			M			100			No			Information Security


						Operating System & Platform Configuration


			7.2.70			Following the general security principle that all unnecessary protocols & services should be disabled, the following services SHALL be specifically disabled:
Telnet, Finger, Chargen, Echo, HTTP, BOOTP, TFTP, Ident (RFC 1413), Configuration auto-loading service, IP multicast routing, IP source routing			M			100			No			Information Security


			7.2.71			The use of a trustworthy community allowing access to parts of a system without authentication SHALL NOT be used (e.g. under Unix: the use of .rhosts and .shosts).			M			100			No			Information Security


			7.2.72			The following SHALL apply to interface specific protocols for infrastructure and networking devices:
a. will not perform proxy ARP
b. will not respond to IP ICMP Redirects (ICMP Type 5)
c. will not respond to Echo Requests (ICMP Type 8) to broadcast addresses (“directed broadcasts”)
d. will not respond to ICMP Mask Request
			M			100			No			Information Security


			7.2.73			The Bidder shall change default errors / messages and configuration.			M			100			No			Information Security


			7.2.74			All service accounts SHALL be securely configured to prevent their use for interactive login (e.g. no shell in Unix / service logon in Windows).			M			100			No			Information Security


			7.2.75			When permitted by the operating system, all service accounts SHALL be securely configured to lock down processes to particular directories required for execution (e.g. jailed/chroot in unix).			M			100			No			Information Security


			7.2.76			In the particular case of services such as SSH that need to be used for SFTP, the server SHALL prevent interactive logins with any valid account.			M			100			No			Information Security


			7.2.77			Access Control Lists (ACLs) or similar local security controls SHALL be used on interfaces to restrict access to only specified and approved IP addresses and SHALL be configured to accept traffic on required ports.			M			100			No			Information Security


			7.2.78			All components SHOULD use the latest version of software. All security patches available for that software SHALL be applied.			M			100			No			Information Security


			7.2.79			If a system is modified or updated all relevant operating system security patches and application security patches SHALL be applied.			M			100			No			Information Security


			7.2.80			Security patches SHALL be tested prior to deploying in a development environment. This will avoid any potential problems when deploying in the production environment.			M			100			No			Information Security


						Password Policy


			7.2.81			The provided application should run without the need of root (unix) and / or admin (win) privileges.			M			100			No			Information Security


			7.2.82			All system access shall be granted on the principles of least privilege and need to know.			M			100			No			Information Security


			7.2.83			Each user account shall be protected with a strong password (or other secret information known only to the user).
Systems are configured to
a) allow users to select and change their own passwords and include a confirmation procedure to allow for input errors;
b) enforce the use of passwords which are compliant with the agreed password policies; and
c) where technically feasible, reject previously used weak passwords, e.g. by checking against dictionaries and simple modifications of dictionary words and passwords
			M			100			No			Information Security


			7.2.84			Initial passwords (e.g. those assigned during the creation or reset of a user account) must only be valid until the user’s first session, and the system should then force the initial password to be changed.			M			100			No			Information Security


			7.2.85			Passwords and encrypted passwords shall not be written to any locations that are accessible to non-administrative users.			M			100			No			Information Security


			7.2.86			The following password controls shall be enforced by the system:
a) a minimum length of 12 characters 
b) contain at least 3 of each of the following: upper case letters, lower case letters, numbers and special characters 
c) if technically feasible, the system shall detect and disallow simple passwords (such as, P@ssWord12345 and dictionary words) 
d) the password shall not be identical to the username of the account
e) the password shall be different from the last 3 used passwords
f) the password shall not contain more than 2 successive identical characters.
g) that password validation is case sensitive
h) a maximum password age of 90 days
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.87			The use of hard-coded passwords (e.g. in source code) is forbidden.			M			100			Yes			Information Security


			7.2.88			The system shall force the user to enter their current password as well as their new password when carrying out a password change.			M			100			No			Information Security


			7.2.89			Passwords shall be stored in a securely hashed form. Only algorithms specifically designed for password storage shall be used (e.g. bcrypt or PBKDF2).			M			100			No			Information Security


			7.2.90			After a maximum of 5 sequential failed login attempts, the user account shall be automatically locked for a defined period (at least 30 minutes). The action shall be documented in a log file as a critical event.			M			100			No			Information Security


			7.2.91			Authenticated sessions must have a maximum duration of 12 hours, and must expire after the session has been inactive for a maximum of 60 minutes			M			100			No			Information Security


						Patch Management


			7.2.92			All system components shall be installed with or updated to the latest stable version with all security patches applied.			M			100			No			Information Security


						Platform Design


			7.2.93			Platforms deployed exclusively for internal use must be located in an internal only backend, and under no circumstances shall they be located in DMZs or public frontends.			M			100			No			Information Security


			7.2.94			Proxies shall hold no customer data, and shall have no direct access to customer databases.			M			100			No			Information Security


			7.2.95			Platform design must be compliant with the  alfa security zoning standard.(ex: Web server should be located in a DMZ Vlan, Database srv in a data Vlan,…)
If in doubt, please engage with the Security team to help determine a compliant architecture.			M			100			No			Information Security


						Privacy and Confidentiality


			7.2.96			Production data SHALL NOT be used in development, testing and training environments. If production data is used in development, testing or training environments, it MUST be sanitized to remove / obscure alfa confidential information, as well as any customer personal data.			M			100			No			Information Security


			7.2.97			All security sensitive information and especially personal data SHALL be stored encrypted or with the appropriate protection mechanisms over public networks e.g. Internet. The transmission of this data SHALL be done in secure way (e.g. via encrypted protocol such as SSL, IPSEC, SSH, etc.).			M			100			No			Information Security


			7.2.98			All external interfaces of applications (APIs) SHALL:
a. be tested regularly to check their integrity 
b. have a default process for all multiple choices and/or tests/jumps
c. control syntactically and semantically the incoming requests before processing by the application
d. have a deterministic behaviour facing an arrival of a message at the level of the application
e. prevent the implementation of a buffer overflow
			M			100			No			Information Security


			7.2.99			All web applications SHALL be developed in such a way as to be fully compliant with the latest version of The OWASP Guide to Building Secure Web Applications			M			100			No			Information Security


			7.2.100			All web applications, especially externally visible applications, SHALL be tested following the latest version of the OWASP Testing Guide.			M			100			No			Information Security


			7.2.101			All web applications that manage credit card data SHALL be compliant with the PCI DSS standard [PCI].			M			100			No			Information Security


			7.2.102			"Controls SHALL be in place to protect the authentication, authorisation and accounting mechanisms used by the application to:
a. Authenticate a user "
b. Determine what resources the user is authorised to access                                                                    
c. Recognise an already authenticated user
d. Store persistent information during user’s session			M			100			No			Information Security


			7.2.103			Information SHALL be provided on what controls are in place to protect the mechanisms from security risks such as session hijacking, brute forcing of session keys, session key re-use, cookie theft, cross-site scripting, tampering of values used in session persistency.			M			100			No			Information Security


			7.2.104			The webserver SHALL validate, on the server side, all data input by users, and reject all input for which one or more of the following is true:
a. not formatted as expected
b. contains incorrect syntax
c. not a valid data string
d.  contains parameters or characters with invalid values
e. falls outside the expected bounds (e.g., length, range)
f. contains a numeric value that would cause a routine or calculation in the application to divide any number by zero
g. contains any parameters the source of which cannot be validated by the user’s session token
h. can induce a buffer overflow
i. contains HTML or Script
j. contains special characters, meta code, or meta-characters that have not been encoded (if encoding is allowed)
k. contains direct SQL queries
l. contains any other type of unexpected content or invalid parameters
			M			100			No			Information Security


			7.2.105			The error web pages SHALL be configured so that no information about the server, operating system or other type of data is revealed. It is RECOMMENDED to use a standard error web page.			M			100			No			Information Security


						Project Documentation


			7.2.106			Project documentation shall be prepared and delivered including:
a) An explanation of the system architecture 
b) A list of platforms and versions used (e.g. hardware, operating system, middleware, applications and databases)
c) Details about interfaces and protocols with other systems/applications
d) Communication matrix and a topology map describing the connections.
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.107			Documentation regarding the security architecture shall be created and shall contain:
a) Available security mechanisms at different layers (application, network and database level)
b) Details of how sensitive data is protected when transmitted within the system
c) Security mechanisms used to protect connections between the system and external networks
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.108			Documentation about user profiling and management shall be created and shall include:
a) User account management processes (including request, approval, creation, deletion, permissions changes)
b) Details about the user accounts repository
c) Description of the user profiles in use and the corresponding business use cases
d) Details about accounts that are not attributed to individuals (e.g. 'root' or 'administrator')
e) All implemented authentication and authorisation mechanisms (e.g. single-sign-on, two-factor solutions, certificates)
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.109			If a system is modified or changed significantly then documentation shall be updated accordingly.			M			100			No			Information Security


			7.2.110			The Bidder shall mention the security standards adopted/followed in designing the proposed solution and  describe security checking and audits performed on the designed solution prior to putting it on the market.			M			100			No			Information Security


			7.2.111			The Bidder should specify if it has acquired the ISO27001 certification or any other equivalent security certification, and submit with the Offer a copy of such certificate.			M			100			No			Information Security


						Right to request additional security measure


			7.2.112			If alfa Cybersecurity team determines that due to unforeseen circumstances in a dynamic environment that other measures are required to provide adequate security based on an assessed risk or vulnerability, Bidder may also be required to implement additional security precautions. 			M			100			No			Information Security


						System Design & Documentation


			7.2.113			As-built documentation SHOULD include:
a. an explanation of the system architecture
b. use cases (both positive and negative use cases) related to proposed user profiles, and operational task using these profiles
c. list the standard platforms (e.g. hardware, OS, middleware, applications and databases)
d. the interfaces with other systems/applications and protocols
e. all installed & uninstalled components or applications
f. all bidder related Operations & Maintenance Procedures and roles
g. all remote maintenance procedures
h. all implemented and available authentication and authorisation mechanisms (regardless if the features / functions are enabled / disabled or used / unused)
i. an approved communication matrix (e.g. services, ports, source/destination etc.) with firewall settings and a topology map describing the connections.
j. the security mechanisms, available to secure the system against unauthorised use, manipulation or disclosure of information (on application, platform, database level, etc.).
k. details of how personal or sensitive data is protected against manipulation, misuse or disclosure within the system
l. all additional classes of data / information (install packages, backup files, etc.) which are handled or stored by the system
m. an exhaustive list of all the installed security patches and modifications. The document SHALL be maintained and provided on each system update or on alfa’s request
n. network infrastructure and architecture of the system
o. the security mechanisms used to protect connections to public or external networks (e.g. firewalls, tunnelling)
p. for each user profile a description of the password parameters and how they SHALL be configured (e.g. forced minimum password length, maximum password lifetime, screen lock timeout, maximum number of failed login attempts, password complexity)
q. an explanation of how log files are archived in a trustworthy way for a configurable time			M			100			No			Information Security


			7.2.114			The Management Network SHALL be logically separated and SHALL be physically separated from the data network.			M			100			No			Information Security


			7.2.115			Interfaces/protocols SHALL provide encryption and authentication, to commercial best-practice standards, where the interfaces are exposed outside the security domain and for administrative access.Applications placed in the DMZ, in front of external open networks like the Internet, SHALL run in a restricted environment (e.g. chroot under Unix).			M			100			No			Information Security


						System Networking


			7.2.116			The network element shall be configured to generate an alert for each failed SNMP authentication attempt.			M			100			No			Information Security


			7.2.117			Networking devices shall:
a) not perform proxy ARP requests
b) not respond to ICMP redirects (ICMP type 5)
c) not respond to ICMP echo requests (ICMP type 8) to broadcast addresses
d) not respond to ICMP mask requests
In case of partial compliance, state the non-compliant point(s) from the above.			M			100			No			Information Security


			7.2.118			It SHALL NOT be possible from one network, to route to another network via the device or network element other than that required for standard operation			M			100			No			Information Security


			7.2.119			External interfaces SHALL NOT contain services other than those listed and agreed in the design documentation			M			100			No			Information Security


			7.2.120			In respect of communication flows and rules for filtering traffic on Firewalls and other security filters - the ‘ANY’ value SHALL NOT be used for SOURCE or DESTINATION, either a host or subnet SHALL be given as SOURCE or DESTINATION. If ‘ANY’ is used it will be dealt with on a case by case basis.			M			100			No			Information Security


			7.2.121			The ‘ANY’ value SHALL NOT be used for ports. A valid port number or port range SHALL be given for all required rules. Ports SHALL always be matched with services and data about this SHALL be included in the design documentation.			M			100			No			Information Security


						Vulnerability/compliance


			7.2.122			The Bidder shall accept that MIC1 runs a vulnerability scan on the proposed solution prior to issuing the acceptance and in case any vulnerability is found, the Bidder undertakes to take the necessary actions to remedy such vulnerability within 15 days from its notification.  			M			100			No			Information Security


			7.2.123			The bidder shall confirm that no sensitive data / subscriber’s data will be hosted on the platform hosted on the public cloud			M			100			Yes			Information Security


			7.2.124			In case of "Server as a Service" cloud component is offered the bidder should configure all the servers to forward logs to MIC1 SIEM solution.			M			100			No			Information Security


			7.2.125			Bidder should engage with a Trusted Cloud Provider. A reputable cloud service provider with a strong track record in security and compliance should be chosen. 			M			100			No			Information Security


			7.2.126			Bidders must demonstrate compliance with relevant regulatory requirements and industry standards (e.g., GDPR, HIPAA,...) and should be ensured by implementing appropriate security controls and adhering to best practices for data protection and privacy.			M			100			No			Information Security


			7.2.127			Bidders should provide documentation outlining their compliance approach, including relevant audit reports or certifications			M			100			No			Information Security


			7.2.128			All cloud services, platforms, and infrastructure components should be kept up to date by the bidder and the latest security patches installed to mitigate any vulnerabilities and security risks.			M			100			No			Information Security


			7.2.129			Bidder should make sure that data should be encrypted both in transit and at rest. Transport Layer Security (TLS) should be used for securing data in transit, and encryption services should be employed for data at rest.			M			100			No			Information Security


			7.2.130			bidder must implement multi-factor authentication for all eSIM account access and profile management activities			M			100			No			Information Security


			7.2.131			all sensitive data exchanged between Alfa and eSIM bidder should be encrypted during transmission and storage. This includes eSIM profiles, authentication credentials, cryptographic keys, and any other confidential information			M			100			Yes			Information Security


			7.2.132			The eSIM bidder should have ISO/IEC 27001 certification, demonstrating their commitment to implementing and maintaining an information security management system (ISMS) based on international standards.			M			100			No			Information Security


			7.2.133			Secure key management practices should be used to protect cryptographic keys used in eSIM provisioning and authentication processes. This includes using hardware security modules (HSMs) to securely store and manage keys			M			100			No			Information Security


			7.2.134			The bidder shall provide a low level description of the SIM cards security 			M			100			No			Information Security


			7.2.135			The bidder declares that he is certificated by EMV co and provide a copy of the certificate and its scope			M			100			No			Information Security


			7.2.136			The bidder must hold a valid GSMA Certificate for esim			M			100			Yes			Information Security


			7.2.137			The bidder must also provide documentation demonstrating compliance with the GSMA's technical specifications for eSIM and security requirements			M			100			No			Information Security


			7.2.138			The proposed solution shall ensure an E2E security from the exchange at Profile ordering up to the installation of the Profile on the targeted eUICC as specified by GSMA			M			100			No			Information Security


			7.2.139			Profiles should be encrypted using a transport key (transport key stored in HSM). Profiles  then should be re-encrypted at time of download with suitable key for target eUICC			M			100			No			Information Security


			7.2.140			The proposed solution shall ensure that all communication established with the eUICC is performed through the strongest level of security based on the latest secure channel protocols, as specified by GSMA			M			100			No			Information Security


						Key Exchange Process


			7.2.141			The bidder must provide a comprehensive description of the transport key exchange process, outlining each step clearly			M			100			No			Information Security


			7.2.142			The bidder shall make sure that the transport key exchange is conducted securely with respect to 3 different custodians			M			100			No			Information Security


			7.3			Information Analytics requirements


			7.3.1			Cloud solution can be discussed, as long as the bidder took all necessary security measures to protect data and communication methods			M			100			No			Information Analytics


			7.3.2			API middleware could be required from the bidder, based on the proposed architecture.			M			75			No			Information Analytics


			7.3.3			The bidder must not access customers profiles and must not able to modify any entry			M			100			No			Information Analytics


			7.3.4			Must identify if contacts can be stored on eUICC			M			50			No			Information Analytics


			7.3.5			ALFA must have a copy of the profile downloaded on the users eUICC			M			50			Yes			Information Analytics


			7.3.6			FTP CDRs generated from the platform into our servers			M			100			Yes			Information Analytics





						Mandatory Requirements


						Common requirements			15												0			0			0			0			0


						General Security requirements			70												0			0			0			0			0


						Information Analytics requirements			15												0			0			0			0			0


						Total Grade per vendor (over 100) for Security Requirements (M)			100												0			0			0			0			0


																					*


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			8			Validation Requirements


						Testing and quality assurance


			8.1			The bidder shall perform validation operation on the eSIM solution. These validation operations shall cover all the aspect and features of the provided solution.			M			100			No			Network Services


			8.2			The bidder shall provide the validation and integration strategy to MIC1 30 working days before executing the validation. The validation shall be fulfilled before delivering the product to MIC1. The integration strategy shall include a rollback procedure.			M			100			No			Network Services


			8.3			The bidder shall provide the validation tests plan and tests book to MIC1 30 working days before executing the validation operations.			M			100			No			Network Services


			8.4			The validation operations shall be done in an environment similar to MIC1 network. The validation shall be fulfilled before delivering the solution to MIC1.			M			100			No			Network Services


			8.5			The bidder shall provide all the installation procedures and rollbacks. The bidder shall validate all the installation procedures and rollbacks before delivering the solution to MIC1.			M			75			No			Network Services


			8.6			Acceptance Report: Bidder shall deliver an Acceptance Report detailing the execution phase of tests, reporting all remaining issues and defects.			M			100			No			Network Services


			8.7			The bidder shall make validation operations on the entire solution based on MIC1 network architecture and business requirements. These tests should cover the following aspects:


			8.7.1			Installation and fallback procedures 			M			50			No			Network Services


			8.7.2			Platform integration			M			50			No			Network Services


			8.7.3			Backup and restore procedures			M			50			No			Network Services


			8.7.4			Commissioning tests			M			50			No			Network Services


			8.7.5			IOT tests with MIC1 environment			M			50			No			Network Services


			8.7.6			Service tests cases covering the entire scope of all the provided services			M			50			No			Network Services


			8.7.7			Testing all the features and exposed network capabilities to external applications. All the APIs should be validated.			M			50			No			Network Services


			8.7.8			Testing of all the provided tools (ex:management interface, ...)			M			50			No			Network Services


			8.7.9			CDRs validation			M			50			No			Network Services


			8.7.10			 Fault and error cases 			M			50			No			Network Services


			8.7.11			Performance,SNMP alarms and load tests			M			25			No			Network Services


			8.7.12			Redundancy tests: network and hardware			M			25			No			Network Services


			8.8			The bidder shall provide a technical support on MIC1 site during the validation operation and acceptance tests done by MIC1 on the provided eSIM solution. The bidder shall prepare the platform, configuration and environment in order to let MIC1 teams perform the testing.			M			100			No			Network Services


						Total Grade per vendor for Validation Requirements (Over 100) (M)															0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			9			Statistics & Performance Requirements


						Reports & Statistics Integration into DataWareHouse


			9.1			The bidder shall describe the data model available in his solution and data that can be extracted. A detailed documentation of the solution to be provided.			M			50			No			Data Science


			9.2			The bidder shall provide conditions to identify and distinguish eSIM series and eSIM features			M			100			No			Data Science


			9.3			MIC1 shall specify the needed DR's structure and output from the platform . It's on the bidder to implement requested flows in a structured format.			M			100			No			Data Science


			9.4			The bidder shall provide the ability to extract to datawarehouse at any time any data available in the system and found needed			M			100			No			Data Science


			9.5			MIC1 shall be able to specify Filenaming convention and distribution frequency 			M			100			No			Data Science


			9.6			The bidder shall specify the protocols supported for DRs distiribution(I.e. sftp )			M			100			No			Data Science


						Quality and Performance


			9.7			The bidder shall provide the list of raw counters supported by the porposed solution along with all related info (e.g., description, type (peg, gauge, pdf, etc.), length (e.g., 32-bits, 64-bits), indexing (indexing method if valid), etc. Related documentations shall be communicated			M			100			No			Service Quality 


			9.8			The bidder shall provide the list of recommended KPIs, KQIs and QoEs used for minitoring that could be measured by the system, along with their description, formulas and recommended thresholds. Related documentations shall be communicated			M			100			No			Service Quality 


			9.9			The bidder shall provide a northbound interface where the supported performance counters and indicators can be transferred to external systems in near real time (e.g., every 15 min, hour, 6 hours)			M			100			No			Service Quality 


			9.10			The bidder shall specify the format used for saving PM files and reports and provide sample files			M			100			No			Service Quality 


			9.11			The system shall indicate/describe/support the integration of counters/KPIs/KQIs/QoE and PM files with external systems (e.g., existing PMS tool); the bidder shall indicate the type of interfaces available for integration and support the integration process			M			100			No			Service Quality 


			9.12			The bidder shall specify the counters' refresh interval (e.g. 60 seconds)			M			100			No			Service Quality 


			9.13			The Tendering Party shall include a list of predefined reports covering the major KPIs that will be monitored for the implementation of the proposed solution			M			100			No			Service Quality 


			9.14			The solution shall support the export capability to multiple formats, including and not limited to : Excel, pdf, Word, csv, txt.			M			100			No			Service Quality 


			9.15			The solution shall support the scheduling of autmatic reports and sending them by email to defined users in pdf and  excel format.			M			50			No			Service Quality 


						Fraud


			9.16			The solution must allow the generation of a customer actions report that includes at least the following fields: MSISDN, date and time, ICCID, eUICC, device type (IMEI), action performed (such as download, delete, or redownload), transaction ID, transaction status (failed or successful), and the corresponding failure reason.			M			100			No			Fraud


			9.17			The solution must allow the generation of a report related to agent transactions, which should include at least the following fields: agent ID, agent name, pool or sub pool, ICCID, MSISDN, date and time, eUICC, action performed (such as download, delete, or redownload...), transaction ID, transaction status, and the failure reason			M			100			No			Fraud


			9.18			The user must be able to access the above reports through a GUI.			M			100			No			Fraud


			9.19			The user must be able to search and filter the reports using at least: custom date ranges, agent ID, MSISDN,ICCID and transaction type (download,delete…)			M			100			No			Fraud


			9.20			All above reports shall be at least exported to excel,csv,pdf…			M			100			No			Fraud


			9.21			Customers should not be able to redownload a profile that is not deleted or to use an eSIM voucher across multiple devices.			M			100			No			Fraud


			9.22			Solution should allow the possibility to set a limit for eSIM redownload.			M			75			No			Fraud


			9.23			The solution shall include measures to prevent account takeover during eSIM download. Bidder shall describe how these measures will be achieved.			M			75			No			Fraud


			9.24			The solution shall provide analytics and monitoring capabilities to detect unusual download patterns (such as rapid consecutive attempts...) Bidder shall explain how this will be achieved.			M			75			No			Fraud





						Mandatory Requirements


						Reports & Statistics Integration into DataWareHouse			35												0			0			0			0			0


						Quality and Performance			30												0			0			0			0			0


						Fraud			35												0			0			0			0			0


						Total Grade per vendor (over 100) for Statistics & performance Requirements (M)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.
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			10			Other Business Requirements


			10.1			Logistics Requirements


						General Requirements


			10.1.1			The bidder shall send the form of the electrical profile			M			100			No			Logistics


			10.1.2			The bidder shall deliver the test cards/vouchers to the Client within a maximum period of one (1) week starting from the date of receiving the electrical profile 			M			100			No			Logistics


			10.1.3			Bidder shall provide training for 4 people on Java card, General overview on OTA, Value added services on Products,
Test equipment, SIM CARDS personalization and Java Tools for free excluding tickets and accomodation			M			100			No			Logistics


			10.1.4			In case of defective eSim cards, the Bidder shall replace all defective items free of charge, within 10 working days
after MIC1's claim			M			100			Yes			Logistics


			10.1.5			The Supplier guarantees that the Products’ software, which means any and all program or software (including firmware) embedded in the Products, are under warranty  for a period of twelve (12) months from the date of delivery of the Products, compliant to the relevant agreed written specifications			M			100			Yes			Logistics


			10.1.6			Before delivery of the Products, the Bidder shall take all necessary precautions beforehand to protect Products and keep them undamaged. The Bidder shall be liable for any damage whatsoever caused.The risk of loss, damage or destruction of the Products shall then pass to MIC1 as soon as the Cards are delivered 			M			100			Yes			Logistics


			10.1.7			Bidder confirms that he is certificated by SAS, EAL4+ and EMV co, and his production physical and IT network environment are compliant with the corresponding SAS requirements and other security rules and policies. Production site is complying with the highest security standards and are audited every year by regulatory bodies from governmental and telecom activity sectors			M			100			Yes			Logistics


			10.1.8			Bidder confirms that input and output files will be transmitted encrypted over SFTP			M			100			Yes			Logistics


			10.1.9			Bidder should follow alfa's Input file format/template to generate the relevant Output and OTA files:                                                    ********* Header Description ** file : FMLXXXXX.INP*********
Customer: XXX
Quantity: X
Type: PLUG-IN
Profile: XX.0
Card memory: XXK
Card phase: 2+
Card voltage: 3V
ADN1: 250
ADN2: 150
SMS memory: 40SMS
Pin 1:
Graph_ref:X.0
*
Batch: XXXXX
Transport_key:XXX
Transport_KAppli:XXX
************* Input variables       **********
Var_in_list:
IMSI: XXXXXXXXXXXXXXX
SER_NB:XXXXXXXXXXXXXXXXXX
**********  output ************************
Var_Out: IMSI/ICCID/PIN2/PUK1/PUK2/KI/Code_ADM/
*****************  fin   ******************			M			100			Yes			Logistics


			10.1.10			Bidder to invite the operator for a site visit			M			100			No			Logistics


			10.1.11			International and local Sim/eSim manufacturers should be in business for at least 5 years and should provide a list of references			M			100			No			Logistics


			10.1.12			The bidder shall provide a template of the QR codes input/output file			M			100			No			Logistics


			10.1.13			The vouchers/esim card should have a special reference/serial number and MIC1 ICCID different from the QR code in order to manage their related stock on the relevant stock management application			M			100			Yes			Logistics


			10.1.14			The proposed solution shall allow the MSISDN to become unsuspended and active once QR code is read by the device (some MSISDNs might be pre-activated but suspended)			M			100			No			Logistics


			10.1.15			The bidder shall define the SIM identifier in his new solution, knowing that MIC1’s ICCID International identifier is currently 8996101 and specific ranges of IMSIs			M			100			Yes			Logistics


			10.1.16			The bidder shall provide all the eSIM capabilities of the normal physical SIM			M			100			No			Logistics


						Physical Vouchers (plastic)


			10.1.17			The Supplier shall deliver the e-proof of the SIM card and its corresponding packs to the Client within a maximum period of one (1) week starting from the date of receiving the artwork CD or files transmission			M			100			No			Logistics


			10.1.18			Bidder shall take out and maintain with a reputable insurance company, an insurance policy, relating to: liability insurance covering the bidder personnel and to cover damage or destruction during transportation
			M			100			Yes			Logistics


			10.1.19			Every Half Sized eSim card shall be a unique unit			M			100			Yes			Logistics


			10.1.20			Material should be PVC “high temperature”			M			100			No			Logistics


			10.1.21			Laser printing of 4 lines of data
1- PIN1 Back side: 4 digits Format: XXXX
2- PUK1 Back side: 8 digits Format: XXXX XXXX
3- Code Bar of the ICCID (code 128) 12 digit
4- ICCID on the Chip
5- Covered QR on the Chip			M			100			Yes			Logistics


			10.1.22			Cards shall be first packaged in cardboard boxes and then in wooden boxes, which protect them against dust and humidity.			M			100			No			Logistics


			10.1.23			Boxes in the package shall contain 500 Products inserted serially. Outer box contains 2500 cards (5 packages).
The outer box label shall specify the first serial and the last serial of the cards placed in the four boxes			M			100			No			Logistics


			10.1.24			BAP Trial cards need to be produced by machine and not manually			M			100			Yes			Logistics


			10.1.25			Standard lead-time for delivery of Trial Cards upon successful completion of the Client requirements is 2 weeks			M			100			No			Logistics


			10.1.26			Bidder to provide the software needed for testing the Products 			M			100			Yes			Logistics


			10.1.27			Testing cards, readers and software are free of charge			M			100			Yes			Logistics


			10.1.28			The final delivery (to Beirut International Airport) for half sized eSim cards on plastic shall be done by the Supplier within a maximum period of three (3) weeks after written acceptance of the signed PO sent by fax or email and the related input files			M			100			No			Logistics


			10.1.29			Each eSim card should be sealed in a nylon bag and the QR code should be covered by a black area for security reason			M			100			Yes			Logistics


						Digital Vouchers (eVouchers)


			10.1.30			The bidder shall provide details and diagrams related to the vouchers inventory management. The inventory management module should be provided by the bidder and managed by MIC1 Logistics team.			M			100			No			Logistics


			10.1.31			The bidder should be able to send the QR codes’ files via a secured channel and MIC1 team should have the possibility to upload the QR codes in the QR code Management module (QRMM). 			M			100			Yes			Logistics


			10.1.32			The bidder to advise regarding the Output files parameters that should be included in the QRMM			M			100			No			Logistics


			10.1.33			The Bidder shall be liable for any damage whatsoever caused.The risk of loss, damage or destruction of the files shall then pass to MIC1 as soon as the data is delivered 			M			100			Yes			Logistics


			10.1.34			The vendor shall provide the output file format that includes QRs and all relevant data like ICCID, IMSI,.... To note that the QR code output file is different from ICCID/IMSI output file as mentioned in the general requirements section			M			100			Yes			Logistics


			10.1.35			System should create logs for each QR code download per pool, that is per Alfa Store or per Dealers  and per user name while showing date and time			M			100			Yes			Logistics


			10.1.36			The bidder shall list the info that will be displayed on the vouchers that will be printed, sent by mail, or other channel. The bidder shall advise about all the info/content of the eVoucher and on the required info to be displayed on MIC1's delivery channels			M			100			No			Logistics


			10.1.37			The system should have main pool and sub pools to allow the transfer of QRs for agents usage			M			100			Yes			Logistics


			10.1.38			Once used, the QR code history should be kept in the archive section in case the client requests it again 			M			100			Yes			Logistics


			10.1.39			Any QR code/ICCID is to be used once. However the QR code can de dowloaded as will be defined by MIC1 => to be kept as parameter			M			100			Yes			Logistics


			10.1.40			The proposed solution shall allow below for the user management:
• User management to consist of basic features: user creation, user modification, user deletion and user consultation.
• The upload file management is designed to insert data in the POS GUI database from the output file.
• Simply upload the output file and a backend process checks if the file is not duplicated as well as the profiles. If the upload file is ok, the insertion in the database is done in a transparent and smooth manner.
			M			100			Yes			Logistics


			10.1.41			Bidder to charge MIC1 a profile once regardless how many times it will be re-downloaded			M			100			Yes			Logistics


			10.1.42			System should allow the possibilty of moving a set of QR codes from 1 type to another based on need/demand			M			100			No			Logistics


			10.1.43			QRMM should allow MIC1 to manage the inventory through one or different pools called warehouses:


			10.1.43.1			QRMM should be linked directly to the MIC1 Billing system, Online application, CRM & Cashier			O			75			No			Logistics


			10.1.43.2			QRMM should include all recipients MIC1 currently have and create them as “Warehouses”: Dealers, Alfa stores and PoPs. It should allow also the creation of new “warehouses/recipients” based on market needs and distribution policy. 			O			75			No			Logistics


			10.1.43.3			QRMM should allow the creation of several sub-pool or sub warehouses as per MIC1's needs : Pools for internal sales (Alfa Stores),
Pools for authorized dealers and their franchisees			O			75			No			Logistics


			10.1.43.4			Rules on each pool will be set as per MIC1's need and different pools can have different rules			O			75			No			Logistics


			10.1.43.5			QRMM should allow MIC1 to transfer the eSim serial numbers to different warehouses and/or keep them in the main pool.			O			75			No			Logistics


			10.1.43.6			MIC1 to define the admin rights of this module: loading files, creating warehouses, creating users,  providing accesses…			O			75			No			Logistics


			10.1.43.7			MIC1 to define which fields in the QRMM, can be editable or No, to minimize the human errors. The bidder should provide a list of all fields to MIC1 to define exceptions.			O			75			No			Logistics


			10.1.43.8			MIC1 has different uses of the eSim: 1- Plain eSim for the profile swap or new postpaid lines. 2- Prepaid eSim: includes several types => MIC1 should be allowed to create products under each pool/warehouse			O			75			No			Logistics


			10.1.44			Plain eSim reservation and generation of QR codes:  


			10.1.45			The QRMM POS GUI should offer a simple and efficient use for temporary eSim reservation. This step  will guarantee that 1 profile will not be reserved by more than 1 user at the same time. The profile remains “reserved” until final ‘use”.                                                                                                                      • Start with the login.
• New reservation. 
• The booking starts with a temporary reservation that guarantees that this profile is reserved only for this sales agent until the end of the sales process. 
• In case the client changed his mind, the QR and related serial returns to circulation.
• After contract verification and sales finalization on various systems, the customer QR code status becomes “used” and  the eSim activation is allowed. 
• In case of cancellation or human error even after finishing the process, the application should allow us to return the QR & serial to the pool (Revoke process).
• The coded QR replaces the classic SIM, the POS GUI generates the document with the PUK PIN code the ICCID and the QR code. This document can be printed (agreement template) on site and downloaded in PDF format. This PDF format will be sent by email to the customer.
			O			75			No			Logistics


			10.1.46			Prepaid eSim reservation and generation of QR codes:  


			10.1.45.1			For the time being MIC1 activates the prepaid cards prior the delivery and keep them suspended on the HLR. At the purchase, the agent removes the suspension through alfa’s online application, this process is being adopted in order to avoid load on provisioning". Same process of the Plain esim reservation and generation respecting the below rules that MIC1 can set:  
- Shelf life per batch of QR codes, where once reached, system should put the QR code on hold
- System to notify MIC1 72 hours in advance about each batch expiry
- System to allow MIC1 either to cancel the expired batched or to extend their shelf life
- System to allow setting a shelf life as "null" for internal sales at Alfa Stores
			M			75			No			Logistics


			10.1.45.2			QRMM should include a reporting tool that: 
- Allows MIC1 dedicated team to view all profiles: total, available, in-use, reserved, cancelled...
- Allows MIC1 to extract number of QR codes re-downloaded by end users, their related MSISDNs and number of trials
- Allows MIC1 to view number of transactions made during a period we can set: From date X to date Y
- Allows keeping all transactions history for an indefinite date
- Shows a performance dashboard: number of transactions and related time for efficient download per distribution channel
- Creates graphs to show demand on profiles per type for a given period where we can set: From date X to date Y
- Allows MIC1 to set a ceiling for QR code re-download for users (a parameter that can be changed by MIC1)			O			75			No			Logistics


			10.1.45.3			QRMM should allow users to extract the below reports: 
• Total number of eSim.
• Total number of “reserved” eSim.
• Total number of “used” eSim per warehouse.
• Total number of “available/idle” eSim (total and per warehouse). 
• The login to provide the date and time on which the sales agent connects to the POS GUI.
• To provide the date and time of the sales operation, the agent managing the sale (user) and the ICCID of the sold eSim. 
• To provide date and time of the sale’s cancellation, the agent who cancelled (user), the sale and ICCID.
• Reports parameters: agent, point of sale (warehouse), date of sale and/or window of sale and the action either reservation and/or cancellation of sale. 
• All reports (inventory, reservations, sales, cancellation, remaining inventory) should be exported in excel format.
• An EOD file should be exported each day detailing the sales and replacement to be imported to AX (File details to be shared as AX requirements)
• To provide the date, time and username of the retreived QR code operation.
			O			75			No			Logistics


			10.1.46			Bidder should indicate how they will treat/manage the actual number of active and inactive eSIMs inventory.			M			100			No			Logistics


			10.2			Customer Care & Sales Requirements


			10.2.1			System should be linked directly to the billing system CRM, cashier, Distributor cashier, OA & AX			O			100			No			Customer Care & Sales


			10.2.2			System should support both, virtual ESIM cards: 


			10.2.2.1			Possibility to print and/or send QR code automatically by email upon execution 			M			75			No			Customer Care & Sales


			10.2.2.2			QR code should be delivered as encrypted and requires OTP to be displayed			M			75			No			Customer Care & Sales


			10.2.2.3			OTP to be send on a chosen MSISDN (alfa, touch, in addition to an international MSISDN)			M			75			No			Customer Care & Sales


			10.2.2.4			OTP should be delivered either through whatsapp or SMS (based on customer preferences)			M			75			No			Customer Care & Sales


			10.2.2.5			The system should allow re-printing/email/whatsapp/SMS  latest QR code			M			75			No			Customer Care & Sales


			10.2.2.6			ESIM details (QR code and IMSI number) should be kept archived in cased requested later on.			M			75			No			Customer Care & Sales


			10.2.3			System should be compatible with our mobile app and website for automatic ESIM issuance, replacement & modification upon customer demand without any manual intervention from alfa agents side and based on a predefined customers profiles.			O			75			No			Customer Care & Sales


			10.2.4			System should support New line online selling and based in predefined criteria set by alfa			O			75			No			Customer Care & Sales


			10.2.5			System should support Single warehouse stock management and integration with AX: 


			10.2.5.1			All stores will be sharing the same warehouse			O			50			No			Customer Care & Sales


			10.2.5.2			Used ESIMs should be removed in real time from the stock and based on its reason code execution			O			75			No			Customer Care & Sales


			10.2.5.3			Stock availability should be displayed in real time			O			50			No			Customer Care & Sales


			10.2.6			System should support ESIM booking for a predefined number of days when it should be auto-released in case not used after this period or manually during this period.			O			50			No			Customer Care & Sales


			10.2.7			ESIM interface should be linked with our inhouse application (Online Activation) in real time to prevent duplication			O			75			No			Customer Care & Sales


			10.2.8			Reporting: System should allow auto and manual reporting: 


			10.2.8.1			Retrieve ESIM usage based (not limited to) the following criteria: date (from/to), Time (from/to), user (single and/or many) , location (single and/or many), MSISDN, reason code (single and/or many), IMSI #, Primary account number, fees,…			O			75			No			Customer Care & Sales


			10.2.8.2			Stock availability in real time (by location: single and/or many)			O			75			No			Customer Care & Sales


			10.2.8.3			Total number of “reserved” eSim.			O			50			No			Customer Care & Sales


			10.2.8.4			Total number of “used” eSim per warehouse/location.			O			50			No			Customer Care & Sales


			10.2.8.5			Total number of “available/idle” eSim (total and per warehouse). 			O			50			No			Customer Care & Sales


			10.2.8.6			The login to provide the date and time on which the sales agent connects to the POS GUI.			O			50			No			Customer Care & Sales


			10.2.8.7			To provide the date and time of the sales operation, the agent managing the sale (user) and the ICCID of the sold eSim. 			O			50			No			Customer Care & Sales


			10.2.8.8			To provide date and time of the sale’s cancellation, the agent who cancelled (user), the sale and ICCID.			O			50			No			Customer Care & Sales


			10.2.8.9			Reports parameters: agent, point of sale (warehouse), date of sale and/or agent name and the action either reservation and/or cancellation of sale. 			O			100			No			Customer Care & Sales


			10.2.8.10			All reports (inventory, reservations, sales, cancellation, remaining inventory) should be exported in excel and PDF formats.			O			100			No			Customer Care & Sales


			10.2.8.11			An EOD file should be exported each day detailing the sales and replacement to be imported to AX (File details to be shared as AX requirements)			O			75			No			Customer Care & Sales


			10.2.8.12			To provide the date, time and username of the old ESIM code retrieved operation.			O			50			No			Customer Care & Sales


			10.2.8.13			E-sim should be identified and implemented in Alfa systems and reports.			O			75			No			Customer Care & Sales


			10.3			Branding Requirements


						Physical Vouchers (Plastic card)


			10.3.1			Provide a real sample of the eSim card to Alfa's premises for creating the design & content. 			M			100			Yes			Market COMM


			10.3.2			Full card design to fit Alfa's guidelines including but not limited to: logos, colors, fonts, sizes, buttons, borders, text alignement, backgrounds.			M			100			Yes			Market COMM


			10.3.2.1			Bidder to repeat the work (free of charge) for any reported complaint related to a bad quality of service (wrong specs, wrong color etc…)			M			100			Yes			Market COMM


			10.3.2.2			Bidder should provide an e-proof / color proof of every item he is willing to print for Alfa's approval prior kicking off the production. If the colors / info are wrong, supplier needs to provide us with a new e-proof.			M			100			Yes			Market COMM


			10.3.2.3			Bidder should provide a High-res sample after e-proof approval for Alfa's approval prior kicking off the production. If the colors / info are wrong, bidder needs to provide us with a new sample.			M			100			Yes			Market COMM


						Digital voucher (eVoucher)


			10.3.3			Bidder should a real sample of the eSim  voucher preview/display  to Alfa's premises for creating the design & content.(if any)			M			100			Yes			Market COMM


			10.3.4			eSim  voucher customization to fit Alfa's guidelines including but not limited to: logos, colors, fonts, sizes,icons , borders, text alignement, backgrounds.			M			100			Yes			Market COMM


			10.3.5			Bidder to provide a final sample of the eSim voucher prior implementation,  If the colors / info are wrong, supplier needs to apply the needed changes free of charge,  and provide us with a new sample.			M			100			Yes			Market COMM





						Mandatory Requirements


						Logistics Requirements			60												0			0			0			0			0


						Customer Care & Sales Requirements			20												0			0			0			0			0


						Branding Requirements			20												0			0			0			0			0


						Total Grade per vendor (over 100) for Technical Requirements (M)			100												0			0			0			0			0


						Optional Requirements


						Logistics Requirements			60												0			0			0			0			0


						Customer Care & Sales Requirements			40												0			0			0			0			0


						Total Grade per vendor (over 100) for Technical Requirements (O)			100												0			0			0			0			0


						* For Requirements defined as ''Killer'', a ‘’Fully Compliant’’ score should be the sole acceptable outcome. Failing to obtain a ‘’Fully Compliant’’ score on the requirements defined as Killers, will mandate immediate disqualification for bidders.





This document is the property of ORASCOM TELECOM LEBANON S.A.L. and cannot be diffused externally without the prior approval of the management	
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Electrical Profile

Profile: ALFA - USIM - 64K -PIN1 Disabled/HPPLMNO5

Generation Date: 21/11/19
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1 CARD INFORMATION

Country Lebanon

Customer IALfa Lebanon (Customer)

Profile Name IALFA - USIM - 64K -14052012-PIN1 Disabled/HPPLMNO5-RS
Customer Reference [USIM

Networks USIM (3G),

2 CARD's FILE STRUCTURE

2.1 Legend

MF: Master File

DF: Dedicated File

ADF: Application Dedicated File

TR: Transparent

LF: Linear Fix

LK: Link

CY: Cyclic

Ext ACC: Extended Access Restrictions
OP: Operation Parameters
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2.2 Object List(MF,ADF,DF,EF)

FID Type  |Size ~ Description 2G AC ARR Ref Ext ACC OP1 Path
N R LT [ 5 2 I LS
220D 0 LE 13x4=52 IsC FEFSEE 2F06 03 11 3F00

220F 0 LE 8x2=16 KEY FEESEF 2F06 05 11 3F00

2207 0 LE 19x4=76 NativeAppl 05F555 2F06 09 91 3F00

7FDEa 0 DF 1150 TOOLKIT OF55FF 2F06 01 11 3F00

JE4E 0 DF 1455 ADF USIM OF55FF 2F06 01 11 3F00

7F10 0 DF 29839 TELECOM OF55FF 2F06 01 11 3F00

TE20 0 DF 617 GSM OF55FF 2F06 01 11 3F00

220B 0 LE 82x2=164 KEY Versions FFESEF 2F06 08 11 3F00

2FE2 2 TR 10 IccId 0FF555 2F06 13 51 3F00

2F00 30 LE 32x1=32 DIR 05F555 2F06 09 11 3F00

2F05 5 TR 16 PL 01F555 2F06 10 49 3F00

220C 0 LEF 18x1=18 Ki FEESEF 2F06 08 11 3F00

6F02 0 LF 49x0=0 APPLET 55F555 2F06 OA 11 3F00->7FDE
6F01 0 LEF 32x0=0 PACKAGE 55F555 2F06 OA 11 3F00->7FDE
6F03 0 LF 46x0=0 MENU ITEMS 55F555 2F06 OA 11 3F00->7FDE
13co 0 TR 430 EF Alfa Mobile [15F555 2F06 OB 51 3F00->7FDE

Config
6F42 0 TR 5 Counter EF 6F42 |55F555 2F06 OA 51 3F00->7FDE
6F43 0 TR 5 Counter EF 6F43 |55F555 2F06 OA 11 3F00->7FDE
6F00 0 LEF 16x3=48 CDKEYS FEESEF 2F06 08 11 3F00->7FDE
6FFF 0 CY 8x12=96 VM STATUS 00FF55 2F06 OC 11 3F00->7FDE
6F30 0 LE 50x3=150 DDL TAR 55F555 2F06 OA 11 3F00->7FDE
6F5F 0 TR 256 Display And 55F555 2F06 OA 51 3F00->7FDE
Refresh
2205 0 LE 13x4=52 PIN FEESEF 2F06 03 11 3F00->7F4F
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6F07 7 TR 9 IMSI 15F555 6F06 02 49 3F00->7F4F
6F7E 11 TR 11 LOCI 11F555 6F06 03 49 3F00->7F4F
6F73 12 TR 14 PS LOCI 11F555 6F06 03 49 3F00->7F4F
6FAD 3 TR 4 IAD 05F555 6F06 01 49 3F00->7F4F
6F78 6 TR 2 IACC 15F555 6F06 02 49 3F00->7F4F
6FC4 0 TR 256 NETPAR 11F555 6F06 03 51 3F00->7F4F
6F05 2 TR 32 LI 01F555 6F06 04 51 3F00->7F4F
6F38 4 TR 9 UST 15F555 6F06 02 51 3F00->7F4F
6F08 8 TR 33 KEYS 11F555 6F06 03 51 3F00->7F4F
6F09 9 TR 33 KEYSPS 11F555 6F06 03 51 3F00->7F4F
6F5B 15 TR 6 START-HFN 11F555 6F06 03 51 3F00->7F4F
6F5C 16 TR 3 THRESHOLD 15F555 6F06 02 51 3F00->7F4F
6F3E 0 TR 4 GID1 15F555 6F06 02 49 3F00->7F4F
6F3F 0 TR 4 GID2 15F555 6F06 02 49 3F00->7F4F
S5F3B 0 DF 50 GSM-ACCESS OF55FF 6F06 05 11 3F00->7F4F
6F60 10 TR 40 PLMNwWACT 11F555 6F06 03 51 3F00->7F4F
6F61 17 TR 150 OPLMNwWACT 15F555 6F06 02 51 3F00->7F4F
6F62 19 TR 5 HPLMNwACT 15F555 6F06 02 51 3F00->7F4F
6F31 18 TR 1 HPPLMN 15F555 6F06 02 49 3F00->7F4F
6F46 0 TR 17 SPN 05F555 6F06 01 49 3F00->7F4F
6FB7 1 LE 4x1=4 ECC 05F555 6F06 01 11 3F00->7F4F
6FC3 0 TR 4 HiddenKey 11F555 6F06 03 51 3F00->7F4F
6F40 0 LE 28x3=84 IMSISDN 11F555 6F06 03 09 3F00->7F4F
6F4E 0 LE 13x10=130 EXT5 11F555 6F06 03 11 3F00->7F4F
6F49 0 LE 28x15=420 SDN 15F555 6F06 02 09 3F00->7F4F
6F4F 22 LE 15x5=75 CCP2 11F555 6F06 03 11 3F00->7F4F
6F80 20 CY 40x10=400 ICI 11FF55 6F06 06 31 3F00->7F4F
6F82 0 CY 3x1=3 ICT 121F55 6F06 07 31 3F00->7F4F
6F81 21 CY 39x10=390 OCI 11FF55 6F06 06 31 3F00->7F4F
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6F83 0 CY 3x1=3 OCT 121F55 6F06 07 31 3F00->7F4F
6F3C 0 LE 176x40=7040 |SMS 11F555 6F06 03 09 3F00->7F4F
6F43 0 TR 2 SMS-S 11F555 6F06 03 49 3F00->7F4F
6F42 0 LE 42%2=84 SMS-P 11F555 6F06 03 09 3F00->7F4F
6F45 0 TR 40 CBMI 11F555 6F06 03 49 3F00->7F4F
6FDO 0 TR 23 MMSICP 15F555 6F06 02 49 3F00->7F4F
6FD2 0 TR 23 MMSUCP 12F555 6F06 08 49 3F00->7F4F
6FD1 0 LE 13x1=13 MMSUP 11F555 6F06 03 09 3F00->7F4F
6FCE 0 LE 4x1=4 MMSN 11F555 6F06 03 09 3F00->7F4F
6F3B 0 LE 28x10=280 E'DN 12F555 6F06 08 09 3F00->7F4F
6F56 5 TR 1 EST 12F555 6F06 08 51 3F00->7F4F
6F48 14 TR 2 CBMID 15F555 6F06 02 49 3F00->7F4F
6F4B 0 LE 13x5=65 EXT2 12F555 6F06 08 09 3F00->7F4F
6FFC 0 TR 18 K FFFSFF 6F06 09 51 3F00->7F4F
6FFD 0 TR 104 OPC FFFSFF 6F06 09 49 3F00->7F4F
6FFE 0 LE 6x33=198 SON FEFSFF 6F06 09 11 3F00->7F4F
6F69 0 TR 12 DELTA FEFEFSFF 6F06 09 51 3F00->7F4F
6F1F 0 TR 6 IAUT CNTR 55F555 6F06 0OA C9 3F00->7F4F
6F54 0 TR 32 SUME 55F555 6F06 02 49 3F00->7F10
SF3A 0 DF 28935 PHONEBOOK OF55FF 6F06 03 11 3F00->7F10
6F3A 0 LK 0 IADN 11F522 6F06 06 31 3F00->7F10
6F40 0 LK 0 MSISDN 11F555 6F06 04 31 3F00->7F10
6F49 0 LK 0 SDN 15F555 6F06 05 31 3F00->7F10
6F3B 0 LK 0 FDN 12F555 6F06 07 31 3F00->7F10
6F44 0 CY 28x10=280 LND 11FF55 6F06 08 11 3F00->7F10
6F3C 0 LK 0 SMS 11F555 6F06 04 31 3F00->7F10
6F43 0 LK 0 SMS-S 11F555 6F06 04 31 3F00->7F10
6F42 0 LK 0 SMS-P 11F555 6F06 04 31 3F00->7F10
6F4A 0 LK 0 EXT1 11F555 6F06 04 31 3F00->7F10
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6F4B 0 LK 0 EXT2 12F555 6F06 07 31 3F00->7F10
6F38 0 TR 11 SST 15F555 2F06 OB 51 3F00->7F20
6E07 0 LK 0 IMSI 15F515 2F06 0D 31 3F00->7F20
6F7E 0 LK 0 LOCI 11F515 2F06 OE 31 3F00->7F20
6FAD 0 LK 0 IAD 05F555 2F06 09 31 3F00->7F20
6F78 0 LK 0 IACC 15F555 2F06 OB 31 3F00->7F20
6FAE 0 TR 1 Phase 05F555 2F06 09 51 3F00->7F20
6F74 0 TR 16 BCCH 11F555 2F06 OF 51 3F00->7F20
6F05 0 LK 0 LP 01F555 2F06 10 31 3F00->7F20
6F20 0 LK 0 Kc 11F555 2F06 OF 31 3F00->7F20
6F3E 0 LK 0 GID1 15F555 2F06 OB 31 3F00->7F20
6F3F 0 LK 0 GID2 15F555 2F06 0B 31 3F00->7F20
6F54 0 LK 0 SUME 55F555 2F06 OA 31 3F00->7F20
6F7B 0 LK 0 FPLMN 11F555 2F06 OF 31 3F00->7F20
6F30 0 TR 87 PLMNsel 11F555 2F06 OF 11 3F00->7F20
6F31 0 LK 0 HPPLMN 15F555 2F06 OB 31 3F00->7F20
6F52 0 LK 0 GPRS Kc 11F555 2F06 OF 31 3F00->7F20
6F53 0 LK 0 GPRS LOCI 11F555 2F06 OF 31 3F00->7F20
6F1F 0 LK 0 IAuth Counter 55F555 2F06 OA 31 3F00->7F20
6F39 0 CY 3x10=30 ACM 121F55 2F06 11 11 3F00->7F20
6E37 0 TR 3 IACMmax 12F555 2F06 12 11 3F00->7F20
6F41 0 TR 5 PUCT 12F555 2F06 12 11 3F00->7F20
6F46 0 LK 0 SPN 05F555 2F06 09 31 3F00->7F20
6F45 0 LK 0 CBMI 11F555 2F06 OF 31 3F00->7F20
6F48 0 LK 0 CBMID 15F555 2F06 0B 31 3F00->7F20
6EFDO 0 LK 0 MMSICP 15F555 2F06 OB 31 3F00->7F20
6FD1 0 LK 0 MMSUP 11F555 2F06 OF 31 3F00->7F20
6FCE 0 LK 0 MMSN 11F555 2F06 OF 31 3F00->7F20
6FD2 0 LK 0 MMSUCP 12F555 2F06 12 31 3F00->7F20
6FFD 0 LK 0 OPC FFESEF 2F06 08 31 3F00->7F20
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4F20 1 TR 9 Kc 11F555 6F06 03 49 3F00->7F4F-
>5F3B

4F52 2 TR 9 GPRS Kc 11F555 6F06 03 49 3F00->7F4F-
>5F3B

4F3A 2 LF 30x254=7620 |ADN 11F555 6F06 04 09 3F00->7F10-
>5F3A

4F00 3 LF 30x146=4380 |ADN 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F02 9 LF 15x254=3810 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4FQ07 14 LF 15x146=2190 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F06 13 LF 20x254=5080 |EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F08 15 LF 20x146=2920 |EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F09 4 LF 2x254=508 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F01 8 LF 2x146=292 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F30 0 LF 44x2=88 PBR 15F555 6F06 05 11 3F00->7F10-
>5F3A

4F4A 6 LE 13x4=52 EXT1 11F555 6F06 04 09 3F00->7F10-
>5F3A

4F3D 7 LF 15x5=75 CCP1 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F26 5 LE 4x254=1016 GRP 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F03 10 LF 4x146=584 GRP 11F555 6F06 04 11 3F00->7F10-
>5F3A

4F4C 1 LE 24x4=96 GAS 11F555 6F06 04 11 3F00->7F10-
>5F3A
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2.2.1 MF Directory Content

EID

Size

Descn tion

2G AC

ARR Ref

Ext ACC OP1

220D 0 LE 13x4=52 IsC FEFSFF 2F06 03 11 3F00
220F 0 LE 8x2=16 KEY FFFSFF 2F06 05 11 3F00
2207 0 LE 19x4=76 NativeAppl 05F555 2F06 09 91 3F00
TFDE 0 DF 1150 TOOLKIT OF55FF 2F06 01 11 3F00
TF4F 0 DE' 11455 ADEF USIM OF55FF 2F06 01 11 3F00
7F10 0 DF 29839 TELECOM OF55FF 2F06 01 11 3F00
TF20 0 DF 617 GSM OF55FF 2F06 01 11 3F00
220B 0 LE 82x2=164 KEY Versions FEFSFF 2F06 08 11 3F00
2FE2 2 TR 10 IccId OFF555 2F06 13 51 3F00
2F00 3 LE 32x1=32 DIR 05F555 2F06 09 11 3F00
2F05 5 TR 16 PL 01F555 2F06 10 49 3F00
220C 0 LE 18x1=18 Ki FFFSFF 2F06 08 11 3F00
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2.2.1.1 Interpreted File Contents

2.2.1.1.1 EF ARR

Identifier 2F06
Name IARR
Structure LE
FileSize 48x19=912
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 02
EF ARR 2F06
ARR # 02
Record Name |Data Data Interpretation Length(
# lbytes)
1 IARR1 [8CO2A0E89000800107A406 |INS=E8,CLA=AO0:Always | Read / 48
83010A950108FFFFFFFFFF [Search,Update Binary, Update
FEFFFFFFFFFFFEFFFFFFFEE |Record, Erase Binary,Write
FEFFFFFFFFFFFFFFFFFFFE Binary, Write Record, Append
FEFFFFEFE Record:ADM 1
2 ARR2 [800101900080011EA40683 |Read / Search:Always | Update 48
010A9501088401D4A40683 Binary, Update Record, Erase
010A950108FFFFFFFFFFFF [Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FFFFFFEFF File,Activate File:ADM 1 |
INS=D4:ADM 1
3 IARR3 80011B9700800104A40683 |Read / Search,Update Binary, 48
010A950108FFFFFFFFFFFF [Update Record, Erase
FFFFFFFFFFFFFFFFFFFFFF Binary, Deactivate File,Activate
FFFFFFFFFFFFFFFFFFFFFFE [File:Never | Write Binary, Write
FEFFFFEE Record, Append Record:ADM 1
4 ARR4 [800101A40683010A950108 [Read / Search:ADM 1 48
FEFFFFFFFFFFFFFFEFFFEEE
FEFFFFFFFFFFFFFFEFFFEEE
FEFFFFFFFFFFFFFFFFEFEFEE
FEFFFFEFE
5 IARR5 [80011B9700800104A40683 [Read / Search,Update Binary, 48
010A950108FFFFFFFFFFFF [Update Record, Erase
FFFFFFFFFFFFFFEFFFFFFFE |Binary, Deactivate File,Activate
FFFFFFFFFFFFFFFFFFFFEFE [File:Never | Write Binary, Write
FEFFFFEFE Record, Append Record:ADM 1
6 IARR6 [B001019000FFFFFFFFFFFF [Read / Search:Always 48
FEFFFFFFFFFFFEFFFEFFFEFEE
FEFFFFFFFFFFFFFFFFEFFEE
FEFFFFFFFFFFFFFFFFEFFEE
FEFFEFFEE
7 IARR7 [8001019000800104A40683 [Read / Search:Always | Write 48
010A950108FFFFFFFFFFFF [Binary, Write Record, Append
FFFFFFFFFFFFFFFFFFFFFF [Record:ADM 1
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FEFFFFFFFEFFFEFFEFFEEEE
FEFEFFFEE

IARRS8

80011B9700800104A40683
010A950108FFFFFFFFFFFF
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search,Update Binary,
Update Record, Erase
Binary,Deactivate File,Activate
File:Never | Write Binary, Write
Record, Append Record:ADM 1

IARR9

800101900080011EA40683
010A950108FFFFFFFFFFFF
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search:Always | Update
Binary, Update Record, Erase
Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

10

IARR10

80011FA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEFE

Read / Search,Update Binary,
Update Record, Erase
Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

11

IARR11

800101A406830101950108
80011EA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Read / Search:PIN1 Appl 1 |
Update Binary, Update Record,
Erase Binary,Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

12

IARR12

8401329700800103900080
0118A40683010A950108FF
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFEFFFEE

INS=32:Never | Read /
Search,Update Binary, Update
Record, Erase Binary:Always |
Deactivate File,Activate
File:ADM 1

48

13

IARR13

800111A406830101950108
80010EA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFEE

Read / Search,Activate File:PIN1
Appl 1 | Update Binary, Update
Record, Erase Binary,Write
Binary, Write Record, Append
Record, Deactivate File:ADM 1

48

14

IARR14

800113A406830101950108
80010CA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFEE

Read / Search,Update Binary,
Update Record, Erase
Binary,Activate File:PIN1 Appl 1
Write Binary, Write Record,
Append Record,Deactivate
File:ADM 1

48

15

IARR15

800103A406830101950108
80011CA40683010A950108
FEFFFFFFFFFFEFFEFFEEFEE
FEFFFFFFFEFFFEFFFEFFEEFEE
FEFEFFFEFE

Read / Search,Update Binary,
Update Record, Erase Binary:PIN1
Appl 1 | Write Binary, Write
Record, Append Record,Deactivate
File,Activate File:ADM 1

48

16

IARR1 6

8001019000800102A40683
010195010880011CA40683
010A950108FFFFFFFFEFEFFFE
FEFFFFFFFFFFFFFFFEFFEEE
FEFFEFFEFE

Read / Search:Always | Update
Binary, Update Record, Erase
Binary:PIN1 Appl 1 | Write
Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

17

IARR17

840132A406830101950108
800101A406830101950108
800102A406830181950108
800118A40683010A950108
L S

INS=32:PIN1 Appl 1 | Read /
Search:PIN1 Appl 1 | Update
Binary, Update Record, Erase
Binary:PIN2 Appl 1 | Deactivate
File,Activate File:ADM 1

18

IARR18

800101A406830101950108
800102A406830181950108

Read / Search:PIN1 Appl 1 |
Update Binary, Update Record,
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80011CA40683010A950108
FEFFFFFFFFFFEFFFEFFEEFEE
FEFEFFFEE

Erase Binary:PIN2 Appl 1 | Write
Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

19 ARR19 [8001019000800102970080 Read / Search:Always | Update 48
011CA40683010A950108FF Binary, Update Record, Erase
FFFFFFFFFFFFFFFFFFFFFE Binary:Never | Write Binary,
FEFFFFFFFFFFFFFFFFFFEFE Write Record, Append
FFEFFFFEF Record, Deactivate File,Activate

File:ADM 1

2.2.1.1.2 EF KEY Version

Identifier 220B

Name KEY Versions

Structure LF

FileSize 82x2=164

Update Activity Low

2G Access Condition |FFESEFE

READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition [2F06 08
EF ARR 2F06
ARR # 08
Record# |Data Length
1 OlES6F42FFFFFFFFFFFFFFFFFFFFFFEFFFEFFEFFEFE 30
FEFFFFFFFFFFEFFFC36C
2 O2EAGFA3FFFFFFFFFFFFFFFFFFFFFFFFFEFFEFFEE |30
FFFFFFEFFEFFFEFFFC36C
Key Types|PES
Key Name |Enabled |Algorithm Length [Valuation \Value
Kic Yes Triple DES in outer- (16 Computed Later
CBC mode using two
different keys

Kid Yes Triple DES in outer- |16 Computed Later
CBC mode using two
different keys

Kik [No Triple DES in outer- (24 Fixed By Profile |00000000000000
CBC mode using three 00000000000000
different keys 00000000000000

000000
Key Types|PES
Key Name |Enabled |Algorithm Length [Valuation \Value
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Kic

Yes

Triple DES in outer-
CBC mode using three
different keys

16

Computed Later

Kid

Yes

Triple DES in outer-
CBC mode using three
different keys

16

Computed Later

Kik

No

Triple DES in outer-
CBC mode using three
different keys

24

Fixed By Profile

00000000000000
00000000000000
00000000000000
000000
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2.2.1.2 Raw File Contents

EFI1SC
Identifier 220D
Name IsC
Structure LF
FileSize 13x4=52
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 03
EF ARR 2F06
ARR # 03
Record# |[Data Length
i i —
EF NativeAppl
Identifier 2207
Name NativeAppl
Structure LF
FileSize 19x4=76
Update Activity Low
2G Access Condition |[05F555
READ ALW
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09
Record# [Data Length
1 OCFFFFFFFFFFFFFFFFFFFFFFFF000000003F00 19
2 07A00000000300000000000000000000007FDE 19
3 07A00000000900010000000000000000003F00 19
4 OCAOO0O000Q00871002FFFFFFFF89000000007F4F 19

EF KEY Versions

Identifier

220B

Name

KEY Versions
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Structure LF

FileSize 82x2=164

Update Activity Low

2G Access Condition |FFESFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE |NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Record# |Data Length

1 01lES56F42FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFE (30

FFFFFFFFFFFFFFFC36C
2 02EAGF43FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFF (30
FFFFFFFFFFFFFFFC36C

EF Iccld

Identifier 2FE2

Name IccId

Structure TR

FileSize 10

Update Activity Low

2G Access Condition |0FF555
READ IALW
UPDATE NEV
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 13
EF ARR 2F06
ARR # 13

Data

EF DIR

Identifier 2F00

Name DIR

Structure LF

FileSize 32x1=32

Update Activity Low

2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
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3G Access Condition

2F06 09

EF ARR

2F06

ARR #

09

Record# |Data

Length

61144F0CAO000O000871002FFFFFFFF89500455534 |32
94DFFFFFFFFFFFFFFFFFFEFF

EF PL

Identifier 2F05

Name PL

Structure TR

FileSize 16

Update Activity Low

2G Access Condition |[01F555
READ ALW
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 10
EF ARR 2F06
ARR # 10

Data

656E667264656974FFFFFFFFFFFFFFEF

EF Ki

Identifier 220C

Name Ki

Structure LF

FileSize 18x1=18

Update Activity Low

2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE |NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Record# [Data

1

Length
0
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2.2.2 TOOLKIT Directory Content

Description ARR Ref Ext ACC OP1
7FDE 0 DF 1150 TOOLKIT 0F55FF 2F06 01 11 3F00
6F02 0 LF 49x0=0 IAPPLET 55F555 2F06 OA 11 3F00->7FDE
oF01 0 LE 32x0=0 PACKAGE 55F555 2F06 OA 11 3F00->7FDE
6F03 0 LF 46x0=0 MENU ITEMS 55F555 2F06 OA 11 3F00->7FDE
13CO0 0 TR 430 EF Alfa Mobile 15F555 2F06 OB 51 3F00->7FDE
Config
oF42 0 TR 5 Counter EF 6F42 |55F555 2F06 OA 51 3F00->7FDE
6F43 0 TR 5 Counter EF 6F43 |55F555 2F06 OA 11 3F00->7FDE
6F00 0 LF 16x3=48 CDKEYS FFFS5FF 2F06 08 11 3F00->7FDE
OFFF 0 CY 8x12=96 VM STATUS O0FF55 2F06 0OC 11 3F00->7FDE
6F30 0 LE 50x3=150 DDL TAR 55F555 2F06 OA 11 3F00->7FDE
oF5F 0 TR 256 Display And 55F555 2F06 OA 51 3F00->7FDE
Refresh
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2.2.2.1 Interpreted File Contents
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2.2.2.2 Raw File Contents

EF EF Alfa Mobile Config

Identifier 13C0

Name EF Alfa Mobile Config

Structure TR

FileSize 430

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Data

636B3EO1

01FFO0008007E0C16010D53494D2050686F6E65626
FO6F6B020950686F6E65626F6F6B030853656E6420
534D5304053C4E65773E05083C5365617263683E0
60443616C6C070644656C657465080B4672656520
4D656D6F7279090C456E746572204E756D6265720
A0652656E616D650B063C4E6578743E0C063C4261

EF Counter EF 6F42

Identifier 6F42

Name Counter EF 6F42

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [2F06 0A
EF ARR 2F06
ARR # 0A

Data

0000000000

EF Counter EF 6F43
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Identifier 6F43
Name Counter EF 6F43
Structure TR
FileSize 5
Update Activity Low
2G Access Condition |[55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 0A
EF ARR 2F06
ARR # 0A
Data
0000000000
EF CDKEYS
Identifier 6F00
Name CDKEYS
Structure LF
FileSize 16x3=48
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08
Record# [Data Length
1 TE6DS5A58379ERB020941242FDB3AF146B 16
2 0000000000000000000000000000O0OO0OO 16
3 00000000000000000000000000000000 16

EF Display And Refresh

Identifier 6F5F
Name Display And Refresh
Structure TR
FileSize 256
Update Activity Low
2G Access Condition |55F555
READ ADM 1
UPDATE ADM 1
INVALIDATE ADM 1
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REHABILITATE |ADM 1

3G Access Condition |2F06 OA

EF ARR 2F06
ARR # 0A
Data
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2.2.3 ADF USIM Directory Content

EID \Slze Description 2G AC ARR Ref Ext ACC OP1

X 2 O 5 R S 2 R

2205 0 LF 13x4=52 PIN FFFS5FF 2F06 03 11 3F00->7F4F
6F07 7 TR 9 IMSI 15F555 6F06 02 49 3F00->7F4F
6FTE 11 TR 11 LOCI 11F555 6F06 03 49 3F00->7F4F
6F73 12 TR 14 PS LOCI 11F555 6F06 03 49 3F00->7F4F
6FAD 3 TR 4 AD 05F555 6F06 01 49 3F00->7F4F
6F78 6 TR 2 IACC 15F555 6F06 02 49 3F00->7F4F
6FC4 0 TR 256 NETPAR 11F555 6F06 03 51 3F00->7F4F
6F05 2 TR 32 LI 01F555 6F06 04 51 3F00->7F4F
6F38 4 TR 9 UST 15F555 6F06 02 51 3F00->7F4F
6F08 8 TR 33 KEYS 11F555 6F06 03 51 3F00->7F4F
6F09 9 TR 33 KEYSPS 11F555 6F06 03 51 3F00->7F4F
6F5B 15 TR 6 START-HFN 11F555 6F06 03 51 3F00->7F4F
6F5C 16 TR 3 THRESHOLD 15F555 6F06 02 51 3F00->7F4F
6F3E 0 TR 4 GID1 15F555 6F06 02 49 3F00->7F4F
6F3F 0 TR 4 GID2 15F555 6F06 02 49 3F00->7F4F
S5F3B 0 DF 50 GSM-ACCESS OF55FF 6F06 05 11 3F00->7F4F
6F60 10 TR 40 PLMNwWACT 11F555 6F06 03 51 3F00->7F4F
6F61 17 TR 150 OPLMNWACT 15F555 6F06 02 51 3F00->7F4F
6F62 19 TR 5 HPLMNWACT 15F555 6F06 02 51 3F00->7F4F
6F31 18 TR 1 HPPLMN 15F555 6F06 02 49 3F00->7F4F
6F46 0 TR 17 SPN 05F555 6F06 01 49 3F00->7F4F
6FB7 1 LF 4x1=4 ECC 05F555 6F06 01 11 3F00->7F4F
6FC3 0 TR 4 HiddenKey 11F555 6F06 03 51 3F00->7F4F
6F40 0 LF 28x3=84 MSTISDN 11F555 6F06 03 09 3F00->7F4F
6F4E 0 LF 13x10=130 EXT5 11F555 6F06 03 11 3F00->7F4F
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6F49 0 LE 28x15=420 SDN 15F555 6F06 02 09 3F00->7F4F
6F4F 22 LE 15x5=75 CCP2 11F555 6F06 03 11 3F00->7F4F
6F80 20 CY 40x10=400 ICI 11FF55 6F06 06 31 3F00->7F4F
6F82 0 CY 3x1=3 ICT 121F55 6F06 07 31 3F00->7F4F
6F81 21 CY 39x10=390 OCI 11FF55 6F06 06 31 3F00->7F4F
6F83 0 CY 3x1=3 OCT 121F55 6F06 07 31 3F00->7F4F
6F3C 0 LE 176x40=7040 |SMS 11F555 6F06 03 09 3F00->7F4F
6F43 0 TR 2 SMS-S 11F555 6F06 03 49 3F00->7F4F
6F42 0 LE 42x2=84 SMS-P 11F555 6F06 03 09 3F00->7F4F
6F45 0 TR 40 CBMI 11F555 6F06 03 49 3F00->7F4F
6FDO 0 TR 23 MMSICP 15F555 6F06 02 49 3F00->7F4F
6FD2 0 TR 23 MMSUCP 12F555 6F06 08 49 3F00->7F4F
6FD1 0 LE 13x1=13 MMSUP 11F555 6F06 03 09 3F00->7F4F
6FCE 0 LE 4x1=4 MMSN 11F555 6F06 03 09 3F00->7F4F
6F3B 0 LE 28x10=280 FDN 12F555 6F06 08 09 3F00->7F4F
6F56 5 TR 1 EST 12F555 6F06 08 51 3F00->7F4F
6F48 14 TR 2 CBMID 15F555 6F06 02 49 3F00->7F4F
6F4B 0 LE 13x5=65 EXT2 12F555 6F06 08 09 3F00->7F4F
6FFC 0 TR 18 K FEFSFF 6F06 09 51 3F00->7F4F
6FFD 0 TR 104 OPC FEFEFSFF 6F06 09 49 3F00->7F4F
6FFE 0 LE 6x33=198 SON FEFSFF 6F06 09 11 3F00->7F4F
6F69 0 TR 12 DELTA FEFEFSFF 6F06 09 51 3F00->7F4F
6F1F 0 TR 6 AUT CNTR 55F555 6F06 OA CO 3F00->7F4F
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2.2.3.1 Interpreted File Contents

2.23.1.1 EF ARR

Identifier 6F06
Name IARR
Structure LE
FileSize 48x10=480
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 01
EF ARR 6F06
ARR # 01
Record Name |Data Data Interpretation Length(
# lbytes)
1 ARR1 [800101900080011EA40683 [Read / Search:Always | Update 48
010A950108FFFFFFFFFFFF Binary, Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FFFFFFFF File,Activate File:ADM 1
2 ARR2 [800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
80011EA40683010A950108 [Update Binary, Update Record,
FEFFFFFFFFFFFFFFFFFFFFE [Erase Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFEE [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
3 IARR3 800103A406830101950108 |Read / Search,Update Binary, 48
80011CA40683010A950108 [Update Record, Erase Binary:PIN1
FFFFFFFFFFFFFFFFFFFFFF Rppl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFEFF [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
4 ARR4 [8001019000800102240683 |Read / Search:Always | Update 48
010195010880011CA40683 [Binary, Update Record, Erase
010A950108FFFFFFFFFFFF |Binary:PIN1 Appl 1 | Write
FFFFFFFFFFFFFFFFFFFFEFF Binary, Write Record, Append
FFEFEFFEF Record, Deactivate File,Activate
File:ADM 1
5 IARR5 [8CO2A0E89000800107A406 |INS=E8,CLA=AO:Always | Read / 48
83010A950108FFFFFFFFFF |Search,Update Binary, Update
FEFFFFFFFFFFFFFFFFFFEFE |Record, Erase Binary,Write
FFFFFFFFFFFFFFFFFFFFEFE |Binary, Write Record, Append
FEFFFFEFE Record:ADM 1
6 ARR6 [8401329700800103A40683 |[INS=32:Never | Read / 48
0101950108800118A40683 [Search,Update Binary, Update
010A950108FFFFFFFFFFFF [Record, Erase Binary:PIN1 Appl 1
FFFFFFFFFFFFEFFFFFFFEFFF || Deactivate File,Activate
FEFFEFFEE File:ADM 1
7 IARR7 [840132A406830101950108 [INS=32:PIN1 Appl 1 | Read / 48
800101A406830101950108 [Search:PIN1 Appl 1 | Update
800102A406830181950108 [Binary, Update Record, Erase
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800118A40683010A950108 [Binary:PIN2 Appl 1 | Deactivate
FFFFFFEFFE File,Activate File:ADM 1
8 IARR8 [800101A406830101950108 |Read / Search:PIN1 Appl 1 | 48
800102A406830181950108 [Update Binary, Update Record,
80011CA40683010A950108 [Erase Binary:PIN2 Appl 1 | Write
FEFFFFFFFFFFFFFFFFFFEE |Binary, Write Record, Append
FFEFEFFEF Record, Deactivate File,Activate
File:ADM 1
9 ARR9 [80011B9700800104A40683 [Read / Search,Update Binary, 48
010AS50108FFFFFFFFFFFF [Update Record, Erase
FEFFFFFFFFFFFFEFFFFFFEFE |Binary, Deactivate File,Activate
FEFFFFEFFFFFFFFEFFFFFFEE [File:Never | Write Binary, Write
FFFEFFFEF Record, Append Record:ADM 1
10 ARR10 [80011FA40683010A950108 [Read / Search,Update Binary, 48
FFFFFFFFFFFFFFFFFFFEFFF [Update Record, Erase
FEFFFFFFFFFFFFFFFFFFFF Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFEE |Record, Append Record,Deactivate
FEFFFFEF File,Activate File:ADM 1
2.2.3.1.2 EF UST
Identifier 6F38
Name UST
Structure TR
FileSize 9
Update Activity Low
2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 02
EF ARR 6F06
ARR # 02
Data
8E6BLF9C230E480000
Hex Value
8E6BLF9C230E480000
Service # |Service Name Available
1 Local Phone Book false
2 Fixed Dialling Numbers (FDN) true
3 Extension 2 true
4 Service Dialling Numbers (SDN) true
5 Extension3 false
9 Barred Dialling Numbers (BDN) false
7 Extension4 false
8 Outgoing Call Information (OCI and OCT) true
9 Incoming Call Information (ICI and ICT) true
10 Short Message Storage (SMS) true
11 Short Message Status Reports (SMSR) false
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12 Short Message Service Parameters (SMSP) true
13 Advice of Charge (AoC) false
14 Capability Configuration Parameters (CCP) true
15 Cell Broadcast Message Identifier true
16 Cell Broadcast Message Identifier Ranges false
17 Group Identifier Level 1 true
18 Group Identifier Level 2 true
19 Service Provider Name true
20 User controlled PLMN selector with Access Technology true
21 MSTISDN true
22 Image (IMG) false
23 Support of Localised Service Areas (SoLSA) false
24 Enhanced Multi-Level Precedence and Pre-emption Service false
25 Automatic Answer for eMLPP false
26 REU false
27 GSM Access true
28 Data download via SMS-PP true
29 Data download via SMS-CB true
30 Call Control by USIM false
31 MO-SMS Control by USIM false
32 RUN AT COMMAND command true
33 shall be set to '1l' true
34 Enabled Services Table true
35 IAPN Control List (ACL) false
36 Depersonalisation Control Keys false
37 Co-operative Network List false
38 GSM security context true
39 CPBCCH Information false
40 Investigation Scan false
41 ME < E false
42 Operator controlled PLMN selector with Access Technology |[true
43 HPLMN selector with Access Technology true
44 Extension 5 true
45 PLMN Network Name false
46 Operator PLMN List false
47 Mailbox Dialling Numbers false
48 Message Waiting Indication Status false
49 Call Forwarding Indication Status false
50 Reserved and shall be ignored false
51 Service Provider Display Information false
52 Multimedia Messaging Service (MMS) true
53 Extension 8 false
54 Call control on GPRS by USIM false
55 MMS User Connectivity Parameters true
56 Network's indication of alerting in the MS (NIA) false
57 VGCS Group Identifier List (EFVGCS and EFVGCSS) false
58 VBS Group Identifier List (EFVBS and EFVBSS) false
59 Pseudonym false
60 User Controlled PLMN selector for WLAN access false
61 Operator Controlled PLMN selector for WLAN access false
62 User controlled WSID list false
63 Operator controlled WSID list false
64 VGCS security false
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65 IVBS security false
66 WLAN Reauthentication Identity false
67 Multimedia Messages Storage false
68 Generic Bootstrapping Architecture (GBA) false
69 MBMS security false
70 Data download via USSD and USSD application mode false
71 Equivalent HPLMN false
72 Additional TERMINAL PROFILE after UICC activation false
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2.2.3.2 Raw File Contents

EF PIN
Identifier 2205
Name PIN
Structure LEF
FileSize 13x4=52
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV
3G Access Condition |2F06 03
EF ARR 2F06
ARR # 03
Record# [Data Length
1 30303030 4
2 0
3 0
4 0
EF IMSI
Identifier 6F07
Name IMSI
Structure TR
FileSize 9
Update Activity Low
2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02
Data
0lF1FFFFFFFFFFFEFFF
EF LOCI
Identifier 6F7E
Name LOCI
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Structure TR

FileSize 11

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |[6F06 03

EF ARR 6F06
ARR # 03
Data

FFFFFFFFOOF1100000FFO01

EF PS LOCI

Identifier 6F73

Name PS LOCI

Structure TR

FileSize 14

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFOOF1100000FFO01

EF AD

Identifier 6FAD

Name AD

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |[05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 01
EF ARR 6F06
ARR # 01
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Data

00000002

EF ACC

Identifier 6F78

Name IACC

Structure TR

FileSize 2

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

EF NETPAR

Identifier 6FC4

Name NETPAR

Structure TR

FileSize 256

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE
0 O O O O 1 O O O O 1 1 O O O O 1
O O O O 1 O O O O 1 1 O O O 0 1 1
O O O O 1 O O O O 1 1 O O O 0 1 1
FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE
FFFFFFFFFFEFFEFFFFEFFEFFFFEFFFFEFFEFFEFFEFFEFEFEEE

FEFFFEFEFFE
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EFLI

Identifier 6F05

Name LI

Structure TR

FileSize 32

Update Activity Low

2G Access Condition |01F555
READ IALW
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 04
EF ARR 6F06
ARR # 04

Data

FFFFFFFFFFFFFFFFFFFEFFFFFFFFFEFFEFFFFFFEFEFEE
FFFFFFEFFFFFFFFFFFFEFEFEFEE

EF KEYS

Identifier 6F08

Name KEYS

Structure TR

FileSize 33

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

O7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
FEFFFFFFFFFFFFFFEFFEFFEEE

EF KEYSPS

Identifier 6F09

Name KEYSPS

Structure TR

FileSize 33

Update Activity Low

2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03
Data

O7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE

FEFEFFFFFFFFFEFFEFFEFFEEE

EF START-HEN

Identifier 6F5B

Name START-HFN

Structure TR

FileSize 6

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FOOOOO0OF00000

EF THRESHOLD

Identifier 6F5C

Name THRESHOLD

Structure TR

FileSize 3

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FFEFFFF
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EF GID1

Identifier 6F3E

Name GID1

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFFFF

EF GID2

Identifier 6F3F

Name GID2

Structure TR

FileSize 4

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFFFF

EF FPLMN

Identifier 6F7B

Name FPLMN

Structure TR

Update Activity Low
2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03
Data

EF PLMNwWACT

Identifier 6F60

Name PLMNwWACT

Structure TR

FileSize 40

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFOOOOFFFFFFOOOOFFFFFFOOOOFFFEFEFFOOOOF
FFFFFOOOOFFFFFFOOOOFFFFFFOOOOFFEFEFEE0000

EF OPLMNwWACT

Identifier 6F61

Name OPLMNWACT

Structure TR

FileSize 150

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
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INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 02
EF ARR 6F06

ARR # 02
Data

808014F8

24F010000082F001808002F810808014F72080801
4F677808024F610808006F210808022F810808022
F210808062F210808014F930808026F010808015F
520808032F403808042F010808006F520808002F2
108080130061808006F320808032F230808032F01
0808012F603808002F461808082F610808002F610

EF HPLMNwWACT

Identifier 6F62

Name HPLMNwWACT

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

FEFFFF0000

EF HPPLMN

Identifier 6F31

Name HPPLMN

Structure TR

FileSize 1

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 02
EF ARR 6F06
ARR # 02
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Data

05

EF SPN

Identifier 6F46

Name SPN

Structure TR

FileSize 17

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 01
EF ARR 6F06
ARR # 01

Data

00616C6661FFFFFFFFFFFFFFFFFFFFFFFF

EF ECC
Identifier 6FB7
Name ECC
Structure LF
FileSize 4x1=4
Update Activity Low
2G Access Condition |[05F555
READ ALW
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 01
EF ARR 6F06
ARR # 01
Record# [Data Length
1 FEFFFFFF 4 |
EF HiddenKey
Identifier 6FC3
Name HiddenKey
Structure TR
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FileSize 4
Update Activity Low
2G Access Condition |11F555

READ CHV 1

UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 03

EF ARR 6F06

ARR # 03
Data
FEFFFFFF
EF EXTS
Identifier 6F4E
Name EXTS5
Structure LF
FileSize 13x10=130
Update Activity Low
2G Access Condition |11F555

READ CHV 1

UPDATE CHV 1

INVALIDATE ADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 03

EF ARR 6F06

ARR # 03
Record# [Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
2 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
3 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
4 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
5 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
6 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
7 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
8 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
9 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
10 OOFFFFFFFFFFFFFFFFFFFFFFFF 13
EF ICI
Identifier 6F80
Name ICI
Structure CcY
FileSize 40x10=400
Update Activity Low
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2G Access Condition |11FF55
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 06
EF ARR 6F06
ARR # 06

Record# |Data

Length

1 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
2 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000000FFFF
3 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
4 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFEFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
5 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
6 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
7 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
8 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
9 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
10 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEF |40
FFFFFFFFFFFFFFFFFFFFFFFFFO000000000FFFF
EF OCI
Identifier 6F81
Name OCI
Structure CY
FileSize 39x10=390
Update Activity Low
2G Access Condition |11FF55
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 06
EF ARR 6F06
ARR # 06

Length

Record# |Data
1

FEFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFEFEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFFE

39

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFEFFFEFFFEEFEE

39
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FFFFFFFFFFFFFFFFFFFFEFFEFFFO0000000FFFF

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FFFFFFFFFFFFFFFFFFFFFFFFFOOO000000FFFEE

39

FEFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFEFE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FFFFFFFFFFFFFFFFFFFFFFFFFOOO000000FFFEE

39

FEFFFFFFFFFFEFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO000000FFFEE

39

FEFFFFFFFFFFEFFEFFFFFFFFFFFFFEFFFEFFEFFEEEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO0000000FFFEFE

39

FEFFFFFFFFFFEFFFEFFFFFFFFFFFFFFFFFFFEFFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFOO0000000FFFEE

39

10

FEFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFEFFFEFFEEFEE
FEFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFEFE

39

EF SMS-S

Identifier

6F43

Name

SMS-S

Structure

TR

FileSize

2

Update Activity Low

2G Access

Condition [11F555

READ

CHV 1

UPDATE CHV 1

INVALIDATE ADM 1

REHABI

LITATE |ADM 1

3G Access

Condition |6F06 03

EF ARR

6F06

ARR #

03

Data

FEFE

EF SMS-P

Identifier

6F42

Name

SMS-P

Structure

LE

FileSize

42x2=84

Update Activity Low

2G Access

Condition |11F555

READ

CHV 1

UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access

Condition |6F06 03
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EF ARR

6F06

ARR #

03

Record# [Data

Length

C5

FEFFFFFFFFFFFFFFFFFFFFFFFFFFELIFFFFFFFEEEE (42
FEFFFFFFFFFFF06916931848888FFFFFFFEFFEF0000

EF CBMI

Identifier 6F45

Name CBMI

Structure TR

FileSize 40

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition [6F06 03
EF ARR 6F06
ARR # 03

Data

FEFFFFEFFFFFFFFFFFFFFFFFFFFFFEFFEFFEFFEEEE
FEFEFFFEFFFEFFFFFFFFFFFFFFFFEFFEFFEFFEFEFEEE

EF MMSICP

Identifier 6FDO

Name MMSICP

Structure TR

FileSize 23

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

AB158001FE8100831C200021002300240019001A0

01B0OO
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EF MMSUCP

Identifier 6FD2
Name MMSUCP
Structure TR
FileSize 23
Update Activity Low
2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 08
EF ARR 6F06
ARR # 08
Data
AB158001FE8100831C200021002300240019001A0
01BO0OO
EF MMSUP
Identifier 6FD1
Name MMSUP
Structure LF
FileSize 13x1=13
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03
Record# |Data Length
1 8001FF81008206148106811081 13
EF MMSN
Identifier 6FCE
Name MMSN
Structure LF
FileSize 4x1=4
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
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INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 03
EF ARR 6F06

ARR # 03
Record# |Data Length
1 000001FF 4
EFEST
Identifier 6F56
Name EST
Structure TR
FileSize 1
Update Activity Low
2G Access Condition |12F555

READ CHV 1

UPDATE CHV 2

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition [6F06 08

EF ARR 6F06

ARR # 08
Data
00
EF CBMID
Identifier 6F48
Name CBMID
Structure TR
FileSize 2
Update Activity Low
2G Access Condition |15F555

READ CHV 1

UPDATE ADM 1

INVALIDATE IADM 1

REHABILITATE |ADM 1
3G Access Condition |[6F06 02

EF ARR 6F06

ARR # 02
Data
FEFF
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EF EXT2

Identifier 6F4B
Name EXT2
Structure LF
FileSize 13x5=65
Update Activity Low
2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 08
EF ARR 6F06
ARR # 08
Record# |Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
2 OOFFFFFFFFFFFFFFFFFFFFFEFF 13
3 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
4 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
5 OOFFFFFFFFFFFFFFFFFFFFFEFF 13
EF K
Identifier 6FFC
Name K
Structure TR
FileSize 18
Update Activity Low
2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV

REHABILITATE |NEV

3G Access Condition |[6F06 09

EF ARR 6F06
ARR # 09
Data
EF OPC
Identifier 6FFD
Name OPC
Structure TR
FileSize 104
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Update Activity

Low

2G Access Condition

FEFSFF

READ

NEV

UPDATE NEV

INVALIDATE NEV

REHABI

LITATE |NEV

3G Access

Condition |6F06 09

EF ARR

6F06

ARR #

09

Data

EF SON

Identifier

6FFE

Name

SON

Structure

LE

FileSize

6x33=198

Update Activity Low

2G Access

Condition |[FFEFS5FF

READ

NEV

UPDATE NEV

INVALIDATE NEV

REHABI

LITATE |NEV

3G Access

Condition |6F06 09

EF ARR

6F06

ARR #

09

Record#

Data

Length

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

QO J[o| OB W|INE

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

000000000000

(e} Kol Kol Ko} Ko)] Ko} Hoa) Nex) Ho)) Horl Ko} Ko} o] Ko} He) Nex} Her) Horl Ho)) o)} Ko
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22 000000000000 6
23 000000000000 6
24 000000000000 6
25 000000000000 6
26 000000000000 6
277 000000000000 6
28 000000000000 6
29 000000000000 6
30 000000000000 6
31 000000000000 6
32 000000000000 6
33 OOFFFFFFFFFF 6
EF DELTA
Identifier 6F69
Name DELTA
Structure TR
FileSize 12
Update Activity Low
2G Access Condition |[FFFSFF

READ NEV

UPDATE NEV

INVALIDATE NEV

REHABILITATE |NEV
3G Access Condition |[6F06 09

EF ARR 6F06

ARR # 09
Data

FEFFFFFEFFFEOFFFEFFFFFFEQ

EF AUT CNTR

Identifier 6F1F

Name AUT CNTR

Structure TR

FileSize 6

Update Activity Low

2G Access Condition |55F555
READ ADM 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 0A
EF ARR 6F06
ARR # 0A

IData
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FFFFEFFFFI9CF
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2.2.4 TELECOM Directory Content

FID Size Description 2G AC ARR Ref Ext ACC OP1

N O o 3 I 275 S S L R

6F54 0 TR 32 SUME 55F555 6F06 02 49 3F00->7F10
SF3A 0 DF 28935 PHONEBOOK OF55FF 6F06 03 11 3F00->7F10
6F3A 0 LK 0 IADN 11F522 6F06 06 31 3F00->7F10
6F40 0 LK 0 MSISDN 11F555 6F06 04 31 3F00->7F10
6F49 0 LK 0 SDN 15F555 6F06 05 31 3F00->7F10
6F3B 0 LK 0 DN 12F555 6F06 07 31 3F00->7F10
6F44 0 CY 28x10=280 LND 11FF55 6F06 08 11 3F00->7F10
6F3C 0 LK 0 SMS 11F555 6F06 04 31 3F00->7F10
6F43 0 LK 0 SMS-S 11F555 6F06 04 31 3F00->7F10
6F42 0 LK 0 SMS-P 11F555 6F06 04 31 3F00->7F10
6F4A 0 LK 0 EXT1 11F555 6F06 04 31 3F00->7F10
6F4B 0 LK 0 EXT2 12F555 6F06 07 31 3F00->7F10
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2.2.4.1 Interpreted File Contents

2.24.1.1 EF ARR

Identifier 6F06
Name IARR
Structure LF
FileSize 48x8=384
Update Activity Low
2G Access Condition |[05F555
READ IALW
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 01
EF ARR 6F06
ARR # 01
Record Name |Data Data Interpretation Length(
# lbytes)
1 ARR1 [800101900080011EA40683 [Read / Search:Always | Update 48
010A950108FFFFFFFFEFFFF Binary, Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FEFFFFEF File,Activate File:ADM 1
2 ARR2 |[80011FA40683010A950108 |Read / Search,Update Binary, 48
FFFFFFFFFFFFFFFFFFFEFFF [Update Record, Erase
FEFFFFFFFFFFFFFFFFFFEFE Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFEE [Record, Append Record, Deactivate
FFFEFFEFE File,Activate File:ADM 1
3 ARR3 [8C02A0E89000800107A406 |[INS=E8,CLA=A0:Always | Read / 48
83010A950108FFFFFFFFFF [Search,Update Binary, Update
FEFFFFFFFFFFFFFFFFFFFFF Record, Erase Binary,Write
FFFFFFFFFFFFFFFFFFFFEFF Binary, Write Record, Append
FEFFFFFEE Record:ADM 1
4 ARR4 [800103A406830101950108 |Read / Search,Update Binary, 48
80011CA40683010A950108 [Update Record, Erase Binary:PIN1
FFFFFFFFFFFFFFFFFFFFFE Rppl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFEFF [Record, Append Record, Deactivate
FEFFFFEFE File,Activate File:ADM 1
5 ARR5 |[800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
80011EA40683010A950108 |[Update Binary, Update Record,
FFFFFFFFFFFFFFFFFFFFEFF [Erase Binary,Write Binary, Write
FEFFFFFFFFFFFFFFFFFFFE [Record, Append Record, Deactivate
FEFFFFFE File,Activate File:ADM 1
6 ARR6 [800103A406830101950108 [Read / Search,Update Binary, 48
800104A40683010A950108 [Update Record, Erase Binary:PIN1
800118A406830181950108 |Appl 1 | Write Binary, Write
FFFFFFFFFFFFFFFFFFFFFE |Record, Append Record:ADM 1 |
FFEFFFFEF Deactivate File,Activate
File:PIN2 Appl 1
7 ARR7 [800101A406830101950108 [Read / Search:PIN1 Appl 1 | 48
800102A406830181950108 [Update Binary, Update Record,
80011CA40683010A950108 [Erase Binary:PIN2 Appl 1 | Write
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FEFFFFFFFEFFFEFFEFFEEEE
FEFEFFFEE

Binary, Write Record, Append
Record, Deactivate File,Activate
File:ADM 1

IARR8

8401329700800103A40683
0101950108800118A40683
010A950108FFFFFFFFFFFEF
FEFFFFFFFFFFFFFFFFFFEE
FFFFFFFF

INS=32:Never | Read /

Search, Update Binary, Update
Record, Erase Binary:PIN1 Appl 1
Deactivate File,Activate
File:ADM 1

48
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2.2.4.2 Raw File Contents

EF SUME

Identifier 6F54

Name SUME

Structure TR

FileSize 32

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 02
EF ARR 6F06
ARR # 02

Data

0505416C66612BFFFFFFFFFFFFFFFFFFFFFFFFFEF
FEFFFFEFFEFFFEFFFFFFFEFEFEE

EF ADN

Identifier 6F3A

Name IADN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[11F522
READ CHV 1
UPDATE CHV 1
INVALIDATE CHV 2
REHABILITATE |[CHV 2

3G Access Condition [6F06 06
EF ARR 6F06
ARR # 06

Refers to

3F00->7F10->5F3A->4F3A

EF MSISDN

Identifier 6F40
Name [MSISDN
Structure LK
FileSize 0
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Update Activity Low

2G Access Condition |[11F555

READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |6F06 04

EF ARR 6F06
ARR # 04
Refers to

3F00->7F4F->6F40

EF SDN

Identifier 6F49

Name SDN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 05
EF ARR 6F06
ARR # 05

Refers to

3F00->7F4F->6F49

EF FDN

Identifier 6F3B

Name FDN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 07
EF ARR 6F06
ARR # 07

Refers to
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[3F00->7F4F->6F3B

EF SMS

Identifier 6F3C

Name SMS

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |6F06 04
EF ARR 6F06
ARR # 04

Refers to

3F00->7F4F->6F3C

EF SMS-S

Identifier 6F43

Name SMS-S

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 04
EF ARR 6F06
ARR # 04

Refers to

3F00->7F4F->6F43

EF SMS-P

Identifier 6F42
Name SMS-P
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |6F06 04
EF ARR 6F06
ARR # 04
Refers to
3F00->7F4F->6F42
EF EXT1
Identifier 6F4A
Name EXT1
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition [6F06 04
EF ARR 6F06
ARR # 04
Refers to

3F00->7F10->5F3A->4F4A

EF EXT2

Identifier 6F4B

Name EXT2

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 07
EF ARR 6F06
ARR # 07

Refers to

3F00->7F4F->6F4B
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2.2.5 GSM Directory Content

Description ARR Ref Ext ACC OP1

7F20 0 DF 617 GSM OF55FF 2F06 01 11 3F00

6F38 0 TR 11 SST 15F555 2F06 OB 51 3F00->7F20
oFQ07 0 LK 0 IMST 15F515 2F06 0D 31 3F00->7F20
6F7E 0 LK 0 LOCI 11F515 2F06 OE 31 3F00->7F20
6FAD 0 LK 0 AD 05F555 2F06 09 31 3F00->7F20
oF78 0 LK 0 IACC 15F555 2F06 0B 31 3F00->7F20
6FAE 0 TR 1 Phase 05F555 2F06 09 51 3F00->7F20
6F74 0 TR 16 BCCH 11F555 2F06 OF 51 3F00->7F20
6F05 0 LK 0 LP 01F555 2F06 10 31 3F00->7F20
6F20 0 LK 0 Kc 11F555 2F06 OF 31 3F00->7F20
oF3E 0 LK 0 GID1 15F555 2F06 0B 31 3F00->7F20
6F3F 0 LK 0 GID2 15F555 2F06 OB 31 3F00->7F20
oF54 0 LK 0 SUME 55F555 2F06 OA 31 3F00->7F20
6F7B 0 LK 0 FPLMN 11F555 2F06 OF 31 3F00->7F20
6F30 0 TR 87 PLMNsel 11F555 2F06 OF 11 3F00->7F20
6F31 0 LK 0 HPPLMN 15F555 2F06 OB 31 3F00->7F20
6F52 0 LK 0 GPRS Kc 11F555 2F06 OF 31 3F00->7F20
6F53 0 LK 0 GPRS LOCI 11F555 2F06 OF 31 3F00->7F20
oF1F 0 LK 0 Auth Counter 55F555 2F06 0OA 31 3F00->7F20
6F39 0 CY 3x10=30 ACM 121F55 2F06 11 11 3F00->7F20
oF37 0 TR 3 IJACMma x 12F555 2F06 12 11 3F00->7F20
oF41 0 TR 5 PUCT 12F555 2F06 12 11 3F00->7F20
6F46 0 LK 0 SPN 05F555 2F06 09 31 3F00->7F20
oF45 0 LK 0 CBMI 11F555 2F06 OF 31 3F00->7F20
6F48 0 LK 0 CBMID 15F555 2F06 OB 31 3F00->7F20
6FDO 0 LK 0 MMSICP 15F555 2F06 0B 31 3F00->7F20
6FD1 0 LK 0 MMSUP 11F555 2F06 OF 31 3F00->7F20
6FCE 0 LK 0 MMSN 11F555 2F06 OF 31 3F00->7F20
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6FD2

(@)

LK 0 MMSUCP 12F555 2F06 12 31 3F00->7F20

6FFD

(@)

LK 0 OPC FEFSFF 2F06 08 31 3F00->7F20
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2.2.5.1 Interpreted File Contents

2.25.1.1 EF SST

Identifier 6F38

Name SST

Structure TR

FileSize 11

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Data

FF33FFFFOF003F03000C0OC

Hex Value

FE33FFFFOF003F03000C0C00000033

Service # |Service Name Allocated |Activated |
1 CHV1 disable function true true
2 Abbreviated Dialling Numbers (ADN) true true
3 Fixed Dialling Numbers (FDN) true true
4 Short Message Storage (SMS) true true
5 Advice of Charge (AoC) true true
6 Capability Configuration Parameters (CCP) false false
7 PLMN selector true true
8 RFU false false
9 MSTSDN true true
10 Extensionl true true
11 Extension? true true
12 SMS Parameters true true
13 Last Number Dialled (LND) true true
14 Cell Broadcast Message Identifier true true
15 Group Identifier Level 1 true true
16 Group Identifier Level 2 true true
17 Service Provider Name true true
18 Service Dialling Numbers (SDN) true true
19 Extension3 false false
20 RFU false false
21 IVGCS Group Identifier List (EFVGCS and EFVGCSS) false false
22 VBS Group Identifier List (EFVBS and EFVBSS) false false
23 enhanced Multi-Level Precedence and Pre-emption false false
Service

24 Automatic Answer for eMLPP false false
25 Data download via SMS-CB true true
26 Data download via SMS-PP true true
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27 Menu selection true true
28 Call control false false
29 Proactive SIM true true
30 Cell Broadcast Message Identifier Ranges false false
31 Barred Dialling Numbers (BDN) false false
32 Extension4 false false
33 De-personalization Control Keys false false
34 Co-operative Network List false false
35 Short Message Status Reports false false
36 Network's indication of alerting in the MS false false
37 Mobile Originated Short Message control by SIM false false
38 GPRS true true
39 Image (IMG) false false
40 SoLSA (Support of Local Service Area) false false
41 USSD string data object supported in Call Control [false false
42 RUN AT COMMAND command true true
43 User controlled PLMN Selector with Access false false
Technology
44 Operator controlled PLMN Selector with Access false false
Technology
45 HPLMN Selector with Access Technology false false
46 CPBCCH Information false false
47 Investigation Scan false false
48 Extended Capability Configuration Parameters false false
49 MexE false false
50 Reserved and shall be ignored false false
51 PLMN Network Name false false
52 Operator PLMN List false false
53 Mailbox Dialling Numbers false false
54 Message Waiting Indication Status false false
55 Call Forwarding Indication Status false false
56 Service Provider Display Information false false
57 Multimedia Messaging Service (MMS) true true
58 Extension 8 false false
59 MMS User Connectivity Parameters true true
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2.2.5.2 Raw File Contents

EF IMSI
Identifier 6F07
Name IMSI
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |15F515
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |[CHV 1
3G Access Condition |2F06 0D
EF ARR 2F06
ARR # 0D
Refers to
3F00->7F4F->6F07
EF LOCI
Identifier 6F7E
Name LOCI
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F515
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |[CHV 1
3G Access Condition |2F06 OE
EF ARR 2F06
ARR # OE
Refers to
3F00->7F4F->6F7E
EF AD
Identifier 6FAD
Name AD
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |[05F555
READ ALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition [2F06 09
EF ARR 2F06
ARR # 09

Refers to

3F00->7F4F->6FAD

EF ACC

Identifier 6F78

Name IACC

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE ADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F78

EF Phase

Identifier 6FAE

Name Phase

Structure TR

FileSize 1

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09

Data

03
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EF BCCH

Identifier 6F74
Name BCCH
Structure TR
FileSize 16
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Data

FFFFFFFFFFFFFFFFEFFFEFFFEFFEFFEFEEE

EFLP

Identifier 6F05

Name LP

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[01F555
READ ALW
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 10
EF ARR 2F06
ARR # 10

Refers to

3F00->2F05

EF Kc

Identifier 6F20

Name Kc

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
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READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1

1

REHABILITATE

IADM

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # 0F
Refers to

3F00->7F4F->5F3B->4F20

EF GID1

Identifier 6F3E

Name GID1

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F3E

EF GID2

Identifier 6F3F

Name GID2

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F3F
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EF SUME

Identifier 6F54
Name SUME
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 0A
EF ARR 2F06
ARR # 0A
Refers to

3F00->7F10->6F54

EF FPLMN

Identifier 6F7B

Name FPLMN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F7B

EF PLMNsel

Identifier 6F30

Name PLMNsel

Structure TR

FileSize 87

Update Activity Low

2G Access Condition |11F555
READ CHV 1
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UPDATE CHV 1

INVALIDATE IADM 1

REHABILITATE |ADM 1

3G Access Condition |2F06 OF

EF ARR 2F06
ARR # OF
Data

24F01082F00102F81014F72014F67724F61006F21
022F81022F21062F21014F93026F01015F52032F4
0342F01006F52002F21013006106F32032F23032F
01012F60302F46182F61002F61014F850FFFFFFEFFE
FFFFFFFFFF

EF HPPLMN

Identifier 6F31

Name HPPLMN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F31

EF GPRS Kc

Identifier 6F52

Name GPRS Kc

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
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Refers to

3F00->7F4F->5F3B->4F52

EF GPRS LOCI

Identifier 6F53

Name GPRS LOCI

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F73

EF Auth Counter

Identifier 6F1F

Name Auth Counter

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |55F555
READ IADM 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0A
EF ARR 2F06
ARR # 0A

Refers to

3F00->7F4F->6F1F

EF ACMmax

Identifier 6F37

Name ACMmax

Structure TR

FileSize 3
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Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Data

000000

EF PUCT

Identifier 6F41

Name PUCT

Structure TR

FileSize 5

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE ADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Data

FEFFFF0000

EF SPN

Identifier 6F46

Name SPN

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |05F555
READ IALW
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 09
EF ARR 2F06
ARR # 09

Refers to
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[3F00->7F4F->6F46

EF CBMI

Identifier 6F45

Name CBMI

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF

Refers to

3F00->7F4F->6F45

EF CBMID

Identifier 6F48

Name CBMID

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 0B
EF ARR 2F06
ARR # 0B

Refers to

3F00->7F4F->6F48

EF MMSICP

Identifier 6FDO
Name MMSICP
Structure LK
FileSize 0
Update Activity Low
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2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition [2F06 0B
EF ARR 2F06
ARR # 0B
Refers to
3F00->7F4F->6FDO
EF MMSUP
Identifier 6FD1
Name MMSUP
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE ADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Refers to
3F00->7F4F->6FD1
EF MMSN
Identifier 6FCE
Name MMSN
Structure LK
FileSize 0
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |2F06 OF
EF ARR 2F06
ARR # OF
Refers to

3F00->7F4F->6FCE
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EF MMSUCP

Identifier 6FD2

Name MMSUCP

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |12F555
READ CHV 1
UPDATE CHV 2
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |2F06 12
EF ARR 2F06
ARR # 12

Refers to

3F00->7F4F->6FD2

EF OPC

Identifier 6FFD

Name OPC

Structure LK

FileSize 0

Update Activity Low

2G Access Condition |[FFFSFF
READ NEV
UPDATE NEV
INVALIDATE NEV
REHABILITATE [NEV

3G Access Condition |2F06 08
EF ARR 2F06
ARR # 08

Refers to

3F00->7F4F->6FFD
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2.2.6 GSM-ACCESS Directory Content

Description ARR Ref Ext ACC OP1
5F3B 0 DF 50 GSM-ACCESS 0F55FF 6F06 05 11 3F00->7F4F
4720 1 TR 9 Kc 11F555 oF06 03 49 3F00->7F4F-
>5F3B
4F52 2 TR 9 GPRS Kc 11F555 oF06 03 49 3F00->7F4F-
>5F3B
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2.2.6.1 Interpreted File Contents
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2.2.6.2 Raw File Contents

EF Kc

Identifier 4F20

Name Kc

Structure TR

FileSize 9

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFFFO7

EF GPRS Kc

Identifier 4F52

Name GPRS Kc

Structure TR

FileSize 9

Update Activity Low

2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 03
EF ARR 6F06
ARR # 03

Data

FFFFFFFFFFFFFFFFO7
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2.2.7 PHONEBOOK Directory Content

Description ARR Ref Ext ACC OP1

5F3A 0 DF 28935 PHONEBOOK 0F55FF 6F06 03 11 3F00->7F10

4F3A 2 LE 30x254=7620 |ADN 11F555 6F06 04 09 3F00->7F10-
>5F3A

4700 3 LE 30x146=4380 |ADN 11F555 oF06 04 11 3F00->7F10-
>5F3A

4702 9 LE 15x254=3810 |ANR 11F555 6F06 04 11 3F00->7F10-
>5F3A

4707 14 LEF 15x146=2190 |ANR 11F555 oF06 04 11 3F00->7F10-
>5F3A

4F06 13 LE 20x254=5080 [EMAIL 11F555 6F06 04 11 3F00->7F10-
>5F3A

4708 15 LE 20x146=2920 [EMAIL 11F555 oF06 04 11 3F00->7F10-
>5F3A

4709 4 LE 2x254=508 PBC 11F555 6F06 04 11 3F00->7F10-
>5F3A

4701 8 LEF 2x146=292 PBC 11F555 oF06 04 11 3F00->7F10-
>5F3A

4F30 0 LE 44x2=88 PBR 15F555 6F06 05 11 3F00->7F10-
>5F3A

4F4A [ LEF 13x4=52 EXT1 11F555 oF06 04 09 3F00->7F10-
>5F3A

4F3D 7 LE 15x5=75 CCP1 11F555 o6F06 04 11 3F00->7F10-
>5F3A

4F26 5 LEF 4x254=1016 GRP 11F555 oF06 04 11 3F00->7F10-
>5F3A

4703 10 LE 4x146=584 GRP 11F555 o6F06 04 11 3F00->7F10-
>5F3A

4F4C 1 LE 24x4=96 GAS 11F555 oF06 04 11 3F00->7F10-
>5F3A

MCC Document Generator page 71









2.2.7.1 Interpreted File Contents
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2.2.7.2 Raw File Contents

EF PBR

Identifier 4F30

Name PBR

Structure LEF

FileSize 44x2=88

Update Activity Low

2G Access Condition |15F555
READ CHV 1
UPDATE IADM 1
INVALIDATE IADM 1
REHABILITATE |ADM 1

3G Access Condition |[6F06 05
EF ARR 6F06
ARR # 05

Record# |Data
1

Length

IA819CO0034F3A02C4034F0209CA034F060DC6034F2 |44
605C5034F0904AA0FC8034F4C01CB034F3D07C203

4F4A06
2 IAB19C0034F0003C4034F070ECAO34F080FC6034F0 (44
30AC5034F0108AA0FC8034F4C01CB0O34F3D07C203
4F4A06
EF EXT1
Identifier 4F4N
Name EXT1
Structure LF
FileSize 13x4=52
Update Activity Low
2G Access Condition |11F555
READ CHV 1
UPDATE CHV 1
INVALIDATE IADM 1
REHABILITATE |ADM 1
3G Access Condition |[6F06 04
EF ARR 6F06
ARR # 04
Record# [Data Length
1 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
2 OOFFFFFFFFFFFFFFFFFFFEFFEFFE 13
3 OOFFFFFFFFFFFFFFFFFFFFFEFFE 13
4 OOFFFFFFFFFFFFFFFFFFFFFEFFF 13
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3 Applets

Package Name

Alfa Mobile Lebanon
Extended Phonebook
Applet [Version: 1.0.3]

Package AID

IA00000007702076011100300
00000049

Package Size

Package Dependencies

Class Name AlfaMobileExtendedPhoneb
ook

Class AID A00000007702076011100301
00000049

Instance AID A000000077020760110000FE

00004900

Application Privileges

Access Domain

Priority FF
Max Timer 00
Max Channels 00
Menu Entries 01
Menu Entries Parameter 0000

Port Address

Min Security Level
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4 Applications

Application Name Application AID Application Size
Mobile Security
Management
Java Card
GSM
Data Download Management
USIM
5 Codes
Codes Initializ [Modifia |[Enabled|Disablin|Nb of [Remaini[Valuation |[Numeric [Hex Value|Unblockin
ed ble a_ false ng false g Codes
allowed |present |present
jation  [ation
Issuer [Yes Yes Yes Yes 10 10 Computed ISC/ADM
Secret Later 1
Code 1
SIM Yes Yes Yes Yes 3 3 Computed PUK 2
user's Later
second
PIN code
Local Yes Yes Yes Yes 3 3 Computed PUK 2
PIN 1 Later
Local Yes Yes Yes Yes 10 10 Computed ISC/ADM
Unblocki Later 1
ng Key
(PUK) 1
Global (Yes Yes Yes Yes 10 10 Computed ISC/ADM
Unblocki Later 1
ng Key
(PUK) 1
SIM Yes Yes No No 3 3 Fixed By 30303030
user's Profile
first
PIN code
Global ([Yes Yes No No 3 3 Fixed By 30303030
PIN 1 Profile
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6 Locks on the Card

lLock Name Group Offset \Value
vV CRY 1 04 00
vV Ad 1 08 00
vV Tp 1 09 00
IV FEATURE 1 0B 01
vV IO CMS 1 0A 53
[V SC MAPPING 1 0D 01
Vv CPU SECURITIES |1 OF 8B
IV ACTIVATION 2 15 6B
'V BEHAVIOUR 2 16 44
V BEHAVIOUR 2 2 17 0A
'V BEHAVIOUR 5 2 19 00
'V BEHAVIOUR 6 2 10 00
[V SECCON 2 1E 00
IV DCS 1 03 EE
'V BEHAVIOUR 4 2 13 08
V RES 2 18 08
vV AUT 1 ocC EO
IV LOAD 1 06 00
V EAC 1 07 CO
V RGA 1 02 30
V BEHAVIOUR 3 2 1F 12
V. TRAN 1 05 FE
vV TAl 2 1A 00
vV fmt 1 00 FE
/ Memory Usage
Used E2PROM Memory

MF 44581

TOOLKIT 1166

ADFEF USIM 11471

TELECOM 29855

GSM 633

Applets 9223
Total Used E2PROM Memory 96929
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