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i. Abstract
This document includes the required technical specifications for the USSD Gateway in terms of functional description, features and interfaces with other components, as well as the general guidelines and responsibility matrix for system design, delivery, deployment, integration, management, operation and maintenance.
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[bookmark: _Toc324518949][bookmark: _Toc152242650]Background Information
Unstructured Supplementary Service Data (USSD) is a service that allows high speed communications between the subscriber and applications across a mobile network. Unlike SMS which is a store and forward based service, USSD is a session-oriented service. 
The USSD Gateway is a platform that enables operators to introduce messaging and menu interactive services with USSD as the bearer in addition to call and SMS management services. The platform is complementary to existing SMS services and consists in the use of signaling network to carry short text strings in MAP messages. The USSD service offers lots of benefits such as immediate warranty delivery, ease of use, roaming ability and cheap tariffs.
USSD is becoming widely accepted as the ideal channel for services such as mobile information, mobile commerce, mobile entertainment and any service that requires interaction between the user and the application.
The vendor is responsible for providing the USSD Gateway and integrating it with MIC2’s Switching, NGBSS, Data Core, Billing and Provisioning systems as well as any necessary third party systems and applications running on existing MIC2 platforms to deliver all requested services in this RFP. 
The Vendor is also responsible for the full replication of MIC2’s existing provisioning services (e.g.
 RBT, data, Missed call notification, etc…) using the currently available channels (SMS, IVR or other) to the USSD channel. The Vendor shall provide in addition to this replication, additional subscription possibilities to other services via the USSD channel, in addition to USSD based services (such as Credit Transfer, Collect Call, Call Back, Call Me, Credit Me, Debit Me, etc…) that are detailed in the following sections of this RFP.
 


[bookmark: _Toc152242651]General Requirements
Below is a list of the general requirements that the vendor of the USSD Gateway shall ensure:
· The bidder should have an international bank credit rating of a minimum of BBB+ (or equivalent rating) along with a five year roadmap and a minimum of 5 years’ experience in the USSD messaging and VAS platforms– (Killing factor)
· The bidder shall provide minimum of five (5) mobile operators’ references with similar successful implementation project in different countries and continents whether in MENA, Europe or US with a minimum of 3 million subscribers for each deployment. (N/B: to be counted as a successful project, the solution needs to be successfully implemented for at least 3 years from the date of submitting the tender) – (Killing factor)
· Bidder shall have at least five (5) successful and suitably certified & qualified experienced engineers based in the Europe, MENA or Gulf region with a min of 5 years’ experience with similar platforms. CVs of such engineers to be submitted with bid. – (Killing factor)
· Bidder must not have a conflict of interest with other MIC2 platforms/systems/applications. All Tenderers found to have a conflict of interest shall be disqualified. (Killing Factor)
· The vendor shall include in his offer a detailed Bill of Quantities (BoQ) for all relevant Hardware, Software, and Services that are needed for the delivery of vendor’s proposed solution together with the yearly operation and maintenance support. 
· The vendor shall include a free of charge three years warranty period after the full integration and acceptance of the USSD Gateway Solution.
· In the Commercial offer, the vendor shall provide a separate pricing table for the OpEx and CapEx. For the CapEx as well as for the OpEx, SW and HW pricing needs to be differentiated. In the SW pricing, premium support must be quoted separately, SW licenses, and professional services, each in a separate quotation. For the HW elements, the vendor shall provide detailed description about every aspect of the proposed HW including but not limited to (CPU, Memory, Hard Disc, Operating system, Cards,…). 
· In the Commercial offer, The Pricing table shall include the quantity, the unit price, the total price, as well as the description of the elements.
· The vendor shall submit proposals, documents, manuals, drawings, circuit diagrams, etc. in English. 
· The vendor’s proposed USSD Gateway (Hardware/Software) and services shall comply with the RFP requirements. However, since the RFP represents MIC2’s basic requirements, the vendor may include in his proposal value added, cost-effective and OPEX saving solutions. The vendor’s value added solutions shall be included separately in the detailed BoQ and detailed in a separate section in the technical specifications, and executive summary. 
· The vendor shall be fully responsible of the interoperability and integration of the USSD Gateway with MIC2 network elements (HLRs, MSC, SMSC, NGBSS, Data Core, Provisioning System and any other necessary entity to deliver all USSD services required by MIC2. The vendor will also be fully responsible of the interoperability and integration of the USSD Gateway with third party applications or platforms to provide the USSD services planned by MIC2.
· The Vendor shall provide All Hardware requirements (network and power cables, connectors, E1 cards, device for backup…) to install, integrate, connect, and launch the USSD Gateway
· The vendor’s platform shall provide complete redundancy and continuity of service (Hardware/Software) for the USSD Gateway solution. The platform should be highly available 99.9999%.
· The solution platform shall have enough redundancies to ensure that no single point of failure would affect the operation of the Gateway. The solution platform shall be easily and smoothly upgradable to new releases with a possibility of rollback without any system interruptions. 
· The vendor shall list all features that are available on the USSD Gateway platform. Accordingly, the Vendor shall specify the offered and non-offered features from the available list. Each feature shall be quoted independently with full functional description and needed integration with MIC2 network entities.
· The vendor shall provide the following: A detailed integration plan with the existing operational network. 
· A scalable platform when dimensioning the USSD Gateway. Currently MIC2 requires the system to support 500 transactions per second. Scalability means that the capacity in terms of concurrent simultaneous dialogues can be easily increased by either adding additional software and/or minimum hardware to give the required future capacity without having to change the existing equipment or swapping it. 
· A monitoring solution. The monitoring solution shall include alarms generation, fault detection and handling, configuration and performance management, system administration, and security modules. 
· A North bound interface (NBI) to interface with all the above functionalities (alarms generation, fault detection and handling, configuration and performance management, system administration) to the OMC’s and Real Time Customer Experience Management System (Fault, Performance/Statistics, Configuration and administration).
· The locations of Manufacturing, Support including Research and Development Centers of each product and service offered in his Response, supported by references.
· The vendor shall provide valid references with similar deployments
· The bidder shall indicate the years of experience in the USSD and VAS platforms
· The bidder shall mention in table format, reference (Europe, MENA, US) for the deployment of the USSD solution.
· The bidder shall provide the Company HQ and R&D center locations.
· The vendor shall indicate live deployments for important features requested

· The required delivery, implementation and integration periods are 12 weeks 
· The platform shall be capable to interface with standard service providers’ interfaces and protocols. 
· Delivery shall be based on DDP (Delivery Duty Paid) incoterms including VAT, insurance, transportation and insurance during transportation and all related taxes and charges.
· Applying vendors shall provide, in addition to the required documents, a demo to explain to MIC2 their solution composed of (The demo will be considered part of the technical evaluation:
1- Technical presentation
2- Live demonstration on a testbed or on a live operating network
3- To demonstrate the capability of the solution, within the allocated time
4- Demo should cover the points mentioned in the technical specification requirements
5- Any addition or extra points provided during the demo

[bookmark: _Toc152242652]Platform Solution Requirements
This section defines the functional services of the USSD Gateway solution as well as the required dimensioning specifications.
[bookmark: _Toc152242653]General Technical Requirements
The general requirements of the USSD Gateway are listed hereafter:
· The USSD Gateway shall support 2G, 3G, 4G and 5G. In this sense it shall be technology independent.
· The USSD gateway shall be inherently compatible with any type of handsets. 
· [bookmark: _GoBack]Vendor to provide 3 different type of devices for testing purposes (iPhone & Android) and laptops for system implementation and operation support.
· The USSD Gateway shall support all interface types (Fast Ethernet, Gigabits Ethernet, Optical interfaces, etc...)
· USSD services shall be available for both prepaid and postpaid subscribers and thus the USSD Gateway shall be successfully integrated with the corresponding platforms.
· The USSD Gateway shall be compatible with the following protocols and interfaces (SOAP, HTTP, SMPP, LDAP, JDBC, Diameter, PL/SQL … used in MIC2’s network and by third parties application providers in order to connect any existing or new USSD application with the necessary interface.
· The USSD Gateway shall support connection to MIC2’s SS7 network via both SS7 & and IP SIGTRAN connections
·  The USSD Gateway shall work properly with all of MIC2’s Value Added Services (VAS) platforms, provisioning and billing systems, CS and PS core, NGBSS, HLR and SMSC.  In this respect, the Gateway shall be easily configurable to successfully communicate and interact with the above as follows:
· with external applications such as the SMSC through SMPP and CMID protocols in order to provide SMS service support.
· The USSD Gateway shall be easily configurable to successfully communicate with third party applications and services providers as well as MIC2’s existing VAS platforms, using the mentioned applications or VAS platform preferred protocol.  
· The Gateway shall hence be able to interpret the upcoming requests from these applications and VAS, in addition to also sending them comprehensive requests to successfully complete the desired services over the USSD channel. These USSD services could be registration services, menu services, third party applications or Value Added Services.
· Currently MIC2 requires the USSD Gateway to support 500 transactions per second.
·  The USSD Gateway shall provide all MIC2’s existing subscription related services and credit transfer services, currently offered through SMS or WEB channels, via the USSD channel during the USSD Gateway implementation period. This includes the successful integration with all MIC2’s platforms mentioned above and is of the Vendor’s essential deliverables and the USSD Gateway Acceptance Process. 
· The USSD Gateway subscription related services and other services should not be limited to the currently existing services. The USSD Gateway shall interpret errors, results and returns from all network elements and applications connected to it and return these to the customer as a result of the customer initiated USSD command. It shall be easily configured in a way to return an explicitly specified message for each response message it receives from the network elements and applications. 
· The USSD Gateway shall be flexible in the definition, formatting and customization of the USSD short codes, (e.g. order/sequence of codes, alphanumeric codes, etc…) whereas each USSD service or USSD command could have its specific format and characters that are different in their structure, format and characters from other USSD commands.
· The USSD Gateway shall support targeted USSD messages (for specific numbers, plans, etc.). These targeted USSD messages shall be flexible enough and user definable per customer or specific customers to inform them that they can benefit from MIC2 offers and services allowing them to subscribe to these services.
· The USSD Gateway shall provide a flexible charging ability for each different USSD service or command and for each different customer or group of customers and for each different third party connected to it. The USSD Gateway shall then send the charging requirements or parameters to MIC2’s charging platforms.
· The USSD Gateway shall not have any limitations related to the number of applications or services. 
· The USSD Gateway shall not have any limitations related to the number of network elements, servers, or applications to which it shall be connected, in terms of signaling links, ports, interfaces or other connection types
· The USSD Gateway shall provide a control mechanism that allows the operator to manage the entire offered services by allowing or banning certain users from benefiting from the services.
· The USSD Gateway shall allow regular logging to be put in place over multiple instances for any for its components.
· The USSD Gateway shall provide a Service Creation Environment for Application and Menu Creation. This Environment shall be user friendly (a GUI interface is required) on which menu and menu trees creation, new services creation, customers management, rules setting, parameters configuration will be possible and easily administered. This Environment shall also allow the creation of new services plus the right mapping and integration of these services with the required protocols and message flows to guarantee a successful logical execution with the involved MIC2 and third parties’ network elements and applications. It shall also provide the ability to integrate these new services with the existing USSD menu.
· The USSD Gateway shall process the USSD services requested by the customers via a USSD command specific for each desired USSD service by the customer and also via its predefined USSD menu
· The USSD Gateway shall provide a Graphical User Interface (GUI) in order to perform various operations (administration, system configuration, operation management, application/menu management, etc…).
· The USSD Gateway shall provide a commercial user-friendly Graphical User Interface (GUI) in order to send USSD messages to select numbers. The solution should support the following functions: sending immediately, scheduling, and adjusting the sending frequency (by hour /by day /by month). The solution should also provide the status report.
· The USSD Gateway shall provide a commercial user-friendly Graphical User Interface (GUI) in order create and send USSD based survey, polls, voting, to select numbers. The solution should provide the corresponding reporting (per user and in aggregate).
· The USSD Gateway shall provide an enhanced logging for billing and statistics, where the information regarding any USSD session is stored and collected (per session, per customer, per application, per sub-menu, etc.). It shall also allow different types of reports to be generated and saved at scheduled times and to be displayed in real time for monitoring active system utilization. 
· The solution platform shall provide load balancing to distribute evenly the workload, and fault tolerance to avoid hardware failures.
· The USSD Gateway must have the option of configuring the charge of each USSD service independently.
· Scalability shall be explicitly and clearly stated, i.e the exact number of transactions/second, the exact number of simultaneous dialogues that the platform can support, the maximum load the platform can handle, the SW licenses or HW elements that are the keys for scalability and that might be needed for future expansion. 
· The Vendor need to provide ALL the needed network cabling and network devices confirming and abiding to the following guidelines. The Cabling guidelines are the below:
· CAT5e cabling is required but CAT6 is preferred for a better transmission performance.
· Patch panels should be used for cabling. Each run of a cable should be terminated to a patch panel termination. Each patch panel termination should be labeled, as well as each port in the building.
· All used patch cords should be labeled on both end
· Each cabinet should have the needed number of cable organizer, in order to neatly wrap and organize all cables, eliminating the mess of tangled cables.
· All cabling should be done in a closed cabinet
· Network devices should also be placed in a closed cabinet
· Each device should have a redundant power supply from a different source

Network Devices shall have or be:
· Cisco devices 
· Latest stable IOS version
· Manageable by Cisco LMS
· Support ISE features:
· MAC Authentication Bypass
· 802.1x
· Web Authentication (LWA, CWA)
· Central Web Authentication (CoA)
· VLAN
· DACL
· Secure Group Access (SGA)
· Redundant power supplies
In addition to the current provided features, all IOS shall support but not limited to:
· ssh service
· SNMP v3
· security features

· The Device roadmap shall be provided since the device lifetime will be checked and evaluated during the evaluation
1.1.1. [bookmark: _Toc152242654]Supported Features
The USSD Gateway shall include at least the following delivery features:
A. Mobile Initiated USSD (Pull)
Mobile Initiated USSD messages are in fact “USSD Requests” initiated by mobile users upon dialing a specific service code such as *120# from their handsets. These requests are generally routed from MSC/HLR to the application server through the USSD Gateway. The corresponding USSD response traces the same route back to the mobile end user.
B. Network Initiated USSD (Push)
Network Initiated USSD messages is another type of USSD request created by the Network/application and intended to mobile users. We can differentiate between two types of such messages. The first one is just a broadcast message that does not need any response from the end user. These can be seen as notification messages. The second type requires interaction from the user to input his feedback as a response to a prompt menu application or to a USSD push message. The Network initiated USSD message, triggered by the application is transferred to the MSC/HLR and then to the mobile user via the USSD gateway
For example, data customers should receive 50 and 80% consumption USSD messages. Upon reaching the 100%, the customer should receive USSD call to action message. This message gives the option: to renew bundle or upgrade bundle.
C. Graphical User Interface
The solution platform shall have a user-friendly graphical user interface that the operator can use in order to access different system components and various operations such as administration navigation, system configuration and settings, menu and applications creation, etc…
D. Application Generation
The USSD platform shall include through the Graphical User Interface a Service Creation Environment for definition of menu structures and integration with content providers together with internet interfaces to static messages, web-based content providers. The Service Creation Environment is also used to create applications and generate USSD services such as Mobile initiated USSD services as well as Network Initiated USSD services. The design of such applications shall be performed and tested offline without the need of any additional external hardware elements. Once validated, these applications can be easily deployed within the solution without any interruption of the system. 
It is crucial for the application generator to provide various functionalities that offer the user flexibility and ease of use in the design creation and implementation of any particular application. Such functionalities include:
· Automatic code generation of new USSD menus from scratch
· Simple configuration of existing or new menu elements
· Predefined visual building blocks used as drag-and drop in the menu creation
· Ease of manipulation of menu blocks through different design tools such as specific selection, click and drop, cut, copy, paste, etc…
· Simple assembly of the different icons and menu elements to create and customize menus
· 	  Add/delete/modify a new tree node or sub tree node and insert text in the menu
·    Place a node in the specific location within the USSD menu viewed by the   subscriber 
·    Relocate/shuffle the inserted text to a desired location in the menu
· Description and explanation of each block’s functionality in terms of input, output and in some cases applied conditions
· Ability to add or modify any parameter, link or element in the menu design
· Ability to introduce certain restrictions and conditions to the menu design depending on specific input parameters
· Possibility of versioning menu designs and importing existing menus and components
· Deployment of the created menu into the system test environment
· Testing and debugging of the created menu using simulation tools and relevant data 
· Simple integration of the design with database interfaces if necessary

E. Basic Functions
The USSD Gateway shall support the following basic functions, which are needed for a proper and meaningful operation of the offered services.
· Multiple language Support
Support of the three national languages, Arabic, French and English is required. The operator shall have the ability to design applications or menus with any one of the languages. 

· Whitelisting and Blacklisting
A screening option in order to allow or ban certain categories of subscribers, using exact or prefix match is also required. There should be no dimension or size limit on the black/white list 

· Session Continuity
Allow a session that has been terminated suddenly due to a timeout expiration or lack of coverage for instance, to resume seamlessly at the point of interruption.

· Menu Navigation
The interface shall be user friendly by providing moving back and forth capabilities inside a menu. The keys definitions for backward and forward navigation shall be configurable.

·  Secure logging
The solution platform shall prevent unsecure logging of any credential data, such as password or bank account number for instance. Any sensitive data shall be encrypted, in case it has to be written to a log file.

Secure logging
The solution must maintain detailed logs of all access per user and changes.

The solution shall allow generation of: Audit trails and logging of user access and activities.

The solution must record all users activities on the application level
Event logs must contain minimum the following: Source IP,  Destination IP, username, access protocol (rdp, ssh, web), destination IP, actions executed.

A configurable automated process SHALL be implemented to send log files or defined logged event to a security log server (Qradar)

All system modifications SHALL be logged including the modified components and the user who performed the modifications.

The solution shall allow generation of: Audit trails and logging of user access and activities.

The following events shall be logged at each level:
a) Successful logins (log-in and out)
b) Failed login attempts. System must lock the account after multiple login failures.
c) Privilege escalation attempts (e.g. switch user on privileged accounts)
d) Rejected connections
e) Violations of access restrictions
f) Manipulation attempts (e.g. shutdown of the system, modification of system time)
g) Creation or modification of user accounts
h) Access to the security logs
i) Attempts to modify the security policy

The system shall be able to define specific log requirements for critical systems, files or folders.


Network Elements
Access services (e.g. SSH, HTTPS, RPC) shall be exclusively bound to the interface they are going to be serving, and NOT to all interfaces
Ports allowed for a particular service use shall not be reused for other purposes without explicitly being detailed in the design documentation.
Data traffic between layers shall be separated by firewalls.

Patch Management
All system components shall be installed with or updated to the latest stable version with all security patches applied.
Solution should be fully on-prem

Vulnerability
The Bidder shall accept that MIC2 runs a vulnerability scan on the proposed solution prior to issuing the acceptance and in case any vulnerability is found, the Bidder undertakes to take the necessary actions to remedy such vulnerability within 30 days from its notification.  


F. Required USSD Services
The USSD Gateway shall support the following USSD services. In this sense, the USSD end-to-end solution consists of providing not only the gateway but also the following services. Therefore it is the vendor’s responsibility to provide all below services along with the corresponding necessary provisioning, integration, design and capacity requirements 
· USSD Credit Transfer
· USSD WCID

· USSD RBT
· USSD MCSMS/VOICEMAIL
· USSD HS 
· USSD Direct Submenu Access 
· USSD End of Call Notification
· USSD Tariff Switch
· USSD Product Information
· USSD Information Query such as news, movies, sports, weather, yellow page, currency update, stock market, …
· USSD Entertainment Services such as quizzes, surveys, voting, email, chat, …
The solution should support the Market Research list of requirements for the USSD survey, polls and voting:
· There is no limitation to the number of characters per question.
· For the display of the questions, USSD survey allows for simple single answer/ question ex: Yes/No. As for using the rating scales, the participant must select one value from a scale of possible options. For example: 0/1/2/3/4/5/6/7/8/9/10, another example, poor/ fair/ good or excellent etc…
· To allow participants who couldn’t complete the survey properly due to the session time out, to continue the survey in order to avoid high level of incompleteness. In other words, to avoid the loss of data already filled before the session time out.
· The list of questions already created will be easy to edit or change if needed (by the administrator) when the survey is live.
· The questions will be easy to navigate especially backwards. When customer wants to go back to the previous question to do some modification.
· When customer complete the survey, then he should press on the submit button.
· The data will be saved in MIC2 data base.
· The skipping rule should be used in creating the layout of the survey to make it more flexible. For example, if the customer selects “yes” as a response to a question, then the questionnaire would automatically jump to the next relevant question.
· A brief “thank you” note should be included at the end of the survey.
· Participants can complete the survey on any type of mobile phone and without access to the internet.
· Follow-up reminders are required to ensure better sample representation.
· Real-time feedback should be achieved as a response is required immediately.
· The results / question will be displayed in counts and percentages along with a suitable chart.
· The report will be generated daily, weekly, monthly and depending on the duration of the survey.
· Detailed report per question is required including GSM #, customer name (if available), date and time etc…
· Exporting the output to PowerPoint by placing the results/ question/ slide. 
· USSD Service Inquiry
The USSD Service Inquiry is a feature that allows prepaid and postpaid users to inquire about their active services, where the USSD Gateway will provide the needed information from MIC2’s provisioning systems and/or HLR
· Ability to identify which line profiles are eligible to use features available on the USSD channel
· Ability to identify which line statuses are eligible to use features available on the USSD channel
· Recharge:
• Self-Recharge: Ability to recharge prepaid A party own number from his GSM
• Third party: Ability to recharge a B party number from A party prepaid/postpaid number
· Validity Transfer: Ability to transfer validity from prepaid A party number to prepaid B party number
· Credit me: Ability for prepaid A party to request credit from prepaid/postpaid B party number 
· Postpaid profiles who are able to activate/deactivate services through SMS, touch website and touch App should be able also to activate/deactivate services through the USSD service.
Postpaid profikes who are able to make post to pre recharge and post to pre transfers through SMS, touch webiste and touch App should be able also to perform those activities through USDD service.
Postpaid profiles who are able to check their current balance, bundle consumption and other info through SMS, touch website and touch App should be able also to check those same information through USSD service.

• Ability for A party prepaid/postpaid to add service for own number
• Ability for A number prepaid/postpaid to add service for B party number (gifting) 
· Remove Services: Ability for A party prepaid/postpaid to remove service for own number
· Suspend/reconnect: Ability for a postpaid number to suspend temporarily or reconnect own number
· Call me: Ability for a prepaid A party to request from a prepaid/postpaid B party to call him

Credit transfer:
• Credit Transfer pre to pre: Ability to make credit transfer from a prepaid to a prepaid number
• Credit Transfer post to pre: Ability to make credit transfer from a postpaid to a prepaid number

FNF (Friends & Family) Management: Ability to manage friends and family numbers set-up:
• Add FNF
• Info FNF
• Delete FNF
• Modify FNF

· Query Last 3 transactions: Ability to check the last x transactions
· Offer Change: Ability to switch own service to other service (switch between HS offers)
· Tariff Switch: Ability to switch between prepaid tariffs profiles (from Start to magic…)
· Special offers: Ability to check list of special offers details
· Ability to have PIN verification for critical operations (e.g., credit transfer, validity transfer, tariff switch)
· USSD should have multi-language support (English, Arabic and French). Customer should be able to select the default USSD language via USSD command, app, website and SMS.

Notifications: 
System to have the ability to send USSD notifications to customers at certain threshold levels or certain times/days, plan/line expiration, unused balance, special offer etc…
Customer should be notified about successful/unsuccessful transactions through USSD pop notifications: customer should be notified with the unsuccessful notifications and the reason for behind. e.g. service not activated due to insufficient credit or due to line status, please recharge and try again; or due to invalid input in the USSD command. Replies should be clear enough and putting the reason  for unsuccessful transactions Customer should have the option to opt out from these USSD notifications.
Front liners should be able to check if the transactions/subscriptions/service deactivations/checking info and all above were done through the USSD channel
· System to have the ability to send USSD notifications to customers at certain threshold levels or certain times/days, plan/line expiration, unused balance, special offer etc…
· Customer should be notified about successful/unsuccessful transactions through USSD pop notifications: example insufficient balance, invalid input. etc…). Customer should have the option to opt out from these USSD notifications.
· Front liners should be able to check if the transactions/subscriptions/service deactivations/checking info and all above were done through the USSD channel

Reporting: 

Ability to issue reports showing all activities mentioned above done through USSD related to add/remove services, suspend/reconnect postpaid line..etc.
USSD activity split into primary offers, time of transaction, failed transactions,  etc…


· USSD Alter Postpaid Lines
The USSD service is a feature that allows postpaid subscribers to reconnect/suspend their lines.  
There shall be no limit on the number of offered USSD services. The Gateway shall be scalable in terms of number of supported services.
The Vendor shall explicitly state the capacity of the gateway in terms of USSD supported services.
The USSD Gateway shall be able to successfully integrate and communicate with the required MIC2 network elements mentioned in this RFP and third party elements to successfully realize the above services and any new service that we might launch in the future
· Existing subscription services to be available over USSD

Below is a list of MIC2’s currently offered subscription related services through SMS or WEB channels that shall be available over the USSD channel, using the USSD Gateway right after the implementation phase and part of the acceptance testing process.

For all below subscription services, and similarly to all services involving the USSD Gateway, the USSD Gateway shall be able to interpret any received message, acknowledgment, error type (distinguishing between the different error types) and act accordingly by either sending the corresponding message to the customer, as configured in the system for each type of response received by the USSD Gateway, or by sending the required response or request to the involved Network Elements in the requested service.

So in brief, all data retrieval functionality, provisioning functionality, recharging functionality and account management functionality should be included.
Activation of 3rd party services on prepaid lines: (Name Tag, Anghami, etc…) 
Activation/Deactivation (and if maybe check balance) of prepaid products/services: Daily Data, 2Day voice, WhatsApp bundles, prepaid social data, W&T, W&T minis, validity transfer, Call forward, Call Wait/Hold, recharge, 3rd party recharge, etc…)
Activation of 3rd party services on postpaid lines: (Name Tag, Anghami, etc…) 
Activation/Deactivation (and if maybe check balance) of postpaid products/services: Call Barring, Call Forward, Call Wait/Hold, Star Package, My plan (Voice and SMS Bundles), W&T bundles, W&T minis, Data snack, postpaid Social Bundle, etc…)


G. 	Flexibility of Customization
The USSD Gateway shall provide the following customization features:
· USSD command format flexibility, meaning that the system shall be flexible in terms of USSD short code definition, its format, the sequence and the number of input parameters. The USSD short codes shall be customizable and configurable by the operator. There should be no restriction at all regarding the formatting, the sequence and the parameter types (either numbers, or ASCII characters, or alphanumeric).
· Different USSD short codes for different USSD services imply that each service will have its unique flow (in terms of interaction with the network elements, e.g. provisioning system, MSC, PPAS, etc…). The focal point is the USSD Gateway which receives the short codes and appropriately dispatches the USSD messages to the correct network element. 
· Each proposed service shall be fully functional and integrated with all needed network elements.
  
[bookmark: _Toc152242655]Dimensioning, Capacity and Architecture
The USSD Gateway shall adhere with the following requirement specifications:
· The Vendor shall describe in details the hardware and software architecture of the USSD Gateway. 
· The Vendor shall provide all necessary data for the proposed solution (layout, dimensions, servers, power consumption...).
· The USSD Gateway shall have enough interfaces to connect to all needed entities in MIC2’s 2G/3G/4G/5G 
· All Hardware requirements (network and power cables, connectors, E1 cards, device for backup…) to install, integrate, connect, and launch the service shall be provided. 
· The USSD Gateway shall provide protection against overloaded situations when the number of simultaneous dialogues exceeds the maximum allowable figure. In such case, the system shall remain operational at its peak capacity without crashing.
· The Vendor shall state the capacity of the Gateway in terms of simultaneous incoming and outgoing dialogues. 
· Currently MIC2 requires the system to support 500 transactions per second. 
· The Vendor shall explicitly state the capacity of each interface card that is used as well as the capacity of each signaling board. 
· The Vendor shall describe in details the hardware and software  redundancies in the platform 
· The Vendor shall specify the main performance characteristics and describe the KPI’s to measure the performance of the system.
· Availability
· MTBF (mean time between failures per module)
· MTTR (mean time to repair per module) 
· No single point of failure shall exist in the architecture. 
· The platform shall have 99.9999% availability, and the highest level of redundancy and reliability
· The solution design shall be done in an optimal way with the minimum use of hardware elements in order to enhance performance by limiting database accesses.
· The solution design shall be flexible in order to introduce upgrades and modifications with a minimum alteration to the system architecture.
The solution platform shall provide scalability, load balancing and fault tolerance as detailed below:
A. Scalability
The system shall be as scalable as possible in order to cope with the increasing USSD traffic demands.  Therefore, interface cards, signaling boards or even servers shall be added with ease whenever there is need in order to meet the increase in the number of simultaneous dialogues.  The system shall be able to add new hardware modules in order to allow an increase of the system’s capacity. Moreover, the system shall be able to adapt to any additional or new USSD service. In this sense, it shall explicitly state the capacity of the Gateway in terms of supported USSD services. 
The vendor shall provide a clear description on how to expand the system, what elements (SW licenses and HW) need to be added and their respective quantities. For this, the vendor shall provide a layout detailing the key elements of the end-to-end solution platform, identifying which components are the keys for such expansion.
B. Load balancing
The system shall use a load balancing mechanism in order to distribute the workload evenly over the available links and to assure multilink redundancy. 

C. Fault Tolerance
The system shall be as resilient as possible in order to identify and respond to hardware and software failures. The system shall raise alarms whenever unexpected errors occur. Components shall have built-in fault tolerance. Failures shall be detected early, isolated, and automatic recovery shall be start immediately. The occurrence of faults in a particular component shall not affect the operation of the system as a whole.
	
D. Redundancy
The system shall handle any failure by having redundant element in its architecture in order to ensure stability and robustness. Redundancy shall be applied to SS7/SIGTRAN links as well as to all system elements. Meaning that if any of the links or elements shuts down, the load shall automatically transfer to other active links or components to ensure service continuity with minimal loss of information. Such redundancy can be achieved by having redundant servers along with CPUs, RAMs, Ethernet Cards, signaling boards, etc… All databases should work in a cluster mode. 



[bookmark: _Toc152242656]ESB and Integration Requirements
In order to assure end-to-end functionality, system shall be compatible for proper integration with different involved parties and shall provide proper call records.
The USSD Gateway should have the option in the integration architecture to play one of two roles:
The first role is for the USSD Gateway to act as the focal point in this architecture with its ability to communicate directly to all of the below mentioned network components in order to handle the USSD request from end to end and to other systems if needed.
The second role is for the USSD Gateway to act as an intermediate component by communicating with MIC2’s existing network elements that shall handle the proper processing of the USSD request.
The USSD platform shall assume and assume both abovementioned roles.
MSC/HLR 
 Application Provider 1
 Billing System
 Billing System
USSD Gateway
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The vendor is responsible for the full migration of the operator existing services (e.g RBT, 3G data, Missed call notification, etc…) that are currently offered to the user via SMS. The migration shall include:
· Development of menu for all existing services. The created menu shall be identical in terms of flow, inputs, etc… to the current service menu structure. It shall also appear transparent to the subscriber. 
· Integration of the USSD Gateway with the same components as the SMS based-subscription services. The integration shall enable the existing services to be fully functional over USSD Gateway.  
· The USSD Gateway shall also provide the ability to extend the USSD services, by adding USSD short codes for new services such as RBT, MCSM Sand others. Adding a new service is eventually complemented by the provision of a menu for subscription. Menu creation shall provide the functionality of  adding/deleting/modifying a new tree node or sub tree node and insert text in the menu, placing the node in the specific location within the USSD menu viewed by the subscriber relocating/shuffling the inserted text to a desired location in the menu

· The USSD gateway should be capable of calling HTTP based APIs like Rest and SOAP and handling responses in JSON, XML or custom text formats

[bookmark: _Toc152242657]USSD Gateway-Application Provider Interface
The platform shall be able to support any kind of interfaces (language, protocol) with the service providers:
· SOAP
· HTTP/S
· XML
· LDAP
· JDBC
· SMPP
· CMID
· PL/SQL
· Diameter 
Currently MIC2 requires the proposed USSD application services. However, there should also be a flexibility of adding more USSD services and expanding the system in the future.
[bookmark: _Toc152242658]USSD Gateway-SMSC Interface
The USSD Gateway shall be integrated with the operator existing SMSC using commonly used protocols:
· SMPP/IP
· HTTP
· UCP
· CMID
· …


[bookmark: _Toc152242659]USSD Gateway -Operator Network Interface
The USSD Gateway shall communicate with the operator’s network elements (MSC and HLR) using standard MAP protocol. It shall work seamlessly with any Core Element vendors such as Huawei, Nokia etc…
[bookmark: _Toc328753200][bookmark: _Toc328753201][bookmark: _Toc152242660]USSD Gateway-Billing System
The USSD Gateway shall be integrated with MIC2’s API system in order to provide charging for postpaid & prepaid subscribers. The charging process is performed through DOB or CDR. These records shall include all details related USSD session like date, timestamp, service code, subscribe IMSI and MSISDN etc. 
[bookmark: _Toc152242661]Provisioning/ESB
The USSD Gateway shall communicate with Touch APIs for services that require modifications in the subscriber’s profile or add and delete services. 
The platform shall provide, accept and process manual, automatic, single, and bulk provisioning requests. These requests include for instance, activation/deactivation of subscriptions, addition/removal of numbers from black/white list.
The Vendor shall describe the provisioning method on the platform. (Available tools, APIs, interfaces, protocols, data replication, and authorization levels for users…)
The USSD Gateway shall send a response for each API request processed. The response shall include an explicit return code indicating the status of the request.


[bookmark: _Toc152242662]Operation, Administration and Maintenance
The system shall have Graphical User Interface (GUI) and Command Line Interface (CLI) that the operator can use for management, configuration, administration, maintenance and monitoring purposes. Such configuration and changes should be dynamically read by the system without the need of a full restart. 
The system shall include north bound interface to provide functionalities - including but not restricted to alarms’ generation, fault detection and handling, configuration and performance management, system administration – that need to be integrated and interfaced with the INMS and Real Time Customer Experience Systems (Faults, Performance, Statistics, Configuration and Administration.
[bookmark: _Toc152242663]Operations Management
 Below operations shall be feasible on the system:
A. Application Management
As mentioned earlier the system shall be able to support different types of applications without any restrictions. The system shall provide a flexible and user friendly module in order to configure and manage all application related information and data. For instance, such configuration can include code viewing, manipulation, insertion and alteration. Application management also includes operations related to real-time service activation and deactivation.
B. Customer Profile Management
The system shall provide the option of viewing and managing subscriber specific profile information and details. The user profiling data need to be stored in the USSD Gateway databases in order to use them for certain menu routing paths based on each subscriber’s profile. For instance, in the case of a prepaid subscriber, the menu item might need to check the user specific balance before proceeding to the next menu.
The operator shall be able to query the database and perform operations on it like adding, deleting records. The subscriber database shall contain a set of predefined subscriber parameters that can be configured by the operator at any time.



C. Operation and Maintenance
The Vendor shall provide all necessary tools for the operation and maintenance of the system. The proposed equipment shall provide a local maintenance terminal in addition to the possibility of performing operation and maintenance activities remotely. The Operation and Maintenance Center shall include support and management for both Service layer and Application layer.
The Operation and Maintenance Center shall allow global service configuration such as:
· Configuring the subscriber number ranges
· Configuring Global Title information
· System level black and white list

D. Back Up and Restore
The platform shall have a dedicated backup solution for data (user data and configurations) and platform including software installed, configuration files, databases, CDRs, logs, events, alarms, statistics…
Backup and restore operations shall not affect the platform’s performance and availability.
The backup and restore procedures shall cause no service interruption and shall minimize impact to customers.
A full description of the backup and recovery procedures shall be provided.
[bookmark: _Toc152242664]Performance Management
The operator shall be able to monitor system performance through different parameters.
A. Load Details
This shows information about the system like CPU usage, memory, module status, links load, traffic management, etc.
The administration interface should display the status (running, stopped, failed, and overloaded) of each component of the USSD Gateway:
B. Concurrent Request Management
The system shall only allow a configured maximum number of concurrent requests/responses in order to preserve quality and protect USSD Gateway from congestion.
C. Gateway Control
The USSD Gateway shall have a control tool that gives the operator the ability to check the status of the gateway, the amount of traffic passing through it and the content based on the type of service. The operator will then use this tool to monitor the real-time behavior of its gateway. The information displayed through the gateway control tool can include for instance:
· Mobile Initiated (Pull) request rate
· Network Initiated (Push) request rate
· Mobile Initiated success/failure rate
· Network Initiated success/failure rate
· Total number of Mobile Initiated requests
· Total number of Network Initiated requests

D. Logging and Statistics
The interface shall support certain tools for logging end-to-end user session tracing. Updated dump files should be periodically generated. The platform shall provide a configurable mechanism for maintaining log files. The operation log storage time and size should be configurable by the operator. The system shall keep the operations logs for at least 3 months and shall provide a log rollover mechanism to avoid the accidental filling up of any storage space.
Real-time logging shall be enabled in order to register various logging information including alarms, warnings, faults, errors as well as general USSD service logging. 
The USSD Gateway shall have real time statistic tool that display relevant figures over any time frame- in the form of tables and charts - including active time utilization, USSD traffic, concurrent requests and service usage. 
The statistic module shall enable different aggregation types, including time (statistics per hour, per day, or any configurable time period), subscriber classes (prepaid, postpaid, heavy users, etc…), link set and USSD short codes (particular service code or all codes). The statistical information includes but is not restricted to the following:
· Current active sessions
· User request/response
· Application request/response
· Menu/Submenu access
· Total number of rejected requests
· Total number of requests/responses
· Peak hours traffic
The USSD Gateway, as mentioned before, shall be able to collect statistics per link, per time, per service code, per user, etc...
The platform shall generate customizable reports in a user friendly format (CSV, fixed length text…). Standard report functionalities shall be enabled such as:
· Sorting data
· Editing display option
· Hiding rows/columns
· Exporting reports to Excel sheet
· Displaying graphs and charts
The statistical module shall be able to export the generated statistics records to an external file system, database or web site.
[bookmark: _Toc152242665]System Failure and Alarm Management
It is very important for the system not to be vulnerable to errors, and to be able to detect these errors and locate them once occurred. Under this topic, we mention:
1. Components Failure
The system shall be monitoring the functioning of its individual hardware and software components and keeping logs of any failing events in a structured and informing way in the form of pre-defined and/or user-defined alarms. 
· Hardware: Component level
· Software: Module, links, database record level…
The operator shall have the option of restarting individual modules through the user interface without the need of stopping the whole system.
1. Fault Handling
The system shall be able to identify faults occurring at any level in its architecture and shall implement rules and methods (ex. Redundancy) for appropriate fault detection, prevention and correction.
It shall also be ensured that detected failures are isolated to the lowest level in order not to block the whole system or affect any service.
The system shall perform a detailed analysis of received alarms information and be able to identify and diagnose the faults that affected the system in order to facilitate troubleshooting and thereby reducing the impact of the faults on the daily system operation and prevent future threats.
The USSD Gateway shall have the ability to properly identify errors originating from provisioning system (e.g. not enough credit, you already have the service, etc…) and send the appropriate failure USSD response to the sender explicitly stating the reason of error. 
Errors occurring from entering wrong USSD inputs from the sender side shall also be held correctly by the USSD gateway, by either returning to the previous state, or by prompting the user to enter the input again.
1. Fault Reports and Alarms
The system shall provide organized informative fault reports, alarms and statistics.
Generated alarms shall provide information to analyze and resolve the fault and enable measurements based on historical information.
Alarm information processing shall support information filtering, alarm confirmation, alarm clearance, alarm notification, alarm synchronization, alarm redefinition. 
Alarms based on the statistical counters shall be configurable using the user-defined counter thresholds. Alarms statistics results should be displayed in the form of tables, charts and graphs with printing/emailing options. The classification of statistics shall be sorted according to type, module, importance, etc… and registered in reports (period, times, etc…)
Pre-defined alarms as well as the user-defined alarms shall be configurable or even removable by the platform administrators.
Alarms shall be generated for any of the below occurrences:
· Communication failure, process failure, connectivity loss, hardware failure, loss of a system node, Quality of Service (QoS) failure, platform or service overload
· Links going down (e.g. SS7 connections)
· System Congestion and out of service 
· Any network entity to which the USSD Gateway is connected becomes unavailable
· Slowed down platform performance; for instance, when the time of a request processing or the response generation time goes beyond a given threshold
Operating system alarming shall include at least CPU/disk/network utilization, memory/disk utilization, network link state, RAID and database processes.
Every alarm shall at least be categorized as minor, major or critical according to its severity. It should also include the date/time, alarm status (Active, Acknowledged …) and an informative alarm description.
A reference shall be available to check the meaning of alarms and the actions that need to be performed.
Alarm filters shall be configurable to suppress particular alarm.
Alarms shall be logged and saved for a configurable period of time.
The platform shall also send faults/alarms reports to  an external management systems like the INMS via standard protocols like SNMP or CORBA.
1. Power Failure Recovery
Platform shall ensure that the system recovers gracefully from power failures, meaning that all hardware and software shall return to service as before the power failure.


[bookmark: _Toc152242666]Interoperability
The vendor shall be responsible for the interoperability and full integration of the USSD Gateway in MIC2’s operational network and provide the needed interfaces and connectivity. This includes (but not limited to): 
· VAS platforms
· Billing system (NGBSS)
· Provisioning system (ESB, Web)
· MSC
· HLRs
· Others
The vendor shall provide integration description documents supporting the above interoperability requirements.











[bookmark: _Toc152242667]Documentation
The following documents shall be provided by the platform solution providers:
· Technical solution description 
· System manuals
· Installation manuals
· Maintenance and Repair manuals 
· Features descriptions
· Training manuals
· Backup and restore documents
· IOT; Interoperability testing with existing operational entities. 
· Complete acceptance and commissioning test documents 
· Inventory sheets 
· Other relevant documents pertaining to the vendor’s proposed solution 
· Project plan 
· Acceptance document
· Roadmap for 3 years

[bookmark: _Toc152242668]Professional Services
The vendor shall be responsible to deliver the following services:
[bookmark: _Toc152242669]Delivery
The vendor is responsible for the delivery of equipment based on DDP (Delivery Duty Paid) incoterms including VAT, insurance, transportation, and insurance during transportation and all related taxes and charges.
[bookmark: _Toc152242670]Installation
The vendor shall conduct a site survey and provide MIC2 with proposed layout drawings for MIC2’s approval prior installation. The vendor shall allow MIC2’s team to participate in his activities.
[bookmark: _Toc152242671]Implementation
The implementation of the equipment is the responsibility of the vendor. Pre-implementation design documents for the USSD Gateway to be provided and reviewed jointly with MIC2. 
Power consumption including peak and normal operations shall be provided with the design in addition to environmental limitations including humidity, temperature and heat generation.
[bookmark: _Toc152242672]Acceptance Testing
The vendor shall provide acceptance tests for the USSD Gateway including testing of individual nodes as well as the end to end Platform solution, in accordance with the provisions of the Contract of Adherence. These tests have to be reviewed and approved by MIC2. MIC2 can add any test to be performed during the acceptance test phase. Tests shall include all features and functionalities requested in this document.
[bookmark: _Toc152242673]Quality of Service
The vendor shall ensure zero impact on the network performance during and after the integration and implementation of the USSD Gateway. All activities impacting the quality of service of the existing network shall be subject to MIC2’s approval before proceeding with the work.
[bookmark: _Toc152242674]Project Management
The benefits of professional project management to the timely and successful completion of the USSD Gateway platform are paramount. In recognition of those benefits the vendor shall establish a project organization dedicated to this project. The vendor shall provide details of its project management organization and shall specifically identify a project manager who should be the focal point for all project activities. Also, the vendor should define the project management methodology approach that will be followed during the project execution.
[bookmark: _Toc152242675]Maintenance and Support Services 
The following shall be included in the MSS Plan (Maintenance and Support Service). 
A. Fault management
B. Preventative maintenance. 
C. Service Levels (SL) to be approved by MIC2. Service Levels shall include without limitation:
· Gold level support during /after warranty for the USSD Gateway (Hardware and Software)
· Repair and return time for Severity 1 – Critical problems: 1 hour
· Repair and return time for Severity 2 – Major problems: 5 hours
· Repair and return time for Severity 3 – Minor problems: 8 hours
· Repair and return time for Severity 4 – Non Service impact: 24 hours
· etc.
D. The offer shall include, without limitations. the following key 24x7 services during and after the implementation, all in accordance with the provisions of the Contract of Adherence
· Customer Service Desk
· Grade of Service
· Escalation Procedures
· Resolution Time
· Response Time
· Spare parts management & replenishment
· Technical Assistance Centers
· Service Levels
· Remote Support
· Onsite and infield attendance & Support upon need
The vendor shall be responsible to ensure the continuous availability of spare parts for each HW type to prevent any impact on the service due to a shortage of any HW type.
The vendor shall be responsible to deploy efficient processes, reporting procedures and plans for the operation, maintenance and support activities and reporting.
[bookmark: _Toc152242676]Operational Review Meetings
Operational review meetings between the Vendor and MIC2 will be held on a weekly basis or as may be otherwise agreed. During the operational meetings the installation activity schedules shall be discussed as well as other operational and support issues.
[bookmark: _Toc152242677]Project Progress Reports
Formal written progress reports are required, the format and content of these report have to be proposed by the Vendor and agreed upon with MIC2 team. The reports shall include the following in conformance with the attached Contract of Adherence:
· Contract status (including any amendments to the Contract).
· Equipment delivery status.
· Installation status, including activities, problems, acceptance, pending issues, dependencies, etc.
· Technical status, covering areas of technical significance only (interfacing, integration, etc).
· Content availability and content management progress report.
· Project risks if any.




[bookmark: _Toc152242678]Training

The bidder shall indicate the necessary duration to cope with all above needed technical skills to be acquired in coordination and agreement with MIC2.

The bidder shall provide as part of the training actual hands-on session on a testbed system

Bidder should provide different levels of training on how to use the system efficiently and effectively

     The Bidder shall provide workshops and seminars for touch technical team

The advanced certified training shall cover all areas: solution architecture, HW & SW, dimensioning or planning, integration, provisioning, troubleshooting and reporting.

Advanced certified training (outside touch) to include accommodation and travel costs (5). 
Vendor to specify training location – duration and courses to be provided.

The bidder to specify exactly the training for USSD attendees

Training material to be provided after each training course and should be clear and complete. 

The bidder shall provide the needed training material in soft copy.

The bidder shall describe the training center organization and give the names and qualifications of the trainers. 







[bookmark: _Toc152242679]Sufficiency of the Tender
The vendor shall complete all required information before the submission of his offer. The Vendor shall check that the prices quoted in the BoQ (pricing schedule) and the unit prices are adequate to cover all obligations under the contract plus other aspects and items necessary for the proper and sound implementation and operation and maintenance of the offered solution. If the Vendor confronts during the implementation of the works any material difficulty or any abnormal obstacles, which an experienced vendor is not likely to expect rationally, he shall immediately, within a maximum of ten days, notify MIC2 of such difficulty or obstacle in writing.  If the vendor fails to notify MIC2 within the said ten days and claims compensation, his right in such compensation shall lapse.


[bookmark: _Toc152242680]Consequences for Delay 
If the vendor fails to complete any phase of the Works within the agreed time schedule, then the vendor shall be liable to pay liquidated damages as per the provisions of the Contract of Adherence.


[bookmark: _Toc152242681]Consequences for Failing to Meet Commitments
If the vendor fails to achieve commitments within the agreed time schedule, then the vendor shall be liable to pay liquidated damages as per as per provisions of the Contract of Adherence. 

--------------- End of document --------------.
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