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Generator Serial Numbers

Engine Model: QSK60-G4
Engine Serial Number G1: 33160565 Engine Serial Number G5: 33160574
Engine Serial Number G2: 33160579 Engine Serial Number G6: 33198483
Engine Serial Number G3: 33160360 Engine Serial Number G7: 33198489
Engine Serial Number G4: 33161171 Engine Serial Number G8: 33198487

dgagaaail) § A8 5l Aluall jLal) gl g i3l -
OEM (Original Equipment sl sa 385 585 of (Lo o 5l Gile (e Leiaels 058
Manufacturer)

o Sl b el b o Jlae 1 s (sl 5 QI gl peal (gf e At A pesdl JalS agaiall desdy -y
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Technical Specifications for SCADA .5

A. Project General Information
Project Description:
The scope of work is the rehabilitation, operation and maintenance ofthe 8 x 2
Cummins QSK60-G4 thermal power generation sites with a total capacity of
12.8MW, in Beirut Port. The power plant is connected to 5 MV Switchgear 20KV

Operating Mode:
Uninterrupted operation (24 hours/day and 7 days/week).

Site Conditions:
The site is located at 5 m altitude, with an ambient temperature of 28°C and
average humidity of 85%.
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B. Scope of Supply
Scope of supply shall include the following:

-Control Panel with main PLC (Programmable Logic Controller)
-SCADA Software
-Operator Station

Supplier shall provide two proposals as follow:

Overall system as described in this document, based on a Redundant Controller
Processors (CPUs) to provide safety related and high availability automation system.

The supplier shall be fully responsible for designing, engineering manufacturing, site
installation, all necessary relevant hardware (PC, Server, UPS ....) and commissioning
of the entire system as described in this document and shall be fully responsible for all
needed factory testing.

Supplier shall indicate and notify to the Employer any errors or omissions in the present
document. The supplier shall propose modifications he considers necessary based on his

own experience. Each item necessary for proper completion of the work is to be
included in the tender price, even if it is not specified in the Tender Documents.

C. System Overall Description

- Main PLC cabinet

To be located in the control room gathering all the needed data from the different module
and equipment located in different premises of the plant. All signals and necessary 1/Os
are to fit the purpose of the good monitoring of the Plant.

D. Technical Specifications

D.1 PLC Panels

The panels shall be made of electro zinc coated sheet metal. The sheet metal shall be
coated with epoxy polyester, which provides perfect finish and excellent protection
against corrosion (standard “all climate” protection). The color of the final layer shall be
either RAL 9001 (White Cream) or RAL 7703 (Grey).

The panel should have an Ingress Protection rating IP54. The panel will be installed
indoor in an air-conditioned location.

Panels boards shall consist of the required number of formed and welded sheet steel
enclosures required to mount the equipment. Distribution board shall be completely
enclosed on front sides, top and rear with removable steel covers.

The doors and the mounting plates are of sheet steel fitted with strengthening strips to
give the necessary rigidness. The material thickness should be selected with regard to the
mechanical stresses to which the different components are subjected, however, not less
than 2 mm thick.
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Wiring inside the panel shall be made with multi stranded conductors insulated with PVC.
Color coding shall be adopted to separate between power, control and other types of
wires.

The panel shall be provided with 1 earth bus bar: to connect protective power system
earth (to connect the enclosure frame, components and PE conductors) and to connect
instrument earth (to connect the analog instrument cables screens).

The panel shall be provided with clear labels identifying equipment, circuits, terminals
and I/O modules. Labeling shall be by alphabetical letters in horizontal direction and by
number in vertical direction. The nameplates, labels and their fixing materials shall be
proven, durable under the service and transport conditions specified. They shall be
corrosion and moisture resistant, and provided with indelible inscription. Stainless steel
name- plates, and trifoliate or equivalent are acceptable.

The panel shall be provided with a heat extraction fan (preferably at the top of the cabinet)
with maximum of 40dB noise level, dust filters and temperature switch for inside high
temperature.

Louvers shall be considered in the front or back of the panel for ventilation and heat
dissipation.

The panel shall be provided with internal lighting for ease of inspection and maintenance.
The lights shall switch-on automatically when the cabinet doors are open and switch off
when they are closed.

One electrical socket shall be provided inside each cabinet for maintenance purposes.
The panel shall be provided with keys, in case of multiple panels the same key should
open all of them.

Eye bolts shall be provided for transport and fixation.

Glands for cable entries shall be provided for all incoming/outgoing cables as needed.
Proper cable terminal blocks and strips will be provided to prevent undesired condition
and confusions in cable terminations.

The panel will be powered by 2 separate 230Vac source: the first from a UPS output and
the second is a normal supply, two 230VAC- 24VDC converter shall be integrated via a
redundancy module inside each panel to generate the necessary voltage control along with
the plant instrumentation control voltage.

Both of 24Vdc converters and the redundancy module should have a volt free contact for
failure alarm. In case of power supply failure, the transmission to the backup power sup-
ply shall be automatically, without intervention and disruption of the PLC system.

Necessary /O modules shall be integrated in the system to incorporate the signals of the
plant equipment’s as well as the 6 MV switchgears
The Signal Type to be integrated in the modules are summarized as below:

- Analogue signals : 4-20mA

- Digital inputs : 24VDC

- Digital output : Relay dry contacts

- Communication : Modbus TCP/IP or Modbus RTU

Signal Types, Number and all the necessary functions shall be advised during detailed
engineering once available from equipment supplier.
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D.2 Signals IO summary

SCADA SUMMARY LIST OF POINTS

DI: digital input, DO: digital output, Al: analogue input, AO: analogue output, SL:
software integration

Qty PLC PANEL DI | DO | AI | AO m;ft?“s

1 |Control Panel

OTAL I/O POINTS (w/o Spare)

/O TOTAL POINTS + 20% Spare

D.3 PLC and Extension module Panels

The SCADA system should be designed to cover the entire auxiliary system with full data
monitoring and control where specified on all the skids. The signals integrated in each panel
are described thoroughly in the PLC signal list and summarized in section 4.2

The PLC shall be based on two Controller Processor Units (CPU), to provide safety related and
high availability automation system. The second CPU will serve as a redundant control in the
event of a fault in the control system, the redundant control sections intervene and continue
control of the process.

The PLC shall have standard built-in diagnostics to identify which modules have failed.

/O modules shall be a self-contained unit housed within an enclosure to facilitate easy
replacement. All used wiring to I/O modules shall be through a heavy-duty terminal strip.
Pressure-type screw terminals shall be used to provide fast, secure wire connections. The
terminal block shall be removable so it is possible to replace any input or output module without
disturbing field wiring.

Each I/O module shall contain visual indicators to display ON/OFF status of individual input
or output points. Discrete output modules shall be provided with self-contained fuses for
overload and short circuit protection of the module. All /O modules shall be tilted with a
distinctive label.

Analogue input modules shall be designed to accept either internally (from the system) or
externally powered 4-20mA inputs as standards. Power supply to the field devices, when
selected, shall be directly from the analogue input module without the need for internal wiring,.
All anzalog inputs shall be isolated type.

A SCADA software shall be installed on a workstation to be located in the control room. The
Software shall be user friendly and must meet the performance expectation. The graphical
interphase shall clearly represent the electrical and mechanical diagrams.

The software shall have license for remote monitoring.

The Software must provide the ability to understand menitoring data and address alarm. The
historian module shall allow for tracking and providing historical data in various type of
historical presentation that are easy to read and accessible on screen with simple navigation.
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The control system shall be responsible, but not limited to below functions:

- Electrical measurements.

- Status of Tanks (Level, etc....)

- Interlocking between mechanical system

- Status of Diesel generator set(s)

- Alarm status of electrical & mechanical items
- Alarm

- Monitor the Engine operation.

- MV Switchgear

- LV Panels and related signals

- Generator commitment of outgoing feeders
- Alarms and event logging

- Reporting, printing and historical trending

The SCADA software should provide the minimum following graphics:
- The Process graphics (P&ID) of all the systems.
- The Tanks Instruments graphics (filled volume, remaining volume)
- The Single Line Diagram of the MV panels
- The Metering of each generator (MW, kVAR, A, V, Hz)
- A graphic for the monitoring each generator (temperature, speed)
- The efficiency of the plant for each hour (kWh/l of fuel)
- Alarm and events page

The graphics will be provided with features for easy monitoring including: navigation from one
graphics page to another, jumping to a specific graphic page, scrolling between graphic pages,
in addition to an alarm pop-up bar.

The graphics will be interactive type to allow viewing further details of main equipment/devices
when the operator clicks on the relative equipment/device.

Graphics will be free from clutter and shall be neat, tidy and consistent in presentation. Graphics
shall provide display of all process variables (level, flow, temperature, density, etc.) as read and
in the proper units.

The system shall represent three security levels:
- Operator level: In this level, the operator should be able to monitor the power
plant and to sort out reports. The operator will have an operation manual that
provides all the operations instructions.
- Administration level: In this level, an administrator should be able to modify set
points,
reports formats and similar required issues. In addition, the administrator can enable/disable
any pump/tank for maintenance.
- Maintenance level: In this level, the maintenance operator should have the

possibility to
access the logic of the software for all the basic modifications in case of malfunction of the
software.
Ulgs 5 Jiilfs o 1 Ao ga Lol Page 29 of 42

La.'lAA.L';“ ;_:L_:_,;'ﬂ! Lﬁ&;ﬂ}lﬂ;_)@gllhml J_.)j_,i’(.ln&a
June 30, 2026




D.4 Operator Station
The Offer shall include

Workstation:

- One operator station compatible with the selected SCADA
software. The IPC minimum requirements are:

Intel Core i7 Processor
16GB DDR3 RAM
500GB SSD Hard Disk
2GB Dedicated Graphic

Card LCD/Keyboard unit
- Two color monitors with the related 24" keyboard and mouse

Printer devices
- One (1) ink-jet printer for hard copy (A3, A4)

Software
- Windows 11 minimum

D.5 Servers:

The servers shall consist of rack computers (wall mounted or floor mounted) working on
redundant hot standby mode. A redundant server configuration is adopted in order to prevent
single component failure from causing loss of data or functionality.

At any given point in time, one main server shall be the productive (Primary SCADA Server)
and the other one shall be the Hot Standby (Backup SCADA Server). The preferred backup
redundancy mode is for the server to be on Load Balancing which means that both servers are
online simultaneously. The productive server shall actually perform the process related
functions. The Hot Standby server shall perform some minimal tasks for their own maintenance,
but none for process control. The productive server shall continuously keep the hot standby
server updated with latest information so that this server is ready to become online in case the
currently online server crashes.

The SCADA Server License shall be installed and run on these servers.

LAN redundancy is also required and is achieved by using two network switches and dual
network interface card in each computer. Each card of a computer is connected to different
network switch so as to make sure that failure of the network switch does not cause failure of
LAN. In the computers, both the network interface cards are teamed-up and allowed a single IP
address. Traffic routing through a working network interface card is handled at driver level so
as to guarantee minimum LAN switchover time.

D.5.1 SCADA Server redundancy:

SCADA Server # 1 and SCADA Server # 2 shall be configured in dual hot standby mode as
Primary and Secondary.

If the Primary Server fails completely, due to any one of CPU failure/disc failure/ power sup-
ply failure/ software failure, the secondary server shall become the primary server within 2
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minutes (vendor shall indicate maximum changeover time) and smooth changeover shall be
accomplished automatically without causing any loss of data and control and without any effect
on SCADA functionality. Operator shall be informed about the failed system by a suitable
event/message by new primary SCADA server.

On re-induction of failed SCADA Server, the operator shall be informed by a suitable event
message generated by the system that the Server is fully synchronized with the primary
SCADA

Server. Based on the decision by supervisor or system engineer, the restored machine shall
continue to be hot standby or it shall be possible by system engineer to change the status of
restored machine as primary machine.

The database and alarms of secondary server shall always be synchronized with its primary
SCADA Server. Operator supervisory actions (manual inputs, online SCADA database, alarm
acknowledgements, alarm inhibit, digital controls, set -point controls etc.) shall be up- dated
from the Active Server to database of standby SCADA Server to maintain database sync.

D.5.2 SCADA specifications:

Processor: Quad Core Intel Xeon 2.93 GHz (dual processor)
L2 External CPU Cache: 512KB

Shared L3 cache: 8 MB

RAM: 8 GB

D.5.3 WAN Router:

The routers shall be of CISCO/FORTINET or reputed make. WAN router shall support speed
up to 4 Mbps. The WAN Router shall have WAN ports as per following:

8x WAN ports

4x Ethernet ports

The Wan router should be equipped with a firewall.

D.5.4 Ethernet Switches

Local Area Network (LAN based on 100/1000 Mbps speed switched network shall be
employed, conforming to IEEE 802 LAN standards. Flexible conduit shall be provided over
the interconnecting cables to provide mechanical strength and rodent protection.

The LAN switches make shall be HP/ CISCO/JUNIPER or equal make equipped 24 Nos. of
ports. Jack panel (24 port), UTP cables, patch etc for LAN interconnection.

D.5.5 Anti-Virus (1 corporate license with 16 client licenses)

Antivirus software to protect the SCADA system from virus attacks is to be provided by the
SCADA Sub-vendor / Vendor with license for 3 years from the date of delivery. The antivirus
software can be Bitdefender, Cloud flare or Trend Micro. The SCADA machine having the
corporate license will update the virus updates and virus definition tables into the client
SCADA Machines.

All the software used in the system and as specified elsewhere, shall be licensed in the name of
the CLIENT.

D.5.6 SCADA Remote monitoring:

The SCADA should be open via a webpage after assigning a username and password.
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E. Design phase

The supplier shall provide a comprehensive set of SCADA standard including system editing
tools, security, screen layouts and graphical display convention, screen operations, alarms
trending, events record, as well as archival and retrieval of historical data both from the HMI
and external to the SCADA network.

F. Commissioning

The supplier shall be responsible for the site commissioning to the entire system to make sure
the proper system function as intended.

G. Training

The System vendor shall provide a comprehensive training program on the design, operation
and configuration and maintenance of the HMI software. The training shall include
instruction on all system configuration function and procedures.

H. After Sale Services.

The software vendor shall provide on-going maintenance support for the HMI software and
shall provide a subscription to a system support and upgrade service of at least 3 years. Re-
mote control over TCP/IP shall be available; In order to make sure that vendor remote access
will is feasible in case of system failure, failure, modifications or upgrading functions.

I. Documentations

Supplier must provide the following documentation in hard and soft copies in English. The
below list shows the minimum requirements for documentation so that any additional
document considered as necessary will be submitted by the supplier.

- All Factory Test Reports and certificates

- Assembly drawings for the main parts of the Low voltage Distribution
Panel equipment.

- Circuit diagrams

- Wiring and cable tables

- Cable list

- Installation guide

- Operation and Maintenance manual

- Full Technical data sheets

- Spare part list

- Painting Procedures

- Factory Test Procedures

J. Legend Plates, Marking & Identification Plates

The panels shall be fitted with identification plates stating the manufacturer, the identifying
designation and the order number against which the equipment is supplied. Instruction plates
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are to be fitted to cubicles and functional units and alongside control and indicating equipment
to the extent necessary to give sufficient information on their function.

K. Guarantees

The supplier must guarantee the equipment contained in the supply of the entire scope of
supply, the absence of both apparent and hidden defects, as well as the correct operation of
the equipment and its suitability for the functions for which it is intend to be used. The
supplier shall guarantee the equipment manufactured by him and all equipment that he might
have subcontracted to others.

The supplier shall guarantee that the supply is free of any design, materials and/or
manufacturing defects for a period of 12 months after the sign-off of the material acceptance
test on site or 18 months after delivery which ever come later.
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Generators Operating Hours and Fuel Consumption Summary (2021-2026)

Gl G2 G3 G4 G5 G6 G7 G8 sub total total fuel
5 " ) . averadge fuel
date comulative comulative comulative comulative comulative comulative comulative comulative working | consumed per A
N consumption per hour
running hours | running hours | running hours | running hours | running hours | running hours | running hours | running hours hours year
6/27/2021 571h 501 h 882 h 955 h 547 h 546 h 442 h 281h
6/27/2022 1373 h 1494 h 1697 h 1633 h 1186 h 968 h 854 h 567 h 4647 h 838859 L 180.5 L/Hrs
6/27/2023 2297 h 2260 h 2616 h 2607 h 1819h 1248 h 1908 h 1652 h 6635 h 1186790 L 178.9 L/Hrs
6/27/2024 2621 h 2260 h 2993 h 2981 h 1820 h 1633 h 2289 h 2028 h 2218 h 3860101 174.0 L/Hrs
6/27/2025 3279 h 2260 h 3574 h 3608 h 2166 h 2072 h 2867 h 2559 h 3760 h 631687 L 181.3 L/Hrs
6/17/2026 3677 h 2260 h 3911 h 3608 h 2538 h 2354 h 3251 h 2928 h 2142 h 340926 L 159.2 L/Hrs
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