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Feature Category Technical Requirement Specification (%m;) liant Comment

Appliance Backup Solution with a
minimum of 32 TB usable disks and Fiber
connectivity to Tape Library (LTO 7)
IBM.

Technical Specs

The solution must be cluster aware at all
levels (File servers, database servers, etc.)
The solution must automatically discover,

Database & : .
o enroll, and apply policy-based protection
Application " | q . d datab
Workloads for newly created or migrated database
instances (Oracle, MS-SQL, MySQL)
without manual administrator
intervention.
Must natively manage database backup
and transaction log truncation (e.g.,
Oracle redo logs, MS-SQL transaction
Native Database logs) without requiring custom scripts,
Integration maintaining full catalog synchronization

with native tools (e.g., Oracle RMAN). It
must also handle daily Data Pumps
exports.

Must support high-efficiency
incremental-forever or synthetic full
backup methods for databases, providing
Storage Efficiency & | point-in-time  recovery and instant
Recovery database mounting/access directly from
backup storage. Moreover, a volume
backup (snapshot) must be supported for
Oracle and MSSQL server databases.

Must support application-aware
protection and item-level (granular)
recovery for Microsoft Exchange, as well
as multi-node cluster backup and restore
operations.

Granular & Multi-
Node Support

Backup target storage must support
compliance-grade, immutable  Write-
Immutable Storage Once-Read-Many (WORM) storages with
(WORM) configurable enterprise retention locks to
prevent deletion or modification by
unauthorized users or malware.

The system must include integrated
machine learning or behavioral analytics
to monitor data change patterns,
deduplication ratios, and entropy in real-
time, providing automated alerts on
anomalous encryption or bulk deletion
activity.

Anomaly & Threat
Detection
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The platform must support integrated
malware scanning to inspect backup

In-Line & Pre-Restore images prior to recovery, preventing the

Scanning restoration of infected files or dormant
ransomware payloads.
The solution must support secure
credential vaults, multi-factor
Credential & Key authentication (MFA), and APIl/wallet
Security integrations to ensure all target access

keys and admin credentials remain
encrypted and protected.

File Server: 4 TB
Exchange: 4 TB

Data Size Oracle DB: 1 TB
SQL Server DB: 1 TB
SharePoint: 1 TB

RMAN Oracle DB: 1 TB
Oracle Logical Backup: 400 GB

The solution must provide automated
backup integrity  verification and
scheduled recovery testing of critical
workloads

Backup verification
and automated
restore testing.

Require dashboards and alerts for:
» failed backups
e capacity utilization
e retention compliance
e ransomware anomalies
o restore-test failures

Backup monitoring
and centralized
reporting.
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Servers Volume /
\Ij\?onr]liloa d 4 gp gnapshot Full Backup En;crlzrjgental Log Files
opies
Name
. Weekly (30 days Daily (30 days
File Server retention) retention) ]
Clustered (2 Monthly (3
nodes) months retention)
Yearly (3 years
archival)
Exchange Weekly (30 days Daily (30 days
Server retention) retention) )
DAG (2
servers —
Databases Monthly (3
might be months retention)
mounted on
one or both)
Yearly (3 years
archival)
SharePoint Weekly (30 days Daily (30 days
2013 retention) retention) ]
Monthly (3
months retention)
Yearly (3 years
archival)
Daily (30 days
DC retention) )
Hourly (3 Every 15 min
Oracle hours Weekly (?’O days Daily (30 daysr{ (30 days
. retention) .
retention) retention)
Clustered (2 | =0 Monthly (3
nodes) months retention)
Yearly (10 years
archival)
. Every 15 min
Weekly (30 days Daily (30 days
SQL . . (30 days
retention) retention) .
retention)
Clustered (2
nodes+2 | =0 Monthly (3
Virtual months retention)
Instances)
Yearly (10 years
archival)
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Administrative & Support Requirements

1.

Support Period
The proposed backup solution shall include three (3) years of support and maintenance
from the date of final acceptance.

Local Technical Support
The bidder shall have at least one qualified engineer physically based in Lebanon and
available to provide on-site support when required.

Vendor Certification
The locally based engineer shall hold valid and relevant vendor certifications for the
proposed backup solution.

Local Support Availability
The bidder shall provide local technical support during business hours, with the ability
to provide on-site assistance when required.

Escalation & Vendor Support
The proposed support arrangement shall include access to the manufacturer/vendor
technical support organization for escalation of critical incidents.

Support Renewal
The bidder shall clearly state the support coverage, start and end dates, renewal terms,
and any costs associated with support renewal beyond the initial three-year period.

Implementation & Handover

The bidder shall provide the required installation, configuration, testing, documentation,

and knowledge transfer as part of the implementation.

Local Point of Contact
The bidder shall designate a local point of contact in Lebanon responsible for
coordinating support requests, site visits, and escalation with the manufacturer.
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