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[bookmark: _Toc500333024]This request for tender (herein referred to as “RFT”) is restricted to companies which are specialists in Monitoring System and related services (herein referred to as “Bidders” or “Bidder” for any one of them separately), have signed a nondisclosure agreement or a confidentiality agreement with MIC1 and have received an invitation letter from MIC1 to participate in the RFT. 

· MIC1 wishes to implement a monitoring system, to significantly enhance the level of safety across its premises and telecom sites.
· Bidder shall propose a flexible and expandable solution and include in their proposal all necessary requirements that allow full integration between the new monitoring systems and the existing Security devices (access control and cameras) installed and operating on GENETEC platform as well as other NVRs. Integration shall include all current features running and active on the existing platform. 

The surveillance cameras, as specified in Annex1, are intended to cover MIC1 premises, including but not limited to the main buildings, Stores, Data centers, and Warehouses. 


· The solution shall be dimensioned to encompass all MIC1 sites in the future (around 1,400 sites). The bidder shall mention the capacity of the proposed solution. 
[bookmark: _Toc442524012][bookmark: _Toc485374139][bookmark: _Toc500333033]Annex2 in Annex 2 details the units related to MIC1 Telco Sites. 

[bookmark: _Toc148700786]Presentation of Offers  
[bookmark: _Toc442524013]
1- Company‘s Profile. 
· List of Member of the board.
· Working in Security Systems fields for more than 10 years.
· The bidder shall have at least 3 Engineers in the VMS field including their CVs within the technical offer.
· The bidder shall include in his technical offer the official Certificates of registration for the above Engineers within NSSF under the Bidder’s company name.
· The bidder shall include in his technical offer the Certificate of registration of at least 20 technicians within NSSF under the Bidder’s company name.  
· Only companies having valid authorization and partnership (partnership needs to be a minimum of 3 years with vendors) letters from the CCTV manufacturers to bid for this project are allowed to participate in the tender.
· Previous experience with MIC1 if any, specifying the period/number of contractual years with MIC1. 
· Company’s list of references; at least 3 local company names from existing clients of a similar scope as in MIC1, with a related detailed scope of work and the number of consecutive years of business with said client stating their experience and level of satisfaction with the services provided.
· Recommendation letters from at least 3 local clients for whom the company has conducted similar services at the same volume as MIC1. (Customer name, address, contact persons, contact details) MIC1 reserves the right to communicate with the listed reference customers to inspect their satisfaction with the installed systems and might ask for a joint visit to customer’s site to check physically the quality of the installed system.
· Valid awarded standards and Certificates granted to the bidder company.



2- Technical Qualifications:
· Brand specifications of items, materials, accessories would be installed in MIC1 premises (data sheets of items to be attached to this RFT for MIC1 assessment)
· Spare Parts and Consumables list according to concerned lots subject to this RFT
· The tentative action plan and schedule of project implementation and period of execution.
· The bidder may submit additional Unpriced offers for maintenance support after sales and execution; the Bidder shall be able to supply such services. And enclose within Envelop 1, all detailed services related to after sales/execution of the scopes subject the present RFT.
· Certificates from the vendors of VMS confirming that the bidder is qualified to install the vendor’s solution and product which are subject to latter’s support.

[bookmark: _Toc485374147][bookmark: _Toc500333039][bookmark: _Toc148700792]Special terms

· In case of delay in the delivery, a penalty of 0.75% per day of delay shall be deducted from the total amount for a maximum of 20%; Each Bidder is requested to submit a detailled delivery time. 

· The filled Compliance Matrix as well as the Offer and BoQ are an integral part of the PO to be issued by MIC1 following the selection of the Bidders. Bidders ‘abidance by and respect of their Offer, and more particularly on the delivery date mentioned therein, and based on which the PO is issued, is mandatory.  
In case the above is not respected by the Bidder or in case the latter fails to deliver a feature, functionality or item for which he has already inserted “Compliant” in the Compliance Matrix and included in the Offer, then the following will be applied:

· A penalty of 5% from the total amount of the project cost will be applied for each feature/functionality or item not delivered by the Bidder. This amount will be deducted from the final acceptance payment.
· If the penalty value exceeds the amount remaining to be paid for the project, then MIC1 has the right to cancel the project with immediate effect and the Bidder will have to refund the total amount paid to the Bidder without the need for a prior notice or any judicial or extra-judicial proceedings.  


[bookmark: _Toc82330558][bookmark: _Toc244673835][bookmark: _Toc244930415][bookmark: _Toc485374159][bookmark: _Toc500333046][bookmark: _Toc148700799]Technical Specifications 

[bookmark: _Toc485374160][bookmark: _Toc500333047]General Solution Requirements

· All features mentioned below shall be available. Site visits shall be conducted to include any necessary item. Genetec System is currently operational and managing the security devices. The supplier shall provide a solution with all features available in the existing Genetec platform.MIC1 wishes to implement a solution to unify all Security Systems into one single platform.
· The Bidder shall provide:
VMS (Video Management System) with the capability of managing all Physical Security systems, within the same platform, including but not limited to: Cameras, Access Control, Intrusion, Fire Detection….
The solution shall provide the possibility of integrating BMS (Building management System) to supervise and manage all electrical, and security services.
The BMS will not be implemented at this stage, but should be analysed with its respective proposal within this RFT, for future records and needs, taking into consideration that Soft Integration between VMS and BMS is a must.
· A POC (proof of concept) will be required for the demonstration of the solution. If the bidder fails to deliver the POC, then he will be disqualified. The POC	 shall include the demonstration of all the features mentioned in this RFT. The bidder shall provide a Detailed System Architecture and Network Topology Diagram (in PDF or equivalent format) illustrating all devices, interconnections, switches, routers, and communication links required for the proposed solution
· The bidder shall specify the number of client users who can access simultaneously, through the unified platform, with free licenses, both VMS & BMS; moreover, the bidder shall advise if the systems can be accessed through web browser and the maximum number of users (the number should be > 15).
· The supplier shall consider -48V DC to run the systems at MIC1 Telco sites (Annex2). If the proposed equipment do not support -48V, then appropriate converter to be considered, knowing that -48V DC is available 24/7 at Telco Sites. However, 220V AC to be considered for all other Alfa premises (Annex1). Data sheets and power-consumption information for every device must be provided with the technical response.”
· The supplier shall use a cable with wires to connect any power source and/or communicate with another device. Wireless connections of the devices are not accepted. 
· It shall be possible to run the software on a dedicated big screen at MIC1 premises. Systems should be monitored by a dedicated team for physical security. The server and matrix of the big screen shall be checked by the bidder and specs upgrades needed shall be provided and included to run the solution in an optimal way. 
· The bidder shall confirm assigning resources during the installation, and at later stages for maintenance support. Configuration and maintenance of the platform shall be executed inside MIC1 offices; VPN access is not allowed. 

· The Bidder shall be responsible of supplying a “Turnkey Solution” of the Monitoring System together with all the required hardware & software including but not limited to:

· Management platform unit (or main processing unit)
· Related software for monitoring and data collection
· Sensors
· Measuring meters
· Installation
· Accessories cables and connectors
· Switches and routers needed for system connectivity. (if Cisco switches are available at MIC1, then they will be provided by MIC1 and the bidder shall consider the configuration and installation) 
· Commissioning (including detailed acceptance sheet)
· Technical drawings
· Support
· Warranty services
· Trainings
· Set of initial spare parts
· The system shall be able to manage the Intrusion System and the Fire Detection systems. Moreover, smart motion cameras need to be used as intrusion system where needed.

Monitoring System Architecture and Functions
· The system shall have a centralized management function that allows:

· Real time monitoring and equipment operation status
· Data Recording
· Real-time reports and history logs
· Malfunction detection of any unit, camera or sensor and on-time notification to MIC1 Physical SoC
· Equipment remote operation
· Possibility to configure actions for the installed security devices to be triggered upon detection (e.g., generating an alarm in case of detection, or initiating another action such as starting the recording of a specific camera when an alarm is triggered by a particular device). It shall be possible to program events to trigger recordings from IP cameras.
· Create multiple alerts for any installed sensor.
· The Monitoring System shall guarantee a full expandability: vertically, to expand the number of controlled sites, and horizontally, to expand the number of controlled devices inside the site. In other words, the supervision system shall be flexible and modifiable at any time without any impact on the existing implemented structure. Moreover, the monitoring system shall be able to integrate auxiliary devices made by different suppliers. (limitation and specifications to be defined).

Monitoring System Functional Features and User Capabilities

The Monitoring System provided by each vendor shall have the ability to monitor all the equipment and parameters detailed below.

· The Bidder shall provide all necessary documentation explaining the parameter monitoring in detail.
· The solution shall allow Computer, Smartphone, or Tablet to access the software through web browser; however, the solution shall provide Self-Security to block access list regarding specifics IPs. It shall be possible to create user profiles based on methods defined on active directory, as well as their related IPs.
· Virtual machines shall be supported.
· The solution shall be one time purchase, without any monthly fees including the auto updates of the installed licenses, during the first 3 years (upon deployment).
· The solution shall have a friendly interface of displaying the values and status for individual or list of sensors and per categories. 
· The solution shall have the option to display the alerts/alarms into categories as per criticality level. During monitoring, all notifications should be displayed on the screen as well as the live cameras where motions are detected.  
· The solution shall be flexible to customize dashboards to display status of the installed sensors.
· It shall be possible to configure pre-loaded or upload geographical maps/images for a visual presentation of sensor locations.
· The solution shall provide users with a real-time view of the premises/sites, and status of all connected units and sensors.
· It shall be possible to generate different types of reports in different formats. The bidder shall describe the types of reports and formats.
· It shall be possible to generate a report of all failures and disconnected devices.
· The system shall send a notification alarm regarding any disconnection or failure of any connected device.
· No alarms or pop-up pictures shall be sent when a site is disarmed; however, recordings shall be permanently active.
· The system must have the ability to automatically arm a site after being set as disarmed after a certain duration (arming/disarming the site should be linked to intrusion either using sensors and/or smart cameras).


Video Management and Control Requirements

The current environment hosts different surveillance systems.

· All the cameras shall be controllable from the Software with a user-friendly interface providing the user the possibility to navigate easily. Tile pattern for displaying multi-cam is mandatory. Proposed solution shall give the possibility to define different user profiles with different privileges (Admin, Monitoring, Playback, Setup). It shall be possible to restrict user access to predefined sites or modules. In other words, certain sites or modules will be banned for certain users. 
· Proposed solution shall support AI (Artificial Intelligence). It shall be possible to set rules to identify the subject and filter videos/alarms according to predefined settings. (Example showing videos alarms only when a person is detected during a predefined time), multi alarms to be grouped for a unique event. The facial recognition shall be active and operational for the cameras requested in Annex1.
· The system shall support different types of notifications (Popup instant playback, Beep, Trigger, Send email, Upload FTP) for typical critical cases (NETWORK LOSS, VIDEO LOSS, NETWORK RECOVERY, VIDEO RECOVERY, MOTION, failure of any device, rotating or blocking a camera “scene change”)
· Solution shall provide Flexibility to record: Pre-Event Buffer / Post-Event Buffer / Recording Schedule / Full-Time Recording / Event Recording / Motion Recording
· The supplier shall consider the integration of the proposed solution with all the active cameras  listed below in Annex 1. Otherwise, the bidder shall include the replacement of these cameras in his offer. The same applies to the access control system.It shall be possible to generate a report: login date & time, logout date & time.
· It shall be possible to Search by Time, Date, Event, Camera…Moreover, it is mandatory to playback the recordings continuously for the same event (the recording should not be saved in different files as long as there is motion in the same event /unlimited time, which makes it difficult to playback or to download different files for the same event. It shall be possible to specify the time of the recordings needed to be exported (from hh:mm:ss to hh:mm:ss).
· It shall be possible to Adjust: frame rate, resolution pixels/image, motion sensitivity to save bandwidth and storage. The supplier shall mention in his reply the bandwidth needed at each location mentioned below in Annex 1 & Annex 2.
· The retention period shall be at minimum 1 year of the history logs/ data/ alerts. (the bidder shall include the needed storage in the proposed solution as requested below)
· The solution should be centralized; servers, storage with data redundancy shall be in Parallel Data Center with a retention period of 1 month at 8FPS is required for the footage of the cameras. A backup solution for local storage shall be available in case of disconnection at every site, and all data shall be saved and retransmitted when connection is restored. (Local NVR at each location with a retention period of 1 month). Redundancy in case of failover shall be available as requested below. 
· The It shall be possible to export the video in universal format and to an external storage device.
· IP cameras shall have the minimum specifications as described in below Annex 1, in addition to IR motion detector, compression H.265+, WDR, BLC, auto iris, ONVIF.
· The ability to create users with multiple levels of permission and the possibility to change the password of the Admin. The user account shall be retrieved from MIC1 active directory. The possibility of granting permission per group of users is required. (Passwords should be owned by MIC1)
· The system shall have the ability to record audio if needed for future purposes.
· The system shall detect, and record videos based on motion detection of the cameras.


Support and Maintenance

The bidder shall affirm and provide adequate support /  maintenance based on the following SLAs:


	Classification 
	Description 
	SLA Response 

	Minor 
	System does not perform 
minor functions, or does not 
perform such functions in the 
specified manner 
	Response within 
 2 hours. 
Resolution within 3 days 

	Urgent 
	System is usable but 
materially incomplete, or 
operating performance of 
System is unreasonably 
degraded 
	Response within 2 hours 
Resolution within 
12 working hours 

	Critical 
	System fails catastrophically, 
produces materially incorrect 
results, or does not perform 
major functions 
	Response within 30 
minutes; Resolution within 4 hours 




MIC1 Premises

[bookmark: _Toc148700800]Annex 1

A- BoQ of the current surveillance systems at MIC1 Stores, Warehouses, Switches, Buildings and Data Centers, (220V AC).  The system shall be able to analyze the data of the AI cameras (facial recognition); the bidder shall consider the needed hardware and software integration for the completion of this task.
To note that face recognition cameras to be connected to the main software. A soft integration between the centralized software and the third party is mandatory. The bidder shall consider in his offer all the requirements to run the cameras properly including the needed servers. 


	[bookmark: _Hlk214025220]Alfa Stores (New cams required as per below specs)

	Store Location
	Indoor Dome 5MP / 2.8 mm fixed lens
	Outdoor Bullet  varifocal lens 5 MP 
	Counters Dome 5 MP Varifocal lens

	Bikfaya
	7
	2
	4

	Chtaura 
	7
	2
	8

	miniara
	12
	3
	8

	Jbeil
	6
	2
	7

	Jounieh
	7
	5
	9

	Nabatiyeh
	6
	3
	4

	Parallel 
	2
	1
	10

	Pine 
	8
	2
	9

	Saida
	4
	1
	6

	Mina
	6
	3
	13

	Unesco
	7
	2
	5

	Baalback
	8
	2
	4

	Tyre
	8
	2
	4

	kobayat
	2
	1
	2

	Total
	90
	31
	93












	Alfa Buildings

	Location
	Current System 
	Existing Cams but to be integrated with the new system; all cams are ONVIF
	New cams: Outdoor Bullet varifocal lens 5 MP
	New Indoor Dome AI 8 MP varifocal 2.8mm to 12mm facial recognition

	Parallel
	Ksenos Total 64 cams
	60 (LONIX cams)
	2 of the 64 existing cameras on Ksenos (outdoor) are to be replaced
	2 of the 64 existing cameras on Ksenos (Receptions Block A & B) are to be replaced
Additionally 2 new cams with same specs to be placed at the same locations 

	Pine 
	Acti NVR Total 47 cams
	41 (ACTI cams)
	5 of the 47 existing cameras on Ksenos (outdoor) are to be replaced
	1 of the 47 existing ACTI cameras currently running on NVR (Reception Pine) is to be replaced
Additionally 1 new cam with same specs to be placed at the same location


	Parallel 
	Genetec 24 ACTI cams
	21 (ACTI cams)
	3 of the 24 existing cameras on Genetec (outdoor) are to be replaced
	

	Parallel NOC
	Acti NVR; 1 cam
	0
	1 
	 

	Total
	136
	122
	11
	6







	Alfa Switches (New cams required as per below specs)

	Location
	Indoor Dome 5MP / 2.8 mm fixed lens
	Outdoor Bullet varifocal lens 5 MP

	Adma
	7
	3

	Justice
	13
	0

	Libatel
	11
	0

	Total 
	31
	3



	Alfa Switches (Existing Cams required to be integrated with the new solution)

	Location
	UNIVIEW Cams 5MP ONVIF

	Jdeideh
	24



	Alfa Warehouses (Existing Cams required to be integrated with the new solution)

	Location
	 UNIVIEW Cams 5MP ONVIF

	 WHS Sin El Fil 
	10 Outdoor Uniview cams
	to be integrated 

	WHS Zouk
	7 indoor  cams and 1 outdoor uniview cams 
	to be integrated 



B. Bill of Quantities (BoQ) for the Access Control Systems at MIC1 Stores, Warehouses, Switches, Buildings, and Data Centers (220V AC):

If the proposed solution is based on a platform other than Genetec (the current system in use), the supplier shall inspect the existing Genetec system to ensure that all features are fully supported by the proposed solution.
Then this section is to be quoted to integrate the existing access control devices with the proposed solution. The integration shall maintain all features currently available in the existing system, including the configuration of access authorizations assigned to all users.
The proposed solution shall integrate all the security systems

Access Control:

The solution shall include, but not be limited to, the following features:

a) Support Access card / biometric reader and enrollment of the fingerprint templates for all the users / keypad with in/out records
b) Controllers to be independent and controlling 2 readers. Each reader shall be able to enroll up to 3000 users (similar to the capacity of the current readers).
c) Remote door opening and granting/denying access based on individual profiles or per groups; it shall be possible to register and retrieve, from MIC1 offices, the biometric templates remotely from any reader, or at a local reader inside MIC1 offices. Both options should be available.


	Alfa premises (to confirm the integration with the proposed solution)

	 Location
	Current System
	Quantities 

	Warehouses, Data centers, Buildings & Stores
	Vertex controllers / Morpho readers running on Genetec platform 
	70  controllers /121 readers to confirm if could be integrated with the proposed solution





[bookmark: _Toc148700801]Telco Sites

[bookmark: _Toc148700802]Annex 2

Note: The proposed solution must have the capability to fulfill the requirements outlined below for all Telco sites in the future.
At each Telco site a -48V DC power is available. If any device does not support -48V DC, the bidder shall include a suitable power converter (fully isolated, including transformer) in the proposal. Data sheets and power-consumption information for every device must be provided with the technical response.
The bidder may request a visit to one typical Telco site to assess the requirements, as all sites have similar conditions. The Procurement Department will provide the necessary support to facilitate this site visit.

List of Equipment to be installed and configured by the Bidder at MIC1 Telco Sites:
Note: The quantities listed below refer to a single site. 

	 Intrusion system (including 2 motion detectors IP65 and related devices, to be connected to the proposed solution). It shall be possible to deactivate the system locally or remotely using the platform at our offices. When the system is disarmed, it shall cease sending notifications but shall continue camera recording without interruption. The system shall automatically re-arm after a user-configurable timeout period. This feature is mandatory to accommodate site disarming during intervention activities.

	Access Control devices (1 controller, 2 Biometric fingerprint Readers, Magnetic Door Lock (including door contact embedded to monitor the opened and closed doors) and related devices, to be connected to the proposed solution)

	1NVR and 1 Indoor Camera dome IK10, 5MP, 4mm lens (to be connected to the proposed solution). To note that the NVR should be mounted on metallic chassis or a small panel with keylock for the outdoor sites.

	3 Outdoor Camera IK10-, IP67, AI, Varifocal lens, IP67, 5MP, auto-iris  (to be connected to the proposed solution). 

	Cabling Per Site (all cables should be installed in galvanised tubes and in specific locations security measures should be considered to avoid cutting cables in the outdoor area)



The bidder shall offer the price per unit/feature/service for Annex2, as well as the equipment needed to run the system properly at each site (panels, NVRs, controllers….). Site visits could be performed to Telco sites to be able to assess the cabling needed. Lumpsum offers will be rejected.
Prices for this section to be presented separately and to be included only in the Commercial part.

On top of the above, the bidder is requested to submit within his commercial envelope the best and final discount that can be offered according to the below scheme/batch of sites:

	Batch of Sites
	Discount to be offered in %

	From 1 to 100 sites
	

	From 101 to 200 sites
	

	From 201 to 300 sites
	

	From 301 to 400 sites
	

	From 401 to 500 sites
	

	From 501 to 600 sites
	

	From 601 to 700 sites
	

	From 701 to 800 sites
	

	From 801 to 900 sites
	

	From 901 to 1,000 sites
	

	From 1,001 to 1,100 sites
	

	From 1,101 to 1,200 sites
	

	From 1,201 to 1,300 sites
	

	From 1,301 to 1,400 sites
	

	Above 1,400 sites
	



The bidder should also confirm his willingness and commitment to consider the discount offered on the final and total number of sites requested by MIC1 even if split into several POs and different durations and according to the above batches.
In other words, the bidder should consider the offered discount on the total ordered number of sites. 


[image: ]Ref: MIC1/RFP/CFO-PRO/XXXX-YY                      Version 9.0                                             Page 2 of 11


ISO 39001:2012 for Road Traffic Safety Management									               
Ref: MIC1/RFT/CFO-PRO/569-23                                	    Page 14 of 14[image: ]
SF-CF-18 v 12.1

ISO 39001:2012 for Road Traffic Safety Management 									
image1.png
MIC1

Mobile Service Lebanon




image2.png
15O 39001:2012

207-2017




