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Technical Specifications

I. Introduction and Scope

This Request for Proposal (RFP) is issued by Gestion et Exploitation du Port de Beyrouth (GEPB) to solicit
bids for a comprehensive and integrated ICT infrastructure project. The primary objective is to procure,
deliver, and implement a modern, scalable, and secure platform designed to support the Port’s mission-
critical applications and services. The solution must be architected relying on a modern, scalable and secure
platform across a Main site and a Disaster Recovery (DR) site to ensure high availability, robust data
protection, and continuous business operations.

The scope of this tender encompasses the complete lifecycle of the project, including the supply,
installation, configuration, testing, and commissioning of all specified hardware and software components.
This technical acquisition focuses on core active infrastructure, specifically:

» Compute: Enterprise-class rack-mounted servers and dedicated Oracle database servers.

e Storage & Networking: Scalable multi-node all-flash (NVMe) storage, high-speed 32Gb SAN
switches, and advanced Load Balancers (ADC).

e Data Protection: A complete backup ecosystem comprising a 24-slot tape library, a dedicated
disk-based backup appliance, and integrated backup and replication software.

o Software & Licensing: Oracle Database Enterprise Edition (RAC/Active Data Guard),
Microsoft Windows Server licenses, and all necessary operational software.

The scope includes (but is not limited to): supply, installation, configuration, testing, and commissioning of
all required hardware and software components, including compute, storage, networking, backup and
recovery, database, operating systems, and security solutions. The bidder shall deliver a fully operational
environment with all necessary licenses, accessories, and integration services, ensuring performance,
reliability, and scalability. To ensure seamless integration and simplified management, all core IT
infrastructure—including servers, storage, and backup systems—must be sourced from a single
manufacturer. Furthermore, the selected bidder must be an authorized partner (Gold level or equivalent) of
the proposed hardware manufacturer and must guarantee full compatibility with the Port's existing Cisco-
based network and security environment. The engagement includes choosing only one of three solutions
presented below. The engagement also includes a mandatory three-year 24x7 support and maintenance
period for all provided hardware, software, and licenses.
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Physical Datacenter Layout & Rack Integration (Main Site)

Spatial Constraints
Physical deployment within the Port of Beirut server room is dictated by the structural partitions

detailed here below — Room Drawing. All active rack infrastructure, processing units, storage
fabrics, and data protection hardware allocated to the Main Site must strictly be installed inside
the designated "SERVER ROOM". This space features a dedicated arca of 18 SQM, an existing
gross room height of 3.0 m, and a target clearance height of 2.63 m below the false ceiling. No
active server hardware or equipment racks shall be mounted within the adjacent 17.65 SQM
partition, which is exclusively reserved to contain the UPS units, distribution panels, and shared
precision environmental cooling equipment.

Rack Deployment
The active footprint leverages two (2) 42U Server Racks measuring 600mm (Width) x 1075mm

(Depth). Both enclosures must be securely anchored inside the 18 SQM Server Room partition.
They must be laid out in parallel to maintain clean rows, allowing adequate front and rear
clearance within the 383.7 cm wide room footprint to permit seamless technical servicing and
hot-swappable hardware replacement.
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III. Active Hardware Specifications

The structured Bills of Materials attached within Annex (8) define the core active infrastructure to be
supplied, installed, and commissioned.

¢ Keyv Submission Instructions for Bidders
To guarantee the technical integrity of the evaluation process and verify compliance with GEPB
standards, all competing contractors must strictly adhere to the following submission mandates.
Failure to include any of the verified documents, highlighted brochures, or engineering
calculations specified below shall result in immediate technical disqualification.

e Brochure & Technical Specification Verification
Exact Component Identification: The bidder must explicitly state the exact manufacturer name,
brand, and specific model number for every single active and passive component proposed
within their tender response.

o Highlighted Data Sheets
The technical proposal must include original, official manufacturer-issued product brochures
and technical data sheets for each item.

e Compliance Highlighting
Bidders must physically highlight the exact line items on the manufacturer brochures that
demonstrate direct compliance with the technical criteria outlined in this document (e.g.,
specific processor core counts, memory speeds, interface types, and RAID capacities).

e Core IT Infrastructure Single-Manufacturer Rule

« Ecosystem Uniformity: To eliminate multi-vendor integration friction, optimize inter-
component communication, and streamline long-term lifecycle support, all equipment
supplied within the core active IT infrastructure layers must originate from a single
manufacturer.

« Enforced Product Categories: This single-manufacturer rule strictly applies to the
following hardware groups:

o General Compute Servers

o Dedicated Oracle Database Servers

o Primary All-Flash NVMe Storage Arrays
o Disk-Based Backup Appliances

o Automated LTO-9 Tape Libraries

« Partnership Level Proof: The selected bidder must prove they are an officially authorized
partner of the proposed single-manufacturer active hardware brand, holding a minimum
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certification level of Gold Partner or equivalent (for no less than 5 years). Certified, valid
proof of this manufacturer partnership must be attached to the technical submission.

o The tenderer shall provide manufacturer authorization letter

e Server Architectural Design Validation & Interfaces

« Diagram Alignment: Bidders must submit detailed, custom "As-Proposed" physical and
logical topology diagrams that explicitly match and validate the routing logic shown in the
Port of Beirut Architecture blueprint.

+ Cisco Ecosystem Interfacing: Technical submittals must provide explicit architectural
confirmation detailing how the proposed active compute nodes, load balancers, and storage
arrays seamlessly interface with GEPB's existing pre-deployed Cisco networking and
security infrastructure.

« Compatibility Confirmation Matrix: The proposal must include a dedicated engineering
confirmation section detailing exact wire-level compatibility and port map configurations
targeting the port's operating environment, which includes (Note: the following systems and
licenses are already deployed and operational within the Port of Beirut)

- Cisco Catalyst 9200 Switches (48 Ports) = 9 Units
- Cisco Catalyst 9200 Switches (24 Ports) = 2 Units
- Cisco Catalyst 9000 Switches (08 Ports) = 4 Units
- Cisco Secure Firewall 1220 Appliance - 2 Units

- Cisco Secure Email = 200 Licenses
- Cisco Duo Advantage (MFA) = 25 Licenses
- Cisco AnyConnect = 25 Licenses

e Additional Notes

e Main Site and DR Site are not within the same premises.
« DR Site is expected to run in parallel and live to Main Site.

« Bidder should specify the offered mark and model of each item with the correspondent specs
listed in the list. It is also necessary to join the correspondent brochure highlighted on the
specific spec.

« HW must be original, assembled, and tested.
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IV.

Mandatory Engineering Calculations

Bidders are legally and contractually bound to their proposed hardware configurations and capacities based
on their mandatory pre-bid site visits. The following precise technical calculations must be attached as
formal, unedited engineering annexes to support the proposed hardware line items:

28/07/2026
ia 30 Auailia

Structural Profiles:

Bidders must provide complete Weight and Volumetric profiles detailing the aggregate design
of the system fully built-up allowing Port of Beirut to correctly design Fire Fighting and Ground
Load setups.

Heat Load Profiles:

Bidders must provide complete thermodynamic heat load profiles detailing the aggregate active
heat dissipation (kW or BTU/hr.) generated by their proposed servers, storage nodes, switches,
load balancers, and data protection appliances running under full operational loads.

Power Profiles:

Bidders must provide complete Power consumption profiles detailing the aggregate active loads
required by their proposed servers, storage nodes, switches, load balancers, and data protection
appliances running under full operational loads. Thus, allowing for a clear calculation of UPS
requirements, taking into account a 2 hours non-disrupted operation on UPS.
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V.

L ]
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Logical & Network Architecture

Main Site Topology

As illustrated in the high-level architecture diagram, traffic entry is managed by the high-
availability pair of Layer 4-7 Load Balancers running a stateful active/passive failover
configuration. The load balancers terminate client connections, apply sccurity profiles
(WAF/DDoS mitigation), offload SSL/TLS processing, and intelligently route traffic down to
the virtualized application tier and database backends.

The three General Compute Servers form a unified Virtualized Server Cluster managed by a
central hypervisor layer to execute standard port applications and multi-tenant environments.
Running in parallel, the three Oracle Database Servers form a dedicated database processing
block designed to handle transactional database processing with optimal processing power.

SAN Fabric & Storage Zoning
Storage traffic uses a dedicated high-speed, dual-fabric SAN infrastructure:

« Fabric Interconnection:
Every General Compute Server and Oracle Database Server connects redundantly via its two
32Gb Fibre Channel host bus adapter ports to both 32Gb/s SAN Switches.

« Storage Interconnect:
The primary All-Flash NVMe Storage Array connects its controllers symmetrically across

both SAN switches to prevent any single point of failure.

« Backup Fabric:
The Backup-to-Disk Appliance and the LTO-9 Tape Library are linked directly into this
32Gb/s SAN fabric. This enables direct, LAN-free backup pathways that offload backup
traffic entirely from the primary production network.

e Zoning Logical Isolation:
Strict single-initiator, multi-target SAN zoning must be configured on the switches.
Production application volumes, Oracle cluster voting/data disks (ASM LUNs), and backup
volumes are logically partitioned into isolated zones to ensure strict access control and zero
cross-tier traffic interference.

Cisco Ecosystem Compatibility

The entire active-infrastructure stack must establish seamless integration and backward
compatibility with the Port's existing Cisco network and security core. The network links from
the servers, and load balancers must map directly to the deployed core distribution elements:

» Switch Aggregation:
Connecting 10Gb SFP+ and 1Gb Ethernet uplinks into the 9 units of Cisco Catalyst 9200
(48 Ports), 2 units of Cisco Catalyst 9200 (24 Ports), and 4 units of Cisco Catalyst 9000
(08 Ports) switches.
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¢ Security Perimeter:
All perimeter and inter-VLAN routing must pass through the 2 units of Cisco Secure
Firewall 1220 Appliances. The load balancers and hypervisors must support native Link
Aggregation (LACP), 802.1Q VLAN tagging, and network segmentation rules that match
the active access policies managed on the Cisco firewalls.

o Identity and Communications:
Application tiers must route authentication prompts through the 25 licenses of Cisco Duo
Advantage (MFA) and establish secure administrative tunnels via 25 licenses of Cisco
AnyConnect. Mail alerts must flow securely through the 200 licenses of Cisco Secure
Email.
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V1. High Availability (HA) & Disaster Recovery (DR) Strategy

e Active-Live Parallel Operations
The DR site is physically detached from the Main Site and runs a standalone active-live

footprint. As shown in the system architecture, the DR site hosts a physical mirror of compute
and storage elements, featuring its own dedicated All-Flash Storage Array and a DR Server
cluster. The DR site runs in parallel and lives concurrently with the Main Site. It processes
active asynchronous or synchronous transactional workloads, maintaining data consistency
across the WAN backbone link separating both facilities.

« DR Site Management:
Bidder is responsible of configuring, installing, running, ... DR servers (through software
and application). Site Facility management is out of the scope of the vendor and will be
handled by Site owners.

e Database Replication: Oracle RAC 19C & Active Data Guard
To maintain high performance and zero data loss for port operations, the database infrastructure
implements a multi-tiered high availability architecture:

Main Site

"Oracle RAC19C Cluster | |
" (2x Oracle Servers) | ‘ Real-Time Replication J

¥ _'Stal.'ldb\,;‘ Database - .

& DR Server Fel‘:idtp'rintl)'.' ]

" Primary Datahase R
‘', Instances: o

\
: LR

K}

iShared Fibre Channel]

»

All-Flash NVMe Storage

« Local High Availability (Main Site): -
The two Oracle Database Servers run Oracle Real Application Clusters (RAC) 19C. They sit
on top of a shared ASM storage layer hosted on the All-Flash NVMe storage array via 32Gb
SAN connections. A localized failure of any single server node triggers an immediate, non-
disruptive session migration to the surviving nodes without interrupting database access.
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Site-Level Disaster Recovery:

Real-time cross-site replication is handled by Oracle Active Data Guard. Database
modifications completed on the primary RAC cluster are securely streamed across the inter-
site WAN link to the standby database instance at the DR site. The DR database remains
open in read-only mode to offload heavy reporting operations while remaining synchronized
to execute automated or manual failovers during a main site outage.

e Application & Data Backup Workflow:
Data protection operates as a secondary, independent line of defense within the primary

infrastructure:

28/07/2026

Virtual Machine Snapshotting:

The Enterprise Backup & Replication Software initiates automated, application-
consistent incremental snapshots of the 10+ target virtual machines according to predefined
retention policies.

Primary Backup Target (Disk):

This backup data flows over the fast 32Gb SAN or 10Gb network layer onto the Backup-to-
Disk Appliance. The appliance applies inline hardware-driven deduplication and
compression algorithms to minimize physical footprint requirements while keeping data safe
behind encryption blocks.

Long-Term Offsite Archival (Tape):

Based on data lifecycle rules, the backup software automates data movement from the
backup appliance to the 24-slot LTO-9 Tape Library. Physical tape cartridges are
systematically written to and ejected for long-term retention and air-gapped protection
against ransomware threats.
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VII. Cyber Security Infrastructure Architecture

The deployment must match the structural requirements detailed in the Cyber Security - Architecture
specifications. Secure segmentation, active monitoring, and access controls are layered across all functional

levels

External Network & Penmetaer

[ 1
L INTERNET
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(Standby}

(Active)
CISCO Secure CISCO Secura
Firewall 1220

Firownil 1220
DMZ Security Layer (VLAN 10)

Load Balancer
is 1 AT e
[ Ememnzesnct e avcz |

1
| WEE Application Firewall (WAF}Y l
| wWEB 1|- | » API SERVICES |

Core Switching Infrasture
l Core Switch 1 |4—————— VRAP J/ HERP -—————-"'| Cora Swilch 2 ]
(Primary) (Secandary]
ciSCOo Cat eISCO Cat
§200 / 000 5200 / 9000

& (VLAN 20 ¢ 300

Pr

¥ +
L APP SERVERS _] [ VIRTUAL SERVERS j [ oaTAsASE ServeERs |
e SRR,
Application Tier Custer ORACLE Serves
(VLAN 20) (2 20 Computs) (2% 20 Compute)
(VLAN 20) (VAN 30)
2x 32Gb
Fipre Channel
Per Sarver
Storage Fabric Network { SAN)

[’m—mu——— 1SL TRUNK W j
Entarprise 32Gb iz 328b
| All-Flash NVMa Storage

Primary Aray
(Multi-Node; S\geS 40TB)

|
. y
Backup Ecosystem (VLAN 50) Management Layer {(VLAN &0)
(o mran ] 47 s

56TB Roid 6 Targel
SIEM Securlty Analytics I Central Logging

[ LTO-9 Tape Library |
Harganad Jump Servar J Secura Admin Porial

24-Slot Archive Unit

ecure Cross-Site WAMN Lin
{Active Dala Guard & Slorage Replication}

Disastaer v Site
l F F | Coru
I Firewall Parimeler Core Networks —— OR v Compule

Page 33 of 73

28/07/2026
Lpa gas Al
@ a3 (Servers) pdlss Sy ous s 458 a3




¢ FEdge Perimeter & DMZ Segmentation

« High Availability Next-Gen Firewalls:
Traffic enters through a pair of Next-Generation Firewalls running stateful Active/Standby

HA configuration. These devices enforce deep packet inspection, [PS/IDS, App Control, and
URL filtering.

« DMZ Layer Enforcement (VLAN 10):
Public-facing services, including Web Servers and API/External Services, are isolated
within a dedicated DMZ zone. A dedicated Web Application Firewall (WAF) inspects all
inbound requests to block web exploits, application-layer DDoS attacks, and malicious bot
activity.

« Core Network Redundancy:
Firewalls route cleaned traffic to primary and secondary Core Switches, which handle
internal routing with high-speed redundancy using VRRP/HSRP clustering protocols.

o Edge Perimeter & DMZ Segmentation:
Internal server layers are divided into restricted network zones using strict 802.1Q VLAN
isolation and access control lists (ACLs) to block lateral movement threats:

« Application Layer (VLAN 20):
Dedicated network segment for general application servers and runtime nodes.

« Database Layer (VLAN 30):
Restricted zone dedicated exclusively to the Oracle Database RAC nodes and standalone

database engines.

« Storage/SAN Segment (VLAN 40):
Isolated high-speed storage fabric connectivity running across independent switches with
Inter-Switch Link (ISL) trunking configurations.

« Backup Isolation (VLAN 50):
Dedicated backup zone enclosing the primary backup targets to completely prevent general
production data exposure.

« Client/User Access (VLAN 70):
Segregated user environment tracking terminal access from outside network endpoints.

e Qut-of-Band Management Network (VLAN 60):
All hardware infrastructure management ports, console lines, hypervisor management frames,
and configuration nodes are mapped exclusively to an out-of-band Management Network. This
network houses:

« Network Management System (NMS):
Centralized utility providing continuous 24/7 infrastructure availability, performance, and
capacity tracking.
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« Sccurity Information & Event Management (SIEM):
Central collector absorbing structured system logs, audit tracks, and security events
generated across the environment for active anomaly and threat detection.

o Jump Server Infrastructure:
All engineering or administrative access to inner server targets must tunnel exclusively
through a hardened Jump Server over a secure connection, requiring validated multi-factor
authentication (MFA) and least-privilege permission validation.
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VIIIL.

Security and Access Control to Servers (Hardware & Software)

To ensure comprehensive protection of GEPB's mission-critical assets, a defense-in-depth security
framework must be enforced across both physical hardware and logical software layers:

¢ Hardware & Physical Server Security:

Chassis Intrusion Detection & Bezel Locks:

All standard compute and Oracle servers must be deployed with lockable front security
bezels to prevent unauthorized extraction of hot-swap physical drives. Internal chassis
intrusion sensors must be hardwired to log an immediate critical event via the remote
management controller if the server cover is compromised.

Firmware Integrity & Hardware Root of Trust:

Every server must leverage an integrated hardware Root of Trust. Silicon-level verification
must validate the digital signature of the UEFI, BIOS, and service processor firmware before
booting, completely blocking malicious code injections or unauthorized firmware
modification attempts.

Secure Remote Management Hardening:

Access to the integrated secure remote management platform must be strictly restricted.
Administrative access interfaces must enforce TLS 1.3 encryption protocols, disable
unsecured protocols (such as HTTP, Telnet, and IPMI over LAN), and map directly into a
dedicated, isolated management VLAN.

e Software & Operating System Security:

28/07/2026

Maulti-Factor Authentication (MFA) for Administrative Access:

Direct administrative entry, Secure Shell (SSH) access, and Remote Desktop (RDP) sessions
across all bare-metal hypervisors, Windows Servers, and Oracle Linux instances must
explicitly integrate with Cisco Duo Advantage (MFA).

Role-Based Access Control (RBAC) and Least Privilege:

Administrative privileges on the virtualization management platform, load balancer policies,
and Oracle database storage structures must enforce strict RBAC boundaries. No generic
accounts are permitted; every technical action must map to a uniquely identifiable user
profile linked to centralized directory services.

Operating System and Database Hardening:

Windows Server and Oracle Linux deployments must be structurally hardened against
standard exploit vectors. This mandates the structural disabling of unnecessary background
services, locking down unused network communication ports, en forcing at-rest and in-transit
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volume encryption, and exccuting automated security configuration scripts matching CIS
benchmarks.

« Endpoint Protection & SIEM Integration:
Real-time log streams originating from operating systems, active load balancers, and storage
controllers must be dirccted to a centralized Security Information and Event Management
(SIEM) system for proactive analytics and threat mitigation. All servers must run native
antivirus and endpoint detection engines as orchestrated through GEPB security networks.
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IX. Bidding Disclaimer & Site Inspection Mandate

» Baseline Data Accuracy Disclaimer:
The spatial matrix, dimensions, layout drawings, and architectural volumes (V, Vi, V3) provided
in this technical specification document represent preliminary estimates gathered during initial
engincering site surveys. While these figures are intended to establish a baseline scope of work.
they are not guaranteed to be absolutely precisc or reflective of subtle field variations in the
existing structural envelope.

¢ Mandatory Pre-Bid Site Inspection & I'T Consultations:
All competing contractors and bidders are strictly required to conduct an independent,
physical, and comprehensive site inspection of the designated third-floor facility at the Port of
Beirut prior to the submission of their final commercial and technical proposals.

o Verification of Measurements:
Bidders must independently verify all physical clearances, structural wall straightness,
existing floor-to-slab dimensions, door rough openings, and volumetric boundaries.

« Port IT Technical Consultations:
Bidders must engage in structural technical discussions with the relative Port IT authorities
and stakeholders during the pre-bid phase. This consultation is mandatory to fully align the
proposed active stack with existing IT configurations, confirm firewall policy permissions,
and validate deployment strategies for Port APPs, Oracle RAC clustering and ERP system
data migration.

+ Field Condition Assessments:
Bidders must thoroughly evaluate all localized field conditions, structural obstructions,
routing paths for clean agent piping, and the status of existing electrical and mechanical
penetrations that require fire-sealing.

Bidder Responsibility for Design Feasibility & System Functionali

« Comprehensive Feasibility Ownership:
It falls entirely under the bidder’s professional responsibility to thoroughly evaluate the
design feasibility of the proposed infrastructure stack. The bidder must proactively identity
and highlight if any additional active or passive components, software modules, physical
accessories, cabling, routing, or specialized engineering tasks are required to deliver the full
end-to-end functionality of the system as per the tender's core intention.

« Mandatory Post-Visit Submission:
This technical verification must be actively checked and addressed during the pre-bid
mandatory site visit. Any discovered gaps, missing items. or supplemental requirements
must be formally highlighted, compiled, and submitted to the Port authorities immediately
following the completion of the visit.
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e Proposal Accountability:
Submission of a bid constitutes explicit, binding confirmation that the contractor has completed
the site inspection, consulted with Port IT personnel, and is fully satisfied with the accuracy of
the measurements, network parameters, and structural constraints.

« No financial adjustments, change orders, or contract amendments will be approved or
entertained post-award based on a bidder's failure to identify, measure, or account for
physical, logical, structural ficld discrepancies, or missing components necessary for full
system operation.

« All final technical designs, cost proposals, hardware provisions, and engineering
calculations must be based entirely on the bidder's own verified field cata and
comprehensive feasibility asscssment.
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X.

Lifecycle, Maintenance, & Training Framework

e Preventative Active Maintenance Schedule:

The bidding contractor must submit a detailed, asset-by-asset Preventative Maintenance (PM)
schedule covering a minimum 12-month recurring cycle across the mandatory support period.
This framework must explicitly detail testing intervals, calibration protocols, and validation
checklists for all active and integrated safety components:

Compute and Storage Health Audits:

Semi-annual hardware diagnostic sweeps, evaluation of storage controller array logs, NVMe
drive wear-level analysis, and optimization of fan speed profiles relative to room
temperature.

Safety and Interlock Verification:

Routine functional testing of the hardwired Cause-and-Effect Matrix. This ensures that upon
cross-zoned smoke detection, the system triggers a 100% automated shutdown of precision
cooling units, positive mechanical closure of motorized fire dampers, and immediate drop-
power release of electromagnetic door locks before gaseous agent discharge.

Documentation Turnover:

The successful bidder is required to turn over a complete library of original manufacturer
operations and maintenance (O&M) manuals, product data sheets, and diagnostic
troubleshooting guides upon project commissioning.

e Safety Drills & Port IT Training Protocols:

28/07/2026
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Technical Staff Operational Training:

The bidder must deliver a structured technical training program tailored for the Port of
Beirut IT and operations staff. This program must encompass virtualized cluster
management, SAN fabric zoning workflows, backup lifecycle restoration administration,
and active load balancer policy optimization.

Safety Drill Frequencies:

Documentation must define the recommended frequency for building safety drills,
mandating no less than one formal, simulated emergency drill every six months. This
ensures all port personnel achieve full proficiency in responding to pre-discharge warning
sirens, managing emergency abort stations, and exccuting manual suppression overrides
safely.

Emergency SOP Templates:

Bidders must supply localized, clear Emergency Response Standard Operating Procedures
(SOPs) and checklists outlining precise protocols for emergency shutdown, switching to
DR, Fire Incident at Server Level, ...
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o Service Level Agreement (SLLA) & Support Setup:
The technical proposal must include a comprehensive, all-inclusive Service & Support setup for
a fixed duration of no less than three (3) years from the date of official facility handover and
final certification. This multi-year framework must encompass:

« 24/7/365 Emergency Hotline:
Immediate access to specialized tier-3 enterprise infrastructure support engineers.

» Ticketing System:
Vendor must deploy a ticketing system allowing for immediate notification of issues from
users clearly showing information including but not limited to:

Ticket time stamps

Status updates

History and Data Gathering
KPIs and Statistics

o 0 0O ©0 O

« Guaranteed Response Times:
Strict SLA binding on-site engineering dispatch times for critical infrastructure faults,
storage controller alerts, or production-impacting cluster failures.

« Hardware Replacement & Lifecycle Renewals:
Prompt provisioning of factory-certified active replacement components, monitoring switch
modules, firmware patches, and all software license renewals over the duration of the
support term.
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XI. Architecture Design
Port of Beirut is requiring a setup configuration using one of the 3 Proposed Architectures here below.

1- Solution One: Traditional Server Setup:

Traditional Design
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2-  Solution Two: Hyper-Converged Infrastructure (HCI) with Oracle Database Appliance

(ODA):
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XII. Project Milestones
1) PROJECT INITIATION & PLANNING

Establishing Project Foundations and ensuring alignment between all stakeholders.

Define timeline, milestones, and deliverables

Assign roles and responsibilities (Project Manager, Engineers, DBAs)

Validate overall architecture design in coordination with GEPB.

2) PROCUREMENT & LOGISTICS

e Ensuring all required HW, SW, and Services are acquired and delivered on time

e Procure servers, storage systems, SAN switches, backup solutions, tape libraries, and load
balancers

e Acquire required Oracle and Microsoft licenses, as well as backup software

e Ensure vendor compliance with technical and contractual requirements

e Track delivery schedules and maintain documentation

3) HARDWARE INSTALLATION

e Physical installation and initial configuration of all equipment
e Install servers, storage systems, and SAN switches

o Deploy tape library and backup appliances

¢ Install load balancers

e Perform firmware updates, testing, and validation

4) SAN & STORAGE CONFIGURATION

o Setting up a reliable and high-performant storage environment

e Configure SAN zoning

e Configure SAN switches and storage array

e Create storage pools and LUNs

e Allocate volumes for OS, databases, backups, and virtual machines in coordination with
GEPB

5) VIRTUALIZATION & OS DEPLOYMENT

o Enabling efficient resource utilization through virtualization
e Install and configure hypervisor

¢ Create and configure VM clusters

e Deploy Oracle Linux / MS operating system

« Configure networking and connectivity

¢ Deploy virtualized servers
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6) BACKUP & DISASTER RECOVERY

Ensuring data protection and business continuity

Backup Configuration:

Backup to disk
Tape backup
Retention policies

Disaster Recovery (DR Site Implementation):

Provision and configure DR server and storage infrastructure
Network connectivity between Main Site and DR Site

Define database-level replication using Oracle Active Data Guard
Data synchronization strategy

Execute planned and unplanned failover scenario

DR Testing & Validation:

Simulated failover
Recovery validation
Performance checks

7) NETWORK & LOAD BALANCER CONFIGURATION

Ensuring secure, optimized, and highly available network operations.

Configure load balancers
Implement firewall and antivirus solutions
Apply network segmentation and security policies

8) TESTING & VALIDATION

Validating the entire infrastructure before production deployment.
Perform failover and high-availability testing

Validate backup and restore processes

Conduct system performance testing

9) DOCUMENTATION & HANDOVER

Ensuring knowledge transfer and operational readiness.
Prepare administrative and technical guides

Deliver updated architecture diagrams

Provide credentials and knowledge transfer

10) GO-LIVE & SUPPORT

28/07/2026
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System transition into production.

Migrate workloads to production environment
Monitor system performance and stability
Activate vendor support services
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11) MAINTENANCE & WARRANTY

e Ensuring long-term sustainability of the infrastructure.

e Ensurc standard 3-ycar warranty coverage
e Define patching, monitoring, and maintenance plan
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(1) s

HARDWARE

Description

Qty

Unit Price

Total Price

Servers:
Enterprise-class 2U rack-mounted systems
Support mission-critical workloads, including
virtualization, database, and mixed application
environments.
Provide a balanced architecture enabling performance,
scalability, and future expansion.
Dual 6th Generation Intel processors (P-cores) with a
minimum of 32 cores per processor
Provide a minimum of 256 GB DDRS5 memory per
server, with high-speed operation (= 6400 MT/s)
Include redundant NVMe boot devices (minimum 2 *
960 GB)
Support high-speed connectivity including a minimum
of 4 x 10Gb SFP+ ports, 4 x 1Gb Ethernet ports, and 2
% 32Gb Fibre Channel ports
Provide redundant hot-plug power supplies and high-
performance cooling components
Include integrated secure remote management with
support for monitoring, provisioning, and lifecycle
management
Support clustering and virtualization platforms for high
availability and workload mobility
OS: Microsoft Windows Server

Oracle Servers:
Enterprise-class 2U rack-mounted systems
Support mission-critical workloads, including
virtualization, database, and mixed application
environments.
Provide a balanced architecture enabling performance,
scalability, and future expansion.
Support dual 6th Generation Intel processors (P-cores)
with a minimum of 32 cores per processor
Provide a minimum of 256GB DDRS memory per
server, with high-speed operation (= 6400 MT/s)
Include redundant NVMe boot devices (minimum 2 x
960 GB)
Support high-speed connectivity including a minimum
of 4  10Gb SFP+ ports, 4 x 1Gb Ethernet ports, and 2
% 32Gb Fibre Channel ports
Provide redundant hot-plug power supplies and high-
performance cooling components
Include integrated secure remote management with
support for monitoring, provisioning, and lifecycle
management
Support clustering and virtualization platforms for high
availability and workload mobility

28/07/2026
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e OS: Oracle Linux

Storage:

e  Scalable, multi-node architecture with a minimum
initial configuration of 2 nodes, leveraging an industry-
leading disaggregated storage architecture that enables
flexible scaling of storage capacity

e  Support expansion using all-flash (NVMe) technology,
with independent scaling of performance and capacity
without service interruption.

e  Guarantee 100% data availability through a fully
redundant architecture with no single point of failure,
ensuring continuous zccess to data for critical || e T——" 8 | seunaeres $
applications. 2

e Support block storage over Fibre Channel with a 2] 5 T, | 512] ) FU
minimum of 32Gb connectivity

e Dual controllers or equivalent multi-node architecture,
providing a minimum of 16 cores per controller

e Provide a minimum of 10 TB usable capacity after
RAID protection, using NVMe disks only

v Provide simplified and centralized management with
unified monitoring and provisioning capabilities

«  Support non-disruptive upgrades and maintenance
operations

e 53K IOPS 8K Random Mixed 60/40

SAN Switches:

e Enterprise-grade Fibre Channel switches designed to
support high-performance, low-latency connectivity for
mission-critical storage environments, including all-
flash and virtualized infrastructures.

e Provide a scalable and flexible architecture to support
growing data demands, while ensuring high
performance, reliability, and simplified management.

e Support Fibre Channel connectivity with a minimym | 1 T — S
speed of 32Gb, with backward compatibility to lower g | T
speeds (16/8/4Gb)

e  Provide a minimum of 8 active ports per switch, with
scalability up to at least 24 ports

e Include Short Wave optical transceivers for Fibre
Channel connectivity, along with all required
accessories for full interconnection of the solution

e Based on B-series Fibre Channel switching technology
or equivalent

e Support advanced SAN fabric features including
zoning, traffic isolation, and fabric-wide management

Tape Library:

e Provide reliable data protection for secure, unattended
backup operations, disaster recovery, and long-term
data retention.

e  Support multiple generations of LTO technology and
include remote management capabilities. | | eeessesesnmnieees R $

e Minimum of 24 tape slots in a single library enclosure 1
fully populated UISD. .o susomssssssiiaiads VS ossuniinninsssina

e Minimum of 2 LTO-9 Fibre Channel tape drives

»  Support high-capacity tape media (minimum 45 TB
compressed per cartridge or equivalent)

¢ Include all necessary data cartridges, cleaning
cartridges, and labelling kits required for operation
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Support automated tape handling and management

Backup to Disk:
Enterprise-grade disk-based backup appliance designed
to provide efficient, reliable, and scalable data
protection for virtualized and hybrid environments.
Support automated backup, fast data recovery, and
long-term retention while reducing storage
requirements through advanced data reduction
technologies.
Provide a minimum of 56 TB usable backup capacity
using HDDs configured with RAID 6 protection, with
dedicated system HDDs for the operating system, and
support scalability through expansion
Support data deduplication and compression to
optimize storage utilization
Support secure data protection including encryption for
data at rest and in transit
Support integration with enterprise backup software for
efficient data management and control
Support replication of backup data to remote sites for
disaster recovery purposes
Support high-speed connectivity including Fibre
Channel (minimum 32Gb) and/or Ethernet interfaces
for integration with the existing infrastructure
Include all required network interfaces, cables, and
accessories for full connectivity

Load Balancers:
Provide a secure Application Delivery Controller
appliance for availability, acceleration, and control,
based on a hardened operating system.
Natively support Active/Passive, Active/Active, and
four-node Active/Active HA clustering.
Support at least 15 Gbps web traffic throughput, 20
million concurrent TCP connections, 100,000 HTTP
connections per second, and 6,500 HTTPS/SSL
terminations per second using 2K keys.
Support IPv4 and TPv6 environments and be available
as both physical and virtual appliances.
Provide at least 8 x 1Gb copper and 4 x 10Gb fiber
interfaces.
Support Layer 4 and Layer 7 load-balancing
deployments.
Provide Layer 4 and Layer 7 load balancing using
round-robin, weighted round-robin, least-connection,
and equivalent algorithms.
Support adaptive load balancing based on CPU load,
URL load, and terminal sessions.
Support session persistence, service-group persistence,
server health checks, and monitoring.
Provide Global Server Load Balancing based on
priority, geographic IP, and region.
Support inter-site health checks for disaster recovery
and link bonding for increased availability.
Provide SSL offloading, content caching, HTTP
compression, and TCP connection pooling.
Support hardware-based SSL acceleration with
throughput of at least 4.2 Gbps.
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s  Provide Layer 7 content-based routing and
request/response rewriting.

e Support client and user limits, brute-force attack
prevention. and request rate control.

e Provide GeoIP and reputation-based controls for
regional traftfic management.

e Provide out-of-the-box security policies, website
cloaking, and form-field metadata violation detection
and prevention.

e Protect against OWASP Top 10 vulnerabilities, SQL
injection, Cross-Site Scripting, cookie tampering, and
form tampering.

e Provide Data Loss Prevention for sensitive
information, including credit-card and Social Security
numbers, with support for custom detection patterns.

e  Provide granular application-security policy
management and DDoS protection.

a  Provide Layer 4 Access Control Lists, VLAN
segmentation, and Network Address Translation.

«  Support LDAP integration, RADIUS integration,
Kerberos integration, and two-factor authentication.

e Support HTTP, HTTPS, SSH, SMTP, IMAP, POP3,
NNTP, ASP, DNS, Windows Terminal Services, RDP,
and WebSocket.

e Support any TCP- or UDP-based application.

e Provide connection, audit, access, Web Application
Firewall, and system logs.

e  Provide real-time traffic statistics, interactive reporting,
and scheduled reporting.

o Support SNMP monitoring and integration with
network-management systems.

e  Provide customizable role-based administration and
centralized management.

e Support certified deployments and integrations with
third-party applications.

« Be available as a virtual appliance supporting VMware
ESX/ESXi, VMware Server, Fusion, Workstation,
Player, Citrix XenServer, Microsoft Hyper-V, and
Oracle VirtualBox.

¢ Include Energize Updates for firmware updates and
Application Security updates for emerging threats.

e Include Instant Replacement Service with next-
business-day replacement and 24x7 technical support.

e Include a hardware refresh every four years.

e Include three years of principal support covering
security updates, firmware updates, hardware support,
and replacement services.

e Include a hardware-refresh program providing brand-
new hardware at no additional cost after four
consecutive years of active support subscriptions.

o The tenderer shall provide administration training and
certification for a minimum of 5 pax provided by

principle.
Rack: R e cnasan e
42U Rack 600mmx1075mm including all the needed 2
accessories USD...oonvnceseesnrosass | USDucerionennes
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TOR Switches:

¢ Provide enterprise-class Top-of-Rack (ToR) data
center switches designed for high-performance leaf
deployments in modern data center architectures.

e Drovide forty-eight (48) 10/100/1000BASE-T RJ45
access ports for server connectivity.

e Provide six (6) 40/100 Gigabit Ethernet QSFP uplink
ports supporting flexible high-speed connectivity.

e Deliver a non-blocking architecture with wire-speed
forwarding on all interfaces.

e Provide a switching capacity of at least 2.4 Tbps and a
ferwarding rate of at least 1.8 billion packets per

second.

e Support cut-through switching for ultra-low latency
forwarding.

¢  Support Layer 2 and Layer 3 switching and routing
services.

o Support IPv4 and IPv6 dual-stack operation.

¢ Support static routing, OSPF, BGP, IS-1S, PIM, and
VRRP.

e Support VXLAN EVPN for scalable network
virtualization and data center fabric deployments.

e Support Multi-Chassis Link Aggregation (MLAG/VPC
or equivalent) for active-active redundancy.

e Support IEEE 802.1Q VLANS, Link Aggregation
Control Protocol (LACP), Rapid Spanning Trec
Protocol (RSTP), and Multiple Spanning Tree Protocol 4
(MSTP).

«  Support jumbo frames of at least 9,000 bytes.

*  Support Data Center Bridging (DCB), Priority Flow
Control (PFC), and Enhanced Transmission Selection
(ETS).

e Support Layer 2, Layer 3, and Layer 4 Access Control
Lists (ACLs).

e  Support advanced Quality of Service (QoS) including
classification, policing, shaping, queuing, and
congestion management.

e Support Secure Shell (SSH), SNMP vI/v2/V3, Syslog,
RADIUS, TACACS+, and AAA authentication.

e Support network telemetry, NetFlow or equivalent
flow monitoring, SPAN, and ERSPAN.

e  Support REST APIs, NETCONF, and programmable
automation interfaces for network orchestration.

Support centralized management through the vendor's
data center management platform.

e Provide redundant, hot-swappable power supplies and
hot-swappable fan modules.

Support front-to-back airflow suitable for data center
environments.

e Include all required licenses to enable the proposed
functionality.

e Include rack-mount accessories, power cords, and all
components required for installaticn.

Total | eesserresesesessesseeeicaisnanae s
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SOFTWARE

Description

Qty

Unit Price

Total Price

Backup & Replication:
Enterprise-grade software platform designed to protect
virtualized environments and ensure data availability
and business continuity.

Support backup and replication for a minimum of 10
virtual machines

Provide seamless integration with disk-based backup
appliances and tape libraries, including automated data
movement for retention and archival.

Ensure secure operations through encryption and
protected data transfer mechanisms

LS

Database:
Oracle Database Enterprise Edition
Oracle Real Application Clusters (RAC)
with Oracle Active Data Guard: Version 19C
Number of users (to be defined during Site Visit)

LS

Licenses:
The proposed solution shall include the latest version
of OS licenses, appropriately sized and assigned to the
corresponding servers.

LS

Total

WARRANTY

Description

Qty

Unit Price

Warranty & Maintenance:

Support of yearly 24x7 including HW, SW and
licenses renewal

3 Years

Total
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HARDWARE
Description Qty Unit Price Total Price
Application Servers:
e  Enterprise-class 2U rack-mounted systems in an HCI
sctup
e  Support mission-critical workloads, including
virtualization, database, and mixed application
environments.
s Provide a balanced architecture enabling performance,
scalability, and future expansion.
»  Support dual 6th Generation Intel processors (P-cores)
with a minimum of 16 cores per processor
e Provide a minimum of 512GB DDRS5 memory per
server, with high-speed operation (> 6400 MT/s)
e Include redundant NVMe boot devices (minimum 2 x .
96(:) GB) J;;fn ......................... B | wnviaismseneiises h)
. L_lejzfitly.QZTB NVMe Drives to reach 5.8TB usable . USD oo USD oo
e  The partner is responsible for the adequate DR nodes
setup
«  Support high-speed connectivity including a minimum
of 4 x 10Gb SFP+ ports, 4 x 1Gb Ethernet ports
e  Provide redundant hot-plug power supplies and high-
performance cooling components
¢ Include integrated secure remote management with
support for monitoring, provisioning, and lifecycle
management
e Support clustering and virtualization platforms for high
availability and workload mobility
e Needed SDS software
Oracle Servers:
In the main site (X1)
« FEngineered 2-node high-availability (HA) database
appliance
» 2 compute server nodes (2U each) configured with 2 x
AMD EPYC 9J15 processors - 32 cores per CPU (64
cores per node total) — 512GB RAM
e | shared storage shelf (4U DE3-24C) with 6 x 7.68 TB e s L T, $
SSDs o]
sz vacie pu 7711 T— KR cciisissnsinsinsosion

e Designed for Oracle RAC / clustered database
deployments

e Supports node failover and high availability with
shared storage architecture

In the DR Site (X1)

e Single-node engineered database appliance
« 2 x AMD EPYC 9J15 processors 32 cores per CPU (64
cores total per system)
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s 512GB RAM

e 2 internal 480 GB M.2 NVMe SSDs (mirrored)

e 4x7.68TB3SDs

SAN Switches:

e  Enterprise-grade Fibre Channel switches designed to
support high-performance, low-latency connectivity for
mission-critical storage environments, including all-
flash and virtualized infrastructures.

* Provide a scalable and flexible architecture to support
growing data demands, while ensuring high
performance, reliability, and simplified management.

e  Support Fibre Channel connectivity with a minimum S S
speed of 32Gb, with backward compatibility to lower , M oA || SRR
speeds (16/8/4Gb) - .

»  Provide a minimum of 8 active ports per switch, with BB ssscnmmssseisaiings USD.sessnessnassanensas
scalability up to at least 24 ports

« Include Short Wave optical transceivers for Fibre
Channel connectivity, along with all required
accessories for full interconnection of the solution

s Based on B-series Fibre Channel switching technology
or equivalent

o  Support advanced SAN fabric features including
zoning, traffic isolation, and fabric-wide management

Tape Library:

e Provide reliable data protection for secure, unattended
backup operations, disaster recovery, and long-term
data retention.

e Support multiple generations of LTO technology and
include remote management capabilities. S S

e  Minimum of 24 tape slots in a single library enclosure 1 AR
fully populated 2

e Minimum of 2 LTO-9 Fibre Channel tape drives BB i B

e  Support high-capacity tape media (minimum 45 TB
compressed per cartridge or equivalent)

e Include all necessary data cartridges, cleaning
cartridges, and labelling Kits required for operation

e  Support automated tape handling and management

Backup to Disk:

e Enterprise-grade disk-based backup appliance designed
to provide efficient, reliable, and scalable data
protection for virtualized and hybrid environments.

o Support automated backup, fast data recovery, and
Jong-tern retention while reducing storage
requirements through advanced data reduction
technologies.

e Provide a minimum of 56 TB usable backup capacity | | S | tooeerevereeseseerennnens S
using HDDs configured with RAID 6 protection, with |
dedicated system HDDs for the operating system, and "
support scalability through expansion USD..corunanuniannenens USD.oorenesmansanesaes

s Support data deduplication and compression to
optimize storage utilization

¢  Support secure data protection including encryption for
data at rest and in transit

e  Support integration with enterprise backup software for
efficient data management and control

o Support replication of backup data to remote sites for
disaster recovery purposes
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L ]

Support high-speed connectivity including Fibre
Channel (minimum 32Gb) and/or Ethernct interfaces
for integration with the existing infrastructure
Include all required network interfaces, cables, and
accessories for full connectivity

Backup to Server:
Enterprise-class 2U rack-mounted systems
1 processor 12-core
Provide a minimum of 64GB DDRS memory per
server, with high-speed operation (= 6400 MT/s)
Include redundant NVMe boot devices (minimum 2 x
480 GB)
Support high-speed connectivity including a minimum
of 2 * 10Gb SFP+ ports, 4 x 1Gb Ethernet ports, and 2
% 32Gb Fibre Channel ports

O8: to deploy the backup software

Load Balancers:
Provide a secure Application Delivery Controller
appliance for availability, acceleration, and control,
based on a hardened operating system.
Natively support Active/Passive, Active/Active, and
four-node Active/Active HA clustering.
Support at least 15 Gbps web traffic throughput, 20
million concurrent TCP connections, 100,000 HTTP
connections per second, and 6,500 HTTPS/SSL
terminations per second using 2K keys.
Support IPv4 and 1Pv6 environments and be available
as both physical and virtual appliances.
Provide at least 8 x 1Gb copper and 4 x 10Gb fiber
interfaces.
Support Layer 4 and Layer 7 load-balancing
deployments.
Provide Layer 4 and Layer 7 load balancing using
round-robin, weighted round-robin, least-connection,
and equivalent algorithms.
Support adaptive load balancing based on CPU load,
URL load, and terminal sessions.
Support session persistence, service-group persistence,
server health checks, and monitoring.
Provide Global Server Load Balancing based on
priority, geographic IP, and region,
Support inter-site health checks for disaster recovery
and link bonding for increased availability.
Provide SSL offloading, content caching, HTTP
compression, and TCP connection pooling.
Support hardware-based SSL acceleration with
throughput of at least 4.2 Gbps.
Provide Layer 7 content-based routing and
request/response rewriting.
Support client and user limits, brute-force attack
prevention, and request rate control.
Provide GeolP and reputation-based controls for
regional traffic management.
Provide out-of-the-box security policies, website
cloaking, and form-field mnetadata violation detection
and prevention.
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*  Protect against OWASP Top 10 vulnerabilities, SQL
injection, Cross-Site Scripting, cookie tampering, and
form tampering.

e  Provide Data Loss Prevention for sensitive
information, including credit-card and Social Security
numbers, with support for custom detection patterns.

e Provide granular application-security policy
management and DDo$S protection,

e  Provide Layer 4 Access Control Lists, VLAN
segmentation, and Network Address Translation.

e  Support LDAP integration, RADIUS integration,
Kerberos integration, and two-factor authentication,

e Support HTTP, HTTPS, SSH, SMTP, IMAP, POP3,
NNTP, ASP, DNS, Windows Terminal Services, RDP,
and WebSocket.

Support any TCP- or UDP-based application.

e Provide connection, audit, access, Web Application
Firewall, and system logs.

e DProvide real-time traffic statistics, interactive reporting,
and scheduled reporting.

¢  Support SNMP monitoring and integration with
network-management systems.

e  Provide customizable role-based administration and
centralized management,

o Support certified deployments and integrations with
third-party applications.

e Be available as a virtual appliance supporting VMware
ESX/ESXi, VMware Server, Fusion, Workstation,
Player, Citrix XenServer, Microsoft Hyper-V, and
Oracle VirtualBox.

¢ Include Energize Updates for firmware updates and
Application Security updates for emerging threats.

¢ Include Instant Replacement Service with next-
business-day replacement and 24x7 technical support.

e Include a hardware refresh every four years.

o Include three years of principal support covering
security updates, {irmware updates, hardware support,
and replacement services.

e« Include a hardware-refresh program providing brand-
new hardware at no additional cost after four
consecutive years of active support subscriptions.

The tenderer shall provide administration training and
certification for a minimum of § pax provided by principle.

Rack:
42U Rack 600mmx1075mm including all the needed 2
accessories

TOR Switches:

e Provide cnterprise-class Top-of-Rack (ToR) data
center switches designed for high-performance leaf
deployments in modern data center architectures.

»  Provide forty-eight (48) 10/100/1000BASE-T RJ45 4
access ports for server connectivity.

e Provide six (6) 40/100 Gigabit Ethernct QSFP uplink
ports supporting flexible high-speed connectivity.

s Deliver a non-blocking architecture with wire-speed

~ forwarding on all interfaces.
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« Provide a switching capacity of at least 2.4 Thps anda
forwarding rate of at least 1.8 billion packets per

second.

e Support cut-through switching for ultra-low latency
forviarding.

e  Support Layer 2 and Layer 3 switching and routing
services.

e  Support IPv4 and IPv6 dual-stack operation.

e  Support static routing, OSPF, BGP, I1S-1S, PIM, and
VRRP,

¢  Support VXLAN EVPN for scalable network
virtualization and data center fabric deployments.

¢ Support Multi-Chassis Link Aggregation (MLAG/vPC
or equivalent) for active-active redundancy.

e Support IEEE 802.1Q VLANS, Link Aggregation
Control Protocol (LACP), Rapid Spanning Tree
Protocol (RSTP), and Multiple Spanning Tree Protocol
(MSTP). :

o  Suppert jumbo frames of at least 9,000 bytes.

e Support Data Center Bridging (DCB), Priority Flow
Control (PFC), and Enhanced Transmission Selection
(ETS).

s Support Layer 2, Layer 3, and Layer 4 Access Control
Lists (ACLs).

«  Support advanced Quality of Service (QoS) including
classification, policing, shaping, queuing, and
congestion management,

o Support Secure Shell (SSH). SNMP v1/v2/v3, Syslog,
RADIUS, TACACS+, and AAA authentication,

e Support network telemetry, NetFlow or equivalent
flow monitoring, SPAN, and ERSPAN.

«  Support REST APIs, NETCONF, and programmable
automation interfaces for network orchestration.

«  Support centralized management through the vendor's
data center management platform.

o Provide redundant, hot-swappable power supplies and
hot-swappable fan modules.

o Support front-to-back airflow suitable for data center
environments.

» Include all required licenses to ecnable the proposed
functionality.

o Include rack-mount accessories, power cords, and all
components required for installation.

Total =00 | sesesssssainesiissssaninee T RIS ST T
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SOFTWARE

Description

Qty

Unit Price

Total Price

Backup & Replication:
Enterprise-grade software platform designed to protect
virtualized environments and ensure data availability
and business continuity.

Support backup and replication for a minimum of 10
virtual machines

Provide seamless integration with disk-based backup
appliances and tape libraries, including automated data
movement for retention and archival.

Ensure secure operations through encryption and
protected data transfer mechanisms

LS

Database:
Oracle Database Enterprise Edition
Oracle Real Application Clusters (RAC)
Oracle Diagnostics Pack
Oracle Tuning Pack
Oracle Active Data Guard: Version 19C
Per user (to be defined during Site Visit)

LS

Licenses:

The proposed solution shall include the latest version
of OS licenses, appropriately sized and assigned to the
corresponding servers,

LS

Total

:(3) Jgadl

WARRANTY

Description

Qty

Unit Price

Total Price

Warranty & Maintenance:

Support of yearly 24x7 including HW, SW and
licenses renewal

3 Years

Total
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HARDWARE
Description Qty Unit Price Total Price
Application Servers:

s Enterprise-class 2U rack-mounted systems in an HCI

setup
s Support mission-critical workloads, including

virtualization, database, and mixed application

environments.
o  Provide a balanced architecture enabling performance,

scalability, and future expansion.
e Dual 6th Generation Intel processors (P-cores) with a

minimum of 16 cores per processor
e Provide a minimum of 512GB DDRS5 memory per

server, with high-speed operation (> 6400 MT/s)
e Include redundant NVMe boot devices (minimum 2 x T T e — 3 ST S
. i?s?ng]?.)QZTB NVMe Drives to reach 5.8TB usable determi

capacity ned L B1S] ) T USD.. cismminsavisonsas
e The partner is responsible for the adequate DR nodes

setup
o  Support high-speed connectivity including a minimum

of 4 x 10Gb SFP+ ports, 4 * 1Gb Ethernet ports
e Provide redundant hot-plug power supplies and high-

performance cooling components
o Include integrated secure remote management with

support for monitoring, provisioning, and lifecycle

management
e  Support clustering and virtualization platforms for high

availability and workload mobility
e Needed SDS software

Oracle Servers:

¢ Enterprise-class 2U rack-mounted systems
e Support mission-critical workloads, including

virtualization, database, and mixed application

environments.
» Provide a balanced architecture enabling performance,

scalability, and future expansion.
«  Support Dual 6th Generation Intel processors (P-cores)

with a minimum of 16 cores per processor | | . L $
¢ Provide a minimum of 256GB DDRS5 memory per 3

server, with high-speed operation (= 6400 MT/s) USD .o oomeeeeeeeeveiaes USD oo ooeesveannes

e Include redundant NVMe boot devices (minimum 2 %
960 GB)

e  4*3.84TB NVMe drives for each of 2 servers

e 8%3.84TB NVMe drives for the 3rd one in DR server

e Support high-speed connectivity including a minimum
of 4 x 10Gb SFP+ ports, 4 x 1Gb Ethernet ports, and 2
% 32Gb Fibre Channel ports

e  Provide redundant hot-plug power supplies and high-
performance cooling components
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¢ Include integrated secure remote management with
support for monitoring, provisioning, and lifecycle
management

o Support clustering and virtualization platforms for high
availability and workload mobility

e  OS: Oracle Linux

Storage:

¢ Scalable, multi-node architecture with a minimum
initial configuration of 2 nodes, leveraging an industry-
leading disaggregated storage architecture that enables
flexible scaling of storage capacity

o Support expansion using all-flash (NVMe) technology,
with independent scaling of performance and capacity
without service interruption.

e  Guarantee 100% data availability through a fully
redundant architecture with no single point of failure,

ensuring continuous access to data for critical ST i .
applications. 1
»  Support block storage over Fibre Channel with a USD..c.ovvvrrernvnerenens | USDaiciiiiiiiiiiiineen.

minimum of 32Gb connectivity

¢ Dual controllers or equivalent multi-node architecture,
providing a minimum of 16 cores per controller

o  Provide a minimum of 10TDB usable capacity after
RAID protection, using NVMe disks only

e Provide simplified and centralized management with
unified monitoring and provisioning capabilities

»  Support non-disruptive upgrades and maintenance
operations

¢ 153K IOPS 8K Random Mixed 60/40

SAN Switches:

« Enterprise-grade Fibre Chanuel switches designed to
support high-performance, low-latency connectivity for
mission-critical storage environments, including all-
flash and virtualized infrastructures.

e Provide a scalable and flexible architecture to support
growing data demands, while ensuring high
performance, reliability, and simplified management.

«  Support Fibre Channel connectivity with a minimum
speed of 32Gb, with backward compatibility to lower 2
speeds (16/8/4Gb)

«  Provide a minimum of 8 active ports per switch, with
scalability up to at least 24 ports

¢ Include Short Wave optical transceivers for Fibre
Channel connectivity, along with all required
accessories for full interconnection of the solution

e Based on B-series Fibre Channel switching technology
or equivalent

®  Support advanced SAN fabric features including
zoning, tratfic isolation, and fabric-wide management

Tape Library:
e  Provide reliable data protection for secure, unattended

backup operations, disaster recovery, and long-term S o T ——.
data retention. I
e  Support multiple generations of LTO technology and Ush USD

include remote management capabilities.
s Minimum of 24 tape slots in a single library enclosure
fully populated =
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Minimum of 2 LTO-9 Fibre Channel tape drives
Support high-capacity tape media (minimum 45 TB
compressed per cartridge or equivalent)

Include all necessary data cartridges, cleaning
cartridges, and labelling kits required for operation
Support automated tape handling and management

Backup to Disk:
Enterprise-grade disk-based backup appliance designed
to provide efficient, reliable, and scalable data
protection for virtvalized and hybrid environments.
Support automated backup, fast data recovery, and
long-term retention while reducing storage
requirements through advanced data reduction
technologies.
Provide a minimum of 56 TB usable backup capacity
using HDDs configured with RAID 6 protection, with
dedicated system HDDs for the operating system, and
support scalability through expansion
Support data deduplication and compression to
optimize storage utilization
Support secure data protection including encryption for
data at rest and in transit
Support integration with enterprise backup software for
efficient data management and control
Support replication of backup data to remote sites for
disaster recovery purposcs
Support high-speed connectivity including Fibre
Channel (minimum 32Gb) and/or Ethernet interfaces
for integration with the existing infrastructure
Include all required network interfaces, cables, and
accessories for full connectivity

Backup Server:
Enterprise-class 2U rack-mounted systems
1 processor 12-core
Provide a minimum of 64GB DDRS memory per
server, with high-speed operation (> 6400 MT/s)
Include redundant NVMe boot devices (minimum 2 *
480 GB)
Support high-speed connectivity including a minimum
of 2 x 10Gb SFP+ ports, 4 x 1Gb Ethernet ports, and 2
* 32Gb Fibre Channel ports
0S: to deploy the backup sofiware

Load Balancers:
Provide a secure Application Delivery Controller
appliance for availability, acceleration, and control,
based on a hardened operating system.
Natively support Active/Passive, Active/Active, and
four-node Active/Active HA clustering.
Support at least 15 Gbps web traffic throughput, 20
million concurrent TCP connections, 100,000 HTTP
connections per second, and 6,500 HTTPS/SSL
terminations per second using 2K keys.
Support IPv4 and IPv6 environments and be available
as both physical and virtual appliances.

2

......................... $
USD...... SRR
......................... S
(-] e
............... T
L0

......................... S
USDiccroonsrsenscnsnons
......................... $
USD i cavssvissaeavains
......................... S
USDissvononevsmarsscnns
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e Provide at least 8 x 1Gb copper and 4 x 10Gb fiber
interfaces.

o Suppost Layer 4 and Layer 7 load-balancing
deployments.

¢ Provide Layer 4 and Layer 7 load balancing using
round-robin, weighted round-robin, least-connection,
and equivalent algorithms.

o  Support adaptive load balancing based on CPU load,
URL load, and terminal sessions.

e Support session persistence, service-group persistence,
server health checks, and monitoring.

¢« Provide Global Server Load Balancing based on
priority, geographic IP. and region.

e  Support inter-site health checks for disaster recovery
and link bonding for increased availability.

¢ Provide SSL offloading, content caching, HTTP
compression, and TCP connection pooling.

o  Support hardware-based SSL acceleration with
throughput of at least 4.2 Gbps.

¢ Provide Layer 7 content-based routing and
request/response rewriting.

«  Support client and user limits, brute-force attack
prevention, and request rate control.

s Provide GeolP and reputation-based controls for
regional traffic management,

e Provide out-of-the-box security policies, website
cloaking, and form-field metadata violation detection
and prevention.

¢ Protect against OWASP Top 10 vulnerabilities, SQL
injection, Cross-Site Scripting, cookie tampering, and
form tampering.

e Provide Data Loss Prevention for sensitive
information, including credit-card and Social Security
numbers, with support for custom detection patterns.

e Provide granular application-security policy
management and DDoS protection.

e Provide Layer 4 Access Control Lists, VLAN
segmentation, and Network Address Translation.

e  Support LDAP integration, RADIUS integration,
Kerberos integration, and two-factor authentication.

e Support HTTP, HTTPS, SSH, SMTP, IMAP, POP3,
NNTP, ASP, DNS, Windows Terminal Services, RDP,
and WebSocket.

»  Support any TCP- or UDP-based application.

e Provide connection, audit, access, Web Application
Firewall, and system logs.

e Provide real-time traffic statistics, interactive reporting,
and scheduled reporting.

e  Support SNMP monitoring and integration with
network-management systems.

e Provide customizable role-based administration and
centralized management.

s Support certified deployments and integrations with
third-party applications.

e Be available as a virtual appliance supporting VMware
ESX/ESXi, VMware Server, Fusion, Workstation,
Player, Citrix XenServer, Microsoft Hyper-V, and
Oracle VirtualBox.
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e Include Energize Updates for firmware updates and
Application Security updates for emerging threats.

¢ [nclude Instant Replacement Service with next-
business-day replacement and 24x7 technica! support.

e Include a hardware refresh every four years.

Include three years of principal support covering
security updates, {irmware updates, hardware support,
and replacement services.

s Include a hardware-refresh program providing brand-
new hardware at no additional cost after four
consecutive years of active support subscriptions.

e  The tenderer shall provide udministration training and !
certification for a minimum of 5 pax provided by

principle.
Rack: L] seseeesseeeessenaieaen . ] S
e 42U Rack 600mmx1075mm including all the needed 2
accessories TISD,, o enesiiasatasisiise USDiiisvisupviviysanasi
Total | eereesisesesseenessreeieeeiisieai s h)

SOFTWARE

Description Qty Unit Price Total Price

Backup & Replication:
o Enterprise-grade software platform designed to protect
virtualized environments and ensure data availability
and business continuity.

s Support backup and replication for a minimum of 10 | Xl TR $
virtual machines LS
e Provide seamless integration with disk-based backup USD USD

appliances and tape libraries, including automated data
movement for retention and archival.

e  Ensure secure operations through encryption and
protected data transfer mechanisms

Database:
»  Oracle Database Enterprise Edition
e Oracle Real Application Clusters (RAC) | | weeeeeeees VR T PR P e )
e Oracle Diagnostics Pack LS i
e  Oracle Tuning Pack USD.osiavmvensevees | EF23 | S
s Oracle Active Data Guard: Version 19C

e Per user (to be defined during Site Visit)
Licenses: 8 | s i)

¢ The proposed solution shall include the latest version LS
of OS licenses, appropriately sized and assigned to the USD .o ooooeeeeeeeannens i) ) T
corresponding servers.

Total | eeseesesserseniensassastasesissnasessnsssitesssasteseisrasensaianiss $
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:(3) Js))

WARRANTY

Description

Qty

Unit Price

Total Price

e Support of yearly 24x7 including HW, SW and

Warranty & Maintenance:

licenses renewal

3 Years

.........................

Total

.....................................................................

28/07/2026
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