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LOT1 — Tenable Solution

1 — Tenable Vulnerability Management

A — Definition

Vulnerability management helps businesses identify and fix potential security issues before they
become serious cybersecurity concerns, by preventing data breaches and other security incidents,
Vulnerability management can prevent damage to a company's reputation and bottom line.

Tenable Security Center Plus (TSC+) is a vulnerability management platform, built on Nessus
technology, which gather and evaluate vuinerability data across multiple Nessus scanners distributed
across the network. It illustrates vulnerability trends over time to assess risk and prioritize
vulnerabilities.

B - Terms and conditions

e Proposed solution (VM ) should be deployed fully on-premise

+ Solution should be ranked as “Leader” in the public reports (Gartner/ Forrester)

« Solution should have the highest-ranking score in vulnerability detection

» The Vulnerability management solution should be able to use Asset Criticality rating and
vulnerability priority rating methodologies, in addition to the CVS5 scoring.

¢ The product must fully integrate vulnerability and compliance scanning to include combined
licensing and consolidation of data analysis.

e The product must include an integrated active and passive scanning capability for full visibility
of vulnerability and compliance, offering both agentless and agent-based on-prem scanning
optiens.

s The vendor must excel in vuinerability management by leading in Forrester's report, holding
top market share according to IDC, and offering the broadest coverage of CIS benchmarks and
vulnerabilities.




2 — Tenable WEB Vulnerability Scanning

A — Definition

Tenable Web App Scanning provide comprehensive vulnerability scanning for web applications. Its
accurate vulnerability coverage minimizes false positives and false negatives to ensure that security
teams understand the true security risks in their web applications.

B - Terms and conditions

The proposed solution should support (DAST) dynamic application security testing

The proposed solution should specify and explain the proposed licensing madel for this
solution {DAST} dynamic application security testing.

The proposed solution should track: The Open Web Application Security Project (OWASP} Top
10 number, the Common Weakness Enumeration (CWE)} number, and the Web Application
Security Consortium (WASC) classification, as applicable.

The proposed solution should provide a comprehensive API for automation of processes and
integration with 3rd party applications .

The proposed solution should propose advanced authentication support, such as

form based authentication, cookie-based authenticatian, NTLM support, and Selenium-based
authentication, to address most web application requirements.

The proposed solution should scan all of applications, including those built using modern web
frameworks, such as JavaScript, AJAX, HTMLS and Single Page Applications.

The proposed solution should propose automated Web Application Scanning.

The proposed solution should have capabilities for human-assisted crawling of the application
so the scanner can better understand authentication flow.

The proposed solution should identify the relevant Web page and URL where the vulnerability
was detected.

The proposed solution should cover the QWASP Top 10 categories.

The proposed solution should propose actionable remediation instructions in a language
developers understand

C - Quantities
ltem Type and Model Description Qry
1 Tenable Vulnerability - Tenable Security Center plus TSC+ 500
Management - vulnerability Management for 500 IP
addresses
- 1year subscription license including
implementation for the TSC+ and hand
over.
2 Tenable WEB Vulnerability | Tenable Web Application Scanning on premise 10
Scanning including implementation and engineering with 1
year suhscription license.
3 Training Conducting a training for 2 days 10

<



LOT2 — Privileged Access Management (PAM} Solution
A — Definition

Privileged access management (PAM} is an identity security solution that helps protect organizations
against cyberthreats by monitoring, detecting and preventing unauthorized privileged access to critical
resources.

B - Terms and conditions

» Appliance: The solution must be full stack plug and play in a single appliance with OS and DB
part of it.

« Components: There should be no need to use third-party tools to complete the solution, i.e., a
single manufacturer should meet all the needs of a PAM solution.

« Backup: Backup/restore of all solution data and configurations must be included and should
allow exporting them to a remote server via rsync or through CIFS/NFS network shares

e Recovery: In the process of recovering the backup encryption key, it must be possible to
configure solutions for administrative users who will be responsible for portions of this key.
Thus, during a disaster recovery, a predefined number of administrators must be present to
recover the key. It is essential that this key is not in the possession of a single individual.

e ThreatRadar: A dashboard screen, which will display a graphical visualization of all the risk
commands made by users during a session

C — key features

s Just-In-Time {JIT) Access: Granting time-limited privileged access to reduce the attack surface.

e Session Recording & Monitoring: Full visibility into privileged sessions for auditing and
compliance purposes.

e Password Management:

o Rotation: To perform password changes, the solution must allow the administrator to
configure communication with third-party applications and systems using various
protocols, including at least RPC, WinRM, SSH, REST HTTP/HTTPS API.

o Schedule: Password change execution routines should be customizable, 50 an
administrator can modify commands to be executed without having to wait for a new
update from the manufacturer in case there are changes in the target system.

o Templates: Use simple password change templates to automate rotations, enable.
Disable, create and delete a credential.

« Command Control: Preventing unauthorized or dangerous commands during privileged
sessions.

e Session keystrokes: smart search within the session for keystrokes and time lines

e Multi-Factor Authentication (MFA): Secure authentication mechanisms to verify user identities
before granting privileged access.

« Granular Role-Based Access Control (RBAC): Ensuring least privilege enforcement across
systems and platforms.

¢ Integrates with ITSM integration and IAM with open APIs

<



Certificate Lifecycle management
MySafe: Personal vault for PAM users for password management

Certificate Lifecycle Manager {CLM) available out of the box from the same appliance for future
enhancement

Password Rotation: Password rotation of applicable platforms should be available out of the
box using defined templates by vendor and customization feature

Approval Workflow: Approval for access to privileged accounts (pre-approved access, single-
approval access, and multi-level approval access).

Discovery: Conduct credentials and certificate discovery in the following environments at a
minimum: a} Apache, Nginx, Tomcat, IIS, Directories {Linux and Windows), Windows
workstations (certstore), IBM Websphere, HTTPS Certificates, F5 Big IP, and certificates issued
by Microsoft CA. ‘

Reporting alert with dashboard
Notification alert

Automated action

APl interface plug-in

Audit logics

Task Automation: Perform tasks on managed devices using at least the following protocols:

a) SSH
b) RPC
¢) WinRM
d) LDAPS
C — Quantities
ltem Type and Model Description QTyY
1 SEGURA PAM - Segura Privileged Access Management 10
{PAM) to control and secure accounts
with elevated access in IT environments.
- Subscription License for 10 Users On
premise.
- one Year license with implementation.
2 Training Conducting a training for 2 days 10




