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LOT 1: IT Support Services, Hardware Maintenance, Data Center
Infrastructure & Regional Works

GROUP 1: IT Support, Help Desk, Server Room Support & Hardware Maintenance

Group 1 covers ongoing IT support, preventive maintenance, troubleshooting, and end-user support across
the Ministry's central headquarter and all regional services.

1. IT support
a} Infrastructure Support: Installation, re-configuration, and maintenance of servers; management of

virtualization environments; administration of Microsoft Exchange & email systems; Active Directory

administration (users, groups, permissions, GPOs); network troubleshooting; firewall/router monitoring

& re-configuration; VPN re-configuration and maintenance; switch & wireless AP management;

performance & availability monitoring.

b) Cybersecurity & Network Security Services: Management, installation & monitoring of

antivirus/endpoint protection solutions; switches VLAN re-configuration; firewall rules configuration;

security incident investigation, initial response & log analysis; user access rights review; security patch
management for OS, servers, & network devices; vulnerability identification & reporting.

c) Backup, Recovery & Disaster Recovery: Monitoring scheduled backups; backup verification & failure

investigation; periodic backup integrity & restoration testing; data restoration following deletion or

corruption.

d) User Support & Help Desk Services: Help desk support via phone, email, remote access, or ticketing

system; on-site technical support; OS and software installation; troubleshooting end-user devices and

connectivity.

e) Preventive Maintenance: Periodic health checks of servers, network devices, and IT infrastructure;

0S, application, & firmware updates; disk space cleanup & performance optimization; physical

equipment inspection.

f) Asset & Inventory Management: Maintaining an updated inventory of IT assets (servers, network

equipment, PCs, printers, scanners, attendance machines); recording asset IDs, locations; updating

records upon deployment; reporting damaged or obsolete equipment.

h) Reporting & Documentation: Quarterly service reports covering incidents, maintenance, maintaining

updated network diagrams, server configurations, & system documentation; tracking recurring

incidents, backup tests, and preventive maintenance logs.

g) Software Licensing, Subscriptions & Collaboration Tools Management:

e Tracking, monitoring, and administration of all active software licenses, volume licenses, and vendor
subscriptions across the Ministry (such as operating systems, database engines, email systems,
backup platforms, and antivirus solutions).

e Monitoring license expiration dates and support renewals, and providing timely alerts and
recommendations to the Ministry of agriculture before expiration.

|lrl} .
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2. On-Site IT Support & all Regional Services Coverage

¢ Working Hours & Station: Eight (8) hours per day, five (5) days per week (Monday to Friday,
8:00 AM - 3:30 PM) based at the Ministry’s Central Headquarter.

¢ Regional Branch Visits: The contractor shall provide on-site technical support, preventive
maintenance, and troubleshooting across all regional servivces on an as-needed or scheduled basis.
All transportation, and logistics costs associated with regional branch visits shall be fully included
in the total contract price, with no additional fees charged to the Ministry of agriculture.

¢ Specialized Technical Support: The contractor shall provide qualified IT specialists (e.g., senior
network, system, or security engineers) whenever required to resolve complex network failures,
server/storage issues, firewall configurations, OS failures, and critical system incidents. Support
may be delivered remotely or on-site, as dictated by the incident severity, at no additional cost.

o Hardware Troubleshooting & Repairs: Diagnose hardware faults and follow up on reported
failures on-site until equipment is fully restored to operational status.

e Repair Coordination: Coordinate with suppliers, service centers, and warranty providers for
inspections, repairs, and component replacements.

¢ Parts & Replacements: All required spare parts and replacement components shall be included in
the contract price .

o Service Continuity & Coverage: The contractor shall provide a qualified replacement IT engineer
during any planned or unplanned absence of the resident engineer to ensure continuous,
uninterrupted support. Replacement candidates must meet the same qualification standards and be
pre-approved by the Ministry of agriculture. No additional service fees shall apply.

3. Hardware Maintenance

Equipment Covered:
s Approximately 300 desktop PCs and laptops.
o Approximately 100 printers and scanners.
o All equipment installed in the MOA’s central server room, including servers, storage devices,
network switches, firewall, and related hardware.

a) Desktop and Laptop Support

¢ Diagnosis and repair of hardware faults.

e Replacement of defective components, including CPU, RAM, SSDs/HDDs, power supplies,
motherboards, and other internal components. Replacing HDDs with SSDs upon hardware
failure or upon request by the Head of IT.

e Upgrade desktop Pc RAM to 8 GB as requested by the Head of IT.

e Periodic hardware health checks and preventive maintenance.

b) Printer and Scanner Support
e Troubleshooting and repair of printing, scanning, connectivity, and driver issues.
e Replacement of defective printer and scanner components and spare parts. Including
rollers, pickup assemblies.
¢ Cleaning and preventive maintenance to ensure proper operation.

d) Server Room Equipment Support
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¢ Hardware troubleshooting and corrective maintenance of servers, storage devices, network
switches, firewalls, and related hardware.

¢ Diagnosis and replacement of defective hardware components.

e Periodic equipment health checks and operational status verification.

s Equipment Under Active Warranty: For equipment currently covered by an active manufacturer’s
warranty, the contractor shall serve as the single point of contact (SPOC) to log, track, and manage
all support tickets and warranty claims with authorized vendors/manufacturers to secure original
replacement parts at no additional cost to the Ministry of agriculture.

e) Spare Parts and Replacement

e The contract price shall include the supply, installation, and replacement of all
necessary spare parts and components required for equipment maintenance
and repair (including CPUs, RAM, SSDs/HDDs, power supplies, motherboards,
and printer/scanner replacement parts).

e Allreplacement parts shall be new, original or manufacturer-approved,
compatible with existing equipment, and covered by a standard warranty. The
contractor shall ensure proper installation, configuration, and testing of all
replaced components.

e Exclusions: The purchase of new complete end-user devices (computers,
laptops), new infrastructure units (servers, storage arrays, switches, firewalls),
new printers/scanners, and consumables (such as toner, ink cartridges, and
paper) are explicitly excluded from the contract price.

Response & Resolution Targets
The contractor shall comply with the following response and resolution targets according to the severity of
each reported incident.

‘Severityi Initial Response Time ‘,Remedy / Workaround Time|[Target Resolution Time
‘Critical J_V\_/ithin 4 hours ‘LWithin 8 hours Within 1 calendar day
‘Major | Within 8 working hours"Within 12 working hours |Within 5 working days |

lﬂn;\al_: \Within 1 working day_‘zVFchin 1 working day | Within 15 working days |

‘Minor |Within 1 working day ‘:As agreed, where applicable' |Based on nature and complexityi

Severity Classification

1. Critical: Complete outage or major failure of critical IT infrastructure or services, including servers, storage
systems, network infrastructure, firewall, or systems affecting essential Ministry operations.

2. Major: Significant hardware, network, or system failure affecting multiple users, an entire department, or
a regional branch.

3. Normal: Technical or hardware problems affecting individual users or equipment without major
disruption to Ministry operations.

4. Minor: Routine technical requests, minor configuration issues, non-urgent maintenance, and general user
assistance.

Support Availability
e Critical Incidents: 24/7 support, including weekends and official public holidays.
e Major, Normal, and Minor Incidents: Support during regular working hours, Monday to Friday, from
08:00 to 15:30.

Page 18 of 28



AL & 5 g

Aol 3085

General Conditions

1.
2.
3.

Response time starts from the moment the incident is reported to the contractor.

Initial response means acknowledgment of the incident and commencement of diagnosis.

Remedy / Workaround means providing a temporary solution to restore service until permanent
resolution. .

Resolution time means restoring the affected equipment or service to normal operation.

Critical incidents shall receive immediate priority and must be handled regardless of regular working
hours.

If permanent resolution requires spare parts, the contractor shall provide and install them as part
of the contract, in accordance with the Hardware Maintenance scope.

GROUP 2: Data Center Infrastructure, Equipment, Rehabilitation & Technical Works

Group 2 covers rehabilitation, and technical works for the central data center and all regional services server

racks.

1.

Data Center Maintenance

Fire-Rated Door:

o}

O

Upgrade existing data center door to a certified fire-rated steel unit equipped with heavy-duty seals,
panic hardware, and tight-fitting gas retention design for fire suppression system compatibility.
Fitted with a hydraulic door closer, intumescent and smoke seals, and lever/panic hardware for safe
exit.

Tight-fitting design that keeps the room sealed, which the Fire system needs to hold its agent
concentration during a discharge.

Prepared for an electromagnetic lock so it works with the access control system.

Data Center Access Control:

O

Modernization and configuration of the data center door access control system, using proximity card
and/or fingerprint readers.

includes electromagnetic lock, exit push button, emergency break-glass release and door-position
sensor.

Entry limited to authorized personnel, with a time-stamped log of every access available for audit.
Enrollment of authorized users, setup of access schedules and training of the Ministry’s
administrators.

Raised Access Floor (~*30 m?):

o

Supply and installation of approximately 30 m? of raised access floor with 600 x 600 mm heavy-duty,
anti-static panels.

Adjustable steel pedestals and stringers, leveled to give clear under-floor space for cabling and
airflow.

Load capacity suitable for server racks, UPS and battery cabinets.

Cable cut-outs with brush grommets, perforated airflow panels where needed, edge trims, and
earthing of the floor structure.

Cable Restructuring & Rack Management:

O
O
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Survey and documentation of the existing data and power cabling in the data center and racks.
Removal of dead, redundant and unused cables, and re-routing through cable trays with power and
data cables kept separate.
Rack dressing and routing using cable trays, horizontal and vertical cable managers, correct-length
patch cords and Velcro ties. I.* \
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Labeling of both ends of every cable and patch panel port, with an updated connectivity map handed
over to the Ministry.
Work carried out in scheduled maintenance windows to minimize downtime, followed by
connectivity testing.

Room Sealing, Anti-Dust Coating & Painting:

O

Sealing of all wall, ceiling and floor penetrations and cable openings with fire-rated sealant and fire-
stop materials.

Application of anti-dust epoxy coating on the floor slab under the raised floor, and dust-proof paint
on walls and ceiling.

Full cleaning of the data center once works are complete.

UPS NOVA-40K (Server Room Central UPS)

UPS Batteries:

replacement of the complete battery set with new sealed, (VRLA) batteries matching the UPS
voltage and capacity, ensuring continuous power to all central server room equipment.
Inspection of the battery cabinet, cables and terminals; cleaning and tightening of all connections.
Runtime (autonomy) test after installation, with results recorded in the handover report.

Fire System FM-200

Fire System Repair & Reconfiguration:
Inspection, repair, testing, and reconfiguration of the existing FM-200.

Environmental Monitoring System:

Central monitoring unit for the data center with a web-based dashboard.

Temperature and humidity sensors at rack level to detect overheating and cooling failures early.

Water leak detection cable under the raised floor and around the air-conditioning units.

Door-contact and smoke sensors, plus monitoring of UPS and air-conditioning alarms through

dry contacts/SNMP.

o Instant email/SMS alerts to the IT team when thresholds are exceeded, with historical logs and
reports.

o Installation, threshold configuration and training.

o © 0 0

Regional Branch Racks Restructuring (Regional Services):

o Conduct a site assessment at the regional services.

o install one rack per branch (18U wall-mounted), or reuse and refurbish existing racks where
possible. Include cable managers, patch panels, keystone jacks, and PDUs as required.

o Install network cables from the rack to each PC or workstation where needed, including all
necessary accessories, termination, labeling, and testing.

o Reinstall and organize existing network equipment, label cables, test connections, and
provide updated rack diagrams.
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Category

Server Hardware

Storage (NAS)

Software License
Software License
Software License
Network Security
Network Security

Network Switches

Server OS

Ministry of Agriculture - Server Room & License Inventory

:33 Description / Specifications

HPE Proliant DL380 Gen10 Server (Dual Intel Xeon-S 4210R, 128GB RAM, 2x960GB SSD, 10GbE)

QNAP TS-832PXU-RP 8-Bay NAS {4GB RAM, 2x10GbE SFP+, 2x2.5GbE, 4x10TB Enterprise HDDs RAID-5)

Veeam Data Platform Foundation Universal Subscription License {(Enterprise Plus, 10 Instance Pack)
Microsoft Exchange Server Standard 2019

Microsoft Exchange Server Standard 2019 User CAL

Huawei HiSecEngine USG6625F Next-Gen Al Firewall Enterprise Protection {w/ 3-Yr Threat Protection)
SSD-SATA240G-C Solid State Drive (Firewall Expansion)

HUAWEI CloudEngine S5735-548P4XE-V2 (48x PoE+, 4x 10GE SFP+, 2x 12GE Stack ports) w/ PAC1000S56-EB 1000W Power
Supply

Windows Server Standard 2022 License

i



Warranty / Support Terms

€Z2D1QO6RD, CZ2D1Q06PZ, CZ2D1Q06R1, CZ2D1Q06QT 3 Years {3/3/3)
QV14L00951X, QNRWMO09336Z, OP29W09217K,

'QNE7Z09204A g
Subscription License 3 Years
Volume License Perpetual
Volume CALs Perpetual
102628946286 3 Years Sub.
1025CC694196 3 Years

4E24A0074488, 4E24A0074464, 4E24B0063105,

4E24B0063452, 4E24A0074482, 4E24A0074516,

4E24B0063027, 4E24B0063448 | PSU S/Ns:

2102314APUIVQC000713, 2102314APUIVQLC002152, 1 Year Warranty
2102314APUIVQC0O02573, 2102314APUBTQLO00960,
2102314APUIVQLC0003134, 2102314APUIVQC002283,
2102314APUIVQL002315, 2102314APUIVQB007477

N/A (License) Perpetual / Standard

Warranty Expiration Date

2028-11-14

2028-11-14

2029-02-11
N/A
N/A

2029-04-20

2029-04-20

2027-01-26

N/A

Status

Active Warranty

Active Warranty

Active License
Active

Active

Active Warranty
Active Warranty

Active Warranty

Active
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LOT 2: Maintenance and Support for the Existing Web Applications (Farmer
Registry and Forest Registry Systems)

1.1 Farmer Registry System Support

Corrective & Preventive Maintenance: Continuous maintenance of the core web application,
database structures, and underlying system components to ensure operational stability.

Code & Database Performance: Comprehensive source code review, debugging, defect
resolution, SQL query optimization, database indexing, and execution performance tuning.

GIS & Infrastructure Integration: Technical support and troubleshooting for hosting
environments, application servers (IIS), and dedicated GIS components, including GeoServer and
mapping services.

Security & System Integrity: Timely implementation of security patches, application software
deployments, routine backup execution, and periodic backup restoration verification testing.

1.2 Forest Registry System Support

Application & Database Care: Full corrective and preventive maintenance of the existing
application modules, source code review, bug fixes, and ongoing database maintenance.
Deployment & Security Operations; Release management, deployment management, regular
security updates, and verification of automated backup procedures.

1.3 General Deliverables & Qualifications

Bidder Experience Requirements: Bidders must present verifiable project references demonstrating
proven experience in the development, maintenance, or technical support of farmer registries,
agricultural information systems, forestry registries, or GIS-enabled database-driven enterprise
applications.

Handover Protocol: Complete technical documentation, updated system notes, and modified source-
code repositories must be formally handed over to the Ministry following any technical
modifications, patches, or updates.

Backup & Security Cadence: Mandatory regular backup verification and vulnerability patching
across all environments.

2. Response and Resolution Targets

Isr;cvl;i:_::; !rr;:]t:zl Response $::;§Sy /  Workaround Iiar;geet Resolution Support Availability
Critical Within 4 warking hours Within 8 working hours Within 1 calendar day is:‘;:}"/ preek {08:00 =
Major Within 8 working hours .W—it;—n_;._z working hours ) Within 5 working days zs:g:)VS/ week (08:00 -
Normal Within 1 working day Within 1 working day Within 15 working days is:::;'s/ week (08:00 —
Minor Within 1 working day As agreed / Next release s:::lexi:yn nature & :5:::‘)'5/ week (08:00 -
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3. Severity Classification Guidelines

1. Critical: Complete platform outage, database server crash, active security breach, or total failure of
core IT infrastructure, network, or GIS services halting essential Ministry registry operations.

2. Major: Significant system module or performance failure affecting multiple users, an entire
ministry department, or regional offices (e.g., mapping layer failure or broken form submissions
where other site features remain functional).

3. Normal: Localized technical errors or software glitches affecting individual users or non-critical
application functions, with an available temporary manual workaround.

4. Minor: Routine technical requests, Ul adjustments, low-priority configuration tweaks, non-urgent
documentation updates, or general user assistance.

4. Support Availability & Communication Channels

e Dedicated Support Hotline (On-Call Phone)

e Helpdesk Ticketing Portal & Email

e All Incidents (Critical, Major, Normal, Minor): Support is available 5 days a week, Monday
through Friday, from 08:00 to 15:30.
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