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Managed Security Services Specifications and
Requirements

This document consolidates the technical specifications, service requirements, and bidder
qualifications for the Managed Security Operations Center (MSOC) and SIEM services.

1. General Bidder Requirements
To participate in this RFP, bidders must meet the following minimal criteria:

e Partnership: Bidder must be an official MSSP partner for the SIEM vendor.

e Certification: Bidder must be 1ISO27001 certified.

e Operational Capacity: Bidder must have the facility and processes for 24/7 service.

e Local Presence: SOC technology must be hosted in the provider's Local Data Centre in
Lebanon.

e Infrastructure: Bidder must have a dedicated RIPE AS number and direct peering with
Ogero.

e Experience: Provide at least three customer references validating service for at least
two years.

o Reference from a financial institution in Lebanon.
o Currently managing at least three customers.

2. Managed SIEM (Security Information and Event Management)

The provider shall deliver a multi-tenant SIEM solution provided as SaaS and hosted in
Lebanon.

Technical Specifications
e Market Standing: The SIEM vendor must be in Gartner's Magic Quadrant for 2025.
¢ Data Retention:
o 90 days of hot data.
o 365 days of cold data.
e Core Capabilities:
o Unified Analytics: Combined NOC and SOC analytics for security monitoring
and network performance.
o Machine Learning/UEBA: Native utilize Machine Learning for anomaly
detection, classification, and risk scoring.
o Discovery: Real-time, automated infrastructure, application, and user discovery.




o Processing: Distributed real-time event correlation and a flexible custom log
parsing framework.

o Integration: Support for external technology, threat intelligence feeds, and third-
party security products.

e Sizing:
o Up to 30 syslog device sources (including NGFWs, Web Application Firewalls,
Email Security Gateways and any other network appliance)

o 150 Virtual Machine instances supporting:
m File Integrity Monitoring (FIM)
m Kernel-Level UEBA Logging
m Osquery Integration
m Registry & Software Tracking

o Premium IOC Service

3. Managed SOC (Security Operations Center)
The MSSP shall provide 24/7 monitoring, alerting, and response services.

Staff and Service Standards _
e Certifications: Staff must hold CEH, SIEM platform, and SOAR platform certifications.
o Frameworks: Alerts must be correlated based on the MITRE ATT&CK Framework.
o Key Tasks:

Log collection, analysis, and identification.

Active threat hunting and security intelligence analysis.

Monthly vulnerability scanning and biannual penetration testing.

Security consuitancy and playbook development.

o O O O

SOAR (Security Orchestration, Automation & Response)
The provider must utilize a SOAR tool integrated with the SIEM to:

e Automate and orchestrate security services.
e Provide centralized integration between operational security tools.
e Improve response times via automated playbooks.

4. Threat Intelligence and Takedown Services

e Premium IOC: The SIEM must be powered by leading commercial source feeds with full

automation.
e Managed CTI: Combination of machine learning and human analysis providing real-

time, contextual risk scores.




e Takedown Service: Services to remove malicious domains, fraudulent mobile apps, or
social media accounts impersonating the MOF brand.

5. Deliverables and Reporting

e Access: Full administrative access to the SIEM solution with customizable dashboards.
e Reports:
o Daily and Monthly Threat Intelligence reports.
o Monthly SOC summary reports.
o Automated compliance reports (e.g., GDPR, PCI-DSS).
e Incident Use Cases: Coverage for zero-day activity, privileged user activity, DNS
malware identification, and data exfiltration.
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