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LOT 1 - Internet services

1 - Technical specification:

The supplier shall provide, install, integrate, support and maintain internet access and all services related.
Bidders should propose a reliable, guaranteed and secure connectivity plan.

Bidders should operate two state-of-the-art data centers, strategically located in different locations,
ensuring redundancy and optimal performance.

Bidders should commit to safeguarding the network is unwavering. It should has implemented robust
security measures, including DDoS protection and Intrusion Prevention Systems, to mitigate potential
threats.

Bidders should be well-positioned to meet the evolving needs of organization, including the provision of
IPv4 addresses

The interconnectivity of internet service should be established over a reliable backbone, letter of automatic
redundancy and failover in case of any primary link failure should be provided.

Internet Connectivity provided to MOF head quarter is Giga bit Ethernet Connectivity to support the
increasing demand of capacity. The wireless link to MOF head quarter should be remotely,
instantaneously and automatically upgradeable for double the bandwidth without need for any physical
intervention.

The requested bandwidth should be provided in a dedicated way. The provider shall make sure that no
sharing or overbooking is taking place either or the air interface, or its backbone. In other words, a 200
Mbps implies that MOF head quarter shall have a 200 Mbps dedicated uplink capacity AND a 200 Mbps
dedicated downlink capacity.

Understanding and taking into consideration the problems of microwave links, the bidder should provide
letter of the ability of the installed microwave link to be managed remotely with the possibility of changing

link configuration as well as link frequency.

Bidder shall provide security documentation on the type of security granted for data transmission over the
bidder backbone.

Bidder should prove that is has been established for more than 5 years in Lebanon.

Internet Service Provider must guarantee that its network (backbone) shall be available at least 99.995%
of the time over a period of 1 year.

Bidder to provide a reference list for at least 3 corporate customers or government entities.

Bidder shall provide a full support for 24hour/7days via multiple facilities such as phone, Ticketing
system, emails and sms. Bidder shall liave a NOC center available for 24 hours with a landline and mobile

numbers

1



The bidder shall provide class C subnet of public IP.addressing

Bidder should provide all physical equipment needed (dishes, routers, cables...) including installation and
deployment.

Bidder shall provide a web base interface that allows MoF to check the bandwidth usage of each link.

2 - Quantities
1 — Group 1, Riad el Solh Head Quarter

Item | Type and model QTY
1 Internet Access service for users with class C public IP subnet 200 Mbps
2 Internet Access service for E-payment gateway 100 Mbps
3 Reserve 42U cabinet space in bidder Data Center to install equipment related 1

to Ministry Of Finance

2 — Group 2, Nahr VAT bldg.. Head Quarter

Item | Type and model QTY

1 Internet Access service for users with class C public IP subnet 200 Mbps
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LOT 2 - Microwave Links Services

1 - Technical specification:

The supplier shall provide, install, integrate, support, maintain and document wide area connectivity
services.

Bidders should propose a TCP/IP-based type of connection and connectivity plan as long as the minimum
guaranteed bandwidth performance is maintained between the central office and the regional offices.

The interconnectivity between the branches should be established over a reliable backbone, letter of
automatic redundancy and failover in case of any primary link failure should be provided.

Connectivity provided to each branch is preferably a Fast Ethernet connectivity at all branches and Gbit
Ethernet Connectivity at Head Quarter to support the increasing demand of capacity in the branches. The
wireless link to every branch should be remotely, instantaneously and automatically upgradeable for
double the bandwidth without need for any physical intervention.

The requested bandwidth should be provided in a dedicated way. The provider shall make sure that no
sharing or overbooking is taking place either or the air interface, or its backbone. In other words, a
1024/1024 kbps implies that this branch shall have a 1024 kbps dedicated uplmk capamty AND a 1024
kbps dedicated downlink capacity.

Understanding and taking into consideration the problems of microwave links, th¢ bidder should provide
letter of the ability of the installed microwave link to be managed remotely with the possibility of changing
link conﬁguration as well as link frequency

Bidder shall provide security documentatlon on the type of securlty grantea for data transmxssxon over the
bidder backbone

Bidder should prove that is has been estabhshed for more than 5 years in Lebanon.

Service provider shall prov1df-* an MPLS VPN—L3 to deliver a dedlcated Virtual Prlvate routed network iri
a full meshed topology.

Connectivity provided at the Head Quarter should be upgradable remotely from to 300Mbps without need
of any physical intervention.

Service Provider must guarantee that its network (backbone) shall be available at least 99.995% of the
time over a period of 1'year. -

Bidder shall indicate the availability of his backbone and to provide a network iayout showing the multiple
redundant links Service Provider shall install a Microwave link on the Head Quarter with 1 ms delay
average to the first hop, also delay from branch to branch shall not exceed as 10 ms average.

Implementatlon and commissioning of all sites should be complete and delivered within one month.

Bidder to provide a referencelist for at least S corporate customers or government entities with more than
10 branches interconnections

t

Bidder network shall covered all MoF locations listed below

Bidder must use its own network to provide the required serv.ces and must not rely on a commuri catlons
netwurk belongmg to anothex sunlue prov;der : R
3
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Bldder shall prov1de a full support for 24hour/7days via multiple facilities such as phone, Ticketing
system, emails and sms. Bidder shall have a NOC center available for 24 hours with a landline and mobile
numbers . |

MoF shall have the ablllty to connect by configuration from router to router, any two branches without
support from the service provider

The bidder shall keep the same existing IP Addressing plan of MoF

Bidder shall perform a connectivity test between all branches before the migration from the existing
provider

Bidder should provide all physical equ1pment needed (dishes, modems, cables...) including 1nstallat10n
and deployment.

Bidder shall provide a web base interface that allows MoF to check the bandwidth usage of each link on
30 sec base.

Bidder shall provide-a tool that allows MOF to check the speed of each link required at any time and
generate a report.

2 — Quantities And Locations:
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- QTY Description Model |ltem
i a2y RER N iy pEg
200 mbps Internet Access service for users with class C public IP | Internet 1
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Internet Access service for E-payment gateway - Riad el | Internet
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1 Reserve 42U cabinet space in the bidder Data Center to Hostin 4
install equipment related to Ministry Of Finance g
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