AU 4y ) sgand)
el )M 8o\

dalal) Iuh)g.ms_kab)'sss)me‘,}a.,auwaswwmua\.u\.h,)m\ S8y Jaamy e
@M‘uﬁd‘&_ﬁbb}ﬂ

FIAFRRY 3 a8

"~Y°I\\[°:Msé~u

‘@M\J‘}M\m)ﬁ\wy cew\s\)ﬂ\oﬂﬁw\'\hb&uﬂcéw

s o WS aald Eyay (Y YO//Y @Juwn/\ov‘,s);,}ﬂ\)m@vs:u\dsas

G gl (V) py ) ;y‘ji)s)m@fa.g,u\Q\M\@jh,)m\w,u\qs,s\,ﬁo‘\% 1
_SJLAM odd (e (L,J\J‘g\ C.!\Mb

okt ol dla o i gl 063 (e Tan Ala g Aaal 5 ) ey Gl oy 2
BTl 155 G 58 gl 030 00 Leraan T g L S galy g 48 Al Log il Jiy 4l ¢aie
s)gdﬁh@@u@\}h@,mﬂ\uxM}wu‘y\mubuye&d,ébm\z\j
‘(T é)é;“\gj)ﬁﬁ.ﬂ\\Ayuf@)mﬂ‘sjjm)hﬁﬁ‘m‘gbﬁ@m

d\)ﬁu\)\hﬂg\&mwﬁgﬁu‘a&ﬁ 4

hﬂhog!%»)uﬁumm)&é‘\ﬁn&yG&jd&m\ju\‘}buﬁg.!ua\)w\dﬁaﬁ 5
AsSaall

A oY) sl atiasall g il Y (V) b DG oY ol

sbaa gall dalad) Ja g puil}

ol s e el (o 1 s s (Y 635 Gale) el gl (305 (o)) 2ol SIS 1
ol il Y im bt A5 gl Cpaniay g (Rl 5 Csale) LY r e e o/ ARl
ol Ay

A 5 zdgai g G el e il Gagiall Bl aalia Ll G 4 et Aol 2

miny Gkl e adiil Ba lley A el b el el oy 131 (AN Gasi 3
Jandl Sl o) Bhaae ¢y jlatl) de 2y

b Al o5 (e el A 4y 5 oy Y U538 Aley 00" o) il i shall e a4
w2yl

a5 Jla b Janll GBISN (53 B 481, Sie 5

ade Balgd 5l gl Luala IS 13 Adliaal) daill) e Ay pall &y e o) Gaaylall Jeasi 33l 6
e Ay punll i Saieal (g0 yrsy (i ol o b Alall o3 by dlausls 5 o113 Gyl
o Y a5 JOA Adliaall degdl




A 5L Ay ) sand
de) )3l B0

) A e — AU 5,13 g G slall i Baled T

Glisall b il dala S Al elday) Jleall bl Goaiall (e 4ed 36l .8
O5Ss O i) 4SS0 e da a Ll b 28 (im el i s o 8 Al "0 gand
npa' 5 e Leale S35 (S b i g e Lain ) el il sl 3 sainall g2 Saase (2 el
(e e

@M\ML@.&%@MW@)&H@;)X\ }Sﬁ\éé&\&#ﬁ\&ﬁﬁ@h&) 9
aale 12 giall Al p gue 1 ol s 4l i g el o)

Cpnn siall (SN gf ppatlunall plime Y G sal) 1 G35 sl Jaudl e 5 ola Alali338.10
g el e gl g i lal) Lol e Jlall o e paall e sl

o) A b el o it Auaiadl) dSadll o 3 basald) 11

Al Agheat Al b e paladl ) e daidall LSadll e 5 yala 3 12

(& a3 Galdl) 1a alaldl dag il 38y e (1) Balall o g 2l el s 13

(F o alall i Uny ) 38 5e) i lall Ui (0 e 6 g e ga dn) il g puai 2isa, 14

e shedl) ol 3eaill 5yt alaiy g slal) o calli el ) 3l g 3 tatlly debinall 482 (e 33415
e ganl) lailial) b ol dallia g o S Auds o U5 Aalla

N aby Galdl 4 sl calial gall W g il 2l 16

Juya‘\n.,.te:@quem,ua,ﬂsU&mdﬁanismm Elaiiuwal) (S g Jii Adaada
u.\a‘ﬁjm\mmy@uagmwﬁmmpww\a\ﬁ»&.&a‘\n&h&m\e
AT E AW et ) B 85 ) gshall il atinual) plialy (J gl dg e ailh Lgle S o

Sl ol (Y) pb) B3 BIG

e samall aus] 4o ()32 Qe il e Lgmainy g es3a o Ao ganae S DL Uy Gl pah
U g Al Alaally aaYhs ol Y1 madl oy g (©) ) Galall Uiy G ladl O O s
Lealad gge b LS Baly) ol a5 aladi ) dla 33 il BT

G puall o ik} g gamd Jla (g clge 55 OIS Laga i biaall g o sl il el Jediy

w\&@ﬂ\@wwéu@wﬂ\@Mo}weﬁgd%cﬁw\w\&
Liab g e yaL oAl (ol Y1 peadly 33 o aYly WY1 o DAY s F Ailiad)
REDY e\BJ‘Y\jz\JA\S.“ u);YL: Qjéﬂ\)gb)a.u]\

A



AU Ay ) gga
LOABS R BIST

+ o LS s Eagmy < YO/ f5T/V VARV 8y dag 5 a (V) g alal Jin LS
Security Appliance :s9Y de garall

Next Generation Firewall

Form Factor: Hardware Appliance

Must be from a vendor recognized in the latest Gartner Magic Quadrant for Enterprise Firewalls

Role-based Access Control (RBAC) for multi-admin support

Compliance with international security standards (e.g., Common Criteria, FIPS 140-2 if required)

Hardware Acceleration: The appliance must utilize custom, proprietary security processors (ASICs)

Appliance-based SD-WAN with integrated Security (IPS, Antimalware, URL Filtering, Application Control)

Firewall Throughput: 2 2 Gbps NGFW Throughput: = 1 Gbps

Concurrent Sessions: 500,000

Threat Protection: 2 450 Mbps IPS Throughput: 2 700 Mbps

Interfaces: 2 x GE RJ45 WAN Ports 5 x GE RJ45 Internal Ports 1 x GE RJ45 DMZ Port

VPN: IPsec VPN tunnels = 200
Routing protocols: Supports BGP, OSPF, and RIP dynamic routing protocols.

High Availability (Active/Passive) support and The solution must be manageable through a centralized security
console.

A comprehensive 3-year subscription bundle that must include:

Premium support, maintenance and hardware replacement and ongoing firmware updates.

A Unified Threat Protection (UTP) subscription delivering continuous updates for IPS, Anti-Malware, URL
filtering and application control.

Configuration and Installation (regional offices defined by the minister of MOA)

Firewall rules (inbound/outbound traffic filtering, port forwarding, service-specific rules)
All ISP Links setup (SDWAN, Load balancing & fail over)

Internet access control (site restrictions, bandwidth management, usage schedules)
VPN setup for secure remote access

All required network policies and security rules

1 Year Warranty
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