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Introduction:

The Directorate General of The General Security (DGGS) is seeking to solicit proposals for
a “Hardware and Software Maintenance Agreement” at all the DGGS premises distributed
all over the Lebanese territories (Headquarter central buildings, regional departments and
centers, as well as borders checkpoints), for a period of one /1/ year.
The Solicitation Document include:

Section 1: Scope of Work (SOW).

Section 2: Vendor Response for the RFP.

Section 3: ANNEX | (Description of Required Services).

Bidders must be HP authorized partners who are authorized to provide HP products and
support. A copy of those documents must be presented to the DGGS.

Fixed Prices: Prices quoted by the Proposer shall be fixed during the Proposer's performance
of the Contract.

Technical Specifications of Requirement: Proposers must adhere strictly to all requirements
of this RFP. No changes, substitutions or other alterations to the technical specifications of
the Requirement stipulated in this RFP document will be accepted.

Section /1/: Scope of Work (SOW)

Purpose of this document: This document is intended to describe the scope of work that
shall be provided by the contractor to support the “Hardware and Software Maintenance
Agreement” under the guidelines of the agreed service levels. The Contractor shall provide
consistent IT service support. Such service includes (but not limited to): problems
troubleshooting and resolution, servers OS troubleshooting and installation, preventive
maintenance and replacement of failed hardware parts.... etc.

Summary of Responsibilities:

» Hours of operation: The contractor shall provide on-site unscheduled, on-call
remedial hardware and software maintenance and support at all the DGGS
premises and deployed locations distributed all over the Lebanese territories
24x7x365 (24 hours a day, 7 days a week, 365 day a year).

» Reporting and organization: The contractor shall work under the supervision of the
DGGS IT Department staff and in coordination with them on any hardware and
software troubleshooting and maintenance. The contractor shall assign, onsite, a
designated team leader to supervise and manage the workload and prioritization
of incidents. The team leader will be the single point of contact for DGGS to
communicate with contractor staff on a day-to- day basis as well as being the focal
point for escalation process.

46,0 18 iouis
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» Service level adherence: The contractor is responsible for providing maintenance

labor to keep the hardware specified in “/i/ il @l a5V [Y/ o3, 31" operational
and in good working condition, replacement of failed parts as well as performing
the services defined in “Section 3 Annex I”. All Hardware components for the
blade systems are included in the scope of work (Chassis, Flex fabrics, SFPs,
cables...).

Operational procedures:

» Usage of Help Desk System: The contractor must use a Help Desk System (HDS) to

enter details and process the Service Calls. They will clearly define the action(s) to
be taken and all relevant information once the action is completed (including dates
and timings). Using the system, the contractor is expected, on a monthly basis, to
submit a summary report on all tasks performed with respect to incidents handled,
and preventative services performed.

Also on a monthly basis, subject to the confirmation of the chief of the DGGS IT

Department, the contractor is expected to be involved in a meeting at the IT
Department on the 1%* Wednesday of each month in order to discuss current issues
arising from service desk operations, any incidents and their resolution, as well as
providing an update on work activities performed during the elapsed month. The
contractor shall also present detailed and clear graphical reports, related to the
elapsed month, showing the incidents and their respective resolution time.

Usage of Remote assistance through remote control software is prohibited.
Escalation of incidents: The occurrence of any hardware or software malfunctions
at the client site is referred to as an “incident”. Incidents reported by DGGS to the
Help Desk will be categorized into levels based on the business impact they create
and they will be responded to accordingly. The contractor will escalate the incident
to the next level of support where required and shall be at all times aware of the
status of the incident and will work proactively to ensure that the incident is
managed in a timely and efficient manner. The contractor is the responsible to
ensure the incident is resolved and closed. The following table represents a
description for incidents categorization and their consequence:

Class A B C
. Moderate Business Minor Business
Business Impact
Impact Impact

» Preventive maintenance: This service is aimed at identifying developing trends that

could lead to system failure and suggesting corrective actions that would serve to
avoid the occurrence of such a failure. Predefined tasks are performed in order to
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prolong the operability and life of equipment. The contractor will perform
preventative and corrective maintenance as follows:
— As for all Servers and UPSs at the Central Headquarters: every /2/ months.
— As for all servers and UPSs at the Borders: every /3/ months.
— As for all ADF Scanners at the Central Headquarters: every /1/ month.

The contractor shall issue a monthly plan for the preventive maintenance in
advance. Such plan will be subject to the confirmation of the head of the DGGS IT
Department. The contractor will provide a detailed report at end of each month of
the Hardware and software inspected and works performed. This report will
contain type, brand, model number, location and work performed.

In case that a preventive maintenance visit cannot be conducted as scheduled, it is
to be re-scheduled automatically to the next available work day with coordination
between both parties.

Preventive maintenance site visits shall be accomplished under the direct
supervision of the IT department, and the transportation means must be provided
by the contractor.

» System events monitoring and reporting:
All servers (Databases, Applications, and Services) and external storage devices

events must be reviewed every /2/ weeks and a detailed report is to be generated
showing:

- Errors along with actions for repair.

- Alerts along with actions for handling.

» Business continuity: The contractor shall take all the necessary procedures and
actions to insure, as much as possible, the business continuity at DGGS and
reducing the downtime to the minimum. Procedures include (but not limited to):

— Deposition of hardware spare parts at the DGGS for immediate repair of
failures. The usage of such contractors’ assets shall be accurately controlled.

— Applying necessary operating systems and management software updates
and hot-fixes (OSs, Exchange Server, Domain Controllers, Antivirus, Hyper-v,
VMware...), in addition to all necessary firmware updates for all hardware
appliances (Storage appliances, backup solutions, blade servers, SAN
switches, ...) every /3/ months and share all those updates and hot fixes with
the IT Department.

— Acquiring images for main and critical servers (where possible) to minimize
the downtime and to replace the time-consuming manual recovery
processes with fast, reliable, automated ones.

e Replacement parts and consumables: must be new, equivalent (or better) in terms of
brand, specifications and performance to the replaced parts, and subject to the final
approval of DGGS. An inventory of spare parts is to be maintained by the contractor in order
to facilitate rapid failed parts replacement. All parts including consumable parts for printers

460 20 iouis
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(Except Toners and Drums) and ADF scanners must be covered; repairs and replacements
of hardware must be done regardless of the reason of failures or damages.

End-of-life Equipment: equipment that reach the End-of-Life during the execution of the
contract must stay covered for parts.

Equipment already reached End-of-Life which may fail constantly due to old-age and could

have issues concerning the availability of replacement parts, shall also be covered in the

contract.

Continues Service Improvement: The contractor accepts changes of the working
procedures during the course of the contract to implement standardized procedures of
operations and best practices. From time to time, DGGS may vary and adopt new
technologies as new strategies, and the contractor is expected to adopt the servicing of
these new technologies as part of the “Hardware and Software Maintenance Agreement”.
Other Duties: Assist the DGGS IT Department team by providing appropriate
advice/information/observations related to calls which are repetitive in nature. Identify new
methodologies for tackling issues with a view to improve the effectiveness and efficiency
for the support. The contractor shall also share the Help Desk System Database with the IT
Department.

Code of Conduct: The Contractor is required, at all times, to interact with the DGGS staff
members in a polite and courteous manner.

Assisting in the asset management and stock control: The contractor is required to provide
accurate inventory during the provision of “LAN Maintenance Agreement” and coordinate
with the designated staff and/or provide relevant information regarding the distribution or
the move of equipment to the IT Department Asset Management System as needed.

Work methodology and approach proposed for realizing the work: The contractor is
requested to provide a detailed response to the approach for realizing the Intervention
times expected for the Services described in “Annex 1”.

DGGS Responsibilities:

— Data backup.

— Realizing batteries for UPSs.

— Charges for parts to be replaced in equipments not covered under this
contract.

— Replacement of equipment that has failed prior to the signing of this
agreement.

— Charges for repair or maintenance to restore equipment to proper
operating conditions after any third-party had performed maintenance or
otherwise repaired an item of equipment.

— Granting the contractor access to the equipments to be maintained.

Required Experience: The following section defines the experience required for the team
leader and other personnel identified by the contractor. Signed Copies of the CVs are to be
enclosed in the proposals.
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» Experience of the team leader: The onsite team leader must have at least /3/ years
experience in IT Services and Support. The following knowledge and skills are
required:

— Technical knowledge required:

v Oracle 8/9i/10g/11g

v Red Hat, Ubuntu, Centos, Linux operating systems.

v Microsoft Windows Server
2000/2003/2008/2008R2/2012/2012R2/2016, 2019, and 2022
Operating systems.

Microsoft Windows XP/7/8/8.1/10, and 11 Desktop OS.

Knowledge in Windows and UNIX networking; installation -

network configuration.

MS Office 2003/2007/2010/2013/2016, and 2021.

Microsoft Exchange.

Microsoft SQL Server 8, 12, 14, 16, and 2022

Networking fundamentals (TCP/IP, cabling, switches,

routers...etc)

v Hardware installation and troubleshooting of HP systems (EVA,
Clusters, 3PAR...etc.).

v Hardware troubleshooting of Servers, PCs and Printers, and
Storages units.

— Administrative skills required:

v Communications skills

v Customer service orientation and problem-solving skills

v Team work

v General creativeness

< <

€ X <

» Experience of the team member: Team members must have the following
knowledge and skills:
— Technical knowledge required:
v Red Hat, Ubuntu, Centos, Linux operating systems.
v Microsoft Windows Server
2000/2003/2008/2008R2/2012/2012R2/2016, and 2022
Operating systems.
v Microsoft Windows XP/7/8/8.1/10, and 11 Desktop OS.
v Knowledge in Windows networking; installation - network
configuration.
v MS Office 2003/2007/2010/2013/2016, and 2021
v Networking fundamentals (TCP/IP, cabling, switches,
routers...etc)
v General hardware troubleshooting of Servers, PCs and Printers
and Storages units.
— Administrative skills required:
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v Communications skills

v Customer service orientation and problem-solving skills
v Team work

Section /2/: Vendor Response for the RFP (to be fully filled)
Vendor must respond with their compliance (and comments, if any) to the bellow mandatory
requirements. Any response that is not compliant with these requirements shall be automatically

disqualified:

Heading

Compliance

(Y/N)

Comments

Hours of operation

Reporting and organization

Service level adherence

Usage of Help Desk System

Escalation

Preventive maintenance

Business continuity

Replacement parts

End-of-life equipments

Continual service improvement

Other duties

Code of conduct

Assisting in the asset
management and stock control

Work methodology and
approach proposed for realizing
the work

Experience necessary

46,0 23 i
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Section /3/: ANNEX 1

Description of Required Services

Border department or center.

Service Trigger Location of Problem Time to Intervention Action
Install server OS on site and
Central Headquarter connect it to the LAN.
1 Installation of Installation Building. Next business day to the
server OS! request Regional Department or installation request. Deliver server to the concerned
Center. site after installation and connect
Border department or center. it to the LAN.
. Application is Central Headquarter 1 hour Fault is identified.
Troubleshooting -
2 reported not to Building.
databases outages .
be operational 3 hours Problem solved or escalated.
Border department or center.
i Application is Central Headquarter 3 hours Fault is identified.
Troubleshooting o
3 reported to Building.
databases alerts L
indicate an alert 5 hours Problem solved.
Border department or center.
Troubleshooting Central Headquarter 1 hour
Server is Building. Fault is identified.
4 HP main hardware3 | reported not to
be operational 3 hours Problem solved or escalated.
Border department or center.
outages
Fault is identified.
Troubleshooting Central Headquarter 3 hours
Server is Building. Problem solved.
5 HP main hardware3 reported to
indicate an alert Fault is identified.
alerts 5 hours

Problem solved.

Troubleshooting

PCis reported
to indicate not
to be

Central Headquarter Building

Same day if the request
is before 12:00 PM, and
there are no standbys or

PC fault is identified.

6 i D .
PCs outages or operational or (Will be allocated by . ,GGS T substitutes.
department and notified to . . Problem solved.
alerts indicating an Next business day if the
& the contractor)
alert request is after 12:00
PM
Printer is Same day if the request
Troubleshootin reported to : .
g - Central Headquarter Building is before 12:00 PM, and Printer fault is identified.
7 indicate to be (Will be allocated by DGGS IT there are no standbys or
Printers’ outages or | operational or v substitutes.
department and notified to . . Problem solved.
alerts indicating an Next business day if the
g the contractor) A
alert request is after 12:00
PM
. UPS is reported Central Headquarter 1 hour Fault is identified.
Troubleshooting o
8 UPS out not to be Building.
outage operational 3 hours Problem solved.
Border department or center.
9 Central Headquarter 3 hours UPS fault is identified.
Building.
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Troubleshooting
UPS alerts

UPS is reported
to indicate an
alert

e Border department or center.

5 hours

Problem is solved.

10

Troubleshooting

ADF Scanners
outages or alerts

Scanner is
reported to
indicate not to
be operational
or indicating an
alert

e Central Headquarter Building
(Will be allocated by DGGS IT
department and notified to
the contractor)

e  Same day if the request
is before 12:00 PM, and
there are no standbys or
substitutes.

e Next business day if the
request is after 12:00
PM

Scanner fault is identified.

Problem solved.

1. OS: HP-UX 11i, Linux Server Enterprise, SCO Open server 5.0, Windows server
2000/2003/2008/2008R2/2012/2012R2/2016, and 2022.
2. HP Main Hardware:

Servers.

SAN, DAS and NAS.

SAN Switches.
...etc.

46,0 25 ks
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Introduction:

The Directorate General of The General Security (DGGS) is seeking to solicit proposals for a
“Hardware and Software Maintenance Agreement” at all the DGGS premises distributed all
over the Lebanese territories (Headquarter central buildings, regional departments and
centers, as well as boarders), for a period of one /1/ year.
The Solicitation Document include:

Section 1: Scope of Work (SOW).

Section 2: Vendor Response for the RFP.
Section 3: ANNEX | (Description of Required Services).

Bidders must be CISCO authorized partners who are authorized to provide CISCO products
and support. A copy of those documents must be presented to DGGS.

Fixed Prices: Prices quoted by the Proposer shall be fixed during the Proposer's performance
of the Contract.

Technical Specifications of Requirement: Proposers must adhere strictly to all requirements
of this RFP. No changes, substitutions or other alterations to the technical specifications of
the Requirement stipulated in this RFP document will be accepted.

Section /1/: Scope of Work (SOW)

Purpose of this document: This document is intended to describe the scope of work that
shall be provided by the contractor to support the “LAN/WAN Maintenance Agreement”
under the guidelines of the agreed service levels. The Contractor shall provide consistent
Networking service support. Such service includes (but not limited to) problem
troubleshooting and resolution, software reinstallation, preventive maintenance and
replacement of failed hardware parts as deemed necessary by DGGS.

Summary of Responsibilities:

» Hours of operation: The contractor shall provide on-site unscheduled, on-call
remedial equipment maintenance and support 24x7 (24 hours a day, 7 days a
week).

» Reporting and organization: The contractor shall work under the supervision of the
DGGS IT Department staff and in coordination with them on any network
equipment troubleshooting and maintenance. The contractor shall assign, onsite,
a designated team leader to supervise and manage the workload and prioritization
of incidents. The team leader will be the single point of contact for DGGS to
communicate with contractor staff on a day-to- day basis as well as being the focal
point to the organization’s escalation process to senior management.

460 26 iouis
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» Service level adherence: The contractor is responsible for providing maintenance

labor to keep the network equipment specified in “/o/ pwdl) Sl 1Y [ ¥/ (3, sl

operational and in good working condition, replacement of a failed parts as well as
performing the services defined in the attached “ANNEX I”.

Operational procedures:

» Usage of Help Desk System: The contractor will use a Help Desk System (HDS) to

enter details and process the Service Calls. They will clearly define the action(s) to
be taken and all relevant information once the action is completed (including dates
and timings).

Usage of Remote assistance through remote control software is prohibited.
Escalation of incident: The occurrence of an equipment malfunctions at the client
site is referred to as an “incident”. Incidents reported by DGGS to the Help Desk
will be categorized into levels based on the business impact they create and they
will be responded to accordingly. The contractor will escalate the incident to the
next level of support where required and shall be at all times aware of the status
of the incident and will work proactively to ensure that the incident is managed in
a timely and efficient manner. The contractor is the ‘end-to-end’ owner of the
incident once raised, and is responsible to ensure the incident is resolved and
closed. The following table represents a description for incidents categorization
and their consequence.

Class A B C

. Moderate Business Minor Business
Business Impact
Impact Impact

Preventive_maintenance (PM): This service is aimed at identifying developing
trends that could lead to system failure and suggesting corrective actions that
would serve to avoid the occurrence of such a failure. Predefined tasks are
performed in order to prolong the operability and life of equipment. The contractor
will perform preventative and corrective maintenance for all the network
equipment below mentioned every /2/ months.

The contractor will issue a plan for the preventive maintenance in advance, subject
to the confirmation of the head of the DGGS IT Department. The contractor will
provide a detailed report of the Hardware inspected and works performed. This
report will contain type, model number, location, work performed.

460 27 i
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In a case that a preventive maintenance visit cannot be conducted as scheduled, it
is to be re-scheduled automatically to the next available work day with
coordination with both parties.

PM is performed of network equipment specified in “ANNEX I”.

» System events monitoring and reporting:
All Network Devices (Core switches, switches, routers, modems...) must be

reviewed every /2/ weeks and a detailed report is to be generated showing:

- Errors along with actions for repair.

- Alerts along with actions for handling.

» Business continuity: The contractor shall take all the necessary procedures and
actions to insure, as much as possible, the business continuity at DGGS. As well as
reducing the downtime to the minimum. Procedures include (but not limited to):

— Backup of existing configurations to assure faster recovery when needed

— Keeping in stock of replacement equipment to assure faster hardware
replacement in case of failure.

— Applying necessary operating systems updates and hot-fixes for all network
appliances (Switches, core switches, Fiber switches, routers, IPSs, Load
balancers ...) every /3/ months and share those updates and hot fixes with
The IT Department.

Replacement parts: must be new, equivalent in terms of specifications and performance to
the replaced parts (or better). An inventory of spare parts is to be maintained by the
contractor in order to facilitate rapid failed parts replacement; repairs and replacements of
hardware must be done regardless of the reason of failures or damages.

End-of-life Equipment: equipment that reach the End-of-Life during the execution of the
contract must stay covered for parts.

Equipment already reached End-of-Life which may fail constantly due to old-age and could

have issues concerning the availability of replacement parts, shall also be covered in the

contract.

Continues Service Improvement: The contractor accepts changes of the working
procedures during the course of the contract to implement standardized procedures of
operations and best practices. From time to time, DGGS may vary and adopt new
technologies as well as new network designs and strategies, and the contractor is expected
to adopt the servicing of these new technologies (Including implementation of new
configuration, security configuration...) as part of the “LAN/WAN Maintenance Agreement”.
Other Duties: Assist the DGGS IT Department team by providing appropriate
advice/information/observations related to calls which are repetitive in nature. Identify new
methodologies for tackling issues with a view to improve the effectiveness and efficiency
for the support. The contractor shall also share the Help Desk System Database with the IT
Department staff.

Code of Conduct: The Contractor is required, at all times, to interact with the DGGS staff
members in a polite and courteous manner.
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Assisting in the asset management and stock control: The contractor is required to provide
accurate inventory during the provision of “LAN Maintenance Agreement” and coordinate
with the designated staff and/or provide relevant information regarding the distribution or
the move of equipment to the IT Department Asset Management System as needed.

Work methodology and approach proposed for realizing the work: The contractor is
requested to provide a response to the approach for realizing the Intervention times
expected for the Services described in “ANNEX 11”.

DGGS Responsibilities:

— Charges for parts to be replaced in equipment not covered under this
contract.

— Replacement of equipment that has failed prior to the signing of this
agreement.

— Communication with OGERO whenever required.

— Charges for repair or maintenance to restore equipment to proper
operating conditions after any third-party had performed maintenance or
otherwise repaired an item of equipment.

— Granting the contractor access to the equipment which is to be maintained.

Required Experience: The following section defines the experience required for the team
leader and other personnel identified by the contractor. Signed Copies of the CVs are to be
enclosed in the proposals.

» Experience of the team leader: The onsite team leader must have at least /5/ years
of experience in networking Services and Support. The following knowledge and
skills are required:

— Technical knowledge required:

v Cisco Certified Network Associate
v Cisco Certified Network Professional (CCNP) or Cisco Certified
Security Professional (CCSP)
v Any Cisco CCIE Written
— Administrative skills required
v Communications skills
v Customer service orientation and problem solving skills
v Team work
v General creativeness

» Experience of the team member: must have at least /2/ year of experience in
networking Services and Support. Team members must have the following
knowledge and skills:

— Technical knowledge required

e Cisco Certified Network Associate
e Has passed one or more exams from the Cisco Certified
Network Professional (CCNP) or Cisco Certified Security
Professional (CCSP) tracks
— Administrative skills required
v Communications skills
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v Customer service orientation and problem-solving skills
v Team work
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Section /2/: Vendor Response for the RFP (to be fully filled)

Vendor must respond with their compliance (and comments, if any) to the bellow mandatory
requirements. Any response that is not compliant with these requirements shall be automatically

disqualified:

Heading

Compliance

(Y/N)

Comments

Hours of operation

Reporting and organization

Service level adherence

Usage of Help Desk System

Escalation

Preventive maintenance

Business continuity

Replacement parts

End-of-life equipment

Continual service improvement

Other duties

Code of conduct

Assisting in the asset
management and stock
control

Work methodology and
approach proposed for realizing
the work

Experience necessary
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ANNEX II: Description of Required Services

Service Trigger Location of Problem Time to Intervention Action
Install CISCO device OS and
- on site and connect it to
Installation of Installation ;enFraI II-IgadqutartertBundmg. Next business day to the the LAN.
egional Department or . .
CISCO Devices OS request 8! P installation request. Deliver CISCO device to the

Center.

Border department or center.

concerned site after

installation and connect it

to the LAN.

Core Switch is

Border department or center.

Troubleshooting reported not to 1 Hour
be operational Fault is identified.
CISCO Core Switch Problem solved or
— Central Headquarter Building.
Core Switch is q & escalated to 2nd / 3rd level
Alerts reported to 2 Hours support
indicate an alert
Switch is reported 1 Hour . .
Central Headquarter Building. Fault is identified.
Troubleshooting not to be Problem solved or
operational 2 Hours escalated to 2nd / 3rd level
CISCO Switches Border department or center. support.
Switch is reported 2 Hour Fault is identified
Lo Central Headquarter Building. )
Alerts to indicate an al nieadquarter Buiiding Problem solved or
alert 4 Hours escalated to 2nd / 3rd level
Border department or center. support.
Router is reported . 1 Hour
ttob Central Headquarter Building.
i not to be
Troubleshooting tional 2 Hours Fault is identified.
operationa Border department or center. Problem solved or
CISCO Routers
- escalated to 2nd / 3rd level
Router is reported Central Head rter Buildin 2 Hours
al Headqua uilding.
Alerts to indicate an a 8 support.
4 Hours
alert Border department or center.
EFM Modem is o 1 Hour
Troubleshooting Central Headquarter Building.
reported not to o .
b tional 2 Hours Fault is identified.
CISCO EFM € operationa Border department or center. Problem solved or
escalated to 2nd / 3rd level
Modems EFM Modem is o 2 Hours /
Central Headquarter Building. support.
reported to
Alerts
indicate an alert 4  Hours
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FI-5750C 1
FI-6670 2
FI-6770 FUJISTSU ADF SCANNER 3
30 FI-7160 4
6 FI-7260 5
1 D2D4106FC 6
(12X500GB+12X1TB)
BACKUP
STOREONCE 4210 HP SOLUTION 7
STOREONCE 4500 8
STOREONCE 5100 9
1 BLc7000 CTO 3 GENS8 10
(+FLEXFABRIC) Hp
3 BLc7000 CTO 3 GEN9 BLADE 11
(+FLEXFABRIC) ENCLOSURE
8721 HC1
1 (+FLEXFABRIC) IBM 12
2 BL460C GEN7 13
6 BL460C GENS HP 14
BLADE SERVER
40 BL460C GEN9 15
3 X240 IBM 16
2 CLJ 4525N Hp LASERJET 17
PRINTER
3 M651DN 18
5 3730 Hp Multi-f.unction 19
Printer
2 SN3000B 20
HP SAN SWITCH
1 SN6000 21
3 DL180 GEN10 22
18 DL360 GEN9 23
2 DL360P 24
5 DL380 G10 25
HP SERVER
4 DL380 G5 26
6 DL380 G6 27
1 DL380 G7 28
7 DL380P G8 29
3PAR 7400 4-N
1 (96X900GB) + (32X1.2TB) HP STORAGE 30
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3PAR STORSERV 7200C-
4 2N 31
(32X900GB)
3PAR STORSERV 7400C-
1 4N 32
(48X900GB)
5 MSA1040 33
3 MSA2040 34
1 MSA2042 35
2 MSA500: 8X146GB 36
1 P2000 G3 10GbE iscsi 37
MSA (12X3TB)
1 3PAR 8400 4N HPE 38
2 DS1813+ SYNOLOGY 39
EATON 93PM(80KVA) EATON 40
40 AP160N 41
6 SIRIUS 100 KVA 42
GTEC
19 SIRIUS 20 KVA UPS 43
SRO60T 60 KVA 44
20 KVA LEGRAND 45
10 20 Kva PCE 46
7600 RKM HP TFT 47
T5740E HP THIN CLIENT 48
WAN arulglly LAN ad#) slosdl olsr -0
ddall dalasll o3) Al Jaagall ELE Jedio
2 WS-C4500X-32 4500X-32 10GE (Supervisor Engine) 1
Catalyst C6807-XL 7 Slots Chassis
2 C6807-XL System + 2
FAN Tray + Dual Power Supply
- 16-
1 Wsl)égi 6 C6807-XL CEF720 16 PORT 10GE CISCO Core 3
Switch B3
1 WS-X6848-GE- C6807-XL CEF720 48 PORT 4
X 10/100/1000
C6807-XL VS-SUP2T-10G 5 Ports
2 -SUP2T-1
VS-5UP2T-106 Supervisor Engine 2t 10GE >
1 WS-X6848-SFP | C6807-XL SFP CEF720 48 PORT 1000mb 6
Catalyst 9600 series 6 slot, CISCO Core
2 C9606R 1xSup,2xLC,DNA-A LIC Switch B1 /
5 PAN -PA-3410 Pako alto Networks PA-3410 'Wlth Palo alto Fire 3
redundant Ac power Supplies wall
FPR4112- CISCO fire power 4112NGFW .
2 NGFW-K9 appliance, 1U,2xNetMod Base CISCO fire power ?
5 BWEiS62C Barracuda Web Application Fire Wall WAF 10

862W/Fiber NIC&Bypass
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Barracuda Web Application Fire Wall

2 WFi660a-e Appliance 6608 11
1 ASS32)(§I\\/I/—2E1- ASSSSOS)-(M|V(XEe;|é§1|P60 DSPs. CISCO 12
) ingle AL * HQ Remote
1 A553§)|§';"'AC' AS5350XM AC RPS Access Server 13
Cisco 3900 series security bundle
3 CISC0O3945- w/SEC license PAK, 4GB DRAM, 1GB CISCO 14
SEC/K9 Flash (Includes 1xHWIC-4B-S/T + HQ Router
3xHWIC-4T + PWR-3900-AC/2)
Cisco 2921 security bundle w/SEC
2 CISCO2921/K3 license PAK, 1GB DRAM, 256MB Flash 15
CISCO C881/K9 DRAM: 256 MB
3 CISCO881-K9 (default), Flash: 128 MB 16
CISCO C891-24/K9 1 GB RAM,
3 C891-24X/K9 256 MB Flash CISCO 17
Branch Router
3 CISCO892-K9 CISCO C892/K9 512 MB RAM, 18
256 MB Flash
Cisco 2911 security bundle w/SEC
13 CISC02900- license PAK, 1GB DRAM, 256MB Flash 19
SEC/K9 (includes IXHWIC-1T + 1xHWIC-
2SHDSL)
CISCO-WS- Cisco C3750X 512MB 16 SFP (15 SFP
2 C3750X-125- installed) CF'iSbCe? fﬁ:cchh 20
S/K9 4: single-mode, 11: multi-mode
ETHX-3484-
4 EXT-EU ZHONE EFM MODEM 21
2 1401-C1 McAfee NGF 1401-C1 . 22
Firewall
2 ASA5545-X ASA5545-X 23
2 ASR1002-X ASR1002-X 4 GB DRAM WAN Router 24
(Aggregation Services Router)
2 2910AL-24G HP 2910A With 2x10G Modules 25
WS-C2960S-
5 24TS-S CISCO 2960X-24 Ports 26
WS-C2960X-
5 ASTS-L CISCO 2960X-48 Ports 27
WS-C3560G-
3 CISCO 3560-24 Ports 28
24TS-S Edge Switch
WS-C3560G-
3 48TS-S CISCO 3560-48 Ports 29
SG300-10-
3 K9-NA CISCO SG300-10 Ports 30
SG300-10MPP-
3 K9-NA CISCO SG300-16 Ports 31
. . . Cisco Fiber
30 C1000-8P-G-L Cisco Fiber Switch C1000-8P-G-L Switch 32
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2 3006527-G2 CITRIX MPX 5550 33
8 3006527-G2 CITRIX MPX 5650 34
1 BBF340A Barracuda 340 35
2 BBF440A Barracuda 440 Load Balancer 36
CTX-
2 8500018_C CITRIX 8005 37
Syl palgdl iyt s ol Brazl 4 ¢
EWR] Jeagall Sl asall Jslaain
4 HVAC Airedale Air Condition 1
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gorl8Y1 3S1yall5 BuaslsYls D3S5all 319y SR § driloghanl] gzl /1/ 0y A5

1 FI-5750C 1
FI-6670 2

2 FI-6770 FUJISTSU ADF SCANNER 3
30 FI-7160 4
6 FI-7260 5
. D2D4106FC 6

(12X500GB+12X1TB) S ACKUP

STOREONCE 4210 HP SOLUTION 7

STOREONCE 4500 8

STOREONCE 5100 9

. BLc7000 CTO 3 GENS 10

(+FLEXFABRIC) e
BLc7000 CTO 3 GEN9
3 (HFLEXFABRIC) BLADE ENCLOSURE 11
8721 HC1

! (+FLEXFABRIC) 1BM 12
2 BL460C GEN7 13
BL460C GENS HP 14

40 BL460C GEN9 BLADE SERVER 15
3 X240 IBM 16
2 CL 4525N HP LASERJET PRINTER 17
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3 M651DN 18
5 8730 HP Multifunction Printer 19
2 SN3000B 20
1 SNB00O HP SAN SWITCH 1
3 DL180 GEN10 22
18 DL360 GEN9 23
2 DL360P 24
5 DL380 G10 25
4 DL380 G5 HP SERVER 26
6 DL380 G6 27
1 DL380 G7 28
7 DL380P G8 29
1 3PAR 7400 4-N 30
(96X900GB)+(32X1.2TB)
4 3PAR STORSERV 7200C-2N 31
(32X900GB)
1 3PAR STORSERV 7400C-4N 32
(48X900GB) HP
5 MSA1040 STORAGE 33
3 MSA2040 34
1 MSA2042 35
2 MSA500: 8X146GB 36
1 P2000 G3 10GbE iscsi 37
MSA (12X3TB)
1 3PAR 8400 4N HPE 38
2 DS1813+ SYNOLOGY 39
1 EATON 93PM(80KVA) EATON UPS 40
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40 AP160N 41
6 SIRIUS 100 KVA 42
GTEC
19 SIRIUS 20 KVA 43
SRO60T 60 KVA 44
20 KVA LEGRAND 45
10 20 KVA PCE 46
7600 RKM HP TFT 47
T5740E HP THIN CLIENT 48
ALl B0 71/ 08y A5 (S sl JlazYl g0zl
WAN sl )l LAN daoeall ol colyams 4559 /Y/ o) dod
Sxed! oYl ol S8 yaudl P, . e ,
J U é)@h" Sdall daladll ) Cf‘“’b &.}}dl a2l Jadsio
2 WS-C4500X-32 4500X-32 10GE (Supervisor Engine) 1
Catalyst C6807-XL 7 Slots Chassis System +
2 C6807-XL FAN Tray + Dual Power Supply 2
WS-X6816-10GE C6807-XL CEF720 16 PORT 10GE CISCO Core Switch B3 3
WS-X6848-GE-TX C6807-XL CEF720 48 PORT 10/100/1000 4
C6807-XL VS-SUP2T-10G 5 Ports
2 VS-5UP2T-10G Supervisor Engine 2t 10GE >
1 WS-X6848-SFP C6807-XL SFP CEF720 48 PORT 1000mb 6
2 C9606R Catalyst 9600 series 6 slot, CISCO Core Switch B1 5
1xSup,2xLC,DNA-A LIC
2 PAN -PA-3410 Pako alto Networks PA-3410 with Palo alto Fire wall 3

redundant Ac power Supplies
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FPR4112-NGFW-

CISCO fire power 4112NGFW appliance,

CISCO fire power

K9 1U,2xNetMod Base 9
2 BWFi862C Barracuda Web Application Fire Wall WAF 10
862W/Fiber NIC&Bypass
2 WFi660a-e Barracuda Web Application Fire Wall 1
Appliance 660B
1 AS535XM-2E1- A55350).(M|Voice; 2E1 60 DSPs. CISCO 12
60-V Single AC. 10S IP+ HQ Remote
1 AS535XM-AC-RPS AS5350XM AC RPS Access Server 13
Cisco 3900 series security bundle
3 CISCO3945- w/SEC license PAK, 4GB DRAM, 1GB Flash CISCO 14
SEC/K9 (Includes 1xHWIC-4B-S/T + 3xHWIC-4T + HQ Router
PWR-3900-AC/2)
Cisco 2921 security bundle w/SEC
2 CISCO2921/K3 license PAK, 1GB DRAM, 256MB Flash 15
CISCO C881/K9 DRAM: 256 MB
3 CISCO881-KS (default), Flash: 128 MB 16
| 1-24/K9 1 GB RAM
3 C891-24X/K9 CISCO €89 /K916 ! CISCO 17
256 MB Flash
; Branch Router
CISCO C892/K9 512 MB RAM,
3 CISC0892-K9 256 MB Flash 18
Cisco 2911 security bundle w/SEC
13 CISS(IZE(E/ZI?;)O— license PAK, 1GB DRAM, 256MB Flash 19
(includes 1XxHWIC-1T + 1xHWIC-2SHDSL)
, CISCO-WS- Cisco C3750Xiiifal}1|§d§6 SFP (15 SFP CISCO Branch 2o
-125- i i
C3750%-125-5/K9 4: single-mode, 11: multi-mode Fiber Switch
4 ETHX-3484-EXT- ZHONE EFM MODEM 21

EU
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1401-C1 McAfee NGF 1401-C1 . 22
Firewall
ASA5545-X ASA5545-X 23
2 ASR1002-X ASR1002-X 4 GB DRAM WAN Router 24
(Aggregation Services Router)

2 2910AL-24G HP 2910A With 2x10G Modules 25
WS-C2960S-

5 4TSS CISCO 2960X-24 Ports 26
WS-C2960X-

5 48TS-L CISCO 2960X-48 Ports 27
WS-C3560G-

3 CISCO 3560-24 Ports 28

24TS-S Edge Switch

WS-C3560G-

3 48TS-S CISCO 3560-48 Ports 29

SG300-10-
3 K9-NA CISCO SG300-10 Ports 30
SG300-10MPP-

3 KO-NA CISCO SG300-16 Ports 31

30 C1000-8P-G-L Cisco Fiber Switch C1000-8P-G-L Cisco Fiber Switch 32

2 3006527-G2 CITRIX MPX 5550 33

8 3006527-G2 CITRIX MPX 5650 34

1 BBF340A Barracuda 340 35

Load Balancer
2 BBF440A Barracuda 440 36
2 CTX-8500018 C CITRIX 8005 37

A3UA1 8L /Y/ 03y Ao (8l Jlazdl ggazmall

ALl BV (/7 03y o + 1)/ o3y d3Y) JoY1 e gocmall (§aidl Jlozd Egozmall
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