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ZAHLE MAN PRISON CCTV SURVEILLANCE SYSTEM
TECHNICAL REQUIREMENTS

Introduction:

. The LISF intend to provide the product specifications, the general design considerations, and the
installation guidelines to procure IP CCTV Surveillance system in Zahle Man Prison to cover inside and outside
area.

. Standards and conditions:

e A site survey is mandatory to all companies who intend to present offers and shall be held in
coordination with the ISF telecom department in order to determine the exact position of the cameras.
This visit shall also support the bidders to take their measurements, accomplish their studies and
calculate their prices.

e Being a turnkey project, if the Bidder realizes that some of the required items, tools, accessories, or
passive components may have been unintentionally missed or uncovered in this document. Therefore,
the Bidder shall include in his proposal any and all items, which may not have been addressed herein
and are deemed required for the complete installation.

e The detailed Bill of Quantities produced by the Bidder shall include all labor, passive and active
equipments, software, licenses, maintenance together with all liabilities and obligations set out or
implied in the Contract. The detailed BOQ shall include any and all items required for the complete
installation.

o The offer should cover all the civil, electrical and labor work required to complete the installation.

e The offers shall include all detailed technical documentation and manufacturer's Catalogue for the
manufacturer and marked up for all of the proposed equipment should be submitted.

e The Bidder shall submit a full set of documentation at the project deliverance:

s A detailed Riser Diagram to indicate the connection between all of the system components.

o Cabinet layout showing the details of passive and active components.

o Full details on the deployed network showing all needed details such as the connectivity matrix, the
IP distribution, MAC address of each deployed products with its physical location, ...

o All used accounts, passwords, and configuration files backup.

e All the offered network components (active, passive, ups, cables,...) shall benefit from two years
warranty including labor and parts. During the warranty period any faulty equipment should be
exchanged within a period of 2 working days.

e All the offered products shall be manufactured under ISO 9001 for Quality Mianagement System.
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3. Project description

e Structured Cabling System:

- The CCTV network for the entire prison shall include: Supply, Installation, and Terminations of a
complete structured cabling system including UTP cabling, EMT Condauits, junction boxes, patch
panels, Cabinets, labeling and testing and all other needed network components for a proper
complete installation.

- All wiring must be installed inside hot-dipped galvanized EMT conduit.

- All cables should be properly labeled (at both ends), managed and arranged. The following
restrictions apply:

o All EMT conduits shall be attached with metal clamps. Each conduit shall be attached
individually. The distance between attachments shall not exceed 1m.

o The minimum conduit external diameter shall not be less than 1 inch.

o Conduit sizing shall be such as to allow a spare capacity of 30 % to enable free passage of the
cable.

o All cables running in same conduits and junction boxes should be tied together in bundles (e.g.
same type of groups of cables belonging physically to the same location).

o Power and data cables must not be in the same fitting, they must be separated from each other
in different conduits in order not to have interference between them.

- The length of UTP cables, power cables, EMT conduits mentioned in BOQ are approximate. The
bidders shall take their measures to determine the exact distance and length after site survey.

e CCTV Surveillance System:

- The project consists of installing 60 cameras distributed indoor/outdoor Dome/Bullet Camera 5MPX
to provide monitoring for the inside building, the courtyards, the roofs, the scanning rooms,
Telecarte rooms and around the prison...

- The system shall also include Network Video Recorders with storage, as well as Display screens (55")
LED monitors following detailed BOQ.

- All cameras shall be mounted in a way to cover the maximum view possible of areas.

- The network video recorder NVRs and the cameras should be from the same brand.
- NVRs shall Record and store video per user-defined retention settings for up to 60 cameras.

- Theindoor camera should be protected with an external metal housing fixed by rollbolts.
- NVR shall support archiving of recorded images, video, and audio data to an external HDD.

- The NVR Shall be able to record all the cameras at full resolution for 31 days continuous 24 hours a
day (15 fps for indoor cameras and 20 fps for outdoor cameras).
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4. Bill of Quantities and Specifications:

ltem Description Qty Specifications

- IP camera
- 5 megapixel image sensor
- Motion detection
- vandal resistance
- Day/Night Infrared
- Wide Dynamic range: 120dB
- Video compression: H.265

1 IP Indoor Dome 3 |° Frame Rate: 15fps@5MP

Camera - Lens: Varifocal 4~ 8 mm

- Power: 12VDC or 24VAC, PoE
- IR distance: 20m
- built in Microphone
- IP66
- FCC, and CE certifications
The camera should be protected with an external metal housing fixed by roll
bolts
- IP camera
- Smegapixel image sensor
- Motion detection
- vandal resistance
- Day/Night Infrared
- Wide Dynamic range: 120 dB

5 IP Outdoor Bullet 2% |” Video compression: H.265

Camera - Frame Rate: 20fps@5MP

- Auto Iris
- Lens: Varifocal 4 ~ 12 mm
- Power: 12VDC or 24VAC, PoE
- IR distance: 25m
- FCC, and CE certifications
- IP67.
- Inputs: 32 channels
- Recording Resolution: up to 8MP
- Throughput: 320Mbps minimum
- Raid 5 Redundant storage

3 32 CHANNEL NVR 5 - Usable Storage: 48TB HDD at least

- 3xUSB ports

- Video monitor output: 2x HDMI, 1xVGA

- Shall support H.265 video format

- Network interface:  RJ-45 10/100/1000 Mbps
- FCC, and CE certifications
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- LED Flat panel, at least 55"

- Wall mount

- The HDMI cable should be supplied
- FCC, and CE certifications

Monitor 2

- (8) RJ-45 PoE ports 10/100/1000 Mbps
1 - FCC, and CE certifications

POE Ethernet
- (24) RJ-45 PoE ports 10/100/1000 Mbps

Switch
3 - Rack mount
- FCC, and CE certifications
- 2x1.5mm?
- Conductor: Copper, finely stranded
Power cable 1 - Type: Two core flexible wire PVC Insulated, and round sheathed

- Brand: cable de Liban or approved equivalent
- Length approximate 200 meter.
- Required for the connection between switches and UPS

- Construction: Unshielded 4 twisted pairs

- Conductor:  Solid bare copper

UTP Cat6 Cable 1 - Conductor insulation:  Polyethylene

- Jacket material: PVC

-Length of UTP cable is approximately 3000 meter

-Wall-Mounted

- At least 6 U

- Front Door with safety Glass Panel, lockable

1 | - The cabinet must be equipped with: Power Strip (4 outlets), Ventilation
Unit.

- Capable of holding the 24 ports Switch and the 24 ports fully populated
patch panel.

Rack enclosure -
- Must be able to accommodate 19" rack-mount equipment.

- Front Door with safety Glass Panel, lockable

- The cabinet must be equipped with: Power Strip (6 outlets) and

1 Ventilation Unit.

- Capable of holding the two NVR, the 2 x 24 ports Switch, the 2x24 ports
fully populated patch panel and the UPS with 30% free space for future
Expansions.

Junction Box 20 |- 15cmx15cm.

-The Cat6 copper Patch panels should be installed with 24-ports UTP RJ45
type; 19" standard for rack mount, fully populated.

-The RJ45 jacks should be equipped with dust covers.

-The patch panel shall be provided with labeling facility.

-Each patch panel shall be provided with a metallic and covered patch cord
organizer.

Patch panel 3
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Outdoor Box for

1

Metal box lockable

11 . - Weather proof
the 8 t t
28 part swikch - Capable of holding the 8 ports switch

- Rack mounted UPS, 3000 VA with sealed lead acid Batteries for one hour
autonomy @ half load.
- Online, Sine wave

Lo WS - External battery socket
- FCC and CE Approval
- External batteries to be supplied if needed
Including any Items that is needed to have a full functioning system as per

Cabling, the specifications.
13 Installation, All wiring must be installed as specified inside hot-dipped galvanized EMT

commissioning and
configuration

conduits. The length of different EMT conduit size, UTP cables, power cables
is approximate, the bidder shall determine the exact lengths before
submitting the offer.
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