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1) [bookmark: _Toc190780428]Background

MIC2 intends to issue an RFQ for 4G+ 2CC indoor routers to sell to its customers, allowing them to provide data, voice, and Wi-Fi services. This document outlines the common and technical specifications that the supplier must meet to fulfill the technical requirements. 
The vendor is required to provide a detailed technical solution for each specification, including a comprehensive technical description, specifications, and proposal.
The bidders are requested to provide:
· Router: Mid-Level (fulfilling the technical specs below)

	Device Type
	Network Generation
	Carrier Aggregation
	Quantity

	Indoor Router
	4G+
	2CC
	2200




2) [bookmark: _Toc190326750][bookmark: _Toc190780429]Router Common Specifications

Below are the key common features required for the routers:
A. Router Common features
· SMS: Send & Receive
· IPv4 /IPv6 dual stack
· WLAN access point: supports WLAN connectivity with an integrated 802.11 ac/b/g/n access point. Supports 802.11 security mechanisms such as WPA, and WPA2
· Complies with wireless 802.11b/g/n standards with data rates up to 300 Mbit/s
· Complies with wireless 802.11a/ac standards with data rates up to 1300 Mbit/s
· Networking capabilities: provides high speed routing capability and supports DNS, dynamic DNS, DHCP Server, DNS RELAY and NAT
· Security services: supports packet filtering firewall and provides instant protection to block potential security risks and intrusion
· Web-based configuration: supports local and remote management and maintenance with built-in web-based configuration and user-friendly web interface.
· VPN: supports L2/L3 VPN client
· FOTA: Firmware updates over the air
· Antenna: has LTE and WLAN high gain, high-performance antennas.
· Operating system: Supports Windows 7, Windows 8, Windows 10, Linux and Mac
· Browser: compatible with IE, Firefox, Chrome and Safari. 
· LED indicator: User-friendly design of LED indicator. Easy to observe the status of equipment. 
· QR code: Routers must feature a QR code on the back of the device and within the mobile application, allowing customers to scan and connect to the Wi-Fi network without manually entering SSIDs and passwords.
· Application: Routers must have a mobile application. This application allows for the device management:
· Monitor network status
· Set up and manage SSID/password
· Enable guest networks
· Control parental settings and QoS
· Perform firmware updates


B. Router Software Specifications
· Router: 
· Supports configuration of static routing table entries (at least 5 entries)
· Supports the general route and disabling of NAT
· Supports manual configuration of LAN IP addresses
· Supports Address Resolution Protocol ARP
· Supports the Internet Control Message Protocol (ICMP)
· Supports Bridging

· DHCP Server:
· The DHCP server can be enabled or disabled 
· The Address pool of the DHCP server can be configured
· The lease time can be configured
· The DNS relay under the DHCP server can be enabled

· NAT
· Supports NAT and NAPT 

· IPv4/IPv6
· IPv4/IPv6 Dual Stack: DHCPv6/v4 server & client, DNSv6/v4 server & client

· SMS
· Writing/Sending/Receiving
· Writing/Sending/Receiving extra-long messages

· Data Service:
· Supports 3 APNs, one for data, one for voice and one for management

· Firewall Setup
· Firewall switch on-off
· URL filtering
· LAN IP filtering
· Supports DMZ
· Supports UPnP
· Supports Application Level Gateway
· Supports port forwarding

· WLAN
· SSID broadcasts & hides
· IEEE 802.11 ac/b/g/n
· WPS
· Encryption:
· AES
· TKIP
· TKIP + AES (hybrid)
· Security Mode:
· Open
· WPA-PSK
· WPA2-PSK
· WPA-PSK/WPA2-PSK
· MAC Address Authentication:
· Supports the MAC address authentication whitelist & blacklist
· Station Management:
· Supports station status queries
· Supports 32 connected devices
· "Voice: VoIP
· Supports SIP & G.711a/G.711u/G.726 (-24/-32)/G.722 for encoding and decoding. G.711a-law, and G.711u-law Code.
· Supports SDP
· Supports RTP/RTCP
· Supports G.168 (echo cancellation)"


3) [bookmark: _Toc190780430]Router Specifications
[bookmark: _Toc190326752]
A. Router Specifications for Mid-level 4G router CAT 7 with 2CC 
Mid-Level Router: UE cat 7 Rel 10: 2CC CA B3/B20 + LTE FDD (B3 & B20) + 2x2 MIMO + 2CC CA + 256 QAM in DL + 64 QAM in UL
· Technical Standard
· WAN: LTE CA/ LTE FDD/ DC-HSPA+ / HSPA + / HSPA / UMTS / EDGE / GPRS / GSM
· LAN: IEEE 802.3
· WLAN: IEEE 802.11 a/b/g/n/ac/
· Working Frequency bands
· LTE FDD: Band 3 & Band 20
· DC-HSPA+ / HSPA+ / HSPA/ UMTS: Band 1/8
· WLAN: 2.4 GHz & 5 GHz
· Frequency Channel Bandwidth
· LTE FDD: 5MHz, 10 MHz, 15 MHz, 20 MHz
· LTE CA combination
· LTE FDD DL 2x2MIMO (B3/20) + 2CC CA (contiguous or non-contiguous)
· Inter-band CA: B3 & Band 20 up to 40MHz
· Intra-band CA: B3 & Band 3 up to 40 MHz 
· Built-in FDD LTE Antenna
· Band 3: 1710 - 1785 MHz in the UL and 1805 - 1880 MHz in the DL
· Band 20: 832 - 862 MHz in the UL and 791- 821 MHz in the DL  
· High Speed Data Access
· LTE FDD: 2*2MIMO + 2CC CA + DL 256 QAM, UL 64 QAM
· LTE: 300 Mbps, UL 100 Mbps
· DC-HSPA+: DL 42 Mbit/s, UL 5.76 Mbit/s
· HSPA+: DL 21 Mbit/s (64QAM) / 28 Mbit/s (MIMO), UL 5.76 Mbit/s
· HSPA: DL 14.4 Mbit/s, UL 5.76 Mbit/s
· WCDMA PS: 384 kbit/s
· External ports
· One power adapter port
· 3 LAN port (RJ45), One LAN/WAN port (RJ45) GE, One phone port (RJ11)
· Two external LTE antenna ports (TS-9)
· One SIM card slot, 
· One USB 2.0 port 
· WLAN Antenna Specifications
· Frequency: 2400MHz – 2483.5 MHz & 5170 MHz – 5835 MHz
· 802.11n 2x2 MIMO, 802.11ac 3x3 MIMO

4) [bookmark: _Toc190944660]Killing Factors
· The proposed 4G product must fully comply with technical specifications, including carrier support, carrier aggregation with the requested bands, the required UE category, and WLAN protocol.
· The hardware must not reach end-of-life or end-of-support status during the warranty period.
· Indoor routers must be equipped with an application for device management.
· Routers must feature a QR code on the back of the device and within the mobile application, allowing customers to scan and connect to the Wi-Fi network without manually entering SSIDs and passwords.
· Performance testing
· The proposed product must have been sold or currently be available in any European and U.S. market, in addition to the MENA region.
· Warranty: 2 years
5) [bookmark: _Toc190944661]Documentation
The default language for all documentation shall be English. The documentation must include the following items:
· Product Description
· Product Manual or Data Sheet
· User Manual
· Product Roadmap
6) [bookmark: _Toc190326753][bookmark: _Toc190944662]Delivery and Supply Chain
· All components, parts, accessories, and other elements used to construct the solution must be sourced from the original manufacturer and must be brand new.
· Devices shall be delivered to MIC2 premises within 2 weeks of order confirmation.
· The supplier shall provide MIC2 with shipment tracking details and updates on delivery status by email.
· Devices shall be imported into Lebanon in compliance with applicable regulations; hence, they must be approved by the Ministry of Telecommunications, and all customs fees shall be fully paid to the Ministry of Finance/ Customs Directorate. Upon delivery, supplier shall provide MIC2 with Customs Clearance documents confirming proper importation and full customs fee settlement.
· Supplier shall provide a list of IMEIs of all devices in CSV files, categorized accordingly. Each line of the file shall include the following details: Device Brand, IMEI, Device Type, Network Generation, and Carrier Aggregation. The content of the file, including the naming conventions and formatting of Device Type, Network Generation, and Carrier Aggregation, shall be consistent with the corresponding entries in the BoQ table of this RFQ. MIC2 reserves the right to return all devices if any IMEI is not properly imported and registered in the centralized IMEI database of the Ministry of Telecommunications (MoT). 
7) [bookmark: _Toc190944663]Testing 
The bidder must provide a testing device (router) along with their response to the RFQ. If the tested device is found to be inadequate or not in conformity with the required specifications, MIC2 reserves the right to decline its obligations and any binding commitment to the winning vendor.
8) [bookmark: _Toc190326754][bookmark: _Toc190944664]Web User Interface
For each proposed product, the supplier shall provide documentation for the web user interface, along with a step-by-step procedure for configuring the device.
9) [bookmark: _Toc190326755][bookmark: _Toc190944665]Warranty and After-Sales Support
· Warranty Period: A 2-year warranty on devices, covering parts (e.g., hardware defects, software issues, manufacturing defects, or failures). 
· [bookmark: _GoBack]Software Updates: Regular firmware updates for security patches and performance improvements.
· After-Sales Support: 
· Provide 24/7 technical support for enterprise devices, with standard support hours for consumer devices
· Support via phone, email, and chat for troubleshooting
· Service Level Agreements (SLAs) for Response and Resolution Times:
	Severity Level
	Description
	Response Time
	Resolution Time

	Critical Issues
	Device is completely non-functional, affecting business operations
	Within 1 hour
	Within 24 hours

	High Priority Issues
	Device is functional but with significant impairments or degraded performance
	Within 4 hours
	Within 48 hours

	Low Priority Issues
	Minor issues that do not affect device functionality
	Within 8 hours
	Within 72 hours



· Replacement: Supplier shall provide 2% additional free devices beyond the BoQ, as replacements for any defective units.
10) [bookmark: _Toc190326756][bookmark: _Toc190944666]References for Products
· The proposed product must have been previously sold or currently be available in any European and U.S. market, in addition to the MENA region.
· The supplier shall provide a table listing references for the deployment or sale of the proposed product in Europe, MENA, and the U.S., along with its market share in each region. 
· For each reference provided, the supplier shall specify the following details: operator, country, router type, and the number of units sold.
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