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e / Product # Descriptio ‘ Q
ValiMail Dmarc Protection with Lyear support and instaliation
Active domain: Up to 1 Domain
STARTER Email Volume: Up to 750K 12 1
BIMI with 1 year support and installation
" Active domain: 1 Domain
Amplify_Up to 1 Cert Email Volume: Up to 750K 12 1

1A ion & Sender M o

The platform should provide fully automated DMARC onboarding and enforcement, including SPF/DKIM configuration
The platform should have an automated sender identifier with at least a couple hundred senders cataloged

Senders should be authorized or blocked with one-click configuration capabilities

1
2
3
4. The system should provide capabilities to identify and auto-authorize third-party senders and internal services
S. The estimated end user resources involved should be <1 employee
6. Average time to enforcement should be within 45-60 days
‘ 7. Enforcement success rate should be 85%+
2 DNS Management
1. The platform shouid provide automated DNS change updates for DMARC, SPF and DKIM
2. The vendor should offer hosted DMARC, hosted SPF to bypass the 10-lookup limit, and hosted DKIM
3. The solution should have capabilities to assist with automated adding, removing, or modifying keys directly within the platform
4. The solution should offer capabilities to support SPF, DKIM and DMARC deployment for subdomains in addition to top-level domains
3 Security & Privacy
1. The solution should not access any personal information
2. The platform should offer user-level MFA, forced MFA, SAML/SSO, JIT provisioning, and RBAC
3. The vendor should be SOC 2 Type 2 certified and GDPR compliant
The platform should support group-based SSO autherization
4 Smart Alerts & Notifications
1. The platform should provide configurable alerts for the following:
- Suspicious Sender Alert
- DMARC Enabled Sender Alert
- MFA Personal/Account Level Update Alert
- Domain Deleted Alert Possible Internal Service Alert
2. The platform should provide executive-level reports for leadership
3.' The vendor should allow CSV export of source IP data at:
Sender level
Domain level
Account level
5 Integrations & Ecosystem
1. The platform should integrate with:
- Microsoft 365 (M365)
- Google Workspace
- Major SIEM piatforms via API
2. The vendor should be a Microsoft partner
3. The platform's data should have capabilities to integrate into a single-pane-of-glass dashboard
VMC/CMC Support: The solution should simplify the acquisition and management of Verified Mark Certificates (VMC) required for BIMI implementation
BIMI Readiness: The platform should assist in verifying that a domain meets all prerequisites for BIMI
(e.g., DMARC enforcement at p=quarantine or p=reject, logo verified, logo formatting, etc.)
Logo Implementation: Hosting and validating the SVG Tiny PS logo file required for BIMI

Deliverability: The solution should help improve email deliverability by ensuring only authorized, authenticated mail is sent, thus protecting the domain reputation
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