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1. Invitation to Tender & Instructions to Bidders

1.1. Invitation

The Ministry of Education and Higher Education (MEHE), General Directorate of Higher Education (DGHE), hereby
invites pre-qualified System Integrators/ Implementers to submit Technical and Financial Proposals for the design,

development, implementation, and commissioning of an Integrated Smart Secure Administrative System for the

operations of the Equivalency Committee, Authentication Committee, and Colloquium Examination Section.

1.2. Key Instructions to Bidders

Proposals must be submitted in two (2) separate sealed envelopes: (a) Technical Proposal, and (b) Financial
Proposal.

The Technical Proposal shall include: Company Profile, Methodology, Technical Architecture, Team Composition,
Similar Project References, and a detailed Compliance Matrix against thisdocument.

The Financial Proposal shall include: Itemized Cost Breakdown (CAPEX and OPEX), Payment Schedule linked to
milestones, and Currency (USD or LBP at official rate).

The source code, configuration, database schemas, API definitions, infrastructure-as-code, deployment scripts,
build pipelines, and documentation developed specifically under this contract shall be owned by MEHE upon
payment and acceptance, subject to explicitly disclosed pre-existing vendor IP and third-party components.
Bidders shall provide a complete inventory of such pre-existing IP and all third-party licenses, restrictions,
recurring fees, and source-code availability. MEHE shall receive a perpetual, irrevocable right to use, modify,
maintain, deploy, and procure third-party support for the delivered solution without technical dependence on
the Contractor. Reference [IT-08].

The Contractor shall provide a complete Software Bill of Materials (SBOM) for every production release and shall
disclose security advisories affecting all included components. Reference [IT-08A].

Bidders must propose a phased implementation approach, starting with a Pilot Phase on one (1) of the three
departments before full rollout.

The Contract Period shall cover: Design, Development, Testing, Deployment, Training, and a Warranty and
Support period.

Bidders may attend, upon approved request, a Pre-Bid Meeting and Site Visit at DGHE premises. Date and time
to be communicated separately.

The language of the Proposals shall be English. All system interfaces, documentation, and user manuals shall be
bilingual (Arabic, and English).

1.3. Eligibility Criteria

Minimum five (5) years of experience in Government Digital Transformation projects.
Proven track record of at least two (2) delivered projects.
Local presence in Lebanon or commitment to establish a local project office.

Financial capacity to sustain the project duration without advance payment exceeding 20% of contract value.
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2. Executive Summary & Project Background

2.1. Project Background

The General Directorate of Higher Education (DGHE) at the Ministry of Education and Higher Education (MEHE)
manages three critical secretariats:

e Equivalency Committee Secretariat: Processes approximately 16,000 local and 2,000 international equivalency
applications annually.

e Authentication Committee Secretariat: Authenticates academic documents (Bachelor, Master, PhD, Teaching
Diploma, Registration Certificates) issued by licensed higher education institutions.

o Colloquium Examination Section: Organizes professional licensing examinations across 14 medical and para-
medical specialties for candidates who studied in Lebanon (via university delegate) or abroad.

Currently, these three departments operate largely on manual, paper-based processes with limited digital tools
(SharePoint Interface for Authentication, PowerApps Portal for Equivalency applications, DGHE Portal for
Colloquium). There is no integration between departments, no unified student identity, no dashboards or KPls, and
verification with external entities (General Security, universities, embassies) is conducted via manual mail, taking
approximately one (1) month per case.

2.2. Project Objectives

The primary objective is to design and implement a single, integrated, smart, and secure ecosystem that:

e Unifies the operations of the three secretariats under one digital platform.

e Eliminates redundant data entry and ensures data quality across all processes.

e Automates document verification using Optical Character Recognition (OCR), data matching, and advanced search
assistance.

e Implements Digital Signatures for document authentication and approval workflows, reducing reliance on
physical stamps and seals.

e Issues QR Codes on all authenticated/equivalenced documents and Colloquium certificates for instant public
verification.

e Establishes a persistent Unique Student Identification (USI) as the logical master identifier for the platform while
preserving SNSI and institutional identifiers, where valid, and as additional information. Reference [IT-01].

e Provides dashboards, situational reports, productivity metrics, for management decision-making.

e Ensures defense-in-depth cybersecurity, least-privilege role-based access control (RBAC), strong authentication,
secure API controls, centralized security monitoring, immutable audit trails, vulnerability management, secure
software development, backup protection, and documented incident-response procedures. Reference [IT-04].

2.3. Strategic Vision

The envisioned system is not merely a software application but a comprehensive digital transformation initiative that
optimizes business processes, integrates with external government and academic systems, and establishes Lebanon's
National Academic Records Database as a trusted, authoritative source for higher education credentials.

3. Scope of Work (SoW)

The Scope of Work is divided into six (6) major work streams. The selected System Integrator shall be responsible for
the end-to-end delivery of all work streams unless explicitly stated otherwise.
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3.1. Work Stream 1: Business Process Optimization

The Contractor shall conduct detailed As-Is and To-Be process mapping for each of the three secretariats:

e Authentication Secretariat (As-Is): Manual receipt at counter - Q-System queue assignment -
Interface/SharePoint data verification - manual register entry > stamp and thermal seal - hand back to
applicant. No digital archive retained.

e Equivalency Secretariat (As-Is): PowerApps portal submission > CASE number generation (CAS- YYMMDD-i/o-
Hi####H) > checking (including manual General Security exit/return verification) & manual diploma verification
via mail to university/embassy (~1 month) - content validation by committee > committee review report (2
reports/week, 104/year) > minister approval via manual mail - notification via email - physical file storage in
numbered boxes.

e Colloguium Section (As-Is): DGHE portal submission - data entry and authentication - in-process status =
missing documents or approval - RUN REPORTS for all 14 specialties - electronic payment (Whish / OMT /
Visa/Master) - email notification = barcode card printing (withexam location and time) = paper archive ( &
Js2Y1 8y940) > oraland practical examination based on question bank.

The To-Be processes shall be designed with full automation where appropriate, digital workflows, electronic

signatures, controlled exception handling, complete auditability, segregation of duties, and zero paper where legally

permissible. Automation shall not remove mandatory human decision points for regulated approvals, fraud
determinations, or exceptional cases. Reference [IT-09A].

3.2. Work Stream 2: Unified Digital Platform Development

The Contractor shall develop a single, web-based unified platform comprising the following modules:

3.2.1. Unified Citizen Portal (UCP)

e  Multi-channel access: Web portal, mobile-responsive interface.

e Single Sign-On (SSO) for all three services.

e Service selection: Authentication, Equivalency, or Colloquium.

e Document upload with automatic OCR extraction.

e Real-time application tracking with status updates and notifications (Email, In-app).
e Secure online payment gateway integration (Whish, OMT, Visa, MasterCard).

e Digital document delivery with electronic signature and QR Code.

e Al-assisted virtual assistant for procedural guidance, advanced search, and FAQs in Arabic and English, subject to
approved knowledge sources, logging, privacy controls, confidence thresholds, human escalation, and a
prohibition on presenting generated content as an official decision. The solution shall support disabling or
restricting Al features if quality or security thresholds are not met. Reference [IT-02A].

3.2.2. Internal Workflow & Case Management System

e Business Process Management (BPM) engine for workflow automation across all three secretariats.

e Case management with unique reference numbers (non-resetting, persistent across years).

e Task assignment and overdue-case tracking/alerting to the DG Director.

e Integration with existing systems: SharePoint Interface (Authentication), PowerApps/Dynamics 365
(Equivalency), and DGHE Portal (Colloquium) during transition. Each integration shall have documented
ownership, interface specifications, authentication method, data mapping, error handling, reconciliation,
monitoring, retry rules, and a defined retirement/decommissioning criterion. Reference [IT-07A].

e Document management with version control, digital archive, and full-text search.
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3.2.3. Unique Student Identification (USI) Module

Generation and lifecycle management of a unique, persistent Student ID, with a configurable format. The system
shall not use a year-dependent identifier as the sole primary identity key. Historical identifiers shall remain
traceable and immutable as references, while the master identity record supports controlled merge/split with
full audit history. Reference [IT-01A].

Master Record linking personal data, academic history, authentication records, equivalency decisions, and
Colloquium results.

3.2.4. Al & OCR Engine

OCR for automatic extraction of data from uploaded documents (diplomas, transcripts, exit/return stamps,
identity documents).

Al-assisted data matching and anomaly detection using only approved, legally accessible data sources. The bidder
shall define confidence thresholds, false-positive/false-negative handling, explainability, human review
workflows, model monitoring, retraining/change control, and data-retention rules. No adverse eligibility, fraud,
or recognition decision shall be made solely by an Al model. Reference [IT-02B].

Al virtual assistant: Natural Language Processing (NLP), for Arabic and English, to guide applicants through
services and answer procedural questions.

3.2.5. Reporting & Analytics Dashboard

Dashboards for each secretariat.
Productivity reports per employee and per team.
Statistical reports: Application volumes, approval/rejection rates, average processing times.

Export capabilities (PDF, Excel, CSV) and scheduled report generation.

3.3. Work Stream 3: Cybersecurity & Digital Trust

QR Code generation: Every authenticated document, equivalency decision, and Colloquium certificate shall carry
a unique QR Code verifiable via the UCP.

Role-Based Access Control (RBAC): Granular permissions per role (Secretariat Staff, Committee Member, DG
Director, Minister, System Admin, Applicant).

Multi-Factor Authentication (MFA) for all internal users.

Comprehensive Audit Trail: Immutable logging of all create, read, update, delete, approve, andsign actions.

Data backup and disaster recovery: Daily backups, off-site replication, and annual DR drills.

3.4. Work Stream 4: Legacy System Transition

A read-only archive of decommissioned legacy records shall be maintained where legally or operationally
required, with documented retention, retrieval, and access controls. Reference [IT-07C].

Parallel run period: Legacy and new systems operating simultaneously.

Decommissioning plan for legacy systems upon final acceptance.

3.5. Work Stream 5: Training, Change Management & Support

Training programs for: End-users (secretariat staff), Committee Members, DG Management, IT Administrators,
and Applicants.



Lailialll 4y gg-ant)
el el sl 54
Al audeill Lalel) Ly sl

e Development of multilingual (Arabic and English) user manuals, and FAQ knowledge base.
e Change management strategy to ensure user adoption and minimize resistance.
o Helpdesk setup (Level 1, 2, and 3 support) during warranty period.

e Post-warranty Annual Maintenance Contract (AMC) optional.

4. Functional Requirements

This section details the functional requirements per department and cross-cutting system capabilities. Each
requirement is assigned a unique identifier (FR-XXX) for traceability in the Compliance Matrix.

4.1. Authentication Secretariat (AUTH) Requirements

e FR-AUTH-001: The system shall support authentication of the following document types: Bachelor Diploma,
Teaching Diploma, Master Diploma, Specialized Diploma, PhD Diploma, and Registration Certificate.

o FR-AUTH-002: The system shall provide an internal verification interface (replacing the current
SharePoint/Interface) where universities populate applicant data, and secretariat staff perform automated cross-
checking against uploaded documents.

e FR-AUTH-003: The system shall apply OCR to extract data from uploaded diplomas and transcripts, with Al
validation for data consistency.

e FR-AUTH-004: For Bachelor applications, the system shall verify the presence of a valid secondary school
certificate or equivalent (vocational).

e FR-AUTH-005: The system shall generate a unique, non-resetting authentication referencenumber per document.

o FR-AUTH-006: The system shall generate a QR Code on each authenticated document, linking to the digital
verification page on the UCP.

e FR-AUTH-007: The system shall retain a digital copy of all authenticated documents in the central archive,
organized by USI and date.

o FR-AUTH-008: The system shall provide real-time dashboards showing: daily transactioncount, pending queue,
average processing time per staff member, and document type distribution.

o FR-AUTH-009: The service shall remain free of charge for applicants; no payment module required for this
secretariat.

4.2. Equivalency Secretariat (EQUIV) Requirements

e FR-EQUIV-001: The system shall support both local (internal) and international (external) equivalency
applications.

e FR-EQUIV-002: The system shall generate CASE numbers following the format: CAS-YYMMDD-i/o-
#itttH, where i = internal, o = external.

e FR-EQUIV-003: The system shall provide an online application portal (replacing/enhancing the current PowerApps
portal) with document upload, progress tracking, and notificationfeatures.

e FR-EQUIV-004: The system shall initiate automated diploma verificationrequests to universities (for local) and
embassies/foreign ministries (for international) via digital correspondence, reducing verification time from ~1
month to maximum 5 business days.

e FR-EQUIV-005: The system shall support the committee review workflow: content validation-> committee review
report generation (internal and external versions) - DG Director review - Minister approval.

e FR-EQUIV-006: The system shall assign sequential session numbers to committee reports (goxo/3ya0 — dudzdl vz,
with automatic calculation that 52 weeks x 2 reports = 104 reports annually.

e FR-EQUIV-007: The system shall notify applicants of final decisions via email, with instructions for digital
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document collection or physical pickup at the ground floor.
e FR-EQUIV-008: The system shall maintain physical file storage tracking (numbered boxes per session) alongside
the digital archive during the transition period.

e FR-EQUIV-009: The system shall generate equivalency certificates with QR Code, digital signature, and
'Recognition Decision' (C8li<] 4,3) for local equivalencies.

e FR-EQUIV-010: The system shall provide productivity dashboards per employee, weekly committee workload
views, and statistical reports on approval/rejection rates by university and country.

e FR-EQUIV-011: The system shall maintain a blacklist of fraudulent applications, shared across all three
secretariats, with automatic alerts on re-application attempts.

e FR-EQUIV-012: The system shall track cases pending beyond defined SLAs and alert the DG Director accordingly
(automated escalation workflow is out-of-scope).

4.3. Colloquium Section (COLL) Requirements
FR-COLL-001: The system shall support applications for 14 medical and para-medical specialties.

e  FR-COLL-002: The system shall distinguish between two applicant categories: (a) studied in Lebanon (via university
delegate), and (b) studied outside Lebanon (direct individual application).

e FR-COLL-003: The system shall support online application submission, document upload, and initial verification.

o FR-COLL-004: The system shall support RUN REPORTS generation for all specialties, showing applicant lists,
eligibility status, and payment status.

e FR-COLL-005: The system shall integrate with payment gateways (OMT, Visa, MasterCard) for fee collection.

e FR-COLL-006: The system shall generate and print examination cards containing: applicant name, specialty, exam
location, exam date/time, and Barcode.

e FR-COLL-007: The system shall support paper archive management (Jso9! &b 8940 — S9 Caxkyl) with
barcode tracking of physical files.

o FR-COLL-008: The system shall manage the Question Bank for each specialty, supporting: question creation,
categorization, versioning, randomization. The Question Bank shall support role-based segregation of duties,
controlled authoring/review/approval, secure versioning, access logging, export controls, and protection against
unauthorized disclosure before examination. Reference [IT-04A].

e  FR-COLL-009: The system shall record examination results (oral and practical) and generate digital certificates of
passing, and bearing QR Code.

o FR-COLL-010: The system shall enforce prerequisite checking: Colloquium registration shall be blocked until
equivalency (for foreign degrees) and authentication are completed.

o FR-COLL-011: The system shall provide notification mechanisms (email, SMS) for exam scheduling, result
announcement, and certificate availability.

o FR-COLL-012: The system shall define and enforce a standard processing timeframe (SLA) for each stage of the
Colloquium application lifecycle.

4.4. Cross-Cutting Functional Requirements

e The system shall provide unified applicant authentication and SSO where appropriate, using a centrally governed
identity model. Applicant identity proofing, account recovery, duplicate-account detection, and linkage to the
master USI record shall be explicitly designed and auditable. Reference [IT-01B].

e FR-CCR-002: The system shall generate and manage Unique Student IDs (USI) as the primary key for all academic
records.

e  FR-CCR-003: The system shall support multilingual interfaces (Arabic, and English) for all user-facing components,
with Arabic as the default.
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e FR-CCR-004: The system shall provide a comprehensive search function (basic and advanced) across all records.

e FR-CCR-005: The system shall generate unique, persistent reference numbers for all transactions that do not reset
annually.

e FR-CCR-006: The system shall maintain a complete Audit Trail for all actions, including user ID, timestamp, action
type, record ID, before/after values, and IP address.

e FR-CCR-007: The system shall flag and track missing or incomplete documents per application, prompting
applicants for resubmission and maintaining a checklist status per case.

e FR-CCR-008: The system shall maintain internal notes and a complete processing history per case, visible to
authorized staff to ensure continuity across handoffs.

o FR-CCR-009: The system shall perform automated data quality assessment on submitted applications, flagging
incomplete, inconsistent, or duplicate entries prior to processing.

5. Non-Functional Requirements

5.1. Performance Requirements

e Performance targets shall be validated using bidder-provided load and stress tests representative of peak
application, payment, document-upload, OCR, reporting, and verification workloads. Bidders shall state
infrastructure sizing assumptions and test methodology. Reference [IT-09B].

e NFR-PERF-001: The system shall support a minimum of 1,000 concurrent users without performance degradation.

e NFR-PERF-002: Page load time shall not exceed 3 seconds for 95% of requests under normal load.

e NFR-PERF-003: OCR processing shall complete within 10 seconds per document (standard A4 page, 300 DPI).

e NFR-PERF-004: Report generation for dashboards shall complete within 5 seconds for real-time queries.

e NFR-PERF-005: The system shall handle peak loads of 5,000 concurrent users during high-demand periods (e.g.,
exam registration deadlines).

5.2. Availability & Reliability

e System availability shall be at least 99.9% per calendar month for the public-facing portal and core services during
the agreed service window, excluding approved maintenance and force-majeure events. Availability calculations,
monitoring method, service credits/remedies, and planned-maintenance rules shall be defined contractually.
Reference [IT-05A].

e NFR-AVAIL-002: Scheduled maintenance windows shall be announced 72 hours in advance andoccur outside
business hours.

5.3. Security Requirements

e NFR-SEC-002: All data at rest shall be encrypted using AES-256.

e NFR-SEC-010: Audit logs shall be tamper-evident and protected from unauthorized alteration or deletion. Log
retention periods, privileged access to logs, time synchronization, and log export for investigations shall be
defined by MEHE. Reference [IT-04F].

e NFR-SEC-009: The Contractor shall maintain a vulnerability-management process covering dependency scanning,
container/image scanning where applicable, SAST, DAST, API security testing, and penetration testing. Critical
findings shall be remediated before production release unless MEHE explicitly accepts a documented risk
treatment. Reference [IT-04E].

e NFR-SEC-006: The solution shall integrate with MEHE/government-approved centralized security monitoring and
shall generate security events for authentication anomalies, privileged actions, configuration changes, data
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exports, failed access attempts, and high-risk API activity. Reference [IT-04D].
NFR-SEC-005: The solution shall implement least privilege, segregation of duties, privileged-access controls,

secrets management, secure configuration baselines, and centralized identity administration for internal users
and service accounts. Reference [IT-04C].

NFR-SEC-001: All data in transit shall use TLS 1.2 or higher, with TLS 1.3 preferred where supported. Weak
protocols, ciphers, and deprecated certificate configurations shall be prohibited. Reference [IT-04B].
NFR-SEC-003: Passwords shall be hashed using bcrypt or Argon2 with minimumcomplexity requirements.
NFR-SEC-004: The system shall implement CAPTCHA/reCAPTCHA for public-facing forms to prevent bot attacks.
NFR-SEC-007: Session timeout shall be set to 15 minutes of inactivity for internal users and 30 minutes for
applicants.

NFR-SEC-008: All API endpoints shall be protected with OAuth 2.0 / OpenID Connect and rate-limited to prevent
abuse.

5.4. Scalability

NFR-SCAL-001: The architecture shall support horizontal scaling to accommodate 3x growth in transaction volume
within 5 years.

NFR-SCAL-002: Database design shall support partitioning and sharding strategies for future expansion.
NFR-SCAL-003: The system shall be deployable on-premises, in a private cloud, or in a hybrid configuration.

5.5. Usability & Accessibility

NFR-USE-001: The user interface shall comply with WCAG 2.1 Level AA accessibility standards. Accessibility shall
be validated through automated testing plus representative manual testing for Arabic and English workflows,
keyboard navigation, screen-reader compatibility, forms, errors, authentication, document upload, and status
tracking. Reference [IT-09C].

NFR-USE-002: The system shall support RTL (Right-to-Left) layout for Arabic interfaces and LTR for English.

NFR-USE-003: The system shall be responsive and functional on devices with screen widthsfrom 320px (mobile)
to 1920px (desktop).

NFR-USE-004: User manuals and help content shall be available in both Arabic and English.

5.6. Interoperability

The system shall expose RESTful APls documented with OpenAPI. APIs shall be versioned, authenticated, rate-
limited, monitored, backward-compatible within an agreed policy, and protected against replay/duplication
where relevant. The API design shall define idempotency, error codes, pagination, filtering, audit correlation IDs,
data classification, and deprecation procedures. Reference [IT-06A].

NFR-INT-002: The system shall support standard data exchange formats: JSON, XML, PDF/A, andCSV.
NFR-INT-003: The system shall integrate with LDAP/Active Directory for internal user authentication.

NFR-INT-004: The system shall support SAML 2.0 and OAuth 2.0 for SSO with external identity providers.

5.7. Business Continuity, Backup & Disaster Recovery

NFR-BCP-001: The bidder shall propose Recovery Point Objective (RPO) and Recovery Time Objective (RTO) values
for each service tier; as a baseline, core transactional services should target an RPO of no more than 4 hours and
an RTO of no more than 8 hours, with better commitments evaluated positively. Reference [IT-05B].

NFR-BCP-002: Backups shall periodically be restored in a controlled test, and accompanied by evidence of
successful restore testing. Reference [IT-05C].
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e NFR-BCP-003: The Contractor shall provide a Disaster Recovery Plan, Business Continuity Plan, recovery
runbooks, contact/escalation matrix, and annual full recovery exercise with documented lessons learned and
corrective actions. Reference [IT-05D].

5.8. Testing, Acceptance & Release Management

e NFR-TEST-001: The Contractor shall provide and execute a Master Test Plan covering unit, integration, system,
security, performance, accessibility, backup/restore, disaster recovery, failover, interoperability, and user
acceptance testing. Reference [IT-09D].

e NFR-TEST-002: Production go-live shall require MEHE acceptance of critical defects as zero, high-severity security
findings as zero unless explicitly risk-accepted, completion of agreed performance thresholds, successful
backup/restore validation, and signed UAT/SAT acceptance records. Reference [IT-09E].

e NFR-TEST-003: Each production release shall be reproducible from controlled source and build artifacts, with
release notes, rollback instructions, and evidence of regression testing. Reference [IT-09F].

6. Technical Architecture & Standards

6.1. Preferred Technology Stack (Open to Proposal)

MEHE does not mandate specific technologies. Bidders shall propose an architecture based on business criticality,
maintainability, security, interoperability, availability, total cost of ownership, skills transfer, and portability.
Microservices shall not be mandatory; a modular monolith or service-oriented architecture may be proposed where
it provides lower complexity and adequate scalability. Any proprietary platform or managed service shall be identified
with licensing, exit, and portability implications. Reference [IT-06].

e Backend: Microservices architecture preferred. Java (Spring Boot), Python (Django/FastAPI), Node.js (NestJS), or
.NET Core are acceptable.

e Frontend: React, Angular, or Vue.js with TypeScript. Must support SSR for SEO and performance.

e Database: PostgreSQL or MySQL for relational data; MongoDB or Elasticsearch for document search and logs;
Redis for caching and session management.

e OCREngine: Tesseract (open-source), Google Cloud Vision API, or Amazon Textract. The solution must include on-
premise OCR capability for sensitive documents.

e BPM Engine: Camunda, Activiti, or custom workflow engine.

e Message Queue: RabbitMQ, Apache Kafka, or Redis Pub/Sub for asynchronous processing.

e Containerization: Docker and Kubernetes for deployment and orchestration.

e CI/CD: Jenkins, GitLab Cl, or GitHub Actions.

e Monitoring: Prometheus, Grafana, and ELK Stack (Elasticsearch, Logstash, Kibana).

6.2. Infrastructure Requirements

e The system shall be deployable on MEHE's on-premise data center or a government-approved cloud provider.
The bidder shall provide infrastructure sizing, capacity assumptions, network/security zone requirements,
storage/backup sizing, monitoring requirements, and an exit strategy for any cloud service. Reference [IT-06B].

e  Backup infrastructure: Daily incremental backups, weekly full backups, with off-site replication.

6.3. Standards Compliance

Information security, cybersecurity and privacy protection shall align with recognized good practice and
MEHE/government policies. The bidder shall provide a control matrix mapping the proposed solution to the
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applicable standards and shall identify any deviations or compensating controls. The RFP should not make compliance
with a year-specific edition of a standard a hidden dependency unless MEHE explicitly requires that edition.
Reference [IT-04G].

- ISO/IEC 27001:2022 Information security management systems.

- ISO/IEC 27017:2026 Guidance for implementing information security controls in cloud services.

- ISO/IEC 27018:2025 Guidelines for protection of personally identifiable information (PIl) in public clouds
acting as PIl processors.

7. Open-Source Requirement

This is a MANDATORY requirement. Failure to comply shall result in disqualification.

7.1. Source Code Ownership & Licensing

The Contractor shall develop the solution using open-source technologies and frameworks where feasible and secure.
ALL source code, configuration files, database schemas, API definitions, and deployment scripts developed under this
contract shall be the exclusive property of MEHE.

MEHE shall have the unrestricted right to use, modify, distribute, sublicense, and deploy the software without
limitation.

The source code shall be delivered in a clean, well-documented, buildable, reproducible, and deployable state,
accompanied by the build toolchain and environment specifications required for MEHE or its appointed third party
to compile and deploy the software independently. Reference [IT-08B].

e The Contractor shall not introduce copyleft or other restrictive licenses that impose obligations on MEHE beyond
those explicitly approved in writing by MEHE. All third-party components shall be inventoried and license-
reviewed before production use. Reference [IT-08C].

e Complete source code repository (Private Git history preferred).
e Technical Architecture Document (TAD).

e Database Schema Documentation (ER diagrams, data dictionary).
e APl Documentation (OpenAPl/Swagger).

e User Manuals (Arabic, and English).

e Administrator Manual (Arabic, and English).

e Source code comments and inline documentation.

7.2. Third-Party Components
o All third-party libraries, frameworks, and tools used in the solution shall be listed with their respective open-
source licenses (e.g., MIT, Apache 2.0, GPL, LGPL).
e The Contractor shall conduct a Software Composition Analysis (SCA) to identify and document all
dependencies and their security vulnerabilities.

7.3. Code Quality & Review

e The source code shall adhere to industry-standard coding conventions and best practices for the chosen
programming languages.

e Code coverage for automated unit tests shall be minimum 80%.

e The Contractor shall conduct code reviews for all major modules and document review outcomes.

e Static Application Security Testing (SAST) and Dynamic Application Security Testing (DAST) shall be performed,
with all critical and high-severity findings remediated before deployment.
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7.4. Mandatory Project, Operational & Security Risk Management

Risk Consequence Likelihood Impact Required Mitigation Owner
. MFA, least privilege,
Unauthorized p . 2
. . . PAM, monitoring, Contractor +
access / Disclosure or manipulation of .
. s M H secure session MEHE
credential sensitive records . .
. controls, incident IT/Security
compromise
response
Immutable/offline-
Ransomware / protected backups,
. Service outage and loss of EDR where MEHE IT +
destructive S M H .
S availability applicable, Contractor
segmentation,
tested recovery
Retries,
External . idempotency, Contractor +
. . Delays in . .
integration P e L M H queueing, Integration
- verification/payment/notifications o
failure monitoring, owner
reconciliation
Open standards,
Vendor lock-in source delivery, MEHE IT +
/ proprietary High TCO and difficult transition M M/H SBOM, exit plan,
Procurement
dependency documented
interfaces
Load testing,
capacity planning,
Performance L . . auto/horizontal
. Application failure during .
degradation at . M H scaling where Contractor
deadlines/exams Lo
peak load justified,
performance
budgets
- Role-based training,
Insufficient .
change Workarounds and return to M M change champions, MEHE +
.g manual processes pilot, support model, Contractor
adoption .
adoption KPls
Data classification,
Regulatory / minimization,
.g y Legal, financial, reputational retention schedule, MEHE +
privacy non- L/M H .
. exposure access reviews, Contractor
compliance . .
privacy/security
control matrix
Stage gates,
. objective
Weak go-live L - T
& Production instability and acceptance criteria, MEHE +
acceptance . . M H
o disputed deliverables defect thresholds, Contractor
discipline
documented
UAT/SAT

e The bidder shall submit a maintained risk register from contract award through warranty, identifying risk,
cause, consequence, likelihood, impact, owner, mitigation, contingency, residual risk, trigger, and
monitoring approach. Reference [IT-11A].
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Proposals shall be evaluated based on the following criteria. The maximum total score is 100 points.

e Minimum Passing Score: Bidders must achieve a minimum of 70 points out of the 85-point non-
financial technical score (Functional/NFR/Architecture/Al/Cyber/Data/Training = 60; Company
Experience & Qualifications = 15; Methodology & Approach = 10) to proceed to financial evaluation.
Reference [IT-10].

e Financial Evaluation: Only technically qualified bidders (score = 70) shall proceed to financial
evaluation. The financially lowest compliant bid shall receive the maximum financial score (15 points).
Other bids shall be scored proportionally.

e Final Score = Non-Financial Technical Score (85 points max) + Financial Score (15 points max).
Financial scoring shall be applied only after the technical passing threshold is achieved. The award
recommendation shall use the published formula consistently for all bidders. Reference [IT-10A4].

Evaluation

o Weight Sub-Criteria Pts Scoring Method
Criteria
Technical 40% e Compliance with Functional Requirements 20 pts | Scored 0-100 per sub-
Proposal e Compliance with Non-Functional| 10 pts | criterion, weighted
Requirements 10 pts | average
¢ Technical Architecture & Innovation 5 pts
¢ Al/OCR Capabilities & Approach 5 pts
e Cybersecurity & Digital Trust Framework 5 pts
e Training & Change Management Plan
Company 10% e Years in business and financial stability 5 pts Documentary evidence
Experience & * Relevant project references 5pts | required
Qualifications ¢ Team qualifications & certifications 5 pts
Project 10% e Clarity of methodology 4 pts | Expert panel assessment
Methodology e Risk management approach 3 pts
& Approach e Quality assurance plan 3 pts
Financial 40% ¢ Total cost reasonableness 8 pts | others scored
Proposal ¢ Payment schedule alignment with milestones 4 pts | proportionally
® OPEX sustainability 3 pts
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9. Bill of Quantities (BOQ)
Proposals shall include and comprise the following bill of quantities and materials section
MEHE BOQ Item Scope Qty
Software Licenses 3rd—-party Software Licenses, if any 1
Implementation and Deployment | Requirements, workshops, business analysis, solution architecture 1
Authentication Secretariat Request processing, university verification, OCR checks, e-signature, 1
QR, digital archive
Equivalency Secretariat Equivalency applications, document review, foreign authority 1
verification, assessment, approval/rejection
Colloquium Secretariat Exam applications, eligibility, exam scheduling, candidate 1
management, results, re-sits
Integration Layer/ APls 3 integration points 1
Project Management & Analysis | Requirements, workshops, business analysis, solution architecture 1
Training & Documentation Admin/user training, manuals, technical documentation 1
Warranty & Support Post-go-live support, bug fixing, maintenance (3 months after the 1

go-live)



10. Appendices

Appendix A: Glossary of Terms

e Al Artificial Intelligence

e API: Application Programming Interface

e AMC: Annual Maintenance Contract

e BPM: Business Process Management

e CASE: Computer-Aided Software Engineering (here: Equivalency case number)
e CI/CD: Continuous Integration / Continuous Deployment
e DAST: Dynamic Application Security Testing

e DGHE: Directorate General of Higher Education

e DR: Disaster Recovery

e eIDAS: Electronic Identification, Authentication and Trust Services
e FR: Functional Requirement

e HA: High Availability

e KPI: Key Performance Indicator

e LDAP: Lightweight Directory Access Protocol

e  MEHE: Ministry of Education and Higher Education

e  MFA: Multi-Factor Authentication

¢ NFR: Non-Functional Requirement

e OCR: Optical Character Recognition

e OWASP: Open Web Application Security Project

e RFP: Request for Proposal

e RBAC: Role-Based Access Control

e RPO: Recovery Point Objective

e RTO: Recovery Time Objective

e SAML: Security Assertion Markup Language

e  SAST: Static Application Security Testing

e SBOM: Software Bill of Materials

e SCA: Software Composition Analysis

e SLA: Service Level Agreement

e  SNSI: Smart National Student Identifier

e SOA: Service-Oriented Architecture

e SSO: Single Sign-On

e SSL/TLS: Secure Sockets Layer / Transport Layer Security
e UAT: User Acceptance Testing

e UCP: Unified Citizen Portal

e USI: Unique Student Identifier

e  WCAG: Web Content Accessibility Guidelines
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Appendix B: Contact Information for Clarifications

All clarifications and questions regarding this Technical Specifications Document must be submitted in writing to:

Deadline for Questions: 10 calendar days from RFP issuance date.

General Directorate of Higher Education (DGHE)
Ministry of Education and Higher Education (MEHE)
Beirut, Lebanon

Email: [To be provided by MEHE]
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