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Security Appliance :Js¥) 4 ganall

Next Generation Firewall
Form Factor: Hardware Appliance

Must be from a vendor recognized in the latest Gartner Magic Quadrant for Enterprise Firewalls
Centralized Security Dashboard for analytics and visibility

Role-based Access Control (RBAC) for multi-admin support

Compliance with international security standards (e.g., Common Criteria, FIPS 140-2 if required)
3 Years Forti Care Premium and FortiGuard Unified Threat Protection (UTP)
Appliance-based SD-WAN with integrated Security (IPS, Antimalware, URL Filtering, Application Control)

Firewall Throughput: = 2 Gbps NGFW Throughput: > 1 Gbps Concurrent Sessions: 500,000
Threat Protection: 2 450 Mbps IPS Throughput: = 700 Mbps

1 Interfaces: 2 x GE RJ45 WAN Ports 5 x GE RJ45 Internal Ports 1 x GE RJ45 DMZ Port 7
VPN: IPsec VPN tunnels > 200 Routing protocols: Supports BGP, OSPF, and RIP dynamic routing protocols.

High Availability (Active/Passive) support

3 Years Hardware Replacement + Security Subscription Updates

Configuration and Installation (regional offices defined by the minister of MOA)
Firewall rules (inbound/outbound traffic filtering, port forwarding, service-specific rules)

All ISP Links setup (SDWAN, Load balancing & fail over.)

Internet access control (site restrictions, bandwidth management, usage schedules)
VPN setup for secure remote access

All required network policies and security rules

1 Year Warranty
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Desktop

Intel® Core™ i7-13700, 16GB DDR5-3200MHz, 512GB NV Me SSD

Graphic Card: Intel UHD Graphics

1x RJ-45 Gigabit Ethernet and Wireless Integrated

Windows 11 Pro Latest Microsoft Office perpetual license

24 Full HD LED 70

800 VA for both LED 24” and Desktop

1 Year Warranty

External Combo Keyboard/Mouse US/AR

Installation and Configuration

Laptop

Intel Core Ultra 7-255H Processor, RAM 16GB.

DISPLAY 16'

1 x USB-C (Power Delivery, DisplayPort 1.4)

1 x USB-C (data)

2 x USB-A =

1xHDMI 2.1

1 x RJ-45

WIN 11 + Microsoft office perpetual license

1 Year Warranty

Laptop

Core i9 -14900HX

RAM 32GB DDR5 1TB M.2 NV Me PCle 4.0 SSD 2

8GB GDDR7 — top-tier GPU for heavy workloads DISPLAY 16"

WIN 11  High-capacity battery with USB-C fast charging support 1 Year Warranty
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SAN storage

High performance entry -level SAN storage with dual active-active controllers designed for shared storage consolidation,
virtualization and backup environments

Dual controllers with 16Gb/32 Gb FC or 10Gb iSCSI connectivity

Support SSD, SAS and midlines AS drives

Up to 384 drives with expansion enclosures

Raid levels 0,1,5,6,10 for data protection

Automated tiering for performance optimization

Redundant power supplies and fans for high availability

Web-based management (MSA SMU), SMI-S and CLI SUPPORT Raw Storage:

-6x4TB SSD -6X2.4 TB SAS 10K

Core switches

Core switches with 24 ports of 1/10GbE and uplinks 4xuplinks 10GB

Supports switching/routing features (L2, L3) WITH ADVANCED CAPABILTIES UNDER THE ADVATAGE LICENSE
THE UPLINK PORTS(4Xqsfp28) allow high-speed connections (40/100Gbps) upward in the network

Good choice for core or distribution layers in medium to large enterprise networks

Supports full programmability, modern features (e, g segment routing EVPN, etc.)

VLAN and segmentation policies for secure and efficient network traffic separation

All required network policies and security rules

Hands-on training, system configuration, Documentation, & free support for one month

RAM

32GB DDR4 DIMM slots, Min 2666MT/s or higher

CPUKIT

Processor type: Intel Xeon-Gold  Processor family: 2nd Generation Intel Xeon or Higher Processor core available: 24 cores -

Processor cache: Minimum 13 MB Processor number: 2 Processor speed: Minimum 2.4GHz
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Heavy-Duty 3-in-1 Monochrome Printers
Heavy-Duty Monochrome Laser MFP Functions: Print, Copy, Scan
Duty Cycle: 2 50,000 pages/month Speed: 240 ppm (A4)
_sucﬁnmvmo:<nww00m:mmnm
9 Duplex: Automatic two-sided printing 45
Built-in Gigabit Ethernet + Built-in Wi-Fi + Wi-Fi Direct
1 Year Warranty covering all parts and labor
Supplier shall provide installation and user training sessions
Toner cartridges Qty (2)
Heavy-Duty Standalone Document Scanners
Type: Standalone, sheet-fed scanner Daily Duty Cycle: 2 8,000 pages
10 ADF Capacity: 2 100 sheets Speed: 2 60 ppm / 120 imp (300 dpi, mono & color) 45
Eu_ozmq shall provide installation and user training sessions
Built-in Gigabit Ethernet Drivers: TWAIN and ISIS
Portable SSD
11 2TB Portable SSD, Rugged & Durable 10
- | UsB 3.2Gen 2 Up to 1050MB/s Read & 1000MB/s Write
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