	Requirement
	Compliance (C / PC / NC)
	Bidder Remarks / Reference

	Bidder must have proven experience in deploying PAM solutions in similar enterprise, telecom, or critical-infrastructure environments.
	
	

	Solution must support SIEM integration using standard log forwarding and integration methods such as Syslog, CEF, LEEF, REST API, or equivalent.
	
	

	Solution must support secure external storage integration for session recordings, logs, backups, or archives using approved protocols such as NFS and/or SMB/CIFS where applicable.
	
	

	Solution architecture should be highly scalable without the need for additional hardware.
	
	

	Solution should provide User Behavior Analytics using AI/ML methodologies.
	
	

	Solution must support on-premise deployment for all core PAM components.
	
	

	Solution must support secure credential vaulting with strong encryption.
	
	

	Solution must support MFA integration for privileged users, administrators, and third-party/vendor users.
	
	

	Solution must support privileged session recording and audit logging for RDP and SSH sessions.
	
	

	Solution must support approval workflow and full audit trail for privileged access requests.
	
	

	Solution must support password rotation and password reconciliation for managed privileged accounts.
	
	

	Solution must support HA/DR design with backup and restore capabilities.
	
	

	Solution must support integration with Microsoft Active Directory or equivalent directory services.
	
	

	Solution must provide role-based access control and segregation of duties.
	
	

	Solution must provide official OEM/vendor support and authorization.
	
	

	Bidder must provide at least three (3) references of PAM deployments in similar environments, delivered as live commercial/production solutions and not Proof-of-Concept (PoC).
	
	

	Solution must record all PAM sessions and make them available for 6 months. 
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